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Who we are

Rachel Mullan
Strategic Threat Intelligence Lead
PwC

@jaded _muse

Need for PLEAD: BlackTech Pursuit 25 November 2019
PwC 2



Cyber paleontology

1

When the passage
of time affords
new evidence, [any
judgement] is thus
susceptible of
change. sheman ken

This is the story of how we revisited old intelligence - with
surprising results.
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What we’ll cover today

BlackTech pursuit:
- Evolution of activity & TTPs

Analysis of a recent
campaign

Following the (P)Leads

Chasing the Djinn
- Through the analysis

process and down
attribution road

Need for PLEAD: BlackTech Pursuit
PwC




Names for days
Bluether ...
KIVARS

Waterbear 'ronishell DDNS
Linopid .5, Prigo

ROUterS _hSh;OUAe(’iC ;ossgg)x;: | 1-'._4 [Wan
HongKong -
cooptives 1 SCookie

- WhiteGriffin



History lessons

BlackTech conducts
router-level MitM
2010: Shrouded attack to dep|0y

Crossbow first PLEAD in TW
operations begin

BlackTech i ‘.
steals certs F\>NL rzpzr e
xBOW revealed from D-Link, [Plkzeil Aeieis,
) ’ White Griffin,
linked to KIVARS TW technology et T
and BIFROSE organisations J

2010-2014 S !

Fileless
PLEAD
developed PwC report:
TSCookie
BlackTech abuses The Four-Element Timelini
vulnerable routers Sword Engagement Imelining
In TW, uses Drigo (KIVARS on media)

Need for PLEAD: BlackTech Pursuit 25 November 2019
PwC 6



Once upon a time, a detection:
Bluether &

ad34b50772b67a62b927b25021231h85. ..

lGZip compressed parent to

£

4e6d5983775d52215ab6779a928796¢6...

ad34b50772b67a62b927b2502123fb858e05c7e

112817d8a4a44a98096b14751 nas timestamp [ observed named as
afa @ / t o tnjecls shellcocle\

' WmiPrvSE.exe
Wmi PI’VS E. exe 2019-05-22T00:44:44Z ﬁ
4e6d5983775d52215ab6779a928796c60157321
b9C65'F4b89135bC@C9b88@1@3 fdcb5f779d0640659121a2a7c¢75d1707...

lhas c2
fdcb5f779d0640659121a2a7¢c75d1707doc8f37 )

menset.peachyweb.com.com

2019-05-28 13:48:04 - 2019-06-10 UB:SV \219-05-28 13:48:04 - 2019-06-10 08:30:08
L2 D

78.142.29.210

b833cd528675c405eaalbe650

79.124.78.120

Need for PLEAD: BlackTech Pursuit
PwC




Malware Analysis: Execution chain

Sets auto-start key

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run, “MSUPD32”

+ Passes execution to shellcode

offset Type 3 "DAT™
66h ; int

FindResource_LockResource_sub_ 4810008

ebx, eax
esp, BCh
ebx, ehx
loc_4@1287

Decoding loc 48125F: ; Decoding Subroutine

ed=, eax

edx, 1Fh

cl, [espredx+i14Bh+var_124]
dl, [ebx+eax+28h]

dl, cl

[ebx+eax+Z28h], dl

edx, [esp+14Bh+var_138] ; in debugger: ebx+eax+28

eax
eds, BFFFFFFEBh

eax, edx

short Decoding_loc_ 4B8125F

Need for PLEAD: BlackTech Pursuit
PwC

; Decoding Subroutine

25 November 2019
8



Malware Analysis: Execution chain

Sets auto-start key

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run, “MSUPD32”

+ Passes execution to shellcode

offset Type 3 "DAT™
66h ; int

FindResource_LockResource_sub_ 4810008

ebx, eax
esp, BCh
ebx, ehx
loc_4@1287

Decoding loc 48125F: ; Decoding Subroutine

ed=, eax

edx, 1Fh

cl, [espredx+i14Bh+var_124]
dl, [ebx+eax+28h]

dl, cl

[ebx+eax+Z28h], dl

edx, [esp+14Bh+var_138] ; in debugger: ebx+eax+28

eax
eds, BFFFFFFEBh

eax, edx

short Decoding_loc_ 4B8125F

Need for PLEAD: BlackTech Pursuit
PwC

; Decoding Subroutine

Shellcode in memory drops binary wuaclt.exe in
AppData\Roaming\Microsoft as “hidden”.

Tiny sample indicators of the PLEAD backdoor:

cl, 43h :|'C°

short loc
edx
edx

cl, 4ih ;|'A°

short loc

cl, 4Ch 5 |°L°

short loc

cl, 45h ;|'E°

short loc

cl, S6h ;|'P°

short loc

cl, 47h ;|'G"

short loc

cl, 44%h ;|'D°

short loc

short loc_

6GBD

25 November 2019
9



Malware Analysis: Execution chain

Sets auto-start key. . Shellcode in memory drops binary wuaclt.exe in
HKCU\SOFTWARE \Microsoft\Windows AppData\Roaming\Microsoft as “hidden”.
\CurrentVersion\Run, “MSUPD32”

Tiny sample indicators of the PLEAD backdoor:
+ Passes execution to shellcode e1, 43h zqC’

short loc
edx

edx

cl, 4ih ;
short loc
cl, 4Ch
short loc
cl, 45h
short loc
cl, S6h ;
short loc
cl, 47h ;
short loc

offset Type 3 "DAT™
66h ; int
FindResource_LockResource_sub_ 4810008

ebx, eax
esp, BCh
ebx, ehx
loc_4@1287

cl, 44h ;
%04¥/%c%d.asp
Software\Microsoft\Windows\CurrentVersion\Run

Decoding loc 48125F: ; Decoding Subroutine
ed=, eax
edx, 1Fh
cl, [espredx+i14Bh+var_124]
dl, [ebx+eax+2Bh]
dl, cl
[ebx+eax+Z28h], dl
edx, [esp+14Bh+var_138] ; in debugger: ebx+eax+28
eax
edx, BFFFFFFEBh
eax, edx
short Decoding_loc_48125F ; Decoding Subroutine

run ok!

&d/ %=

iz floppy disk!

is not exist path!

can't open!

<Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ProxyEnable\ProxyServer %s %s

#Mozillas/4.0 (compatikble; MSIE 8.0)

Need for PLEAD: BlackTech Pursuit 25 November 2019

PwC
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Malware Analysis: C2 comms

Stream Content

POST /B0@0/al5728015.asp HTTR/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0)
Host: menset.peachyweb.com.com:443
Content-Length: 99

Cache-Control: no-cache

\0; 1*407&890/304Y56>16DDQHPIV* I [@H511*dbjagupe755)8) : *; RR3(7667%:8,06 (hci{l~.qgbgm.pmk
$cno-gjk=<=9|

Stream Content

POST /0000/817474203.asp HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.8)
Host: mhime.ignorelist.com:443
Content-Length: 94

Cache-Control: no-cache

W0 1*48748890/304Y04>%NERIWKU+EZCBR20 -eaknfVzd442 (3 (5&8+%502/657>%09>-05/
imojm'cgomgaiot | 'iol8706|

Need for PLEAD: BlackTech Pursuit
PwC

Calls GetTickCount() -»>
Dynamically-generated URLS: %04X/%c%d.asp
Server-side folder /0000/ will accept any value
generated this way

Information transmitted:

- machine’s local IP address;

- computer name, user name, system version;
- unigue moniker (campaign 1D?);

- hardcoded C2 domain and ports; and,

- Autorun Registry Key value set by dropper.

Each string byte is xor'ed — in
this case xor value works like a rolling cypher,
starting at O and resetting after 11.

25 November 2019
11



PLEAD: Main Variants

BLUETHER

1. Executable loader
2. Shellcode dropper
3. Executable backdoor

WmiPrvSe.exe:4e6d5983775d52
215ab6779a928796c60f57321b9
c65f4b89135bcOc9b880103

wuaclt.exe:FDCB5F779D064065
9121A2A7C75D1707DOC8F37B833
CD528675C405EAA1BE6G50

Need for PLEAD: BlackTech Pursuit
PwC

TSCOOKIE

1. Executable loader
2. DLL downloader in memory
3. Executable backdoor

Exe:1da9b4a84041b8c72dad962
6db822486ce47b%9a3ab6b36c41b
0637cdlfe444d6

DLL:BFD549CDDDAD51B3113155F
31D6389EESC6101965433BD258F
28227FCB347946

PLEAD Downloader

1. Executable loader
2. Shellcode downloader
3. Executable backdoor

Wmpnetwk.exe:a26df4f62adao8
4a596bf0f603691bc9c02024be9
8abec4a9872f0f 00851940

PLEAD:e9082ble8e9a2a4e48e3d
elccl233d202206a8ac2f0d2319
9c45213cav204c51

XLS:9db22b42c71b6532134060a
7al75b4deae2c745fa956411389b
d7d8c9805ec269

ActivX1.bin:d288327cdf5d58f
8deebl1f15914fe7f1fe75b95a25
55c0332ddada565c15d03d

25 November 2019
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What iS COnSiStent acCross Binary blob-building subroutine

from resources into memory (ref. a

2019 and a 2012 sample) - many, 4=
. Jump to xref
many, many lines to assemble then | | Z%E = ===
Xor_d ecrypted mUItlpIe tlmeS Concatenation_sub 481158 proc near

time and samples?

. arg_6= dword ptr L4
Mutex format (up to 2018): arg e dword ptr 9
[o) [o) [o) [o) (o) " mou ecx, [esp+arg_ 4]
X o o o o AGZdAQZdAQZd AeszQZd e o o X = mov edx, [esp+arg_#A]
— push esi
2019 mov esi, ecx
Concatenation_sub_4082238 proc near Egih igi eax
. moy edi, edx
PLEAD C2r ver HTTP 2019): var_20= byte ptr -26n .
C2 requests ove (up to 2019) var 2= byte ptr 2 ol 2
[C2]/0000/ (GetTickCount()).[asp|aspx] ke guerd ptr ¢ mu s, esi
y p p moy eax, [esprarg_u] and ecx, 3
sub esp, 26h rep stosb
push ehx mov dword ptr [edx], 162DES68h
push ebp mouv dword ptr [ed=+4], BAABFCD23h
TSC k k f A a push esi mou dword ptr [ed=+8], BBYF1%961h
OO Ie COO Ie Con |gurat|0n lea esi, [eax+eax+2ih] moy dword ptr [edx+BCh], 56F6C737h
push edi mou dword ptr [edx+18h], BA73FBCEYh
E‘III"iI'Ig push esi 5 unsigned int mouy dword ptr [edx+14h], 2E36DFA%h
M = = = o call TT2EYAPAK 12 s ooperator new( |mou dword ptr [edx+18h], 6583DB83h
L*"Mozilla/4.0 (compatible; MSIE 8.0; Win3z) mov ecx, esi nou dword ptr [edx+1Ch], BC24B9FDAN
L"%s:%d"™ moy ehx, eax mov dword ptr [edx+28h], 1DBF49B5h
L"http: //%s i s%d"™ moy edx, ecx mou dword ptr [edx+24h], 23576462h
L . 5 . — 5 . " xor Bdx, eax mou dword ptr [edx+28h], 18F27BFLh
tugggﬁ%;ﬁshr wnConnection: keep-alivewrinaccept: =/=\r\n o egl. be mov fvord btr Feanioond? sensnnEon
7 mou ebp, ds:lstrcath mov dword ptr [edx+3Bh], 693AAE3CH
L"sss02X" e 2 mou dword ptr [edx+34h], BEACFASEDR
rep stos
L“H-'SFGS"'-.T' 1 . i i . add esp, mou gwurg p:r [egx:ggn], g;gggggg:
L"Content-type: application/x-www-Torm-urlencoded'rin nou ook edx moy lword ptr [edx*3Ch], 66C73637h
L"Connection: keep-alive\r\naccept: =/=\ryn" and ecx. 3
L"#sDate: %shwrhiyn" push  offset String2 ; “0CqobilGnrlpk3AHHIOPERFZ12Pt0uTHLLERPH" . ..
" id= " push ebx : 1pStringi
Lqr"IIIHS.ﬁuaESPK' UI=T rep stosh
!|_r HIIH i " call ebp ; lstrcatn
getaddrinfo push offset aBjejialfefdfak ; “BJEJIALFEFDFAKEAAHMFPEEDCHFGIGHJTJEHEEG™ . . .
"getnameinfo™ pui? egx ; 1pStringt
L1} g L1} ca ehp lstrcatin
"'Fr EE;dg;lr‘lfD push offset aDchfoabmdimmid ; “DCHFOABMDIMHIDEACEGAFHFHADOMKFCJBPETHIT: . ..
.,,""'II"'WS i " push ebx ; 1pStringt
gEtaddr'l nfo call ebp ; lstrcatn
"Sawshipe™ push  offset aClblaoFnbkoleo ; “CLELAOFHEKOLEOPAFOMOGELLHAHLDJLPLHPPIOD™ . . .
"getaddrinfo™ push ebx » 1pStringi
“hdp™ call ebp ; lstrcath
"L,I - push offset akmnhllpecchfci ; “KHHHLLPECCHFCIHHHHIFAHILAJCHHIGHPPRHIPA® . . .
tcp push ehx ; 1pStringd
"g5535" call ebp ; Istrcath
"L.Idp" mow edi, offset almhhghggldljib ; “IHHHGHGGLDLJIBKCADPJLCLFCFDFABJATIDBBFC" . ..

"Fﬁu L1]




Campaign View

78.142.29.210

& 61.219.43.84
927h2502123fhE85...

viewer efedefrances.com

]

menset. peachy web com.com ad34b50772hETaE,

2019-04-29T02:02:30Z

2019-05-22T00: 44: 447 AeRd5983775d5221 5abGT 79392879606, . b3E66c1 Obadc84Nghdec32f7721182de...

Cluster of PLEAD
aCtiVity We detected 401 h5E94E66047 cf209e2e48h2cS30TN. ..
earlier this summer:

& 2019-04-12T02:08:59Z

d001ad47dE706743ef1 SdcShSashicse. ..

S——— & A
- Compile timestamps
between early April and 7

late May 2019
- C2 infrastructure

active going into mid [

June 2019

172105236158



Campaign View

78.142.29.210

- & 61.219.43.84

Ty ad34b50772b67a620927h25021231b85. .
79.124.78.120 _ 2019-04-29T02:02:302

/ GZip compressed parent to .
/ AT,

viewer efedefrances.com

¥

2019-05-22T00: 44: 447 AeRd5983775d5221 5abGT 79392879606, . b3E66c10badc849fbhdec32f7721182de...

ﬂ WmniPrvsE.exe & 2019-04-12T02:08:59Z

001 ac4TdET06743f 3dcshsashicge. .
401h5694666047cf29e2e48b2c530ch. . AERERAER RIS SteshaaahEese

Have to hate — or love? - DDNS.
5

\ s 2146ba2c545hTed 49chB7 e6aebISTES... o C O N S . M ake S | nfr astructure

*cheeky! more “flexible” for threat actors.

]

pcer‘t[ . ] ignor‘elis‘t [ . ] com* Updates exs 2019-04-17T00:47: 322

J

PLEAD actor known for
subnotes[.]ignorelist[.]com + heavy use of DDNS, large
volume of subdomains + reuse of
DDNS infrastructure across years
and more... and campaigns!

172105236158

injure[.]ignorelist[.]com




= o 2017-09-05T01:38:002
2018-01-15T00:53.41Z
: ] \
B pat.scr
O OW a S 2016-03-21T02/17:42Z \
111 C C \
\ FRA0 AL R 7 BE FLH . docx
\
125.227.102.20 \
203.70.166 65
2015-11-207T00:33:422
o 2018-04-10T00:45:142
1721

*Mobwork —— o i o
‘ ‘ 75330013307139¢84 7040008901640 1711996ad7e602be2aTe9524dTdT0ee8. e S
2017-04-07T00: 36 597 Bd215675630d0daes5aT35ac624fb 30! a
300824De3TSC229er820506d8Tar4170

Someone called the way BlackTech* handles
infraStruCture “S u bdoma in explos ion,,. 2016-06-12TOT:15.05Z o

That made me think of the Japanese for
“fireworks”: £ X “hanabi” (flower-fire).

) .
— cafte.
& . catdedca15e055

So I like to call it “subdomain flower”. [

- Years of reuse of the same infrastructure

114463919

- Resolutions to TW, HK, occasionally JP

h’ f 2015-06-29T02:53:54Z

$9.124.90.230 * I

AS3462 Asla Pacific Network Infa..

-  HINET is a BIG favorite

- Mostly DDNS, compromised routers,
compromised infrastructure | .

61.219.110.13

Bluether 114.46.55.107

- Some adversary-registered domains used

for years across different campaigns (e.g.
*[.]microsoftmse[.]com, *[.mobwork[. ]net) &

77cdBda09d0ba24t69f0abta2b Td00t *

2015-06-18TOT:51:19Z (3 ¥ o]
a7s
AS1659 Tawan Academic Network (
Red_lara

hitp:/funglie strangled netoo0

a09652ed14D9a657634 1bEBarsdS] 2fa

i

2015-07-13T01:31:01Z



TSCookse 2017-09-05T01:38:002
2018-01-15T00:53412

exe

Hi-revise paf.scr
At docx

2016-03-21T02,17:42Z
2018-04-10T00:45:14Z

o

203.70.166 65

172.104.125.84

£
o

2015-11-20T00:33.427
1711996ad7e602bd2aTe9d524dTdT0es.
BA2A5675630d0dae85aTI5acs24fb 0!
3008240e375C229e182d506067ar4170.
172.105.209.37

75330018307 129¢84704000890 104051

2017-04-07T00:36:59Z

Jpcert ignorelist com
45.76.102.145

8034616 3p0efa0907006a84 9ee0batch

ol /

caffiedcd15en550ccbA3aB50e 3303480 ..
{

o

198.13.48.250

2016-06-12TOT.15.05Z

3 (!) threat actors in this graph:
a -~ Taidaor {Taleret)

3470558793761 875072eb0c93a4bbERS
[
|
& [ &
f 2ing youdontcare com

12t026f5cfe6d 168140
|

-—

35 —

BO3MISE252599ar430e06850e102553
4

twic \gnnm;ﬁ’l com
[/
1/
€742645003!

T @

o

& .+

123.51.185.70
-
Subnates ignarelist.com
Ignorelistcam
114.46.47.32 ./ —
6800921444837 2ece5 7 ___InjursigRarensTTom 154¢¢10942204calc 2Mc517502a53499.
— | 114.46.39.19
Red_Djinn |

A
rad

aaafedfc 560,

Chunghwa Telecom Co. Ltd

2013-05-21T12:23.082

113.196 140 66
Biuthmon exe b
ﬁ 59.124.90.230 *
08b05€ 2097597157 73cdIN0M0T 7639, - 'f
61.22) 54.220 E AS3462 Asia Pacific Network Info.
‘ 114.46.44 20 'm.
| 114.34.120.56
Motoman exe ‘ ] 9
\ | e 220228.26.177 -
1144837 3 114488270 114.46.48.162 W Taiwan
223.27.35.181

\
!
o o
o

2016-10-31T07:57:14Z
Bluether 114.46.55.107
20368.181.96
a lie strangled net .
a09662ed14b9a657634 1bABarBIS el
Tanet
Tcdedaladiba24r69r0a8ta2bTd00et *
AS1659 Tawan Academic Network (
=
L3

hitp:/funglie strangled netoo0

2015-06-18T07:51:19)
Red_lara

2015-07-13T01:31:01Z




Seeing Red: A DDNS Story

PROBLEM:

e Bluether malware flagged by a
detection rule as Red lara - yet
another threat actor set....

More analysis and a review of
the threat actor we track as Red
Djinn + associated intrusion set.

Need for PLEAD: BlackTech Pursuit
PwC
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Seeing Red - Part 11

Frkeem 1B214.245 T3

NEW PROBLEM!

" ®

5 B -
Still confusion - infrastructure

associated with Red Djinn

_ ﬂ\
delivering PLEAD

CEE01 TATRO0EASECE0E42 1 24 T4080

TSCookie B

¥
i
il
Whi e Gridin
ﬂ A0 o b 1 SbactbEealIZalt TeEZE0.
& ASEOC 4TRSS 1 Toaal0aT 450850334
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g B
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Even more names MO fang

ShimRATReporter RedD_] iIlIl
Rluether WhiteGriffin SM=RAT

— Smgapore
DDNS Routers " Mimikatz

Tarwan

Tebat
GDRAT Derusbi P<f€X  Drigo

Biﬁ'ﬂﬂt K]VﬂRE
Linopid Myanmar SOOPTIMES

wemn "Black Tech _
vt T'SCookie

November 2019
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(P)Lead Actors:

White Griffin

A .k.a. BlackTech

Active since 2010

Targeting East Asia (primarily TW, JP, HK), US
Government
Technology sector
Manufacturing, research.....

PLEAD, Drigo, BIFROST, Waterbear

Need for PLEAD: BlackTech Pursuit
PwC




(P)Lead Actors:

Red Djinn

A.k.a. Mofang, Superman

Active since 2012

Targeting

Tools

South East Asia (primarily MM), US
Government

Energy (renewables)
Manufacturing, defence...

Defex/Superman, ShimRat, PLEAD?

25 November 2019
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Kill Chains

Emulating target Space padding Shim databases
environments Cloud storage link User execution: Pre-configured

.scr files AV DLL hijacking UAC bypass HTTP proxies Mailbox
Using relevant/ Attachments exfiltration
stolen info/docs Superman/Shim Shellcode in .DAT  Autorun registry User-Agent:
against targets RAT, Derusbi... Watering holes resources Service registry “IE8.0” File upload

Delivery Install.

White Griffin

Researching Space padding Cloud storage link RTLO, CVEs... Autorun registry User-Agent: PLEAD exfil

topics of interest Service registry Mozilla/4.0 via HTTP

to targets .scr files Attachments User execution: (compatible; POST, RC4
AV DLL hijacking MSIE 8.0)

Breaching victims, PLEAD, Drigo Router MitM DRIGO file

using info/docs KIVARS... Shellcode in .asp/.aspx/.jpg/ upload/emalil

against targets .DAT resources JIco/.png/.css

Need for PLEAD: BlackTech Pursuit 25 November 2019
PwC 23



(P)Lead Actors: Diamond Model

Need for PLEAD: BlackTech Pursuit
PwC

Infrastructure

e Dynamic DNS

e VVulnerable routers

e Compromised gov
infra for staging

e Routing traffic via
breached infra

Victim

White Griffin
(a.k.a. BlackTech)

e Taiwan, Hong
Kong, Japan

e Government,
Technology orgs
e Manufacturing

e RTLO

e Executables with
DLLs injected

e Shellcode

e Spear phishing w/
links to Dropbox
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(P)Lead Actors: Diamond Model
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Infrastructure

e Dynamic DNS

e \Watering holes

e Compromised gov
infra for staging

e Routing traffic via
proxies on victims

Victim

Red Djinn
(a.k.a. Mofang,
Superman)

e Myanmar, SK,
Germany, US

e Government,

energy orgs
e Manufacturing

e Appl. shimming

e Executables with
DLLs injected

e Spear phishing w/
links to Dropbox
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1

We assess that it is likely Red Djinn and
White Griffin are the same threat actor....
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Need for PLEAD

i

Analysis Attribution =
ongoing assessment

9

R~

Constantly See the
revisit opportunity
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