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Abstract—Deep packet inspection is a relatively new technology ~ The data flow in the Internet environment is analogous to
that allows recognizing the applications and protocols amg the  the letters processed in the post office. Normally, the rigtte
data flowing through the servers of an Intemet service prowier  gre not opened in the post office and they are directed to the
(ISP). There are mainly two areas of implementation for the hvsical add itt th | Th ite i
DPI, namely data traffic control and surveillance. The forme is physica 5‘, ress_es W” en on the envelopes. . € oppasite |
main|y used by the ISPs and the latter is by the governments_ a Clear pl‘lvacy V|0|at|0n Of the Sender and receiver. The DPI

Both of them are regarded as threats for individual privacy and  is essentially the same.
communication rights.

Index Terms—Deep Packet inspection, surveillance, profiling As witnessed by the events in the Arab world in 2011,

the Internet is an unprecedented facilitator for the soaral
political organizations of the ordinary people. It can abs®

In general, Internet has been merely a “dumb” commurfiunctional for promoting hate speech and violence. Many
cation medium since it was incepted four decades ago. Thisvernments have long been aware of this power and they
means that although it was prone to be eavesdropping like ale prone to implement control mechanisms on the Internet.
other networks, it did not have any restrictions in contémt. DPI is the most prominent of these mechanisms which baffle
other words, it did not discriminate for or against any of ittechniques like proxy server usage.
contents. Called net neutrality [1],[2], this tenet of timelrnet
was in conformity with its non-centralized and distributed Many commercial organizations also profile Internet users
growth path. The 90's witnessed the introduction of the Worlwith the aim of target marketing. To this end, they collect
Wide Web which accelerated the commercialization of thiaformation about demographics, income, interests andsab
Internet. In the succeeding decade the Internet becameaa maj Internet users. For example, Facebook categorizes users
political arena where some of its contents were createdsby vtith information in their Facebook pages. Categories like
individual users and some others by political and socialigso certain age groups, parents or locals in a country see releva

Commercial, social and political motivations for manipuads in their Facebook pages. Amazon also profiles its users
lating the Internet paved the way to the development of ndvased on the pages they visit on its website [3]. Although
tools and techniques that aim to monitor or block its corstensuch profiling leads to very effective marketing, many regar
Deep packet inspection (DPI) is one of those techniques tlitahs a blatant violation of individual privacy. However,céu
recently gained prominence. This article will elaborate @I profiling techniques are specific to individual web sites and
and its current implementations as well as the controversie not applicable outside of their user community. DPI offers
created in several countries including Turkey where theeni a much broader surveillance mechanism for inspecting all of
intense debate about Internet surveillance and privacesss the activities of an Internet user. Such attempts led torseve

. i reception from Internet users and organizations like Eeaop

A. DPI and its implementation Union [4], [5].

The packets that form the data flow in the Internet have
mainly two parts, namely the addresses of the source andn Turkey there is an ongoing debate about freedom of
destination nodes and the payload that makes up the contenimmunication, surveillance, individual privacy and et
The destination address of each packet is read by the routsasorship. Since there has been no transparency at the gov-
and the packet is directed towards this address. Violatieg ternment side about the DPI usage, we don’t have specifics
“dumbness” and “neutrality” of the Internet, DPI softwareda at this stage. However, we know that the Government uses a
hardware examine not only the destination address, butlaso central filtering system to block and censor some web sites.
payload and the address of the sender. Then this informatibmere is a project for installing a much more sophisticated
is compared with a set of signatures and protocols in orderftitering and surveillance system and this can only be redliz
identify the nature of the flowing data in the Internet Seevicby DPI. There is a deep concern of privacy about this filtering
Provider (ISP) hardware. system.

I. INTRODUCTION



Il. DPI AS ATECHNOLOGY privacy purposes. However, this has some drawbacks such as
requirement for some basic technical knowledge and drawing

DPI has its roots in the earlier intrusion detection systemge attention of the authorities. Additionally, it haslétuse
(IDS). Unlike the host-based IDS which monitors the adeit 4q4inst purposes like personal profiling by web site visits.
such as system logs and file modifications through a software

agent in a host, network-based IDS monitors multiple hosts Ill. DPI AND LEGAL CONCERNS
and the data traffic among them. A common way for the
network-based IDS for detecting and sometimes blockingIntercepting, modifying, examining, blocking, and copyin
malicious activities is to compare the flowing traffic witreth the data communications with DPI has to deal with huge
known signatures of the malicious attacks. Usually patteamounts of real-time data on a massive scale on both the
matching techniques are used in this process [6]. This teahn Internet and 3G mobile networks. The benefits of DPI with
capability to detect and block malicious activity later pdv respect to several network management issues such as ketwor
the way for the development of DPI where not only maliciousptimization, data security, protection against netwdticks
activities but all network traffic is monitored and classifie and data mining are clear.
according to the known signatures of the common application On the other hand, it is also obvious that all such initiative
and protocols such as VoIP and HTTP. related with data communications make DPI an extremely
Packet inspection can be “deep” or “shallow.” Shallowuitable means for violating the rights and freedom of com-
packet inspection, which is sometimes called standardgtackunication. Indeed, for this very reason, DPI has been a
inspection, aims to extract only the IP addresses of theceoumajor focus of investigation during the last few years by the
and destination as well as other low-level connection stat¢uman rights advocates who are active, especially, ongy;iva
This information exists in the packet header and does neat giviternet censorship, net neutrality, freedom of expressiad
much hint about the application in transit which is typigall communication.
held in the payload [7]. The use of DPI may, as a result of above mentioned
Yet, the requirement for application awareness can only gealities, violate both the privacy and the right and freado
satisfied by analyzing the entire packet. This is a complex communication which have been already recognized as the
process that involves reassembling the packets to determiird generation human rights. Because, technically spoke
the source and destination of the flow as well as the apmicatiDPI| is capable, in real time, of both inspection and inteticep
itself. The complexity is aggravated by the immense size of data communications, and as such, it can either alter the
the data flowing through the ISP hardware that might hag@mmunication or prevent it. This makes DPI also a valuable
hundreds of thousands of users connected at a time. Henee] for interception, monitoring, tracking, record keepi
DPI requires extensive computing power which is directlgnd censuring. Indeed, as DPI allows suspension of data
proportional with the speed of the network. In the 7-Layet OSommunications on a massive scale, and thus serves as a “kill
model shallow packet inspection is mainly based on layer 2s@iitch” to shut down the Internet, it can be used to radically
and sometimes up to layer 4. DPI, on the other hand, operagiminate the freedom of communication.
in all layers from 2 to 7. Regarding the use of DPI as a tool for violating the
Some methods for network traffic analysis in the Interneights and freedom of communication, two principal actaes a
have been proposed. One of them is the examination infolved: enterprises and governments. However, viabatio
the packet header for the TCP and TDP port number apdrpetrated by these two players are quite different inreatu
mapping it to the commonly used ports. For example, port 8@gal problems due to violations committed by enterprises
is usually used for HTTP and port 53 is for DNS. Howeveare usually limited to privacy issues. The fact that DPI is
determining the applications based on such rules is gettisgpable to examine massive data communications in real time
increasingly unreliable due to several facts such as thgeusand profile the habits of the Internet users and the content
of obfuscation techniques including dynamic port numbets their communication content makes it especially ativact
and port hopping in some applications. A recent study fouridr a series of commercial applications such as targeted
that only 30%-70% of the Internet traffic can be identifieddvertising and content based pricing. But such capasliti
with port-based approach [8]. Another method is to implemeare easily extended by other extraordinary usages: manmgtor
machine learning techniques for traffic analysis [9]. Rm$ed of communications of company employees, customers and
and machine learning techniques examine only the headeraginess partners, mass personal surveillance, indusspé
the packets and this has little to do with privacy violatién. onage, high volume copyright theft, trademark infringetmen
thorough semantic traffic analysis requires the actualesust etc. Furthermore, DPI can be deployed to prioritize data
of the packet along with the header information. The DPI cafommunication for unfair competition. And this can further
provide such an analysis but it is prone to the privacy camger encourage noncompetitive tendencies in network opemtion
Although it is difficult to bypass surveillance through DPlpy according advantages for a certain service or service
a potentially effective method is encryption. Sending amgfovider. For example, most telecoms use DPI to prioritize
receiving messages encrypted through commonly availaltteir own services (e.g. IPTV) by making life more difficult
systems like PGP or secure VPN can be implemented flmr competitor service providers.



Similarly, this technology is even leveraged to avert legalystem’s machines. The power of this information is so great
and legitimate P2P usage. Consequently, the “network aleutthat the commercial incentive for companies or individuals
ity” principle is undermined. Inspections carried out by s misuse it will be huge, so it is essential to have absolute
DPI can be compared to checking not only the address aridrity that it is illegal. To put this in perspective, it i&ée the
the stamping details but also the headline of a conventiom@mpany having a video camera inside your house, except that
postal mail. Because intercepting a mail, before it readfses it gives them actually much more information about you. The
receiver, and checking its content is normally considergd act of reading, like the act of writing, is a pure, fundaménta
a crime in form of violation of privacy, by the same tokenhuman act. It must be available without interference orrsgyi
the inspection of the content of data communications by ugEs].
of DPI is essentially a crime, too. This fact does not changeAs can be seen in this example, use of DPI, especially
even if the situation is touted as “lawful interception” lynse by ISPs and telecoms, poses great risks in terms of violation
governments. Because, the prevailing “law" is usually &élo of both privacy and “net neutrality” and therefore, shoukd b
law” and it is usually disputed that the processing of samesit checked, by legislatiort.
private data indeed respects the right of privacy. The usge Now let us take a look at violations of rights and freedoms
DPI under the term “Webwise” by British Telecom, Talk Talkas a result of abusive DPI use by governments. Overreaching
and Virgin Media’s Phorm, the three largest British ISP<sin and unlawful exploitations by governments are, by theiyver
2008 is a good example on this issue. extent, more devastating in terms of violating individughts

Richard Clayton, who comments from a legal point ofind freedoms. These are, beyond the right of privacy, also
view, explains the Phorm architecture as follows: “The bascommunication rights such as freedom of communication,
concept behind the Phorm architecture is that they wish fieedom of expression and freedom of information, which are
take a copy of the traffic that passes between an end-useually defined as the third generation of human rights.
and a website. This enables their systems to inspect wha#f\s DPI technology offers, beyond listening, monitoring and
requests were made to the website and to determine wtracking of the communication content, that is, keepin@rds
content came back from that website. An understanding of the Internet users, also several means for manipulating,
the types of websites visited is used to target adverts Gtanging and blocking such content, it thus provides very
particular users” [10]. The usage of this system by the &riti convenient mechanisms for filtering and censuring the inter
ISPs has triggered much criticism among netizens and grivawet. Moreover, in countries where the telecom industries ar
advocates. The Foundation for Information Policy Researgittually monopolies, DPI can also serve as a leverage to shu
has published two separate legal analyses and indicatéd thewn the Internet in one direction, practically functiogias
such usage violated the British Law in the following areasn “Internet kill switch.” Equipped with such capabilitjd3PI
interception of communications, an offence contrary tati®ac poses a threat not only against privacy rights, but alsoitjie r
1 of the Regulation of Investigatory Powers Act 2000; fraudf communication.
an offence contrary to Section 1 of the Fraud Act 2006; The most spectacular example showing the usage of DPI
unlawful processing of sensitive personal data, contrampe for violating the right of communication was the initiatioé
Data Protection Act 1998; risks of committing civil wrongshe Egyptian Government, a first ever in the short history of
actionable at the suit of website owners such as the Banktbe Internet on 28 January 2011: starting at 22.28 (UTC) on
England; use of private communication traffic will infringee 27 January 2011, the Egyptian Government shut down all the
Copyright, Designs and Patents Act 1988 [11], [12]. During katernet, mobile network and land-based communications th
debate held at the House of Lords by Baroness Miller on 200®-eventing data and voice communications carried overethes
02-11 where Phorm was discussed at length, Tim Berners-Liegiworks! That is, everything else except the satellite -com
reports the following: “... a healthy web for society placegwunication, something they could not control at all. Urtiét
requirements also on the Internet layer. In 2008, this wésternet resumed its normal “censored” status on 2 February
threatened in the UK by the company Phorm proposing to u8e11, the whole country became a big black hole in the global
data from deep packet inspection (DPI). The system wout@twork. This was a historical first [15]. It was introduced
use special apparatus at the ISP to monitor traffic, peellénsimainly because of two reasons: first, to block communication
the IP packet's payload, and determine every URL lookexinong heated protesters the number of which was expected
in a household’'s browsing on the web. This profile woultb reach millions; second, to isolate Egypt from the rest of
be used to provide targeted advertising. (...) The Inteimetthe world and thus enjoy the liberty to crash the uprising
general has and deserves the same protection as paper htaially. Meanwhile, it was understood that the Egyptian
and telephone. If fact you could argue that it needs it moreovernment collaborated with the American company “Narus
as it carries more or our lives and is more revealing than olnsight”, a Boeing subsidiary that also has contacts withdb
phone calls or our mail. The access by an ISP of informati@md Pentagon, for both the shut down of the Internet and
within an Internet packet, other than that information uked monitoring the Internet traffic of the opponents. It became

routing, is equivalent to wiretapping a phone or openindeska
9 q bping a p P 1Federal Communications Commission also maintained, irreiport on

pos.tal .ma'l' The information could b? del'berately abusyd Q:omcast’s violation of privacy, that a strict legal startishould be introduced
an inside worker, or could be acquired by an attack on thethe use of DPI: [14]



clear that the company sold DPI-based tracking, censoridg &or unlawful interception is quite common [37] and institurts
“kill switch” systems to the Egyptian telecom enterprisé][1 such as Free Press call the voters to be aware of this siuatio
[17]. Once this news became public, Free Press started [38].
initiative for the monitoring of DPI sales and usage [18P][1  Since 11 September 2001, governments are in a kind of
The fact that the DPI technology, to which governmenigice as to introduce regulations that tip the balance betwee
have been trying to give an ambiguous legitimacy with theecurity and freedoms and thus erode universal human rights
branding of “lawful interception,” has caused severe huma&uch regulations focus on the control of the Internet, thg ve
rights violations when used by dictators within the framewo medium that represents the new horizon of civil rights and
of their local law systems, stimulated considerably publitgeedoms. Therefore, in a setting where we are expected to
sensitivity. Currently, several examples are experienced trade our freedom for security concerns, abusive techmedog
For example, it was revealed that just a few years before thgch as the use of DPI emerge, under the pretension of the
Tunisian Revolution which culminated with the escape of Bettawful interception” brand, as a big threat not only in las
Ali on 14 January 2011 and thus started the “Arab Spring”, th®untries but also in those who are willing to sacrifice their
public institutions of Agence Tunisienne d'Internet (AENd democracies.
Agence Tunisienne de Communication Exterieure’un (ATCE) This can be countered by claiming that DPI is a technology
created a DPI-based monitoring system to censure the &tfergvhich has some “benefits”, too. But its “disadvantages” are
to excessively monitor it and to keep records of the cybelearly obvious. Citizens do have the right to expect from
dissidents with the helping hand of a French company [2Gheir governments to act transparently, responsibly and be
[21], [22], [23], [24], [25]. The identity of this company is accountable on such an issue that simply amounts to a direct

still on investigation. Indeed, the existence of this systeas violation of our constitutional privacy and communication
common knowledge even before the revolution. rights.

Similarly, it became public that Nokia — Siemens jointlydol
DPI-based systems to Iran [26], [27], [28]. Cisco and Clsnap_ Turkey: Possible uses of DPI
relationship with the “Golden Shield Project dubbed theé&@r ) )
Firewall” is still fiercely debated. And some Chinese dissis ~ Internet censure being the leading example, Turkey has
filed suit who claim that they were subject to some damag@8 increasingly bad track record for violation of the rights
because of the DPI-based systems provided by Cisco to g_fecommumcatlon with respect to thlrd_ generation of human
Chinese Government [29]. rights [39], [40]. As this negative setting also includeg th
The last exemplary case is the situation in Syria. It ¥erY right of information, it is not possible to obtain clesrd
claimed that BlueCoat, a USA firm, has sold DPI-basdifalthy information on a good deal of issues related witH civ
tracking and censoring systems to the Assad regime [3fffhts and freedoms.
[31], [32]. It is further claimed that Assad trained his atgen In spite of our requests, based on the Freedom of Infor-
in Tunisia during the Ben Ali government. Indeed, method®ation Act and questioning the possible uses of DPI to the
which prevent Facebook connections to secure serverssihttpelecommunications Communication Presidency (TIB), the
and instead redirect to regular (http) servers where usens ¢€gal authority responsible for such matters, we were not
be monitored, look quite similar to those used in Tunisig.[332ble to receive a response. Therefore, in this section, We wi
Such examples can be multiplied. Civil rights and freedon$ content by making some inferences based on the news
activists consider such relationships as selling digitaissn circulating in the media.
destruction weapons to dictators. During a broadcast of theAccordingly, it is reported that Turkey has been implement-
Office of the Privacy Commissioner of Canada, it has bedhg the so called “National Network Tracking Center” (UNIM)
stated that a series of countries which have a very bagpject viathe Information Technologies and Communicetio
score of human rights and where the barest principles #thority (BTK) and its Telecommunications Communication
net neutrality are not observed, have been using DPI bad¥@sidency department, since a few years. It is claimed that
monitoring and censuring systems: China, Burma, Vietnaf@P! methods are used in this project [41], [42], [43], [44],
Tunisia, Saudi Arabia, Yemen, Ethiopia, UAE, Syria, Pakist [45].

Iran, Uzbekistan, Kyrgyzstan and Belarus [34]. The timing of the first discussions of this project coincides
Unfortunately, however, the dark side of governments usingth the massive disinformation efforts that supposedly ta
DPI is not restricted to countries which are not true democrgeted child pornography and were carried out prior to the

cies. Even so-called democratic countries do not respett antroduction of the “Regulation of Publications on the miet
consequently breach their own regulations about indiiduand Suppression of Crimes Committed by means of Such
privacy and the right of communication. It is widely knowrPublication” Act Nr. 5651 to censure the Internet. As it is
that, based on the HADOPI legislation in France which is alstsually known, concepts such as child pornography and war on
called as the “three-strike-out” and OPPSI laws that legite terrorism are widely used to justify the said abusive retjurte
mass monitoring to include the fight with terrorism, DPI hseand implementations [46].

systems are about to be used to monitor the whole populationThe DPI issue and the UNIM project became hot topics
[35], [36]. Also in the USA the use of DPI by the governmenas Turkey decided to deploy a government controlled central



filtering system. This decision was cited on the OSCE (Orggmstitutions sensitive to civil rights and freedoms, irdilg the
nization for Security and Cooperation in Europe) reportalhi European Union which Turkey is trying to join, and a more
analyzed the freedom of expression on the Internet and edveactive role in requiring the authorities to act transpdyent
56 countries with the following evaluation: “Turkey deciti® might be a solution to the problem.

introduce a country-wide mandatory filtering system thdt wi

go into effect on 22 August 2011. If realized, this will lead IV. CONCLUSION
to the first government controlled and maintained mandatoryppj is currently being used by many Governments and
filtering system within the OSCE region” [47]. commercial organizations all around the world and it is the

In the said decision, a central filtering system is defined a'ﬂ‘i’ajor source of privacy concerns in the Internet envirortmen
users who do not want to make use of the filtering system a&y;j|| increasingly be subject to debate among the partie$ a
required to access the Internet only via some “interfacté Tits apuse by Governments and commercial organizations can
widely held public opinion was that this system was basgycalpnly be prevented by the awareness of ordinary citizens.

a DPI based monitoring and record keeping mechanism [48].The answering of the questions posed by Christopher Par-
As the predetermined deadline was approaching, upon maggs are critical for the future of both the Internet whicirtstd
protests and reactions from international institution§KB 5 new era of social, cultural and economic dimensions, and
issued a revision to its first decision and cancelled thé@®ect cjyj| rights and freedoms: “We are amid a standardization
that introduced a mandatory redirection of the users tHiougeyolution, a mass translation of discordant analogueasign
an “interface” to access the Internet, while maintaining thypes into interoperable digital transmission standasgeech,
government controlled filtering system. However, this “imgyiting, and video now traverse the globe at near light-
provement” was not sufficient to eliminate doubts regardingyeeds via spiderlike networks of fiber-optic cables, ahd al
the DPI based monitoring and control system [49], [50], [S1}t this digitized consumer traffic to and from the Internet
Rather, it is widely thought that the introduction of thiS8m passes through the ISPs gateways. ISPs, as communicative
which is currently on a test phase will lead to a DPI-basgghttienecks, are ideally situated to monitor, mine, and ifgod
monitoring and blocking system. The system will be actittateyata using the deep packet inspection (DPI) appliancestsiu

on 22 November 2011. _ within their networks. Around the globe, communications

Dr. Mustafa Akgul, President of Internet Technologies Assre mediated by DPI equipment in service of the respective
ciation (INETD), said that BTK installed some “black boxesinterests of ISPs, advertisers, governments, and copyrigh
at ISP level to eavesdrop VOIP communications and INETfgppies. DPI's broad capacities—and the attention givethéo
sued BTK for privacy violation [52]. Nate Anderson makes gchnology by the abovementioned actors—have piqued the
reference on this kind of “black boxes” as "CALEA-complianinterest of researchers in various fields of the social seign
DPI system(s)” : “Much DPI gear is also CALEA-compliantcommon questions are beginning to emerge, including: Who is
The boxes generally contain an *aux” port that can spit oUtdiving deep packet inspection? What is DPI's role in networ
real-tim.e. copy of any requirgd information: all traffic frommanagement? How (and why) have copyright lobbies, adver-
a specific IP address, e-mail, Internet phone calls, URLgsers, and government taken an interest in monitoring data
The rules are simply programmed into the box's GUI angommunications? What uses of the technology are considered
bam!—instant surveillance” [53]. legal, and in what cases are privacy interests endangered by

Meanwhile, it is also known that DPI is widely used byhe technology?”[59]
several enterprises, including especially the mobilepted®@e  This paper wants to contribute to answering these crucial
operators [54], [55]. The implementation of the UNIM prdlecquestions.
is not transparent. But there are news that BTK works with a
company called C2Tech [56] which sells DPI solutions [57]. ACKNOWLEDGMENT
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dish movement remind of, once again, the abusive DPI usa&gptnbuhon.
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