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Abstract The Maritime Cloud is a technology that enables the seamless exchange of information

between several communication links in the maritime domain. Although research on The Maritime

Cloud security is still at an early stage, furthering this knowledge is vital to securing the marine
environment. In this paper, we propose a method for secure data transmission through The Maritime
Cloud domain. The proposed technique, based on the "secret sharing” scheme, is delivered through

specifically-dedicated geocasting software. Thus, only authorized vessels can restore the original

information. The proposed method is safe from so-called "sniffing” and "man-in-the-middle” attacks.
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Table 1 Abbreviation and Explication

Abbreviation Explication
S Original secret information
Si i—th secret piece
n Number of vessels
K Encryption key
E()k Encrypted under a key K
h(+) Hash function
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