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Abstract

JSConTest introduced the notions of effect monitoring améchic
effect inference for JavaScript. It enables the descriptieffects
with path specifications resembling regular expressidiisirple-
mented by an offline source code transformation.

To overcome the limitations of the JSConTest implementatio
we redesigned and reimplemented effect monitoring by takih
vantange of JavaScript proxies. Our new design avoids aldr
backs of the prior implementation. It guarantees full iptesition;
it is not restricted to a subset of JavaScript; it is selfmteining;
and its scalability to large programs is significantly betib@n with
JSConTest.

The improved scalability has two sources. First, the regmpl
mentation is significantly faster than the original, tramsfation-
based implementation. Second, the reimplementationsrehiethe
fly-weight pattern and on trace reduction to conserve mentmiy
the combination of these techniques enables monitoringrdacd
ence for large programs.

Categories and Subject Descriptors D.3.3 [PROGRAMMING
LANGUAGE® Language Constructs and Features—Classes and
objects; D.3.3$OFTWARE ENGINEERINGSoftware/Program
Verification—Programming by contract,Validation; D.4.60R-
ERATING SYSTEMSSecurity and Protection—Access controls

General Terms Design, Languages, Security, Verification
Keywords Access Permission Contracts, JavaScript, Proxies

1. Introduction

JSConTest [22] introduced the notions of effect monitoand dy-
namic effect inference [23] for JavaScript. It enables tregmam-
mer to specify the effect of a function using access persson-
tracts. These contracts consist of an anchor specifyinaraaiject

* This report is a slightly edited versions of the paper apgean thePro-
ceedings of the 9th symposium on Dynamic languafavoid confusions
we revised the notation of access permission contractthéuwe split the
theorem ofSyntactic derivative of contracts
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and a regular expression specifying the admissible acetks fhat
a contract-annotated function may use. Matching paths eaasb
signed read or write permission.

The inference component of JSConTest may help a software
maintainer who wants to investigate the effect of an unfamil
function by monitoring its execution and then summarizihg t
observed access traces to access permission contracts.

JSConTest is implemented by an offline source code transfor-
mation. This approach enabled a quick development, butnieso
with a number of drawbacks. First, it requires a lot of effturt
construct an offline transformation that guarantees fu#riposi-
tion and that covers the full JavaScript language: the implaed
transformation has known omissions (e.g., no supportfeh and
prototypes) and it does not apply to code created at run tsirgu
eval or other mechanisms. Second, the transformation is subject
to bitrotting because it becomes obsolete as the languadjecsv
Third, the implementation represents access paths witlgstand
checks them against the specification using the built-inleagex-
pression matching facilities of JavaScript. This approqualtkly
fills up memory with many large strings and processes thehmatc
ing of regular expressions in a monolithic way.

In this work, we present JSConTest2, a redesign and reim-
plementation of JSConTest using JavaScript proxies [14, &3
JavaScript extension which is scheduled for the upcoming EC
MAScript 6 standard. This new implementation addresseshalt-
comings of the previous version. First, the proxy-basedémen-
tation guarantees full interposition for the full language for all
code regardless of its origin, including dynamically loddmde
and code injected viaval. Second, maintenance is alleviated be-
cause there is no transformation that needs to be adaptbdnges
in the language syntax. Also, future extensions are catiereds
long as the proxy API is supported. By adapting ideas fromecod
contracts|[16], we also avoided a custom syntax extensibind;T
our new implementation represents access paths in a sgmbentf
way. It also incrementalizes the path matching by encodsstate
in an automaton state, which is represented by a regulaession.

It applies the fly-weight pattern to reduce memory consuompdif
the states. Last but not least, the new implementation isifsig
cantly faster than the previous one.

JSConTest2 employs Brzozowski's derivatives of regular ex
pressions [10] to perform the path matching incrementaity effi-
ciently. It applies a rewriting system inspired by Antimilotech-
niques|[2] for deciding subset constraints for regular egpions to
simplify regular expressions if more than one contract iad to
an object at the same time.

To evaluate the scalability of JISConTest2, we applied path-m
itoring to a number of example programs including web page
dumps. The main problem we had to deal with was excessive
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memory use. We explain several techniques for reducing memo
consumption, including the reduction of regular expressiased
effect contracts using an adaptation of Antimirov’s tecjues.

Contributions 1
¢ Reimplementation of JSConTest using JavaScript proxies s
e Formalization of violation logging and contract enforcerme
¢ Reduced memory use by simplification of regular expressions
¢ Practical evaluation with case studies

Overview Sectior2 gives some examples and rationales for JS-
ConTest2. Sectioh] 3 gives a high-level overview of the apgino
taken in this paper. Secti@h 4 recalls proxies and membiiaoes
related work. Sectiofl5 defines the syntax of access pathaand
cess contracts. Sectibh 6 formalizes a core language ankdefi
the semantics for path logging and contract enforcemeticd®&q
explains the techniques used to reduce memory consumj stemn.
tions[8 and’P describe the implementation and some expesenc
in applying JSConTest2. Sectibn] 10 discusses related Wik,
followed by a conclusion. 2

Appendix[A and B shows the formal semantics for violations
and merged proxies. Sectipd C states some auxiliary fumctio
used. The proofs of semantic containment, syntactic, aléve,
syntactic containment, and correctness are shown in thenapp
DIEH and .

2. Effects for JavaScript

JavaScript is the language of the Web. More than 90% of all Welé
pages provide functionality using JavaScript. Most of theaty s
on third-party libraries for calenders, social networks feature
extensions. Some of these libraries are statically incusigh the
main script, others are loaded dynamically.

Software development and maintenance is tricky in JavpScri
because dynamically loaded libraries have arbitrary acteshe
application state. Some libraries override global obje¢otsadd
features, others manipulate data stored in the browserlgl BCOnN
cookies, yet others may send data to the net. In additione e
security concerns if the application has to guarantee centiiality
or integrity of data. As all scripts run with the same auttyothe
main script has no handle on the use of data by an includegkscri

As all resources in a JavaScript program are accessibleaa p
erty read and write operations, controlling those openatis suf-
ficient to control the resources. Thus, effect monitorind anfer-
ence have a role to play in the context of test-driven devetoq,
in maintenance to analyze a piece of software, or in securitye-
vent the software from compromising confidentiality or grigy.

property, butitself is read-only. The second patt;', allows read
and write access to an arbitrarily long chain of propertasiedb.
Here is an example with some uses of the contracted object.

_-APC.permit ('a.b’, {a:{b:3}, b:{b:5}});

X =
X.a;
= 3;

<< <
oIl =

The access permission contrach’ specifies the singleton set
{a.b} of permitted access paths. The contract allows us to read and
write propertya.b and to read the prefix Properties which are
not addressed by a contract are neither readable nor wetektie
read and write operations in lines 2 and 3 abide by the cantrat
reading fromx.b or writing tox.awould not be permitted and would
cause a violation.

Only the last property of a path in the set of permitted access
paths is writeable and all prefixes are readable. The spacipérty
@ stands for a “blank” property that matches no other property
Using it at the end of a contract specifies a read-only path@srs
in the following example.

var

x = __APC.permit('a.b.@ , {a:{b:3}, b:{b:5}});
x.a.b =

3; // violation

One could imagine contracts for defining write-only patlos, f
instance, in a security context. This case is not coveredibyna-
plementation, but it would be straightforward to provideiater-
face that separates read and write permissions.

The next example demonstrates how contracts interact with
assignments.
= __APC.permit('((a+a.b)+b.b.@)", {a:{b:3}, b:{b:5}});
x.b;
=7; // violation

a

X X <

r X
.a =
.a.b

The contract((a+a.b)+b.b.@)" allows read access tob andx.b.b
as well as read and write accessxta and x.a.h Readingx.b
yields a contracted objeg:s} with contract'b.@’, whereb is
read-only. This object is assigned tm so thatx.a and x.b are
now aliases. The strategy of JSConTest2 is to obey the absitra
along all access paths. Readirng again yields an object with
contract'(e+b)&b.@', wheree stands for the empty word arxd is
the conjunction operator. Thus, the resulting contrasth)ab.@’
simplifies to’b.@' such that writing ta.a.bcauses a violation.

In addition to using full property names in contracts, thetay
admits regular expressions for property names, too. Fanphka
the contract'( get.+/+next)«.length. @' allows us to read theength
property after reading a chain of properties that eithet si#h get
or that are equal teext

2.2 A Security Example

JSConTest2 monitors read and write operations on objects As an example from a security context, consider the follgwin

through access permission contracts that specify alloffedts as
outlined in the introduction. A contract restricts effelysdefining
a set of permitted access paths starting from some anchectobj |
2

2.1 Contracts and the Contract API 3
This section introduces the contract syntax and the JSGtaTe *
API. In a first example, a developer may want to ascertainchigt
some parts of an object are accessed.

var protected
_APC.permit ('(a.?+bx)", {a:{a:3,b:5},b:{a:7,b:11} });

Here,_APc is the object that encapsulates the JSConTest2 im+-
plementation. Itgermit method takes a contract and an object as pag
rameters and returns a “contracted” object where only aquaths
that are explicitly permitted by the contract are admitfEae con- s
tract consists of two alternative parts connected.tbyhe first part,
'a.?", gives read/write access to all properties of the objedhérat

scenario, which was used as an exploit to extract the cantadt
of a GMail accounf]

<script type="text/javascript"
Src="http://docs.google.com/data/contacts?out=js&
show=ALL&psort=Affinity&callback=google&max=99999">
<lscript>

This script element is a JSONP request that loads the Google
Mail contacts and sends it to tlhieoglefunction, which is given as
callback. The following listing shows what the data giverthe
callback function could look like.

var contacts ={
Success: true,
Errors: [],
Body: {
AuthToken: {

1This exploit has been fixed in 2006.



6 Value: 'sxxxxxxx’

7 1,

8 Contacts: [

o

10 Name: 'Jimmy Example’,
11 Email: 'email@example.org’,
12 Addresses: [],

13 Phones: [],

14 Ims: []

15 y

16 // More contacts

17 ]

18}

19 };

To restrict access to thentactsobject, the developer could wrap
itinto a contract as follows.

1 return __APC.permit (
2 "((Success .@+Errors.%)+Body. Contacts.?.Name)’,
3 contacts);

This contract enables read accessdeesy( Success. @), read-
/write access to everything belofrors ('Errors.? ). Furthermore,
only theNamepropertiy can be accessed on each element of the con-
tacts arrayBody.ContactsAccess to the propertiesithTokenas well as
to the actual contact data (e.gmail, Phones Ims) iS not permitted,
thus substantially diminishing the value of an exploit.

In this case, an access permission contract should restgct
google function from using its argument arbitrarily. To be effec-
tive, a HTTP proxy would have to insert the contract in the BTT
request resulting from the script tag.

1 var google = __APC.permitArgs(’arguments.0.

2 ((Success .@+Errors.?2)+Body. Contacts.?.Name),
3 function (contacts) {

4 // do something

5 1)

The permitargs method takes an access permission contract and
a function and returns a wrapped function, such that eattodale
wrapped function enforces the contract. Arguments areezded
by position so thatarguments.0’ addresses the first argument. The
remaining contract specification is as before.

Because of the transparent implementation of contractregfo
ment, the function that is wrapped is arbitrary: it may be roi
in the same source, it may be loaded dynamically, or it maybe t
result ofeval. Contract enforcement works in all cases.

3. The JSConTest2 Approach

JSConTest2 implements a contracted target object by wrgpign
a proxy object that intercepts all operations on the targetether
forwards them to the target or signals a contract violatibine
monitoring requires storing a set of access paths and thteacbn
along with the proxy. When reading a property of a contracted
object that contains another object, then the read operatiast
return a contracted object that carries the remaining aohafter
the read operation (cf. the examples in Sedtioh 2.1). Thostfect
inheritance” is an instance of the membrane pattern thaftém o
used in connection with proxies. Sect[dn 4 gives an intréidado
proxies and membranes.

As contracts are closely related to regular expressiomsreh
maining contract after a read operation can be nicely chkeniaed
using Brzozowski-derivatives of regular expressionstige for-
mally defines contracts and their semantics in terms of aquabs,
it defines the derivative operation on contracts, estaddists basic
properties, and finishes by defining readable and writeadiesp
This section form the basis for Sectioh 6, which formalitesge-
mantics of theermit operations.

Sectiorl ¥ addresses some practical problems that arisettiem
implementation. Under certain circumstances, the sameebbjay

h.get(t, ’foo’, p);

Meta-Level h.set(t, ’bar’, 4711, p);

p.foo;
p.bar=4711

t[’fo0’];

Base-Level t[’bar’]=4711

Path: P
Contract:C

Path: P.p
Contract: 9, (C)

Figure 2. Example of property access through membrane.

be subject to multiple contracts. A naive implementatioruldo
create an inefficient chain of proxy objects, which can badaad
by merging the path set and contract information. Howeversée
merge operations themselves lead to memory bloat, whictbean
addressed by using suitable data structures and aggressitract
simplification.

4. Proxies and Membranes
4.1 Proxies

A JavaScript proxyl[14] is an object whose behavior is cdledo
by a handler object. A typical use case is to have the handler
mediate access to an arbitrary target object, which may laizen
or proxy object. The proxy is then intended to be used in ptdce
the target and is not distinguishable from other objectavéier,
the proxy may modify the original behavior of the target abja
many respects.

The handler object defines trap functions that implement the
operations on the proxy. Operations like property lookuprop-
erty update are forwarded to the corresponding trap. Thedlean
may implement the operation arbitrarily; in the simplestesait
forwards the operation to the target object. The handler atsy
be a proxy.

Figure[d contains a simple example, where the handézawuses
the proxyp to behave as a wrapper for a target obfed®erforming
the property access.foo on the proxy object results in a meta-
level call to the corresponding trap on the handler oldedtere,
the handler forwards the property access to the target bljjbe
property write is handled similarly.

4.2 Membranes

Our technique to implement objects under a contract is iedpi
by Revocable Membrangd4,|37,[43]. A membrane serves as a
regulated communication channel between an object andesite r
of the program. It ensures that all parts of the objects lukhin
membrane also remain behind. For example, each properggsacc
on a wrapped object (e.gbj.p) returns another wrapped object.
Therefore, after wrapping, no new direct references tetaigjects
behind the membrane become available. One use of this misohan



Literal >/ = @ (empty literal)
| 7 (universe)
| r (regular expression)
| r (negation)
Contract 3 C == 0 (empty set)
| & (empty contract)
| ¢ (literal)
| Cx (Kleene star)
| C+C (logical or)
| C&C (logical and)
| C.C (concatenation)

Figure 3. Syntax of access permission contracts.

is to revoke all references to an object network or to enfergte
protection[[14}, 37, 43].

In our use of membranes (cf. Figure 2), each handler contains
a pathP, and a contrac€ describing the allowed field accesses.
Each property acces®j . p on a wrapped object returns a wrapped

object whose path i®.p. In addition, the handler traps enforce the
contractC. If the access on property is allowed by contract
the handler forwards the request to the target object andsittree
returned object with the new contragt(C), which is the derivative
of C with respect top (explained in Sectioh 5 3). If this access is
not allowed, then the handler prevents it in a configurablg wa

cl@] = {4}
L[7] = A
L[r] = {plr>-p}
L[] = A\L]r]
L[] = {
Lle] = {¢
L[Cx] = {e} UL[C.Cx]
L[c+C'l = L[CJuUL[C]
Lc&C'] = L[C]nL[C]
cjccy = {PP|PecL]C],P eL[C]}
Figure 4. Language of contracts.
p+C ~ C
Ex ~ & Q@+C ~ C
c+C ~ ¢
EcC C
Q@C ~ @ 0&C ~ 0
0.c ~ 0 Q&C ~ @
C&C ~ C

Figure 5. Normalization rules for contracts.

Ais the set of all property names:- p is a predicate that indicates
whether propertyp matches regular expression(as a standard

The Figurd 2 shows a membrane arising from an allowed prop- regular expression on characters).

erty access. The information on the left is contained in guedier
objects and the objects inside the membrane on the righhatart-
get objects of the proxies. Thus, our implementation lobacess
paths to wrapped objects in their handlers.

5. Access Permission Contracts

This section defines the syntax and semantics of accessgsomi
contracts and access paths.

5.1 Access Paths

Let A be a set of property names andZ A be a special blank
property that does not occur in any JavaScript object. Ite so
purpose is to indicate read-only accesses.jLet A U {¢} range
over all properties. An access pathe (AU {¢})* is a sequence
of properties. We write: for the empty path and®.P for the
concatenation of two paths (considered as sequences).

5.2 Contracts

Figure[3 defines the syntax of contracts. Contract litetalse the
primitive building blocks of contracts. Each literal define prop-
erty access. A literaf is either the empty literaf, the universe
literal 7, a regular expression or a negated regular expressien
The empty literal@ stands for the blank property It should not
be confused with the empty set contréctThe universe literat

represents the set of all JavaScript property names. Aaegut

pression- describes a set of matching property names. We assume

that these expressions are JavaScript regular expresgibith we
treat as abstract in this work.

Contracts are regular expressions extended with intéosed
contractC is either an empty sdf, an empty contracf, a single
literal ¢, a Kleene sta€x, a disjunctionC+C, a conjunctionC&C,
or a concatenatiod.C. Beware that a literal may contain a regular
expression at the character level.

Each contract defines a set of access paths as defined inBigure

This definition follows the usual semantics of regular espiens
with a few specialities. The empty literal yields the emptyperty.

We say that the contract literAimatches property, written as
£ = p, iff p € L]€]. We further say that a contra€tmatches path
P, writtenC 3= P, iff P € L]C].

The last propertyp of an access pattP.p is readable and
writeable. All properties along the prefX are readable. A contract
ending with the empty literal.@ is a read-only contract. It matches
access paths of the forf.. that end with the blank property
which never occurs in a program.

Figurel® contains normalization rules for contracts. Wethay
a contracC is normalizediff it cannot be further reduced by these
rules. From now on, we regards all contracts as normalized.

5.3 Derivatives of Contracts

In this section we introduce the notion of a derivative fopatcact,
which is defined analogously to the derivative of a regulqres-
sion [10/ 39]. Derivatives are best explained in terms ohglmge
quotient, which is the set of suffixes of words in the languafjer
taking away a prescribed prefix.

Definition 1 (Left quotient) Let L C A* be a language. Thieft
quotientP ! L of the languagd. with respect to an access pafh
is defined as:

P'L = {P'|PP eL} (1)

Clearly, it holds tha{ P.P’' | P’ € P~'L} C L. Itis also
immediate from the definition thép.P) 'L = P~ '(p~'L).

To compute the derivative of a contrattv.r.t. an access path
we have to introduce an auxiliary functierto determine if a con-
tractC matches the empty path Figure[6 contains its definition.

Definition 2 (Nullable) A contractC is nullable iff its language
L[C] contains the empty access path

Lemma 1 (Nullable)
Eel[C] & v(C)=T 2

If we access a target object by reading propertgn an ob-
ject with contractC, then the access language for the target ob-



v(@ = 1 v(€) = T
v(?) = 1 v(Cx) = T
vir) = L v(C+C') = v(C)Vvu(C)
v(lry = L v(C&C) = v(C)Av(C)
vy = 1L vicC) = v(C)Av(C)
Figure 6. The predicate “is nullable”.
@ = 0
Op(7) = &
_ E, r=p
O (r) ~ 10, otherwise
0, r=p
Op('r) ~ )&, otherwise
0, (0) = 0
0p(E) = 0
0,(Cx) = 0,(C).Cx
8,(CH+C) = 8,(C)+,(C’
813(6&6/) = 8P(C)&8P(C/)
/ 9p(C).C'+0,(C), v(C)
%H(CL) = {8,, ©).c', otherwise

Figure 7. Derivative of a contract by a property.

ject is p~*L[C]. As for regular expressions, we can compute a
derivative contracd,(C) of C with respect tgp symbolically, such
thatp~' L[C] = L[0,(C)]- FigurelT contains the definition of the
derivative for a single property. We extend this definitioratcess
paths by

9¢(C) = C

p(C) = 9r(9(C))

Lemma 2 (Derivatives of Contracts)For all paths? it holds that:

1. L[ap(C)] = P~ L[C]
2. L[P.0p(C)] C L[C]
3. PeLC] & v(dr0)

5.4 Matching

By Lemmal2,C’ = 9»(C) defines the language containing the
remaining paths after reading. If path P is not a prefix of a
path in£[C], thenC’ must be the empty sé If P is an element
of L[C], then the language @’ contains the empty path. By
definition, each path and each prefix of a path is readables, Thu
readability and writeability can be determined by checkirgether
the remaining language is the empty set.

Definition 3 (Readable) An access pat® is readable with respect
to contractC iff the derivative of contracf with respect to pattP
results in contract’’ with L[C'] # 0. That is:

ChrP & L[op(C)] #0 3)

Every path? in L[C] is writeable. By Lemm&]2, we know
that a pathP is an element of the language defined ®yiff
e € L[op(C)].

Definition 4 (Writeable) An access pathP is writeable with
respect to contract iff the derivative ofC with respect to path
P is nullable. That is:

Crw P < v(dr(C) 4)

Expression Se = c|xz|Az.e]e(e)|newe
| ele]|ele] =e|permitCine

Location EXY

Value S = c|¢&

Monitor SM = DM P|MawP
| MM

Access Handler > H = (P,C)

Proxy > P = (¢ H)

Prototype > = v

Closure > f = 0] (p,Az.e)

Object >0 = 0] o[str— v]

Storable > s = (o, f,m)| P

Envionment > p = 0] plz— 0]

Heap SH u= O|H[E— s

Figure 8. Syntax and semantic domains.of.

6. Formalization

This section presents the formal semantics of path mongand
contract enforcement in terms of a JavaScript core calcilus
extended with access permission contracts and access paths

6.1 Syntax

Ay (Figure[®) is a call-by-value lambda calculus extended with
objects and object-proxies. The syntax is close to JavpiSaore
calculi from the literature [20, 27].

A \j expression is either a constanincluding undefinedand
null, a variablex, a lambda expression, an application, an object
creation, a property reference, a property assignment,parmit
expression. The novelermit expression applies the given contract
C to the object arising from expressien

6.2 Semantic Domains

Figure[8 defines the semantic domains\of

The heap maps a locatignto a storables, which is either a
proxy objectP or a triple consisting of an objeet, a function
closure f, and a valuer as prototype. A Proxy is a wrapper for
a location¢ augmented with an access handtgrwhich is a tuple
consisting of a patfP and a contracf. An objecto maps a string
to a value. A function closure consists of an expressi@nd an
environmentp, which maps a variable to a valwe

Further, a monitosM is a collection used for effect monitoring.
It records all paths that have been accessed during theagizaiu
The notationM <z P adds pathP as read effect to the monitor.
SynonymouslyM <,y P adds a write effectAM; M’ denotes the
union of two collections.

Figure[® introduces some abbreviated notations. A property
lookup or a property update on a storable: (o, f, 7) is relayed to
the underlying object. The property accesstr) returnsundefined
by default if the accessed string is not defined and the prototype
of s is not a location. The notationH[¢, str — v] updates a
property of storable/(¢), H[¢ — =] initializes an object, and
H[¢ — f] defines a function. Further, we writg, P,C) for a
protected location.

6.3 Evaluation of Ay

Program execution is modeled by a big-step evaluation jhgm
oftheform#,p = e | H'|v| M. The evaluation of expression
e with initial heap? and environmenp results in final heap+’,



v, 0= 0o[str — v]
) (str), o=20[str — v]
(M0 = e st), o=0 A m=¢
undefined o=0 A m=c
(o, f,m)[str — v] = (o[str— v}, f,m)
H[E, str— v] = H[E — H(E)[str— v]]
H[E — ] = H[E — (0,0, )]
H[E = f] = H[¢ — (0, f,null)]
(& (P.C)) = ({,P.C)
Figure 9. Abbreviations.
(ConsT) (VAR)
Hopbcl Hicld Hop b ad Hplx)|0
(ABS)
§ ¢ dom(H)

H,op B Aze |} HIE— (p,Az.e)] [£]0

(APP)

Hop ke I H|EIM
Hiopke 4 H || M
’HN,f Fapp 01 4 HHI|U|M”
H,p - eoler) V H" |v| M; M ;M

(NEw)
HopFel H|v|M ¢ ¢ dom#H)
H,p - newe || H'[E—v]|E| M

(GET)
H,pt e L H[EIM
H,p e I H |str] M
H' € Foe str 4 | H" |v| M”
H,p F eoler] 4 H" |v| M; M5 M

(PuT)
o e b H [EIM
Hiop e I H |str| M
HN7P F 62 ~U« H///|U|MII
H”l,€ l_Put Str,'l) ‘U/ H//// | 'U/ | MIII
H,P l_ 60[61] = ey U' H”” | 'Ul | M;M/;MH;M///

(PERMIT)
HopbFel H|EIM
¢ ¢dom#H)  H' =H[ = (£€C)]
H,p - permitCine | H' | & | M

Figure 10. Inference rules fon ;.

valuewv, and monitorM. The FigureE 10, 11,12, ahd13 contain its

inference rules.

The rules (©NsT), (VAR), (ABS) are standard. (Ew) allo-
cates a new object based on the evaluated prototype. ThPaske
MIT) creates a new proxy object for the location resulting from t
subexpression. The handler of this proxy contains an enguyss

pathe and the initial contract.

Function application, property lookup and property assignt
distinguish two cases: either the operation applies djréata tar-

(APP-NOPROXY)
(0, (p, Aw.e), m) = H(E)
H,plx =] F e H |0 M

H, € Fae v b H |0 | M

(APP-PROXY)

(€, P,C) =H(E)
H,HE) Fapp ¢ § H |V | M

H, & bapp ¢ 4 H [V [ M

(APP-MEMBRANE)

" <£N7,ZD7C> = H(gl)l 5/// e///dorr(?—é/) !
HE" = (€,6,C), H(E") Fapp £ 4 H [0 | M

H,E Fagp & U H |V | M

Figure 11. Inference rules for function application.

(GET-NOPROXY)
(o, f,m) =H(E)
H,E Feer Str 4 H|o(str)| 0

(GET-PROXY)
(€, P,C)=H(E) Chrstr
H, & Feee Str 4 H' |c| M
H, €& Feer Str i} H' | c| M <ir P.str

(GET-MEMBRANE)
(¢, P,C) =H(€) Chrgrstr
H, ¢ Feer str 4 H' || M
P= (" Pstr,ox(C)) ¢ ¢ domH)
H, € Fgee Str 4 H'[E" — P]| € | M <r P.str

Figure 12. Inference rules for property reference.

(PuT-NOPROXY)
{0, f,m) = H(E)
H, € Fpu Strv | HIE str—v] [v]0

(PuT-PROXY)
(€', P,C) =H(E)  Chlystr
H, & Fpu stro | H |V | M

H,€ Fpue Stryv |} H' | v | M <y P.str

Figure 13. Inference rules for property assignment.

get object or it applies to a proxy. If the given reference iwa-
proxy object, then the usual rules apply:kANOPRoXxY) for call-
ing the closure and rules @-NoProxy) and (RUT-NOPROXY)
for property read and write. Otherwise, if the given refeeis a
proxy, then the proxy rules formalize the operation implated by
the trap.

In case of a function proxy, the contract is applied to the ar-
gument to protect the function’s input. If the argument isoa-c
stant (APP-PROXY), then the constant need not be wrapped and the
function application is forwarded to the target object. @ttise, if
the argument is a location @>MEMBRANE), then the argument
is wrapped in a new proxy with the function’s contract andnthe



passed to the target function. This wrapping may happenipteilt
times.

To perform a property read on a proxy, the handler first checks
whether the access is allowed by the contract. If so and ie ttes
accessed value is a constant, then the value gets returnetkin
(GET-PRrROXY). Otherwise, if the value is a location, the location
gets wrapped by the derivative of the original contract weétspect
to the accessed properdy(C) and an extended pafh.str (GET-
MEMBRANE). The accessed object is now wrapped with the deriva-
tive that describes the remaining permitted paths. Thusogepty
access to a wrapped object only returns constants or wragped
jects so that the membrane remains intact. In both casesahigan
registers the accessed path.

In a similar way, the property assignment checks if the prtgpe
is writeable with respect to the given contract(PProxY). If so,
the value gets assigned and the monitor extended by a wihetet.ef

Both, the get and put rules, signal a violation by being stuck
The behavior of the implementation is configurable: it magea
an exception and stop execution or it may just log the viotati
and continue. This behavior could be formalized as well ltsoin
ducing separate crash judgments. We omit the definition égeth
judgments because their inference rules largely duplitegeules

from Figure§ 0 11,12, and13.

7. Reduction

As the target object of a proxy may be a proxy itself, there may
be a chain of proxies to traverse before reaching the actwal n
proxy target object. Such chains waste memory, they inertes
run time of all operations, and the intermediate proxies otmtain
redundant information. To avoid the creation of inefficiehtins
of nested proxies, we create a “proxy of a proxy” as follov t
new proxy directly refers to the target of the existing prats/path
set is the union of the new path and the already existing pgths
and its contract is merged with the contract of the alreaditieg
handler. Fortunately, contracts can be merged easily gubie
conjunction operato&, which means that the restrictions enforced
alongall reaching paths are enforced. Extending the formalization,
the handler contains a set of paths, instead of a single path.
However, naively following this approach leads to two prob-
lems. First, a path update operation has to extend everyipath

7.2 Contract Rewriting

Besides the normalization of contracts (Secfiod 5.2) thetaio-
ment reduction of contracts is important to reduce memory co
sumption. Containment reduction means that a conttact’ can
be reduced t@ if L[C'] C £[C]. Similarly,C&C’ can be reduced
toC’ if L[C'] C L[C]. The implementation also accounts for com-
mutativity.

First, we define a semantic containment relation on corgtract

Definition 5 (Containment) A contractC is contained in another
contractC’, written asC C C', iff L[C] C L[C'].

The containment relation on contracts is reflexive and ttigas
and thus forms a preorder. As it is defined semantically, vezine
a syntactic decision procedure for containment of congraciput
it to use. This procedure is inspired by Antimirov’s calauli2],
which provides a non-deterministic decision procedureteesthe
containment problem for ordinary regular expressions.

From the definition of containment (Definitidd 5), we obtain
thatC C C’ iff for all pathsP € L[C] the derivative of contraet’
with respect to pathP is nullablev (95 (C")).

Lemma 3 (Containment)
CCC & v(op(C)) foral P e L[C]

The proof is by LemmA&l1 arid 2.

As this lemma does not yield an effective way of deciding con-
tainment, we aim to enumerate the access patidshyf iteratively
extracting its possible first properties and forming theivégives
on both sides as in Antimirov’s procedure.

()

Definition 6 (next). The functionnext : C — A returns the first
propertiesp of path element® in L[C].

next(C) = {p|p.P € LIC[} (6)

From Antimirov’s theorem([2], we obtain that C C’ iff v(C)
impliesy(C’) andV¥p : 8,(C) E 8,(C").

Lemma 4 (Containment2)
CLEC' < (Vp € next(C)) 9,(C) C 8,(C")
A (v(C) = v(C)
The proof combines the assertion of Lenitha 3 with the stepwise

@)

set and the redundant parts in a set waste a lot of memory. Sec-derivative of Lemmal.

ond, the combination of contracts may result in a contractsgh

Unfortunately, it is in general impossible to constructdativa-

parts cancel or subsume one another. Redundant parts in-a comtives with respect to all first properties. In case of a qoesthark

bined contract also waste memory and make the computatitne of
derivative more expensive. As a result, in our initial expents,
test cases with many objects could not be analyzed in a $ensib
amount of time.

This section reports some optimizations to reduce memarny co
sumption and to improve the run time.

7.1 Trie Structure

In afirst step, we changed the representation of a set ofapediss
to a trie structure [17]. LePathTrie > 7 =0 | T[p — T'] be a
trie structure used as prefix tree to store path#\t each nodeT,

there is at most one associatign+— 7] for each property. It

indicates that there is a path of the fopn® in the trie, whereP is

in 7'. We us€le — (] to mark the end of a path.

A pathP in atrie7 is thus represented by the concatenation of
the propertiep on a path from the root to an edge labeled with the
empty pathe.

Using trie structures enables us to share prefixes in pash set
which reduces the memory usage significantly. In particlitdeed
data structures like lists and trees give rise to many shanefikes
which are represented efficiently by the trie structure.

literal or a negation, there may be infinitely many first btisr Thus,
the implementation needs to apply some kind of approximatio

7.2.1 Literal-derivative of Contracts

To abstract from the derivative of a contract with respectato
property, we introduce a literal-based derivative whictnfe the
derivative of a contract with respect to a litefalThis operation
admits derivatives with respect to the contract litef@|s’, », and
Ir, and performs some approximation by returning a contraadt th
is contained in the derivatives resulting from expandirgliterals.
As the literals include character-level regular expressithat
we treat as abstract, we rely on a relatiop that decides contain-
ment of literals and on an operation that builds the intersection
of two literals. Both are considered as abstract operatorthe
language of regular expression literals and we do not spduir
implementation (but similar methods as for contracts gpply

LC.r & L[ C L[r] (8)
L¢Nn-r] = LN L[r] 9)

Figure[14 contains the definition of the syntactic derivatiith
respect to a literal. Deriving a literdl w.r.t. itself results in the



g, (=@
V(@) - {(Z), otherwise
Ve(?) = ¢
E, LC,.r
Velr) - ¢, otherwise
E, LMrr=10
Veln) ~ )0, otherwise
Ve(0) = 0
Vie(E) = 0
Vz(c*) = Vz(C).C*
V[(C+CI) = Ve(C)-FVe(C/)
Vo(C&C) = Vi(C)&V,(C)
’ _ VZ(C)‘C,+VZ(C,)7 V(C)
veee) = Ve(C).C', otherwise

Figure 14. Derivative of a contract by a contract literal.

first(@) = {@}

first(?) = {7}

first(r) = {r}

first(Ir) = {Ir}

first(() = {}

first(£) = {}

first(Cx) = first(C)

first(C+C') = first(C) Ufirst(C)

first(C&C') = {4 |4 € first(C), ¢ € first(C')}
, , first(C) U first(C"), v(C)
first(C.CT) = {first(CL otherwise

Figure 15. first on contracts.

empty contract. Applying any derivative to the empty skyields
the empty sefi. The derivative of a regular expression literat.r.t.

a literal/ is the empty contradf if the language of is subsumed
by the regular expression that is, if we can make a step with
each character in the literal. Similarly, the derivativeaofiegated
regular expression literdd w.r.t. a literal¢ is the empty contrad

if no property of the language dfcan make a step in Otherwise,

(C-DisPROVE) (C-DELETE)
v(C) -v(C") pel
r-ccc : L I'Fo¢: T

(C-UNFOLD-TRUE)
p¢T  Veefirst(¢): (T,¢) F Ve(p) : T
'e¢: T

(C-UNFOLD-FALSE)

o ¢l 3 e first(¢) : (T, 0) F V(o) : L
I'Fo¢: L

Figure 16. Unfolding axioms and rules.

of both conjuncts. The first literals of a concatenation heefirst
literals of its first subcontract if the first subcontract & nullable.
Otherwise, it is the union of the first literals of both subicants.

The language of the first literals is defined to be the uniohef t
languages of its literals.

Llfist @] = |J L[ (1)
eefirst(C)
Lemma 6 (first).
next(C) = L[first(C)] (12)
Lemma 7 (Syntactic derivative of contracts.2y/? € first(C) :
LIVA©) = [ LI9:(0)] (13)
peL[]
Theorem 1 (Containment)
CCC <« (Ve first(CT C')) Ve(C) E Vi(C) (14)

A (V(C) = v(C)

7.2.3 Containment Semantics

Based on the containment theorem (Theokém 1) and the signtact
derivative, we present an algorithm that approximates timain-
ment relation of contracts.

To recapitulate, a pat® is an element of the language defined
by a contractC iff the derivative of contracC w.r.t. pathP is
nullable v(9»(C)). If a contractC is not contained in a contract

the result ig). The remaining cases are exactly as in the derivative C', then there exists at least one access Path £[C] that derives

with respect to a property.
The following lemma states the connection between the aeriv
tive by contract literal and the derivative by a property.

Lemma 5 (Syntactic derivative of contractsy// :

LI[Ve(C)] < ﬂ L[0,(C)]

peL[L]

(10)

7.2.2 Containment

Using the syntactic derivation, we are able to abstract ¢hivative

of a contract w.r.t. an infinite property set by forming datives
with respect to literals. Before combining this abstrattidgth the
containment lemma (Lemnia 4), we define a function to obtan th
first literals of a contract as shown in Figlird 15.

The first literal of a literak is £. ) and& have no first literals.
The first literals of a Kleene star contra€t are the first literals
of its subcontract. The first literals of a disjunction are tmion
of the first literals of its subcontracts. For a conjunctithg set of
first literals is the set of all intersectioiis,. ¢’ of the first literals

a non-nullable contract frord'.

Define containment expressions by := C C C’ and let
a contextl" be a set of previous visited containment expressions.
The context lookupp € T" determines if an expression is already
calculated in this chain. The derivation of a containmepiregsion
V¢(C E ') is forwarded to its subcontracts ¥ (C) C V¢(C').

The decision procedure is defined by a judgment of the form
'+ ¢ : {T,L}. The evaluation of expressighin contextl re-
sults either in truel or false_L. In Figure[16, rule (C-DsPROVE)
shows the generalized disproving axiom. If the first conttaés
nullable and the second contrattis not nullable, then there exists
at least one element-the empty access patin the language of
L[C] which is not element of [C’]. This condition is sufficient to
disprove the inequality, so the rule returns false. RUleX€-ETE)
returns true if the evaluated expression is already subdloyp¢he
context. Further derivatives gfwould not contribute new informa-
tion. (C-UNFOLD-TRUE) and (C-WNFOLD-FALSE) applies only if
¢is notin the context. It applies all derivatives accordingst(¢)
and conjoins them together.



(C-PROOFEDGE)
emp(C) V unv(C")
r~ccc T

(C-NULLABLE)
v(C"
r-eccce T

(C-IDENTITY)

r-ccc:T

Figure 17. Prove axioms.

(C-DISPROVEEMPTY) (C-DISPROVEBLANK)

—emp(C)  emp(C) ind(C) Vunv(C)  bl(C")
r-ccc . L r-ccc . L
Figure 18. Disprove axioms.
_ £, emp(C) V bl(C)
[C+] B {LCJ*, otherwise
0, emp(C) A emp(C’)
@, bI(C) A bI(C")
|C+C'] = |C], cac
C'], ccce
[C]+|C'], otherwise
0, emp(C) V emp(C’)
@, bl(C) Vv bI(C")
|C&C'| = |C], ccce
C'], cac
[C]&|C'], otherwise
0, emp(C)
cc'| = {a, bl(C)
[C].|C’], otherwise

Figure 19. Reduction rules.

Theorem 2(Correctness)
r-ccc :7T=ccc (15)

In addition to the rules from Figufe L6, we add auxiliary ame
to detect trivially consistent (inconsistent) inequaktiearly (Fig-
ures[IT for consistent inequalities dnd 18 for inconsistems).
They decide containment directly without unfolding. Theoaxs
rely on four functions that operate on the contract synidéemp,
ind, andunv. Each of them is correct, but not complete. For in-
stance, the functioemp can only approximate whether the lan-
guage of a contract of the for@&C’ denotes the empty set. The
following definition specifies these functions, their attdefini-
tions are straightforward and thus elided.

Definition 7. A contractCis ...

blank if L[C] = {¢}, letbl(C) = T implyC is blank;

empty if L[C] = 0, letemp(C) = T = implyC is empty;
indifferent if L[C] = A, letind(C) = T implyC is indifferent;
universal if L[C] = A", letunv(C) = T implyC is universal.

7.2.4 Reductions Rules

Finally, we apply the preceding machinery to define a reducti
function |-] on contracts in Figuré&19. Reduction produces an
equivalent contract, which is smaller than its input.

Literals and empty contracts are not further reducible. Adfle
star contracCx is reduced to the empty contra€tif the subcon- 1

tract is either empty or blank. The disjunction contretC’ is
reduced to the empty s@tif both contracts are empty or it reduces
to the empty literal@ if both contracts are blank. If one of the sub-
contracts is subsumed by the other one, the subsuming coigra
used. Similarly, the conjunction contra@&C’ is reduced to the
empty setf) or the empty literal@ if one of the subcontracts is
empty or blank. If one contract subsumes the other, thenuhe s
sumed contract is used. The concatenatiaff is reduced to the
empty sef) if the first subcontract is empty or it is reduced to the
empty literal@ if the first sub-contract is blank.

8. Implementation

The implementation is based on the JavaScript Proxy AR 431,

a proposed addition to the JavaScript standard. This APhjda-
mented in Firefox since version 18.0 and in Chrome V8 since ve
sion 3.5. We developed the implementation usingSpe&lerMon-
key JavaScript-C 1.8.5 (2011-03-31gvaScript engine.

8.1 Description

The implementation provides a proxy handlercessHandler
that overrides all trap functions. The traps implement tbeeas
control mechanism as well as path monitoring. They eithteriopt
the operation, if itis not permitted, or forward it to thegat object.
They maintain the path set and contract data structureg tise
fly-weight pattern to minimize memory consumption.

Our framework can easily be included in existing JavaScript
software projects. Its functionality is encapsulated inaaafle
whose interface—the functigrermit—can be used to wrap objects.

The framework provides two evaluation mod@gserver Mode
and Protector Mode The Observer Modeperforms only path and
violation logging without changing the semantics of theenhng
program. Thus, if a program reads multiple properties alang
prohibited path, then each individual read is logged as katiam.
For example, suppose an object is protected by the contract
Reading property results in a violation with access paitand a
subsequent read afbresults in a violation ofi.5 and so on.

The Protector Modefollows the scripting-language philosophy
as implemented in the rest of JavaScript. If a read accesste®
the contract of an object, the valuadefined is returned instead
of an abnormal termination. Forbidden write accesses anplgi
omitted. Thus, only top-level violations are visible.

Our framework comes with a JavaScript-based GUI. Included
in a web page, the interface shows all accessed paths asswadll a
incurred contract violations. A heuristic allows us to gete short
effect descriptions from the gathered path sets using theoaph
reported elsewhere [22,|24].

8.2 Limitations

Because of the browser’s sandbox, JSConTest2 cannot Idirect
protect DOM objects with access permission contracts. Eie s
curity mechanism forbids to replace the references towth@w
anddocumentobjects by suitably contracted proxies. This deficiency
can be partially addressed by embedding an entire scriptdope
which substitutes the global object by a suitable proxy.

The use of proxies for access control has one unfortunate con
sequence: the equality operateesand=== do not work correctly,
anymore. Dependening on the access path, the same target obj
may have different access rights and hence distinct prokasen-
force these rights. Comparing these distinct proxies netdialse
even though the underlying target is the same. Similarlyu@an
wrapped target object may be compared with its contractedore
which should be true, but yields false.

Here is an example illustrating the problem.

var ch = { ¢c : 42}



2 var root =
3 var sameacc = (root.a
4 var sameunw

_-APC.permit ('a.@tb.c’, { a :
root.b)
root.b)

ch, b : ch})

(ch

With our implementation, botkameacc and sameunw are false al-
though they are true without thermit operation.

Unfortunately, there is no easy way to address this shoitmpm
One possibility is to assign each target a unique proxy, whic
requires a potentially unintuitive merge of different agxeontract.
Another idea would be to trap the equality operation, whichat
supported by the proxy API. However, neither the unique yprox
nor trapping the equality operation would solve the probieitin
comparing the proxy with its target asssmeunw (just consideE==
as a method call on the unwrapped target objadh line 4).

The best solution would be to provide two proxy-aware edqyali
functions and replace all uses of and by these functions.
This solution would require some light rewriting of the soeicode
(also at run time to support eval), which is much less inireighan
the rewriting of the original JSConTest implementationrr€ntly,
we do not supply this rewriting because none of the programs w
examined in our evaluation were affected by the problem.

9. Evaluation

This section reports on our experiences with applying JF€st2

to selected programs. All benchmarks were run on a MacBook
Pro with a 2 GHz Intel Core i7 processor with 8 GB memory. All
example runs and timings reported in this paper were oliairi
version 23.0a2 (2013-05-21) of tRérefox Aurorabrowser.

9.1 Benchmark Programs

To evaluate our implementation, we applied it to a range of
JavaScript programs: the Google V8 Benchmark Buirel a se-
lection of benchmarks accompanying the TAJS system [28].

The Google V8 Benchmark Suite consists of a webpage with
several JavaScript programs, which are listed in FifuleT2@
benchmarks range from about 400 to 5000 lines of code imple-
menting an OS kernel simulation, constraint solving, epton,
ray tracing, parsing, regular expression operations, ieacking
data structures, and solving differential equations. Tiitesvas
originally composed to evaluate the performance of JavaSen-
gines. Itis designed to stress various aspects of the ingrltation
of a JavaScript engine, but the programs it contains are et#si
sarily representative of the typical programs run in a beaws

Benchmark Full Without | Contracts | Baseline
logging only
Richards 22.5min | 18.6min | 3.3sec 2.3sec
DeltaBlue 9.8sec 9.5sec 3.3sec 2.3sec
Crypto 4.2h 2.5h 2.6min 4.4sec
RayTrace 1.2h 1.1h 1.6min 2.3sec
EarleyBoyer || 4.4sec 4.4sec 4.4sec 4.3sec
RegExp 2.4sec 2.4sec 2.4sec 2.4sec
Splay - - 2.3sec 2.3sec
NavierStokes|| 2.3sec 2.3sec 2.3sec 2.3sec

Figure 20. Google V8 Benchmark Suite.

jQuery. In a first run, we augmented these objects with a unive
sal contract (e.gz«) to monitor the accessed properties. Based on
the generated protocol we prepared customized contraptstect
these objects. To exercise the customized contracts, veaded
the source code with additional, nonconforming operatiorfzro-
voke violations.

9.3 Results

With our initial implementation, contract enforcement poograms

in the Google V8 Benchmark Suite was not possible, becawse th
browser quickly ran out of memory. Our reimplementationdoas
on the ideas described in Sectidn 7 enabled us to cut down ngemo
consumption dramatical; The reduction in memory use of path
logging comes at the expense of higher computational cdst. T
reimplemented system successfully applies contract esfioent

to all programs in the Google V8 Benchmark Suite; for 8may
benchmark, we have no numbers for path set collection amgirigg
because it did not terminate within four hours.

Figurd 20 contains the run times for all V8 benchmark program
in different configurations. The colurfrull contains the run time
for contract enforcement, path set collection, and log wutphe
effect heuristic to condense the resulting set of paths thaat s
effect description is disabled. The colu#ithout loggingshows
the time used for contract enforcement and path set calledbiut
without logging. The columrContracts onlyshows the time for
contract enforcement, without any path set generation. [ake
columnBaselineshows the baseline for a run without JSConTest2.

Using forwarding proxies instead of normal objects did reoten
a measurable effect: in addition to the above configuratioesan

The TAJS benchmarks consist of JavaScript programs and the benchmarks with forwarding proxies, where the handiari

dumped Web pages collected in the wild to test the static-anal
ysis system TAJS. To easily run the tests in the Aurora web

cepts all operations but the trap functions forward the ap@n to
the target object, as shown in Figlile 1. The resulting ruesiex-

browser, we selected all programs that came packaged with ahibit no measurable difference to the numbers in collBaseline

webpage: 3dmodel, countdown, oryx, ajaxtabscontent,naitla
ball_pool, bunnyhunt, gamespot, googdacman, jscalc, jscrypto,
logo, mceditor, minesweeper, msie9, simp#dc, wala. The selec-
tion further contains programs like a calculator or a sinipt@vser
game as well as libraries extending the functionality ofaBuript
like jQuery, a linked list data type, or an MD5 hashing lityae

In most benchmarks, the run-time difference between contra
enforcement and the baseline is negligible, so monitosraneap.
The exceptions ar€rypto and RayTracewhere the contract is
applied to the main API object.

The run times for the programs in the V8 Benchmark Suite
range from few seconds up to four hours when running with con-

also applied our system to a number of dumped web pages like tract monitoring fully engaged. This run time depends ondbe

youtube twitter, orimageshack

9.2 Methodology

To evaluate our implementation with the Google Benchmanies,
manually examined their source code, identified frequendgd
objects, and marked them with an empty contracEach access
to those objects generated an access violation, which wggedb

In the TAJS benchmarks, we looked for interesting objects an
functions, non-locally used data, and uses of externadiies like

’http://v8.googlecode.com/svn/data/benchmarks/v7/run.html

jects chosen for contract monitoring: contracting heawvidged ob-
jects causes more overhead (Mzrypto and RayTracg, contract-
ing the root of a tree (for example Bplay also causes overhead
because the membrane implementation creates a shadovofree p
ulated with proxies while the program runs.

Unfortunately, the most expensive benchma&gléy increases
the size of the trie structure in a way that the contract immgle-
tation was not able to handle efficiently. Further optirimas like
condensing paths are required to run this benchmark to eiopl

3 Unfortunately, we did not find a way to measure memory congiamp



The second most expensive benchm&hkypto produces more
than 5GB output of logged paths, depending on the selecjedtob
For comparison, the benchmaRichardsrequires approximately
22.5 minutes to calculate slightly more than 1GB of loggethga
In Crypto, a significant percentage of the memory consumption and
the computation time is due to the path recovery at the enteof t
run. This mechanism flattens a trie structure to a list of matinich
removes all sharing from the structure. It accounts for nafdhe
difference between columiill andWithout loggingin Figure 20.

These examples show that the run time impact of monitoring is
highly dependent on the program and on the particular vahats
are monitored. While some programs are heavily affedBgifto,
Richards RayTrace Splay, others are almost unaffectearley-
Boyer, RegExNavierStokes

[7,132] or on rewriting [1| 4, 42]. For checking contract sulvgp-
tion, we adapted Antimirov’'s approach to obtain a reasgnfst
algorithm. We extended Antimirov’s algorithm to an infinépha-
bet and to extended regular expressions including negatidnin-
tersection.

The JavaScript Reflection ARI [|14,/43] enables developers to
easily enhance the functionality of objects and functidr®e im-
plementation of proxies opens up the means to fully intezmgeer-
ations applied to objects and functions calls. Proxies ladneady
been used for dynamic effects systems [26]. Other commos use
for proxies, e.g.l5./8,/9, 15, B7,144], are meta-level extanse-
havioral reflection, security, or concurrency control.

There are further proposals to limit effects on heap-ateta
objects both statically and dynamically. Affect systeris a static

The numbers also show that the path logging accounts for most analysis that partitions the heap into disjoint regions amabtates

of the run-time overhead: the biggest fraction of the tatal time

is used for path generation, which comprises appendingi®f tr
structures and merging tries. The remaining time is spanpédith
reconstruction, logging, and log output.

The evaluation of contracts themselves is negligible inynan
cases, but occasionally it may create an overhead ofG&pp(o) to
41x (RayTracg. On the other hand, these programs are an artificial
selection to stress the JavaScript implementation.

The run times of the more realistic collection of TAJS bench-
mark programs are all much shorter (less than one seconujhba
run times for the V8 benchmarks. Furthermore, the diffeecne-
tween the run times of the four configurations listed in FejBo
is negligible for the TAJS benchmarks. These findings inditaat
contract monitoring seems feasible for realistic programs

9.4 General Observations

The benchmarks show that the most time-consuming partsaéine p
logging and contract derivation. Their overhead is infleehby
several factors: the number and frequency of proxy callsthad
length of access chains.

the type of a heap reference with the region in which the esfes

points [18]. Although initially developed for functionahguages,
region-based effects have been transposed to objecteniden-

guages [19]. A notable proposal targeting Java is the type#act

system of DPJ [6]. DPJ targets parallel execution and pesviay

default a deterministic semantics.

Also, specification languages like JIML [11) 33] include a mec
anism for specifying side effects, th&signable clause. While
the JML toolchain supports verification as well as run-timenm
itoring [12, |34,/ 35],assignable clauses are not widely used,
partly because their semantics has not been formally and-una
imously defined until recently [35], and partly because supp
for assignable clauses is present in only a few tools that per-
form run-time monitoring for JIMLI[36] and then not always inllf
generality[1P].

Our system may also be useful to guarantee security aspects
like confidentiality or integrity of information. In Javafat, static
approaches are often lacking because of the dynamicity ef th
language. However, the approaches range from static arairdgn
control of information flow control [13, 21, 29] over restiity the

The length of the access chains determines the number of functionality [38] to the isolations of scopes [40].

derivation steps and the size of the trie structure. Furthemum-
ber of nested proxies influences the number of merge opasatio
and can cause a blowup of the data structures. Path extessibn
computing the contract derivative is more expensive on gtkrg
handlers. Also, the structure of the contract affects thfopmance.
Wide and complex contracts require more derivation steps th
deep contracts. In addition, a derived contract sometireeslig-
ger than the original contract. For example, the contiaetax.ax*

is the result of derivingix.ax by a. All these factors contribute to
the time and space complexity of contract monitoring.

10. Related Work

JSConTestl[22, 24] is a framework for logging side effectd an
enforcing path-based access permission contracts. It<uiitie an
algorithm [23] that infers a concise effect descriptiomfra set of
access paths. Access permission contract enable the sptoifi
of effects to restrict the access to the object graph by defiai
set of permitted access paths. JSConTest is based on are offlin
code transformation. Its implementation is restricted snlset of
the language, it does not scale to large programs, and irdstba
guarantee full interposition.

Access permission contracts are closely related to exterede
ular expression. Permissions are computed from the itbdsgva-
tive of a contracts by the current access path. Derivatifesxo
tended regular expressions and their properties are wellvikn
from the literature![3, 10, 39]. Computing contract substiomp
is related to solving regular expression inequalities amecking
regular expression equivalence, which has been addressm-i

7

eral places||2, 25, 81]. Most approaches rely on NFA checking

11. Conclusion

We successfully applied JavaScript proxies to the impldatzm
of effect logging and dynamic enforcement of access perariss
contracts, which specify the allowed side effects usingsspaths
in the object graph. The implementation avoids the shoriecgm
of an earlier implementation in the JSConTest system, which
based on an offline code transformation. The proxy-baseapp
handles the full JavaScript language, includingiieh-statement,
eval, and arbitrary dynamic code loading techniques. Contrary t
the earlier implementation, the proxy-based approachagees
full interposition.

This reimplementation presents a major step towards pedcti
applicability of access permission contracts. The ruretiover-
head and the additional memory consumption of pure congémct
forcement is negligible. Hence, we believe that this impatation
can provide encapsulation in realistic applications, asafestrated
with our examples and case studies. Full effect loggingherother
hand, incurs quite some overhead, but we regard it primaslga
tool for program understanding and debugging.
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(GET-PROXY-OBSERVER)
<§/7 P,C) =H(E) CW/r str
H, & e Str 4 H' |c| M

H, €& Fgee Str |} H' |c| M ar (P.str,C)

(GET-MEMBRANE-OBSERVER)
(¢',P,C) = H(E) C /g str
H, & e Str 4 H || M
= (¢", P.str, 0s:(C)) &" ¢ dom(H')

H, & Foee str |} H'[E" — P]| " | M 4ar (P.str,C)

PuT-PROXY-OBSERVER)
<£l77)7c> = H(f) C |7/W str
H, & Fpy str,o | H |V | M

H.E Fpue St,u 4 H |0 | M <y (Pstr,C)

Figure 21. Inference rules foDbserver Mode

(GET-PROXY-PROTECTOR)
(€, P,C) =H(E) C g str
H, €& Feee Str |} H' | undefined| M 4 (P.str,C)

PUT-PROXY-PROTECTOQ
(€', P,C) = H(E) C Ky str
H, €& Fpu Stro b H |v | M < (P.str,C)

Figure 22. Inference rules foProtector Mode

[44] E. Wernli, P. Maerki, and O. Nierstrasz. Ownershipefitand cross-
InMarth,

ing handlers: flexible ownership in dynamic languages.
editor,DLS, pages 83-94. ACM, 2012.

A. Crashing rules

This section presents the formal semantics of path mongand
contract enforcement in case of a violated contract. Thesrak-
tend the set of inference rules of sectidn 6.
The implementation covers two different types of violation
treatment. Figure_21 arid 22 contain its evaluation ruleg Qb-
server Modgoerforms only path and violation logging without any
interruption.M <% (P,C) andM <« (P,C) extends the mon-
itor to log a violation. TheProtector Modereturnsundefined for

an access instead of an abnormal termination or omits theope
tion.

B. Extended Membrane

Section[T introduces the necessity of merged proxies todavoi
inefficient chains of nested proxy calls.
Figure[23 extends the inference rules from sedtion 6 with-pat
tries and merged handlers. The single pAtin a handlerH gets
changed into a trig”. We write’? € T if path P is represented by
T. The operator appends propertyto all path-endings in trig.
Atrie T' = (T @ (p.P")) is equivalent to]' = (T @ p) & P'),
appending. P’ to 7. (TWT') =
union of the tries]” and 7.
Further, the definition of monitaM is extended byM <z T,
extending monitotM with all paths € 7. The definitions of
My T, M «4r (T,C),andM «w (T,C) and the extensions
to the crashing rules (Figurel21 dng 22) are analogous.

(T®P)|VP € T’ denotes the

(GET-TRIEPROXY)
<€,7 T7c> = H({) c F'R str
H, & e Str 4 H' |c| M

H, € Foer Str i H' | c| M <r (T @ str)

(GET-TRIEMEMBRANE-NONEXISTING)
(¢, T,C)=H(&) Chrgstr
,H7§/ Fger str | H |€” | M f” = <07 f 71'>
P=(" (T @st),0x(C)) £ ¢ dom(#)
H, & Foee str i} H'[E" — P]| " | M <r (T @ str)

(GET-TRIEMEMBRANE-EXISTING)
(€ ,T,C) =H(E) Chr str
H7£ }_Get Str U: H |£II | M é-ll — <£IH,TI,C/>
P= <g”’ (T ostnw T) Ostr(C )&C’) & ¢ don(H’)
H, & Foee Str i H'[E" = P]| " | M <r (T @ str)

PuT-TRIEPROXY)
<€,7T7c> = H({) C by str
H, & Fpy stro | H |V | M
H, & Fpue Sto b H [0 | M < (T & str)

Figure 23. Inference rules for extended membranes.

bl(@ = T bl(£) = 1
bI(?7) = L bl(Cx) = L
bi(r) = L bI(C+C") = bI(C) ADbI(C)
bi(lr) = L bI(C&C') = bI(C) VbI(C')
bl(0) = L bi(c.C’)” = bI(C)
Figure 24. Thebl function.
emp(@Q) = L emp(€) = 1
emp(?) = L1 emp(Cx) = 1
emp(r) = 1 emp(C+C’) = emp(C)Vemp(C)
emp(lr) = 1 emp(C& o= first(C&C') =
emp(@) = T emp(C.C) = emp(C)Vemp(C)
Figure 25. Theemp function.
ind(@ = L ind(Cx¥) = ind(C)
ind(?) = T ind(CHC") = ind(C)Vind(C)
ind(r) = L ind(C&C’) = ind(C) Aind(C’)
ind(lr) = L T, C=&Aind(C')
::3%2)) = 1T ndee) = (T, ind@)AC =€

1, otherwise

Figure 26. Theind function.

C. Auxiliary Functions

This section contains the full definitions of the four auadili func-
tions from sectiof 7.213.

Definition 8 (Blank). A contractC is blankif L[C] = {.}. The
functionb!/: C — {T, L} (Figure[24) checks i€ is blank.

Lemma 8 (Blank). bl(C) =T = L[C] =



unv(@) = L unv(Cx) = unv(C) Vind(C)

unv(?) = L unv(C+C') = unv(C)Vunv(C ')
unv(r) = L unv(C&C') = unv(C)Aunv(C)
unvgé)?“)) = i T, C=&Aunv(C)
unv(€) — unv(C.C") = T unv(@aC =£

T, unv(C) Aunv(C")
1, otherwise

Figure 27. Theunv function.

Definition 9 (Empty). A contractC is emptyif L[C] = (. The
functionemp : C — {T, L} (Figure[28) checks if is empty.

Lemma 9 (Empty). emp(C) =T = L[C] =0

Definition 10 (Indifferent). A contractC is indifferentif L[C] =
A. The functionind : ¢ — {T, L} (Figure[28) checks i’ is
indifferent.

Lemma 10(Indifferent). ind(C) =T = L[C] = A

Definition 11 (Universal) A contractC is universalif L[C] = A*.
The functionunv : ¢ — {T,L} (Figure[21) checks it is
universal.

Lemma 11(Universal) unv(C) =T = L[C] =

D. Semantic containment

Proof of Lemm&lI3A contractC is subset of another contract iff

for all pathsP € L[C] the derivation o2’ w.r.t. pathP is nullable.
For all P € A* it holds thatP € L[C'] iff v(9»(C")). Itis trivial

to see that

ccce (16)

< L[c] € £[C'] 7

S VP eL[C]: P e L[C] (18)

S VP e L[C] : v(dp(C)) (19)

holds. O

Proof of LemmaKA contractC is subset of another contra@t iff
for all propertie in next(C) the derivation ofC w.r.t. propertyp
is subset of the derivation of w.r.t. p. By lemmd2 we obtain

L[a,(0)] =p~'L[C] (20)
and this leads to

{E1v(@)}U{p.P|penext(C),Pcp 'L[C]} = L[C] (21)

Claim holds because
ccce
& L[C] C £[C]
SvYPeL[C]: PeL[C]
sEel[C]l=EcL[C]A
Vp,P: p.P € L[C] = v(8p.p(C"))
s (€)= v(C)A

Vp € next(C),VP : p.P € L[C] = v(9»(0,(C")))

(¢
& v(C) = v(C') A
Vp € next(C
() =v(C)A
Vp € next(C) = L[0,(C)] € L[3x(C")]
& v(C) = v(C') A
(

Vp € next(C) : 9,(C) C 8,(C")

E. Syntactic derivative
Proof of Lemm&lbye :

LI[Ve(C)] < ﬂ L[0,(C)]

peL[]

Proof by induction orC.

CaseC = (): Claim holds becaus&[V,(0)] = L[0:(D)] =
CaseC = &: Claim holds becaus&[V,(€)] = L[0:(€)] =

CaseC =r:
Subcasel C,. r: Claim holds because

L[Ve(r)] = L[0p(r)] = € [ Vp € L{].
Subcasel IZ,. r: Claim holds becausé[V,(r)] =

Case(C = C'x: By induction
|

LIV € () LI0.(C)]

peL[]
holds.We obtain that

Vp: L[0,(C'¥)] = L[8,(C).C"+]
Ve LIVe(C'%)] = L[V(C).C'%]

holds. Claim holds because
Ve LIVe(C'%)]
= L[V.(C").C'4]

C{PP |Pe () LIBE)]P € LlC]}

peL[]

peEL[L]
() L[0p(C+)]
pEL[L]

CaseC = C’'+C": By induction

LIV € () L0

peL[L]
IH

LIvVeel € () Llos(C

peL[]

), ¥P € L[3p(C)] : v(9r(9p(C")))

() (PP |PeLloC)],P €L[C'+]}

(22)
(23)
(24)
(25)
(26)
27)
(28)
(29)
(30)
(1)
(32)
(33)
(34)

a

(35

0.
0.

(36)

37

(38)

(39)
(40)

(41)

(42)

(43)

(44)

(45)



holds. We obtain that holds. Claim holds because
LIV.(C'.C] (66)

L[oe(C'+C")] = L[9e(C)] U L[3e(C")] (46) _ L[Ve(C)C"] U L[Ve(C)] 67)

LIVCHC")] = LIVCHULIVC)]  (47) I
C{PP'|Pe () LI%(C].P € L[C"]} (68)

holds. Claim holds because peLle]
LIVe(C+C)] (48) Upgmﬂﬂ%(c )] (69)
C ) LlBEHu () LI%E]  (50) pect]
peL[(] peL[(] U L[0,(C")] (72)
C ) LloEHu L] (51) = () Lo(C)C"TuLdp(C")] (72)
peL[e] peL[(]
= [ L'+ (52) = [ a('c" (73)
peL]L] peL]/]

Subcase—v(C): We obtain that
Vp: L[0(C'.C"] = L[8,(C").C"] (74)

Case(C = C'&(C’"": By induction

£[Ve(C)] C N £l (53) Ve LIV(C'.CT)] = LIVe(C)L"]  (79)
peEL[C] holds. Claim holds because
LIVee] € () £Ion(C)] (54) LIVeC C] (76)
peLle] = L[V.(C").C"] (77)
holds. We obtain that ¢ {PP'|Pe [ LIB:(C)],P €L[C"]} (78)
peL[]
L10(C'&C")] = LI9:(C)] 0 £[0:(C)] (55) = () (PP PeLIOEP eclc’l} (79)
LIV (C'&")] = L[Ve(C)] N L[V(C)] (56) peL[e]
holds. Claim holds because - ﬂ L[o5(C)C"] (80)
pEL[L]
L[Ve(C'&C)] 7) = [ a(c'c” (81)
= LIVe(C)] N L[Ve(C")] (58) veet
< N clE)ln () LE)] 9 =
peL[L] peEL[L]
= ﬂ L[8,(CH] N L[2,(C™] (60) Proof of Lemmal7v? € first(C) :
e £[vi()] = £[0,(C)] (82)
= () L[o.(C'&C")] (61) ‘ peom
peL[L]

Suppose thatp,p’ € L[{] : ,(£.C) = 9,/ (£.C).
Proof by induction onC. The cases fol), £, r, C&C’ are

CaseC = C".C": By induction analogous to the cases in the proof of lenftha 5. All occurences

IH
of C can be replaced b@

IH
LIVeE] € () £lo.(C)] (62)
H pestd CaseC = C’'+C": By induction
LI[V(C")] € L[o,(C” 63 , ,
e ﬂH el ) LVl £ () L15(C)] (83)
peL[]
holds. LIVeE] = () LI (84)
Subcaser(C): We obtain that pEL]

ey N " holds. We obtain that
Vp: LI[0(C.CT)] = L[Op(C").C"]JUL[O(C™)] (64)

v L[VACC")] = LIVA(C)C"]ULIVA(C)] £LoHC+C)] = LICNT VL] (89)
(©5) LIVC+C")] = LITACULIVAC]  (86)



holds. Claim holds because
L[V.(C'+C)]
= L[V (U L[Ve(C)]

£ N £lo(cC

pEL[L] pEL[L]
() LIx(C)T U L[op(C")]
peL[]
() £lox(Cc'+C")]
peL[L]
CaseC = C'.C"": By induction
LIVl = () Llop(C

peL[L]

NE ) Llo(C

peL[L]

LIV.(C

holds.
Subcaser(C): We obtain that

Vp: L[8:(C'.C™)] = L£[0,(C").C"]U L[d,(C
VO LIV(C.C")] = L[Ve(C).L"TULIV(C

holds. Claim holds because
LIV.(C'.CM]
= L[V(C).C'TUL[V(C)]
Z2PP|IPe () Llb(C
peL[e]

U [ £I:(c")]

peL[L]

pEL[L]
U L[op(c")]

() clox(C

pEL[L]

= [ 9('c"

peL[L]

-C'Tu Lop(C)]

Subcase—v(C): Analogus to the case in the proof of lemima 5.

F. Syntactic containment

Before proving the syntactic containment we state an aryili
lemma. For simplification, the literal@, ?, and!r are collapsed

into a single regular expression literals
Lemma 12 (Path-preservation)vp, P
P e L[0,(C)] = 3¢ € first(C) :

v ) Ll

() {P.PIL[9,(C)],P € LIC"T}

//)ﬂ

1P e L[C"T}

P e L[V(O)]

87
(88)
(89)

(90)

(91)

(92)

(93)

DINCE

II)]]
(95)

(96)
(97)
(98)

(99)
(100)

(101)
(102)

(103)

a

(104)

Proof of Lemm&2Suppose [0, (C)] # 0. Show3¢ € first(C) :

P € L[V¢(C)]. Proof by induction ort.
CaseC = 0), first

CaseC = r, first(C) = {r}:
We obtain thap € L[r] = 9,(r) =
first(C) = {r}, V.(r)

(C) = {0}: Contradicts assumption.
Case(C = €&, first(C) = {}: Contradicts assumption.

£. Claim holds because
= &, and thusP = ¢ ande € L[£].

CaseC = C'x, first(C) = first(C'):
We obtain thatP € L‘,[[a (C'*)] = L[op(C).C'x] # 0. By
induction3¢’ € first(C') : P’ € E[[Vg/( )]. The chain holds
becausdirst(C'*) = first(C') andV(C'*x) = V,(C').C'x and
P e L[V(CH],P" € L[Ve(C'*)] impliesP = P'.P" €
L[V (C')].

CaseC = (C'+C"), first(C) = first(
We obtain thaP € L[9,(C'+C")]
(¢. By induction3¢’ € first(C') : P' € L[V(C")] and
A" ¢ first(C") : P" € L[V (C")]. The chain holds be-

causefirst(C'+C") = first(C") U first(C") andV,(C'+C") =

Vi(C)+V(C") andP € LIV((C)] or P € L[V(C")]

impliesP € L[V.(C'+C")].

CaseC = (C'&C"), first(C) = {¢' M, ¢" | £’ € first(C'), " €

first(C")}:

We obtain tha® € z:[[ap(c’&c”)]] = L[0,(CHINL[FL(C)]

impliesP € L[0,(C")] andP € L[8,(C")]. By induction

3¢ € first(C') : P € L[V,(C")] and3¢" € first(C") : P €

L[V (C)]. Lete = £ 1, £" € first(C'&C"). If p € L[]

andp € L[¢'] thenp € L[¢]. The chain holds because

first(C'&C") = {¢' N, ¢ | ¢ € first(C'), 0" € first(C")}

andV,(C'&C") = V,(C')&V(C"), andP € L[V.(C')] and

P € L[V(C")] impliesP € L[V,(C'&C")].

CaseC = (C'.C"):

Subcasev(C’), first(C) = first(C") U first(C"):
We obtain thatP € L[9,(C'.C")] = L[,(C").C"]| U
L[0,(C")] impliesP € L[,(C").C"] or P € L[D,(C")].
By induction3¢’ € first(C") : P’' € L[V,(C")] and3¢" €
first(C") : P” € L[V (C")]. The chain holds because
first(C'.C") = first(C') U first(C") and V,(C'.C")
(Ve(C).CY+Vo(C"), and P’ € L[V,(C')] andP”
L[C"] impliesP = P'.P" € L[V.C'.C")] or P
eP" e L[V(C'.C")].

Subcase-v(C'), first(C) = first(C’):
We obtain thatP € L[9,(C’.C")] = L[dp(C )C”]] im-
pliesP € L[8,(C").C"]. By induction3¢’ € first(C') : P’ €
L[V.(C")]. The chain holds becaufiest(C’'.C") = first(C’)
andV,(C'.C") = V,(C).C", andP’ € L[V,(C")] and
P e L[V (C")] impliesP =P .P" € L[V (C'.C")].

C") U first(C"):
= L[0,(C]UL[d,(C")] #

mll

|

Proof of Theoreril1The proof is by contraposition. & IZ C’ then
I € first(C) : Ve(C) Z Vi(C') or=(v(C) = v(C)).
We obtain that:

CyZc < L[C] ¢ £[C] (105)
< 3P € L[C\L[C] (106)
CaseP =«
Claim holds because(v(C) = v(C’)).
CaseP # e

It must be thatP = p.P’ with p € next(C) = L[first(C)].
Therefore3¢ € first(C) : p € L[{].
Subcasep ¢ next(C’):
Claim holds by Lemm&]5 arid 7 becauseé € first(C) :
Ve(C) # 0 andV,(C') = 0 implies thatV¢(C) Z V.(C).
Subcasep € next(C'):
By Lemmd® andl7 claim holds because
P’ e L[0,(C)]\L[8»(C)] implies that
P’ e L[V(C)\L[V(C]



G. Correctness

Proof of Theorerhl2lf I' = C T C’ : T thanC C C’ Proof is by
induction in the derivationof - ¢ : {T,L}

Case (C-DELETE):
Obtaining the rule (C-WFoLD-TRUE) and (C-WNFOLD-
FALSE) the result ofp = C C (' is the conjunction of its
derivative w.r.t. the first literals. b € T" than¢ is already part
of the conjunction.

Case (C-DisPRoOVE), (C-UNFOLD-TRUE); (C-UNFOLD-FALSE):
Claim holds by theoreifn 1

|
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