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Distillation of secret key from a class of compound memoryless quantum sources

IL.

I1I.

Iv.

VL

VIIL.

VIIL.

H. Bocheﬁ and G. ]anBeIﬁ

Lehrstuhl fiir Theoretische Informationstechnik, Technische Universitit Miinchen, 80290 Miinchen, Germany

(Dated: January 1, 2019)

We consider secret-key distillation from tripartite compound classical-quantum-quantum (cqq)
sources with free forward public communication under the strong security criterion. We design pro-
tocols which are universally reliable and secure in this scenario. These can be shown to asymptotically
optimal as long as a certain regularity condition on the the set of cqq density matrices generating the
source is fulfilled. We derive a multi-letter capacity formula for all compound cqq sources being
regular in this sense. We also determine the forward secret-key distillation capacity in the situation,
where the legitimate sending party has perfect knowledge of his/her marginal state deriving from
the source. In this case regularity conditions can be dropped. Our results show, that the capacities
with and without the mentioned kind of state knowledge are equal as long as the source is generated
by a regular set of density matrices. We demonstrate, that regularity of cqq sources is not only a tech-
nical but also an operational issue. For this reason, we give an example of a source which has zero
secret-key distillation capacity without sender knowledge, while achieving positive rates is possible
if sender marginal knowledge is provided.
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I. INTRODUCTION

Common randomness shared by communication parties which is moreover uncorrelated to an eaves-
dropping third party is well known as a valuable resource in information theory. This fact becomes
apparent e.g. when legitimate parties use a one-time pad coding [26] procedure to securely randomize
codewords. In this way, they can enhance the security of messages sent over an insecure transmission line.
A possible way to generate this resource is, to distill it from potentially noisy and insecure correlations
preshared by the parties. Development of methods to obtain such secret-keys has been for long time a
domain of cryptographic research [18]. The cryptographic approach is usually, to exploit assumed limited
computational capabilites of eavesdropping parties. In such a setting, cooperation of legitimate parties
can have substantial advantages in applying high-complexity protocols. This approach is even more pow-
erful, when applied to quantum systems. Utilizing the structure of quantum theory led to a completely
different type of protocols for distillation of secret-keys. An early example of such research was [4] which
initiated extensive research on the theory of quantum key distribution.

A disadvantage of the cryptographic approach is, that security is obtained under presumption of limita-
tion of the eavesdroppers technical possibilities, which may be improved by technological progress. Even
}'“Jrjassumptions deriving from the structure of quantum mechanics are subject to ongoing discussions
This paper follows the so-called information-theoretic approach to security, where rather the principal
limitations of the eavesdropping parties are utilized to obtain security. Initiated by works of Ahlswede
and Csiszar [1] and Maurer [23], this direction was intensively studied in the past decades. Newer de-
velopments indicate, that integrating security on the physical layer of communication systems more and
more heads towards technological application [28§].

In this flavour, information-theoretic methods of secret-key distillation where also studied for quantum
systems in [[16], where the secret-key distillation of classical-quantum-quantum sources and completely
quantum sources where studied.

However, to obtain these results, the sources under consideration where assumed to produce memory-
less outputs with statistical properties perfectly known to the legitimate parties. Since these conditions
are rather restrictive in real-world applications, we drop the second of the above conditions and assume
presence of a compound memoryless quantum source. In this model, the source is memoryless, but the
legitimate communication parties are assumed to have only limited information about the generating
density matrix. Instead of knowing its identity, they are only provided with knowledge of a subset of
states, containing the source states which possibly occur.

Consequently, the legitimate parties have to apply protocols which have the property to simultaneaously
generate secure common randomness for each of the possible states from the prescribed set.

The contributions of this paper are the following. We consider presence of a compound memoryless
classical-quantum-quantum (cqq) source where one receiver is assumed to receive outputs of a classical
source, while the remaining communication parties receive quantum systems. The classical systems-
receiving party is also allowed for public communication of classical messages to support the distillation
process. We consider a strong security criterion and design for given compound source universal protocols
for secret-key distillation.

It turns out, that some compound cqq sources are of difficult structure for generating secret-keys. This fact
leads us to introducing a regularity condition on sets of cqq density matrices. We demand, the possible
sets of marginal states of the sender-legitimate receiver and sender-eavesdropper systems only to differ
in a controllable amount when the derived marginals on the sender system dont differ much. For the
class of density matrices fulfilling this property, the approximation methods we develop lead to a proof of
achievability, whose optimal rates are also optimal in general, i.e. we obtain a full characterization of the
forward secret-key capacity.

We also consider the case, where the sending party is equipped with perfect knowledge of the marginal
distribution on his/her systems derived from the source. The capacities are shown to be equal for the cases
with and without this kind of sender information. Moreover, the formula derived is shown to be also valid
for all irregular sources.

The reader may ask for a general proof of validity of the mentioned capacity formula also for the case of no
sender state information. Regarding this question we prove a disappointing negative result. The forward
secret-key distillation capacities with and without sender state information differ substantially for some
compound cqq sources.

Things get even harder. The counterexample we introduce shows, that the legitimate parties can reach
positive capacity with zero error and zero correlation of the key in case of sender-state knowledge, while
they are unable to achieve any positive rate without sender state knowledge. This sheds some light on
the structure of compound cqq sources. Even if there may be weaker regularity conditions than the one



presented here which lead to a general capacity formula, the notion of regularity bears an operational core.
While perfect knowledge of the sender’s marginal state does not help to achieve higher forward secret-key
distillation rates for regular sources, irregularity of the source can split values of both capacities.

Related work

The information-theoretic approach to security was initiated in classical information theory by the
works of Ahlswede and Csiszar [1]], where among other results also considering channel models, the ca-
pacity for generation of secret keys from perfectly known tripartite classical memoryless sources with free
one-way public communication where determined. The research area opened by the aforementioned work
led to many relevant considerations. We mention [13] where the secret-key distillation capacity was also
determined under constraints on the classical forward communication rate. An excellent overview of the
research activities done on the field is Chapter 17 in [15].

The first results regarding information-theoretic security where obtained under a rather weak security
criterion where the measures of security appeared as quantities regularized in blocklength. The notion of
security was improved in [IE], [Iﬂ], where first results were proven using so-called strong security criteria.
In this work, we define a quantum version of the strong security index known from classical information
theory (see [IE for further information).

The spirit of [[1] was injected to quantum information theory by Devetak and Winter where results from
[1] where proven under the assumption that the correlation used for secret-key generation are obtained
from outputs of memoryless sources, while the statistics of the source are perfectly known to the commu-
nication parties. The compound source model was hardly considered including security constraints even
in classical information theory. A first attempt to generalize some of the aforementioned results to the
case of classical compound memoryless sources was pursued in [10], and [25] under collaboration of the
first author of this paper. In the second of the mentioned papers, the forward secret-key distillation ca-
pacity of a classical compound source was determined for the case of a finite number of possible marginal
states on the sender’s systems. Also a lower bound on the capacity under restriction of the forward public
communication was also derived therein.

Outline

In Section [[Tlwe fix notation and introduce some conventions, we freely use in our considerations. We
precisely state the relevant definitions and our main results in Section [l Therein, we also introduce
a certain regularity condition for sets of cqq density matrices which is defined in terms of Hausdorff
continuity of the map connecting each possible marginal probability distribution on the sender’s system
with the cqq density matrices from the compound source generating set being consistent with it.

In Sect. [Vlwe provide a full proof of our main result, where we prove a multi-letter capacity formula for
the forward secret-key distillation capacity for compound sources which fulfill the mentioned regularity
conditions.

We may drop the regularity condition if we assume the sender to have perfect knowledge of his marginal
distribution. In Section[V] we prove a full coding theorem to determine the secret-key distillation capacity
of compound memoryless cqq sources in case of sender marginal information (SMI). It turns out, that for
regular sources, the secret-key distillation capacities with and without sender SMI are equal. However,
the capacities do not match in general, when we are facing an irregular source. This claim is substantiated
in Section [VT'Al where we provide an example of a compound cqq source with a substantial gap between
the forward secret-key distillation capacities with and without SMI. In Section [VIB| we apply the general
theory of set-valued maps to derive a weakter regularity condition. We show, that the definitions given in
Section [Ilimplicitely allow to weaken the mentioned condition to lower hemi-continuity.

The forward secret-key distillation capacity was only determined on a lower level of generality even in case
of a fully classical source [25]. Therefore we indicate that our considerations also include the completely
classical setting as a special case. We conclude the paper with some general remarks in Section [VIII}
where we especially point out the relation of our results to the problem of one-way LOCC entanglement
distillation from bipartite compound quantum sources.



II. NOTATION AND PRELIMINARY RESULTS

All Hilbert spaces appearing in this work are considered to be finite dimensional complex vector spaces.

L(H) is the set of linear maps and S(H) the set of states (density matrices) on a Hilbert space H in our
notation. For a finite alphabet & and a Hilbert space K, we denote by CQ(&X’, K) the set of classical-quantum
channels, i.e. maps from A to S(K). The set of completely positive and trace preserving (c.p.t.p.) maps
from L(H) to £L(K) is denoted C(H, K).
Regarding states on multiparty systems, we freely make use of the following convention for a system
consisting of some parties X, Y, Z, for instance, we denote Hyy := Hx ® Hy ® H,, while the marginals are
labeled by indices assigned to the corresponding subsystems, i.e. oxz := try, (o) for 0 € S(Hxyz) and so
on. The von Neumann entropy of a quantum state p is defined by

S(p) :=—tr(plogp),

where we denote by log(:) and exp(-) the base two logarithms and exponentials throughout this paper.
Given a quantum state p on Hyy, we denote the conditional von Neumann entropy of p given Y by

S(X1Y,p) :=S(p)-S(py),

the quantum mutual information by

I(X;Y,p):=S(px) + S(py) = S(p)-

A convenient way of representing systems which have quantum as well as classical subsystems is by co-
herifying the classical systems. The density matrix

pi=) Px(x)l)(xl®p, € S(Hx@Kp) (1)
xeX

represents a density matrix of a source, where the statistics of a subystem is driven by a classical random
variable X with values in X and p, € S(Kp) is a density matrix on Ky for each x € X. A quantum system
with Hilbert space Hy := C*! was introduced where each x € X corresponds to the element |x) of a once
and for all fixed orthonormal basis (we may assume that this is for each system introduced the canonical
basis). We set the convention to indicate the quantum systems belonging to coherified classical systems by
the corresponding random variable. This convention extends to notation of entropic quantities. E.g.

I(X;B,p) = H(X) + S(pp) = S(p)- (2)

corresponds to the quantum mutual information of the state p in (). The conditional quantum mutual
information of a density matrix o4px is defined

I(A;B|X,0) := S(0ax) + S(opx) = S(0apx) — S(o%)-

If X belongs to a classical system i.e

o= ZPx(X) |x) (x| ® 0AB x

xeX

with p4p . being a bipartite density matrix on the remaining systems Hilbert spaces, it holds

I(A;BIX,0) = ) Px(x) I(A;B,pap.).
xeX

Whenever informational quantities are evaluated on classical systems, we feel free to express them in
terms of the corresponding classical informational quantities evaluated on the corresponding probability
distributions resp. random variables where we completely adopt the notation and calculational rules as
presented in [15] if no further reference is given.

From [[15], we also take the definition and properties of types and typical sequences. For given alphabet
X and n € N (which we always regard being finite) we denote the set of probability distributions on X" as
P(X). We will use [N] use as a shortcut for the set {1,..., N} for each N € N. The set of types (i.e. empirical
distributions) on X" is denoted by T(n,X), it holds

IT(n,X)| < (n+ 1)1 (neN).



For given type A € 7 (n,X'), we denote the set of A-typical words in X" by Tf. For each 0> 0, p € P(X), the
set of o-typical sequences for p in X" is defined by

o= {x" e X" Yae X |LIN(alx") - p(a)| <6 A p(a) = 0= N(alx") =0}, (3)

where N (a|x") is the number of occurencies of a in x". Several kinds of bounds are known for these sets,
we will explicitely employ the bound

pn ((Tpn,é )c) < 2—11662 (4)

which holds with ¢ := % for each 0 > 0 and large enough n.
For any two nonempty sets I, I’ of states on a Hilbert space H, the Hausdorff distance (induced by the trace
norm |[|-||;) is defined by

dy(1,T) ::max{sup 'ng llo—a’lly, sup in)f(lIcr—a'Ill}
/e ’

UEI o O"EX'UE

=infle>0: I'cI. AlICI}

where A, denotes the e-blowup of A (with regard to || -||;) for each set A. On the set of subsets of a
bounded set, dy has only finite values. If the set of compact subsets of such a bounded set are regarded,
dy becomes a full metric. Several properties of the Hausdorff distance are directly inherited from 1-norm
on the underlying space. We will frequently use the triangle inequality

dy(A,C) <dy(A,B)+dy(B,C) (A,B,CCH) (5)
and monotonicity of dy under c.p.t.p. maps, i.e. for each N € C(H,K), A, B € S(H), it holds

where N (C) is the image of each set C C L(H) under N.

III. BASIC DEFINITIONS AND MAIN RESULT

In this section we give precise definitions of the secret-key distillations task and the corresponding
capacities of compound memoryless cqq sources with and without assumption of SMI. We also state the
two main results Theorem[8land Theorem [O]

A. Source model

A compound memoryless quantum source generated by a set of density matrices I € S(K) on a Hilbert
space K is the source described by the set of possible output density matrices

% ={p®": pel)

for each blocklength n € N. This source definition models a situation, where the source statistics is mem-
oryless, but the generating density matrix is not known. It communication parties processing the source,
only can be sure, that the output statistics is governed by memoryless extensions of a density matrix from
I. In this paper, the compound sources considered are generated by tripartite classical-quantum density
matrix of the form

p:i= Z p()|x) (x| ® pppx € S(HA®Hp®Hp)
xeX

which is the coherified way to represent a statistics where A receives outputs of a classical source with
distribution p € P(X), while B, and E receive quantum systems with joint state ppg » € S(Hpg), dependent
on the letter x. If a system is classical, we regard the basis used for coherifying the systems as fixed once
and for all (we fix it to be the canonical basis {x},cy)-



Note, that p can be alternativly described by the pair (p, V) with p € P(X') being a probability distribution
on X and V € CO(X, Hgg) with

V(x) = pBEx
notations, we will use interchangeably. Note, that

I(X;BE,p)=x(p, V).

We define the class of density matrices in S(H 4pE) with classical A-system, H 4 := (il by

chq(HABE) = {P = ZP(X)|X><x|®px : peP(X)and py € S(Hpg) (x € X)}
xeX

Since bipartite sources with a classical and a quantum subsystem also occur, we also define

‘ch(HAB) = {P = Zp(x) |x><x|®px L pE D(X) and Px € S(HB) (x € X)}
xeX

To increase notational flexibility within our considerations, we define for each given set I € Seqq(HaBE)

Pr = {p ePX): dpelwithpy = Zp(x) |x><x|}, and I,:= {p €el: pa:= Zp(x) |x>(x|}

xeX xeX

for each p € P. With these notations, Pj is the set of marginal probability distribtions which can occur at
the sender’s site, while I, collects for each p the set of possible occuring cqq density matrices under the
constraint that p generates the marginal distributions on the sender’s systems. For a more efficient nota-
tion of the capacity formulas appearing below, we also define the following sets of marginal distributions
deriving from states in I, by

18 ={oap: pel,l, IF={pap: pel,)

for each p € P1.

B. Secret key generation from compound cqq sources: Definitions and results

For a cqq source with fixed density matrix p € 8.,(X, Hapg), a secret key generation protocol for given
blocklength n is performed, informally speaking as follows. The A-party generates from his/her source
output messages I and m where m is the the key value for A and [ is broadcasted to the remaining parties
via a noiseless channel. The legitimate receiver subsequently determines a key value by a measurement,
which can be chosen according to the received I. This results in a tuple (K,K’, A, X"), where K (K’) is
the key random value of A (B), A the random variable representing the public transmission, and X" the
classical random variable received by A initially. The formal definition for the described type of protocol
is as follows.

Definition 1. An (n,M, L) (forward) secret-key distillation protocol for states on S.4q(Hapg) is a pair (T, D),
with T : X" — P([L]x[M]) being a stochastic matrix, and D = {Dj, }ie[1),me[m) being a set of matrices, 0 < Dy, <
13 such that

M

_ 1®n
ZD”” =L
m=1

holds for each I € [L].

We will also consider the situation, where the sender has full knowledge of the statistics of his/her part
of the source. If this is assumed, the sender can choose the stochastic matrix of a protocol according to this
knowledge.



Definition 2. An (n,M,L) (forward) sekret-key distillation protocol with sender marginal information
(SMI) for a set T C S¢gq(Hage) is a family (T,, D)yep;, with (T,, D) being an (n, M, L) forward secret key distilla-
tion protocol for states on Scqq(H pE)

In the next Definition, we will quantify the performance of (1, L, M) forward secret-key distillation pro-
tocols with and without SMI performed in a compound source generated by a set I :={ps}ses C Scqq(Hape)-
For a protocol with SMI, (T,, D) is performed, if the cqq density matric is from I,. It is convenient, to
express the aftermath in coherified manner by the state

L M
pakKEns =) ) Y p") Ty(Lmlx") I @ lm) (ml @ m”) (| @ tryen (Di @ 152 )V (5)). (7)
I=1 m,m’=1x"eX™"

We are especially interested in the marginal state

L M
PAKEns = ) ) ) P (") Tyl mlx"er(Dyyy V" (2) 1111 @ lm)(m| & pp o

[=1 m=1x"eX"
and the probability distribution (K, K;) belonging to the key given by

L

Pxgrs(m,m’) ={(me@m’,pxxr m@m') = Z Z p"(x") T, (1, mlx" )tr(Dyy p ) (m,m’ € [M]).
I=1 x'eX™

if the state governing the statistics of the source is

ps= ) p(x) ) (x| ® pp -

xeX

The case of application of a protocol without sender marginal information can be regarded as the special
case, where Tp does not depend on p. The following definition quantifies the performance of each (1, M, L)
forward secret key distillation protocol with sender marginal information when performed on a set of
cqq density matrices. The corresponding definition for the case without SMI is obtained by dropping all
bracketed text from the next definition.

Definition 3. An (n, M, L) forward secret-key distillation protocol (with SMI) for a set I :={ps}ses C Segq(HaBE)
is an (n,M,L, A) forward secret-key distribution protocol (with SMI) for 1 if the following two assertions are
satisfied simultaneously for all s € S.

1. Pr(K, = K[) < .
2. IOgM —H(KS) +I(K;EHA,pAKEn,S) <A

The first condition above is a bound on the probability, that key values mismatch. The second one
guarantees for small A, that the key is approximately equidistributed and secure. The left hand side of the
inequality in[2] of the above definition can be regarded as a quantum version of the so-called security index
introduced in classical information theory [IE] For a pair (K, Z) of classical random variables, the security
index of K against Z is given by the expression

Ssip(K|Z) :=logsupp(Px) - H(K) + I(K; Z).

The security index is well-known as a useful criterion for quantifying equidistribution and the degree
of decoupling from the eavesdropper (see e.g. [15] for more information). From the classical security
index, also the above introduced quantum version stems its operational significance. If (K, A, Z); is a tuple
of random variables with K; being the key random variable, A; belonging to the public message of the
protocol and Z; the classical random variable obtained by measurement on the eavesdropper’s system, the
second condition in[Blimplies Sg;p(K;As|Z;) < A, because

Ssip(Kl A, Zs) = logM = H(K,) + I(Kg; Zs, As) <log M — H(K,) + I(K; E" A, ppgpn,s) < A (8)

holds by the Holevo bound [21]].
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Remark 4. In their work [16], Devetak and Winter imposed a slightly stronger security criterion to be satisfied
instead of the one used in Definition[3l The authors of the present paper feel, that in general the security criterion
therein will hardly be satisfied by universal secret-key distillation protocols in general. The results in the subse-
quent sections applied on the case of a compound source I with |I| = 1 show, that imposing the weaker criteria in
DefinitionBldoes not lead to higher capacities than in [[16] in case of perfectly known source statistics.

Definition 5. A nonnegative number R is called an achievable secret-key distillation rate for I (with SMI),
if for each € > 0,0 > 0 exist numbers ny and 0 < R, < co such for each possible marginal state py there is an
(n,M, L, €) secret-key distillation protocol for 1 (with SMI), such that

M > exp(n(R-9)), and L <exp(nR.) (9)
for each n> ny. We define the forward secret-key capacity of I with SMI by
K, spmr(I):=sup{R>0: Ris an achievable secret key distillation rate for 1 with SMI}. (10)
and the forward secret-key capacity of I without SMI by
K_,(I):=sup{R>0: Risan achievable secret key distillation rate for 1 without SMI}.
What we define next, is a regularity condition on generating sets for compound cqq sources.

Definition 6 (Regularity Condition). We call a set T C S¢q4(H apE)

o e-regular, if there is a 6 > 0 such that the implication
lp=alh <o = du(Ip®,15%) +du (1", 1) < e

holds for each pair p,q € Py, where dy denotes the Hausdorff distance generated by the trace norm distance
on the underlying matrix spaces.

e regular, if I is e-regular for each e > 0.

Remark 7. The regularity condition given above aims to cover an as large as possible class of reasonable sets of
cqq density matrix under the condition that general protocol constructions are sucessful. The reader interested
in detailed discussion of this condition is referred to section [VI In Section [VIBlwe show using results from the
theory of set-valued functions, that the above condition of reqularity can be weakenend somewhat to include even
a larger class of cqq sources.

The following two theorems state the main results proven in this paper.

Theorem 8. Let I be a regular set of cqq density matrices on Hpg. It holds

lim Lk (18%), (11)

K_)(I) - k—oo k

where for a set R :={}_ ey p(v) [¥)(¥|® 0y} on some space,
KY(A):= inf  sup | inf I(U;B|T,or) - sup (U;EIT, or) .
pEPR [=T<U<Y, oER, oER,

The supremum above is over all markov chains T < U <« Y, resulting from application of markov transition
matrices Pry, Pyjy on p for each p € p, and

orui=) ) ) Pru(th)Puy (uly)p() 1)@ ) (ul@a,

ye) teT ueld

for given transition matrices Pryy, Py)y and

o= Zp(y) ) yl®oa,.

yey



Theorem 9. Let I be a set of cqq density matrices on Hapg. It holds

o1
Ko sur(D) = lim 2KU/(1%5), (12)

where the function K\ is defined in the preceding theorem.

Notice, that the inequality

K_(I) < K, spr(1). (13)

holds for each I, which can be directly observed by the definitions of achievable rates given above. The next
section is devoted to giving a full argument which justifies the claim of Theorem [8] We now give short
outline of the proof. In a sequence of Propositions with increasing level of approximation we prepare
ourselves for proving the assertion

K. (1) > kY1) (14)
in Proposition For this reason, we first design suitable protocols of suboptimal rate for the special
case of a source parameterized by a full cartesian product of probability distributions and cq channels.
We improve this in Proposition [[4] where we derive protocols suitable for the same type of source, but
allowing preprocessing of the source by a fixed Markov chain for optimization. Finally, this result is
combined with a fine-grained approximation of an arbitrary regular source by a number of sources of type
subject to the mentioned propositions. The proof of achievability (i.e. the lower bound in (I2)) follows
almost immediately from (I4), since we show, that regularity of I implies, for each k € N, regularity of the
set 18 of all k-fold tensor extensions for states from I.
In Section [Vl we give a full proof of Theorem [0l The achievability part therein is derived also from the
results gathered in Section [Vl The protocol construction used for proving achievability in Theorem [8]
can be employed in case of SMI. To do so we use a certain type of finite covering in Hausdorff space to
decompose a general set I into a finite family of regular sets. Moreover, we provide a proof to the converse
assertion.
The reader may ask, whether Theorem [8 may hold also without assumption of regularity. We give a
negative answer to this question in Section [VI, where an example of a cqq set of density matrices with

K (I) <K, spr(T)
is established.

IV. SECRET-KEY DISTILLATION WITHOUT STATE KNOWLEDGE

In this chapter, we give a detailed argument to prove Theorem [8l The first assertion, we prove is on
a restricted type of cqq density matrices. Assume Q C P()) be a set of probability distributions and
VY CCO(Y,Kgg) be a set of cq-channels. We define

ppvi= ) PO) DGl V) (peQ Vev),
yey

and the set
J:z{p(P’V)}(p,V)eva' (15)

We set for each V €V, Vg =tri,oV,and Vg =trg, o V.

Proposition 10. Let J be the source defined in (I3), and 6 > 0. There is a constant ¢ > 0 and a number ny such
that for each n > ng there is an (n, M, L, u) forward secret-key distillation protocol with

1 _
—logM > inf| inf x(q, Vs)— ,VE)| =0
—log —;29(%/‘5"(‘7 B) ?gzx(q E))

llogL < sup (H(p) —inf x(p, VB))+ 0
n PGPJ Vey

1 <2" 1%51.
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Within the proof of Proposition [[0lwe will use some auxiliary results, we introduce first. The following
lemma states, for given compound memoryless classical-quantum channel (DMcqC) existence of random
codes being of constant composition (i.e. all codewords having the very same type) and equidistributed
over the typical sets. The assertion is a direct consequence of coding results stated in Appendix A, where
also the basic definitions regarding codes for message transmission over compound DMcq channels can be
found.

Lemma 11. Let V ¢ CQ(X,K) be a set of cq channels. For each y > 0, there is a number ny(y,V) such that for
each n > ny(y) and each type A € T(n,X) the following assertion is true.
It exists a random (n, M ,)-code

C(U) := (U, Dy(U))MA

m=1
fulfilling the following three properties
1. U=(Uy,...,Upy, ) is an i.i.d. sequence of random variables, such that U,, is equidistributed on Ty for each

me [M/\],

2. My > exp (n(‘l/rel{/ x(A V) - y))

3. E <2 e,

sup g(C(U), Ve")
Vey

with a constant ¢(y,V) > 0 (independent of A).

Proof. We need only consider types with

inf x(1,V)— , 1
érévx(i )=y>0 (16)

since for all other types, the bounds in the assertion of the lemma can be satisfied by trivial coding. Setting
0:= % in Proposition [30l in Appendix A, ensures us, that for each large enough blocklength #n and each
type A € T(n, X) the hypothesis of Proposition 31lis fulfilled with an M which fulfills

M) > exp(n(\i/rg} )((/\,V)—%)) > o1k (17)

and u <2 Wne(3). Note, that the rightmost inequality in (I7) is satisfied because we only consider types,
which fulfill the condition in (I6). Setting 9 := 3, we conclude with Proposition 3T} that we find, for large
enough n € N and random (n, M) message transmission code fulfilling the properties demanded. O

The following matrix-concentration inequality results from the powerful matrix chernov bound [2] and
was proven in EE]

Proposition 12 (IL6], Prop. 2.4). Letne N, W e CQ(X,K), A e T(k,X), U :=(Uy,...,Uy) an i.i.d. sequence
of random variables generically equidistributed on Ty, and

Oua (W)= ) WO (")
A

n n
x"eTy

For each €,6 > 0, there is a number k := k(€, 6), such that if n >k, then

M
1 .
Pf[ 1 2 W U)W 2 e] <2-dimK" - exp(-MA, -e)
m=
holds with
1
Ay, = _28811’12 : exp(—"()((?\, W)-9))

The next assertion will help us to approximate the set V assumed in Proposition[[0 by a finite subset in
a suitable way.
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Lemma 13. Let V C CQ(X,K) be a set of classical quantum channels. For each a € (0, %) exists a subset V, C V),
which fulfills the following three conditions.

1< ( )2|X|d1mlC2
2. Given any n € N, to each V €V exists a W € V,, such that
[V (x") = W (x")I]; < 2na
holds for each x" € X™.
3. For each p € P(X), it holds

dim KC

, inf , V)| < 2al
v‘&?ﬁ x(p,W)- g;vx(p )| alog

Proof of Proposition Set
;gf(mf x(q, VB)—sup x(q, VE))

and let 6 > 0 be a number small enough for fulfilling R — 0 > 0, otherwise, there is nothing left to prove.
Let % >1 > 0, be fixed and small enough such that the inequality

121 +logdim Kgg + 4h(21) < % (18)
is valid. Let n € N be large enough to simultaneously satisfy
1 1 . 1
< Z <.
s 166 and n_217 (19)

Define
T,:=T(nY)NQ,,

where Q, :={q € P(Y): dp € Q:|lp—4ll; <n} is the 5-blowup of Q regarding the variational distance. We
set for each probability distribution g € P())

XBg = ‘1/25 x(q,Vg),

XE,q :=sup x(q, Vg),
Vey

Xq = XBgq ~—XEq

and

= min
Xn et XA

Our choice of 17 and n implies

(T @) < dir(T,,Q,) + d5(Q,,Q) < 5+ <21, (20)

where the first inequality above is the triangle inequality for the Hausdorff distance, and the second is by
(@3). From (20), and (I8) together with twofold application of Lemma [35] we infer

0

—Rl< =,
X1 I_16

(21)
Set, foreach A € T,

Ly:= [exp(n(H( - XBA+ 7 35

Syi= [exp("(XE At XA Xt
M :=|exp (n(R-0))].

)
+325

))], and
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The above definitions, together with (2I)) and the second inequality of (I9) the bounds

M-S, <exp(n(xpa - 59)), (22)
M-Ly <exp(n(H(A)= xg, - §9)), and (23)
. . 11
I, := L*éiaM > 2" 0, (24)
A

are valid. The strategy for the rest of the proof is the following. We will in a first step, generate a class
of one-way-secret key distribution protocols for J, and then show, that with high probability, the protols
meet the properties demanded.

Define for each A € T;; a random matrix

U = (U tms)elLyx(MIx[S]

with all entries being independent and generically equidistributed on T'. We collect the matrices defined
above in an independent family

U:= {U(/\)}/\eTn-
Define, for each y" € Y", 1 € T, a random set
A" 0) = (A Lm,s) s U ="},

Obviously, the sets defined above fulfill for each outcome u of U, A € T, the following relations

A/\(;u”,u)z(l) (}’n@Tf);
A ", u)NAy(z"u) =0 " =2"),
and ] Ay@" ) = (A} x [La]x [M]x [S,] (25)
yneTy

We regard, for each A€ T, and [ € [L,],

Ut = (Ufye)mo)elMIx[s,]

as a random i.i.d. constant composition codebook of size M - S, with codewords equidistributed over Ty
Since we have the bound in (22), we know from Lemma [I1], that there is a random (1, M - S,) constant
composition code

Cri(Uyy) = (Ul/)ns'Dl/\ms)(m's)e[M]X[SA]

for the compound DMcqC generated by Vg :={Vp: V € V} which has expected average error bounded

E[sup (Cas(Uy), VE | < 27 ¥ = gy (26)

VeV,

with a strictly positive constant ¢ independent of A. Define, for 3 >0, A € T), a random set

BA(U.Bs)i= {1 € [Lal: maxZ(Car(Uni) V") < s

which collects all indices I € [L,], such that C,; is f3-good regarding the average error criterion. Define a
random stochastic matrix

Ty: X = P(T(n,Y)x[Ly]x [M]x[S,])
with entries

A ", U)7L if (A, 1,m,s) € Ay(y",U)

Tu(A, L, m,s|yp") :=
ul msly”) {0 otherwise
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for each A € T,,. The values of Ty(A, I, m,s|y™) with A being not in T, will be of no special interest for us, so
they may be defined in any consistent way. Let, foreach A e T,, VeV

1
(V)= ) VE'WY)
/\ yneTn
Note, that
oA(V) =E[VE" (U] (27)

holds for all (I,m,s) € [Ly] x [M]x[S,]. Define, for A € T,,, f1,B2, B3 > 0 and each outcome u of U, the
following sets.

CUBr) ={us Vp" € T+ (1= BTy < AL (p" W)l < (1+ By )
S\

Y (po) = {u: Y(l,m) € [L]x[M]V eV: ”517 Y VE ) - oa(V)lh < /32}

s=1

COBs) = {u: IBy(w,Bs)l > (1-2p3)Ly}, and
3

A= cp)).

AeT, i=1

Eventually, we will show, that if an outcome u of U is an element of A, it generates a suitable protocol for
our needs. First we make sure, that for the right choice of parameters and each large enough blocklength,
A is actually nonempty, which we do by actually bounding the r.h.s. of

3 .
Pr(a9<) Pr(cg”(ﬁi)C) (28)

i=1 AeT,

away from one. In the following we separately deriva bound on each of the summands on the right hand
side of (28). Let A be a type from 7,,. Note, that

Ly M S,
|A/\ " u)l ZZZIV"(W/\mS)

=1 m=1 s=1
holds, where 1 is the indicator function, therefore,

LyMS,

*1’1_181(5
= /\> 2
|/\|

EflAx(py" w)l] =
where the rightmost inequality above results from (24). We infer

Pr(Ci(p7) = ) Pr(fus IAa™ )l € (1= )L (1+ )
yreyt
< 2|y|"-exp( IBY:h /(21n2))
<2 exp(—2”§b)
for large enough blocklength 1, where the first inequality above is by Chernov-bounding with Proposition

and the second is by (24)) together with the choice

)
B =27"5. (29)

To bound the summands with i = 2, we choose an approximating set V, for V according to Lemma [3with
parameter

o = 2~ Wne/(16|Y1dim Ky)
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which is possible with cardinality
Wl <27 ¥

as long as n is large enough. Let for given V € V, W € V, be a channel, such that ||V (x) - W(x)|| < 2a. Tt
holds for each A€ T,,l€[L,], me[M]

S
1
||—§ VE" (") - oa( )||1<||—§ WE (") = o ( )||1+||§§ VE"(y") § WE (")lly
s=1

+ ||0'/\(V)_O'/\( )

Sy
1
<llg- ;Wﬁ@”w") AWl +2na. 0
If we now choose
We can bound
2
pe(c(go)
1 &
=Pr|3(,m),V eV: | ZVéen(ufms)—GA(V) >ﬁ2]
A 1
1 & p
<Pr|3(l,m),VeV,: VE" v 5
< 1‘[ (I,m),Vey, |S,\; E (ulms) ol )1> 2]
<4 LMY, - (dimKCp ) exp =S, -2 “”)57£fnz)

<exp (2_”%)

where the first inequality is by (30), the second by application of Proposition [I2} and the last inequality
holds for each large enough blocklength. At last,

Pr(Cf\)( ) [ ZHBA (B3U >2ﬁ3]

§ E[]lBAz(Z:U)E(l)]

< bo 12
2/53 (32)

The first inequality above is Markov’s inequality applied, the second can be justified as follows. It holds
B 1,550 ()] = Pr(BA(U, B3)(1))
=P = i V®n > )
r(r‘r}gg e(Ca Vg") 2 B3
E > ®n
[y e i)
<
Ps

Po
< =. 33

P3 5

The first inequality above is again by Markov-bounding. The second is by (26). By combination of the
estimate in (32), and the choice

By =2~ Wit (34)
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we yield, for large enough blocklength
Pr(C(f)([%)C) <o e, (35)

Combining all the bounds derived above with (28)), choosing the blocklength large enough, we arrive with
our choice of the parameters f;, 1 <i <3 at

Pr(A°) < |T,|2~ ¥

with a strictly positive constant ¢ if # is large enough. Since |T,| < |T(n,Y)| < (n+ 1)Y], we have for each
large enough blocklength

1
Pr(A9) < -,
r(A9) <5

which implies, that A is nonempty. Define

L:=maxL,, and §S:=max§,.
AeT, AeT,

We choose any u € A and define a stochastic map

T:Y'—>T(nY)x[L]x[M]
y" > T(A,1mly") ZT (AL, m,s[p™).

and

D := (D}, ) xeT(ny)le[L]me[M):

where
S
Dpy =) Dis (A,1,m) € T(n,Y) x [L]x [M]
=1

with D’L being the decoding set with index (m,s) from the code C, ;(u). Note that some entries of T, as
well as some of the decoding matrices are have been not defined yet (e.g. L > L) may occur for some 1)), we
populate the undefined entries of T,, with zeros, and add zero matrices, and add arbitrary but consistently,
where decoding matrices are undefined.

To fit the above objects to the definition of a one-way secret key distillation protocol, we consider each pub-
lic message as a tuple 1 = (A, ). With the above definitions, D := (T, D) is an (1, M, L) secret key distillation
protocol with

1 B
ElogMzR—é (36)

by definition of M. It remains, to show, that actually the bound on the performance yu stated is fulfilled.
We fix an arbitrary member

=) PGS V()

vey
from J. We first show, that
Pr(K; # K}) < p. (37)

holds. By construction, we have T(n,))\ € Q¢, which together with well known type-bounds implies

pn[ U T/{l] < o-nen?
/\GT(”ry)\Tn
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with a universal constant ¢ > 0. It holds
Pr(K,=K{)= ) p"(y")-Pr(K, = K/|Y/" = ")
yneyn
<Y ) P Pr(K =KV =y + 27 (38)

AT, yreTy

We upper-bound for each A € T), the corresponding summand on the r.h.s. of (38). For each p" € T}, we
have

M
pn(yn) Pr(K, # Ktllytn _ yn) _ Z Z pn(yn) Pr(K, = m,Kt' _ ml|Ytn _ 3}n)

m=1m’=m

Z Z Z p" (") Pr(K; =m, K, =m’,A; = (A 1)|Y] =9")

=1lm’#m I=1

M Ly
SN (DA VE) P - T L")

m=1m’=m [=1

M Ly
YY) Z tr (D} VE" ") p" (") Tu(A Lm,sp™).  (39)

m=1m’#m I=1 s,s'=

On the r.h.s. of (39), only the summands survive, where (A,1,m,s) is in A,(y",u) by definition of T,. For
the nonzero summands, we can estimate

Tu(/\; l; mxslyn) =

TTl
<((1-p3)y)"! (f:;ljZlT;;) (40)

1
A", )l

The left of the above inequalities is because u € A, the right holds, if n is large enough. We define the
abbreviation A)(y") := A)(y",u). Counting only the nonzero summands, and using the estimate in (40Q),
we yield

S A
2T - p™(ug,,)
_ M) e A i
p"(¥") - Pr(K; = K/|Y]' =y") < > > > tr(Dlm,s,V "(u lms))—L,\S/\M ms

(I,m,s): m’'z=ms’=1
(ALm,s)eA,(v™)
S
2 (W) e A
STM,S > ) tr(Dzms Vi ”(uzms))
ATIA=RA (I,m,s): m’'#ms’=1
(A Lm,s)eAy(v")

where in the last inequality, we noted, since u} is of type A, |T]|-p"(u;} ) = p"(T}') < 1 holds. Since, for
each type A e T,

L) An@™ = (A x [La] < [M] x[S)]
yreTy

holds by construction (see (23])), we have (with some rearrangements of terms)

>y Z £ (Dl VS )

m=1m’#ms,s’=

Y P Pr(K = K = ") LAZSAMA
yeTy

Ly
2 _
=) ECuua), V")

=

< 2 (La-By+ Ly 265) = 66, (41)
A
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The last inequality holds, because we have chosen our protocol in a way, that for at least a fraction of

1 - 23, the code C*!(u, ;) is f3-good regarding the average error criterion (i.e. u is in A C CE\3)(/53)).
Collecting inequalities, we arrive at

Pr(K, # K}) < (n+ 1)Y1. 6p5 + 27men* < o= ¥né/8 (42)

for large enough n by (34). Next, we show, that the key is almost equidistributed. For each A € T(n,)), we
consider the probability distribution Pg, , on [M], given by

Pr(K; = m|Y* = ")
P am)i= ) ———

n
yheTy |T/\|
L, S
- Y ) ) R
n
y"eTy I=1 s= |T
Ly Sy

= ZZ u(d, llr;/izsluhm) (43)

Using the properties of the protocol constructed together with ([43), we arrive at

1 1 1 1
— < P, a(m) < —
145 M 1-p M

for each A € T, from which we infer, that
1Pk, 2 — 7l < 2B

is true for all A € T,,. We conclude

2
1P, = el < ) p"(TH) P, 2 = epaagl < 2By +2- 27 < 3B,
AeT,

where the last inequality holds if # is large enough. This implies

H(K;) > logM —3p; logﬂ >logM — K
38, )

if n is large enough. It remains to bound I(K; E", A, pagpn ). We will actually show, that ppgp«  is close to
a state y; whith I(K;E", A, ;) = 0. Define

ve= ) pUIDIA® Y

AeT(m,Y)

where set for each A € T(n,))

Ly M
_MZZ 1@ m)y(l@m|® oy (V).
=1 m=1

We write pyggn s in the form

pakeni= Y pUIHIAA®

AeT(n,Y)
where we defined
Ly M S,
- T, (A1, m,s|
PtA = Z Z ulT—,,ly)|l®m)(l®m|®V®n(;U )-
yeT? I=1 m=1 s=1 A
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We first consider A € T,,. Note, that if (A,1,m,s) is a member of A)(u,p"),

1_’_ﬂlf/\1<T()\lm,sly ) < jﬁlr/(l,
while being zero otherwise, which implies
Ziii To(A Lm,sly )_ <28
yret” =1 m=1 s=1 I3 LMIT]IS, | =7
Also, we know, that foreach I € L), s€ S,
1 ®n . n
5;‘/5 @") 1<252-
We define
B Ly, M S, 1 l l V®n
T'_y;; L r;E—L s lememle Ve,
and obtain

P60 = Vel < llpea - T|I1 + IIT =7l

M Tu(A L m,sly™) 1

+
Ty  LMITYIS,

yeT"l 1 m=1 s=

< 2(B1 + Ba)-

1

Therefore,
loxaere =yl < Y TN IFea=7eall
AeT(n,))

<2(By + Ba) + 27
<
12

By using the well-known Alicki-Fannes type bound for the quantum mutual information, we infer
I(K; A E", pgapn ) < I(K;ALE™, pp) + %ylog(L -dim £") + h(% <pu

where the last inequality is by the fact, that y; is an uncorrelated state, together with a large enough choice
of n. O

Next, we prove an achievability result for the same simple kind of compound source as in the previous
proposition, but the lower bound on the key rate derived including possible preprocessing of the source
outputs for the sender by Markov chains. For each set A of probability distributions on ), we denote its
diameter (regarding the variational distance) by

diam(A) :=sup{llg—qll: : 9.9" € A}

Proposition 14. Let P C P(Y) a set of probability distributions, diam(P) <A, V c CQ(YV,Kgg), and U, T finite
alphabets. Define

=) pe) D GleVE)

yey (p,V)ePXV
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For each Py :U — P(T), Pyjy : Y — P(U) stochastic matrices, and o > 0, there is a number n, such that for
each n> ng we find an (n, M, L, y)-secret-key distillation protocol for T which fulfills

U< 2~ e,
—logL <sup inf S(U|BT,p)+log|T]|
peP PELp
—logM > inf mfI(U B|T,p)—supIl(U;E|T,p) |- 6 —12Alog|U| - 4h(A), (44)
peP| pel, pel,

where h(x) = —xlogx — (1 —x)log(1 —x), (x € (0,1)) is the binary entropy, and c, is a strictly positive constant.
We used the definition

5:=) ) ) Pr(t)Pyy (ulp)p(y) [uy(ul @]t V(y)

teT ueld yey

for each state

p=) PO B@IV(H) (peP,VeV).
yey

Proof. For the proof, we define a set of effective cqq density matrices I on which we apply Proposition [0

from which we derive existence of a certain forward secret-key distillation protocol for I. Afterwards, we
show, that this protocol can be modified to a forward secret-key distillation protocol for I which has the
stated properties. Define, for each p € P a probability distribution g, € P(U/) by

):=) Py (uly)p(y) (welt),
yey
a stochastic matrix W, : U — P(Y) by

pW)Pypy (uly) if
= ifg,(u)>0
W (plu) =={ () ’

L .
M otherwise,

and a classical-quantum channel Vp : U — S(Kpg) by
u)i= ) Wyluly)V(y) (Vev).
yey

Moreover, we define, introducing spaces Kp = Kg = €| a classical-quantum channel V : U — S(Kp ®
Kg) by

u):= ) Pry(tlu) [ ¢tH@ ) (u e (45)

yey

Define for each (p,p’, V) € Px P xV a state

Popv) = ) ap(t) ) (ul® V(1) ® V (u).

ueld

We define a set of classical-quantum channels V' := {Vpr ®V:p' eP,VeV}and a set
Li={pppv): PP €PV V) C Sy @Kpp @ Kpr)

of cqq density matrices. Note, that I meets the specifications of Proposition (the states in I are
parametrized by P x V). We apply Proposition [0lon I and infer in case of sufficiently large blocklength
existence of an (1, M, I, u) secret key distillation protocol D= (T,Ij) for I with a stochastic matrix

T:U—[M]x[L]
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and
N — 1) ®n
D:= {D’m}(z,m)e[t]x[M] < L(Kgp)
being a POVM such that the key rate is lower-bounded by
—logM > inf inf X(qp, Vg ® Vi) — sup X(qp Ve ® Ver) | =0
peP | (o, V)elpixpxy™ PP e ieppy LT
> inf  x(qp Vepy®Vg)— sup  x(qp Vey ® Vp)=0 (46)
(p.p",V)EP?XV (p.p’,V)EP2XY

holds, and for each s := (p,p’, V) the inequalities
Pr(K, # K]) < u, and
logM — H(K) + I(K;E"E"™ A, pp g pupm ) < 1 (47)
being satisfied with p =2~ Wne: with a constant ¢, > 0. Notice, that the cq-channel Vg defined in (43) has

classical structure in the sense, that all its output quantum states are diagonal in the orthogonal basis {t}.
Consequently, we can assume, that for each I € [L], m € [M] the corresponding effect Dy, has the form

Dlm = Z Dygniy ®|tn><tn|-
theTn
We define the POVM
D:= {Dlt“m}(l,t”,m)e[i]xT’lx[M]
and the stochastic matrix T : ) — [L] x T" x [M] by
T( " mly") = ) Py (" T mlu")BL (u"y") (L my") € [L]x T x[M]x V"), (48)
ueld"

With these definitions, D := (T, D) is an (n, M, L-|T|") secret-key distillation protocol for I. It holds for each
= (p, V) €PxV, mm’ € [M]

)3
Pacstmm) =) ) ) POy s Dl V3" (49)
=1

theTnyneyn

Z YD P " P () Tl Py (4" e (Dyg VS (™) (50)

u"el" I=1 theT "t yreY"

Y YT e

wneyn 1=1 theT nyheyn

X B (™) (i) @ "N VS (") 0 V" ") (51)
- Zq Bl (D (V2" (") @ V" (1)) (52)
ueld" =1

= PKK’,(p,p,V)(m'm,)' (53)

The equality in (9) is holds by definition, (50) is valid by (@8). The equality in (5I) is justified by definition
of dp Wp, and the fact, that

tr(|t) (t| Vg(u)) = Prjy (tu) (teT,uecld)

holds by definition of V. From (53), we directly infer

A

Pr(K; = K{) = Pr(K(p,p,V) 2 K('p’p’v)) <y, and (54)

H(K) = H(K(p,p’,V)) (55)
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Notice, that by definition of p(, , v) is (up to unitaries permuting tensor factors) equal to p(,,v), i.e.

Pp.pv) = Z qp () ) (u|® V, (1) ® V(u)
ueld

=) )Y Pt Py (uly)p(y) ) (ule V)@l (el

teT ueld ye)
holds for each (p, V) € P x V. Consequently, it follows

I(K; ATE, pg prpn,s) = I(K;EE"A, PRAEE™,(pp,))-

The inequalities contained in (55) and (56) together with the one in (47) yield

log M — H(K,) + I(K; ATE, py g ppns) < 1
for each s = (p, V), which, together with (54) makes (T, D) an (n,I:- |T1", M, u) forward secret-key distillation
protocol for I. At last, we have to show, that M indeed satisfies the bound stated in (44). We will therefore,

lower-bound the right-hand side of ([@8). Because Markov-processing does never increase the variational
distance, it holds

l4p = qpll < llp = p'lh < diam(P) <A (57)
for each p,p’ € P, where the rightmost inequality is by assumption. We obtain for each V € V
1% (99 Vi ® V)~ 2 (a1, Vip @ V)| < 6l =l Togltd] + 2l — gyl
< 6Alog|U|+ 2h(A). (58)

The first equality above is by application of Lemma [34 which can be found in Appendix[B} the second by
(57). The bound in (58) directly implies

(Ii}l‘f/))( (qp, VB,p/ ® VB/) > iI‘}f)( (qp, VB,p ® VB/) —Alog|U|—2h(A)

= inf I(U,BB’,p) — Alog|U| - 2h(A). (59)
pel,

for each p € P. The equality in (59) holds by the identity
X (qP' Vi, ® VB’) =I(U, BB, f(p,p,v))-
By similar reasoning, we also yield the bound

sup x(qp Vep ® Vi) < sup I(U,EE’, p) + 6Alog U] + 2h(A). (60)
(pp"V) pEl,

Combination of (59) and (&0) for each p € P ensures us, that

inf X(qu VB,p’ ® VB’) - sup X(qp, VE,p’ ® VE’)
(p.p’,V)EPZXY (p.p',V)EP2XY

> inf| inf I(U,BB’,) —sup I(U,EE’,p) |- 12Alog |U| - 4h(A)
peP | pel, pel,

holds. Note, that the identities
S(psr) =S(Ppp’), and  S(per) = S(PEE’)s
are valid. Moreover, for each p € I the equalities

I(U;BIT,p) = H(Pyt) + S(ppr) — S(PUBT) — H(Pr), and (61)
I(U;E|T, p) = H(PyT) + S(PeT) = S(puET) — H(Pr), (62)
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hold by definition, where Pr, Pr; are the distributions for the random variables T and TU. It is important,
to notice here, that the distributions P;; and Pry depend only on the Markov chain on the senders systems.
Therefore, we have for each p e P

lan(U B|T,p)—supl(U;E|T,p) = inf (S(ppr) — S(PusT)) —sup (S(PeT) — S(PuET))

pE peI pEIp pEIp
= inf (S(ppp’) - S(Pusp’)) — sup (S(Pre’) — S(PuEE’))
pel, pel,
= plgf (H(ap)+S(pp5) - S(pusp)) - sup (H(ap)+S(pee) - S(pure))
pely
= inf I(U;BB’, ) - supI(U;EE’, ). (63)
pel, pel,

Collecting the bounds obtained, we can prove the desired lower bound on the key rate. It holds

1 N - . -
—IOgMZ ll'lf X(q ,VB /®VB/)— sup X(q ’VE, ’®VE’)_5
n (pp,V)ep2xy” PP ppviery P

= inf| inf I(U;BB’,p) —sup I(U;EE’,p) |- 6 — 12Alog |U| - 4h(A)
peP\ pel, pel,

inf 1an(U B|T,p)—sup I(U;E|T,p) |- 0—12Alog|U| - 4h(A).
p €P| pelp pel,

The first inequality above is by (46), the first inequality is the one from (59), while the last inequality is by
(63). We are done.

Proposition 15. Let A >0, and J C S¢gq(V, Kpg) be a A-regular set of cqq density matrices on Hapg. For all
z,z € N, it holds

KL ()2 KL”(J, 2,2) =6~ freg 2, A
with a function fe: NxR" - R" such that f r,A) —> 0 (A — 0). For a set R := {Zyeyp(y) V) (¥l ® 0oy} on

some space, and z,z’ € N, the function K (7\ z,7') is deﬁned
g4 (R):= inf sup inf I(U; B|T, o1) — sup I(U;E|T, or) |.
PEPR I:=T Uy, | 9€Rp oeR,

The supremum above is over all Markov chains T « U « Y, resulting from application of Markov transition
matrices Pryy : U — T, Pyy : YV — U on p for each p € p with [U| =z, |T| =2, and

oru =) Y ) Pru(tho)Puy (uly)p() 1)@ u) (ul @0,

yeY teT ueld
for given transition matrices Pryy, Py)y and
o= Zp v) (vl®@oy. (64)
yey

Proof. Assume the set J is parameterized such that P c P(}) is the set of possible margian distributions
on the sender’s system, while to each p € P a set Vp C CO(Y,KpgE) is associated, i.e.

J=1p:=) a@)nGleVE): geP,V eV,
yey

Let 6> 0, z,z’ € N be arbitrary but fixed numbers. We show, that

W(J,2,2) = 6= freg(2,0)
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with f,e0(z,A) being defined
freg(z,A) := 32Alog(z - dim KpE) + 24h(A)

is an achievable forward secret-key distillation rate for J. Note that the function defined above indeed has
the properties claimed above. The strategy of proof will be as follows. We will equip P with a regular
nonintersecting covering, where we utilize the set of types for large enough blocklength to define such.
With the right choice of parameters, we obtain a finite family of sources which approximate J and have
the addition property for fullfilling the hypotheses of Proposition[I4 Combining the protocols obtained
for each member of the family with an estimation on the first v/n letters for blocklength n leads us to a
universal protocol for I.

We begin setting up the covering of P. Define for each k,/ e N, A € T(k,)) a set

Ty={gePY): VpeY:Ap)- % <av) < AW+ %
Notice, that the diameter of T, ; is bounded by

diam(T) ;) < —l .]Ly|,

and the sets in the family being pairwise nonintersecting for [ = 1. We fix k to be specified later, define

Py :=T,3 NP for each A € T(k,)), and denote by T the collection of all A with P, being nonempty. We
construct sets of cqq density matrices, which fit the specifications demanded in Proposition [[4] we define

V=) Vp and  Jpai=0) p@)n)Gle Vi)

€7 yey Ve,
for each A € T. Fix the number k large enough, to ensure us, that for each A € T, p,p’ are in P, implies
du(Jp", 30 +du(Jp", J50) <A,

and, in addition diam(P,) < A. Notice, that this choice of k is indeed possible because we assumed J to be
A-regular. We consider the family {J ,},.+, where for each A, J) is the set of density matrices defined by

PEPy ye)

Ja= U Jpa = {Zp(zf)ly)(yI@V(y): p GPA,VE%}-

The rightmost of the above equalities holds by construction. Notice, that since P, has diameter bounded,
and J is parameterized by the full cartesian product Py x V;, Proposition [l can be applied in each case.
Choose for each A € T, stochastic matrices Pry y : U — P(7) and Py, : YV — P(U) such that

inf I(Uy; B|Ty, p) —supI(Uy; E|Ty,p) = sup | inf I(U;B|T,p)—supI(U;E|T,p) _° (65)
per per T—U&Y per per 2
is fulfilled. Resulting from the choices made, it also holds

inf I(Uy;BITy, )~ sup IUGEITy@) = inf I(Uy;BITy, )~ supl(UpsEITy )~ freg(hzz)  (66)
pelp pedon pedp pedp

for each A € T,p € P;. The inequality above is by continuity together with properties of our construction
and definition of f,.,. The full argument for justification can be found in Appendix [Cl Combining the
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above estimates, we have foreach A € T

inf | inf I(Uy;B|Ty,p)— sup [(Uy;E|T)y, p)
pEP | pedpa pedpa

> inf [ inf [(Uy; BITy, p) - SUPI(UA;E|TA,15)] — freg(A,2,2)

pEPA\ pEJ)p pedp

. . . ~ o 1 ,
> inf sup inf I(U;B|T, p) - supI(U;E|T, ) ————freg(A,z,z)

PEPAT—UY | PEd) ped, 2 2

y 1
>inf sup [ian(U;BlT,ﬁ)—supI(U;EIT,ﬁ)]—%—Efreg(A,z,z’)

PEPT—UY\PE]p pel,
>(1 no oo 1 )
-kY(J,22) - 5~ 5 feg(82.2) (67)

fulfilled. The first inequality above holds by (&), the second is by (65). Let the blocklength 1 € N be fixed.
We set n = a, +b,, with a,, := [\/n], b, :== n—a,, and consider the decomposition

yi’l — yﬂn X ybn
Aplying Proposition [4] to each of the sets J,, we infer for each large enough 1, A € T existence of an
(b,,M,L,3%) secret-key distillation protocol (Ty,D,) for J\ with

d<2 Wbycx < 21%6

with a strictly positive constant ¢, and ¢ := minc, and
AeT

M = |exp b, (RU) - 22 - freglt2.2))| (68)

Note that the combination of M and 0 is indeed possible is justified by combining the claim of Proposition
[[4land the bound in (67). Next, we define a two-phase protocol, where the first a, letters from the source

observed by the sender are used to estimate A € fAT, while the protocol (D), T, ) for the estimated parameter
A is applied on the remaining b, outputs of the source. Tor formalize this strategy, we define a stochastic
matrix

T:Y">DP(L]xT(k,Y)x[M])
with entries

T(1,0,mly") := To(L, mly®) Sog (yon) (1,m,0,y") € [L]x [M]x T x ")

for each p € f, where we defined a function & : Y% — T(k,Y) which maps each y* to the unique member

A = &(y™) such that T) ; contains the type of p*». Notice, that some of the entries may are undefined, if T
does not contain all elements of T(k,)). In this case, entries can be defined in any consistent way, because
they will be of no further relevance. Moreover, we introduce matrices

Dy = ]l(;’i{a; ®Dlem € K(H%H)’

where Dlem is the corresponding effect from the POVM Dy associated to 6. With these definitions, it is

clear, that (T,D) is an (n,M,L - Ifl,S) forward secret-key distillation protocol for J, with a number 9 we
will bound below. Let

pi=) P GleVy)

vey

be any fixed member of J, and A, the unique type in T such that p € T),1- It is important to notice, that
not only for Ay, but also for each 6 € T with 6 € T),,3, p is also a member of Jo. Assuming application
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of the protocol to p, we supress indicating the chosen member in the following formulas. By definition, it
holds

PKK’A®|Y” (ﬂ’l, m’, l, 9|yn) = Tg(ﬂ’l, ll}}b” ) . 69’5(}}.1”) . tI'(Dlem/ V®b" (yb” ))

=Ple.i Ay (M1, LOly"") - 5g,¢ (yan),
with PK RIAlYbn (m,m’,1,0]y") being the conditional distribution generated by (Ty, Dy). We define the sets
= {yhr (™) €Ty}, and u3:={y™: E(¥™) € T3} (AeT(k D))
It holds
L
Pe(mm)= ) )~ Z e noly (m,m', 1, 61y" )p" (y")
0T (k,Y)y"ey" I=1

L
D P )Y B ays (o lpt ()

0eT(k,Y)ynelp, ybn eybn I=1
0eT (kY

p“(11,0) Pey (m,m’)
)

for each m,m’ € [M]. We denote the key random variables produced by performing (Ty, Dy) on p®n by Ky
and K. We directly obtain

Pr(K #K’) = Z p“"(te,l)-Pr(Ke # Ké)
0eT(k,))

<pP(iag3)- 9 +p™(g, 5)
<2 Wiy i
<29 (69)

The first inequality above is by the fact, that the protocol associated to each 6 € InT 10,3 18 $-good for p
by construction. The second inequality is by standard type bounds. Explicitely, we have by construction

y'n €1y 5 implying

>1
k

N(ely“r) = pl(e)

ail

for all e € ), where N(e|y®) is the number of occurencies of the letter e in y“r. Consequently

T (o J)<omE <, (70)

where c is a universal, strictly positive constant, and the last inequality holds for large enough choice of n.
Also, it holds

H(K)_I(K;AG)EH:PKA@E”): K)-I(K;0)-I(K; AE"|®, px roEn)
| )— (K AE"|®, pxpr0E")

lg 1 K|® 9) (K;AEH|® =0, PKAGE" ))

MHEHAE

Pa”(le,l) (H(R?)—I(R?; AE (71)

! pZ/A\Ebn ))’

j)
=

€

where the first equality is the chain rule for the quantum mutual information applied, the second holds
by definition of the classical mutual information. The third equality results from the fact, that if 0 is the
estimate obtained in the first a, outputs of the source, (Ty, Dg) is performed on the remaining b, outputs,
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which determines the conditional quantities as generated from application of the protocol. Therefore, we
obtain

logM — H(K) + I(K; AOE", pxnorn) = ) _p“(1g1) (logM — H(R?)+ I(R% A", 00 ., )
OeT

<p™(ixy3) S+ p™(1y,3) (2-logM +log L +b,, - logdim K)

<28 (72)
where the equality above follows from (ZI), the first inequality is by the fact, that the protocol (Ty, Dy) is
9-good for p whenever 0 is a direct grid point neighbour of A, i.e. Tg; C T}, 3. Moreover we applied the
ultimate bound I(A; B, p) < 2logdim H4 ® Hp which holds for each state o on any Hilbert space H, ® Hp.
The last inequality holds with a large enough choice of n by application of the bound in (Z0Q). The bounds

obtained in (72) and (&9 show us, that (T, D) is actually an (n,M, L, 9) forward secret-key distillation pro-
tocol for J, with 9 < 2§, and, since b,/n — 1 for n — oo, it holds

1 by ~(1) 36 ,
;logM = ZnKH (J)- Z _freg(ArZ'Z )

~(1 ,
> RU(J) =0 freg(D2,2))
if n is large enough, where the first inequality is from (68]). O

To prove achievability of the multi-letter formula claimed in Theorem [8, we have to ensure ourselves,
that regularity conditions do not break down when considering the set I®" := {p®" : p € I} instead of a set
I of cqq density matrices. The following two basic lemmata will turn out to be sufficient for our needs.

Lemma 16. Let I,J C L(K) be any two sets of density matrices. It holds for each n € N
dy (1%, J°") < n-dy(LJ),
where dy is the Hausdorff distance induced by the trace norm on the underlying space.

Proof. The inequality
[1a®" = 6®"|l; < n-lla—blly
valid for any two matrices a,b € £(K) inherits to the Hausdorff distance. It holds

sup inf [|a®" - b®"||; < n-sup inf |la—b||;.

acl Y€ ael
O
Lemma 17. Let I be a set of cqq density matrices. It holds
I e—regular = 1% k- e —regular.
for each k € N.
Proof. Is by direct application of Lemma [[6land the definition of regularity. O

We now obtained sufficient preparations to tackle the proof of achievability in Theorem [8] Before we
head to the proof, we ensure ourselves, that the limit in (II)) indeed exists.

Lemma 18. Let I be a set of cqq density matrices on Hapg. It holds

1 1
(1) (7®ky _ 13 (1) 7®k
sup—K'"(I¥%) = lim —K"W/(I®").
keN k k— k
Proof. The assertion of the lemma follows from application of Fekete’s lemma [20] on the sequence
KM(1%K). We check that the hypotheses of Fekete’s lemma are fulfilled. Clearly, the sequence is bounded.
We show, that it is also superadditive, i.e. K(1(18k+)) > g(1)(1®k) 1 K(1)(1®) being valid for all k, € N. We
can for each k write K{)(I1®k) in the form

KD(1®) = inf sup RW(1%,p,2,2)
PEPL 527N
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where we defined

RW(1®, p,z,2/):= sup | infI(U;B|T,G)—-supl(U;E|T,é6)|,

T—U<X, o€l, o€el,

with the outer maximisation above being over all Markov chains generated by transition matrices Py x :
X — P(X) and Prjy : U — P(T) with alphabets of cardinalities [U/| = z, |T| = z’, and

G:=) ) N Prultu) Pyx(ulx) p(x)luy(ullt) (o V(x)

teT ueld xeX

for

0=) PRIV

xeX

Notice, that for each p € Py, 2,z € N
ROI8*D 5 2,2y > R, p,2,2) + KD(1%,p, 2,2),
and moreover, for each z; <z, z; <z},
RU(I®, p,25,25) > KD(1%,p, 2, 2])
holds for each k € N, p € P;. We obtain
R, p, 29, 25) > RV, p, 29, 23) + KV, p, 2, 25)

> K1, p,2,25) + KD (1%,p, 21, 2))

Consequently, it holds

sup KW(I®KD p 7,2') > sup KD(I1®,p,2,2') + sup KV(I®,p,z,2)

z,2’eIN z,2’eIN z,2’eIN

for each p € PI. We conclude

K(l)(I®(k+l)) > K(l)(I®k) +K(1)(I®l)

Proof of Theorem[8 We first prove achievability, i.e. validity of the inequality

K_(I) > lim %K@(Ig’k)

k—o0

Let z.z’,k € N and 6 > 0 be arbitrary and fixed. We show, that

RY(1®k)-s

x|

is an achievable forward secret key distillation rate. We apply Proposition I3 with J = I®¥, and conclude,
that for each large enough blocklength g € N, we find an (/, M, L, 9) forward secret-key distillation protocol
for 18 with 9 < 2~ '¥8% with a constant c3 >0, and

élogM > RW(I%, 2,2') - %6 (73)

where we chose A small enough to satisfy f..(z,2",A) < 2. Since an (g, K, M, 8) protocol for I%* is obviously
an (g-k,M,L,9) protocol for I, we obtained sufficient protocols for all large enough blocklengths being
integer multiples of k. We can achieve sufficient protocols also for the remaining blocklengths just by
wasting resources. To be explicit, let n = k- g+ r with 0 <7 <k and assume (Tgk,ng) being an (g-k, M, L, )
protocol for I. Define a protocol (T,,, D,) for blocklength n by setting

T, (Lmlx") = Tor(Lml(x1,..., xg.x)) (x" = (x1,...,X,) € X"
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and effects
— ®k
Dn,lm = Mak,Im ® ]lHB

for each I € [L],m € [M]. It is clear, that (T,,,D,,) is an (1, M, L, ) forward secret-key distillation protocol for
I with rate

1 )
loeM > —logM — — 74
0gM =T los (74)

1
ZlogM =
nog

g-k+r 3

if n is large enough. It follows from (Z3) and (Z4)), that we actually achieve

%K(l)(l‘g’k,z,z’)—é

Since 9, z,z’ where arbitrary, we are done. We do not give a detailed argument for the converse inequality
here, since the assertion directly follows from (I3) together with a converse proof for the case of a source
with SMI given in the next section. O

V. SECRET-KEY DISTILLATION WITH SENDER MARGINAL INFORMATION (SMI)

In this section, we assume that the sender has perfect knowledge of his/her marginal distribution de-
riving from the source statistics. We will prove the achievability part of Theorem [9by decomposing each
compound cqq source into a finite collection of regular compound cqq sources. To obtain such an approx-
imation, we need the following basic assertion. For a given set X, we use the notation 2% for the power
set.

Lemma 19. Let dy be the Hausdorff distance on 2®" generated by the 1-norm distance on R". Let AC R" be a
subset of R" with diam(A) < a < oo. For each A > 0, there exists a family R := {Au1}8:1 c 2R\ (0} with the
following properties.

1. Q< exp((%)n).
2. For each B C A there exists w € [Q)], such that

dy(B,A,) <A, and BcC A

Proof. Equip R" with the regular pairwise-disjoint covering, generated by the n-dimensional half-open
cubes

A A A A
ki— ... k= (ki +1)—,..., (k, + 1)— ki,...,k,) € Z").
(5 ) 0+ 0% 03 ) (ko) €27)
Since diam(A) < a is assumed, we do not need more than K := (%)n of these cubes to cover A. Let {Gk}f:1
be any parameterization of the family of cubes intersecting with A by [K] :={1,...K}. Define, for each

w C [K]
Aw = UGk.

kew

We show, that

Ra={A,)

w=1

indeed has the properties stated in the lemma. The first property is fulfilled by the bound on K and the
fact, that there are not more, than 2K different values for w. The member

w:=1ke[K]: GxNA=0} (75)

fulfills the properties demanded for the second property. O
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Proof of Theorem[9) For proving achievability, we the following strategy is applied. We approximate I by
a finite family {I,},cq and apply Theorem [l for each degree of regularity. Let I := {p,}sc5 be a parame-
terization of I, and {p4 };er be a parameterization of the set of marginal states on 74 which derive from

members of I. Fix an arbitrary A > 0 and let {A,,},cq be an approximation of I with the properties stated
in Lemma [[9 whith parameter A. Note, that by identifying C to R? in the usual way, the approximation
satisfies

. 4dim
4dim H} ABE
o p[[mT] ]<oo,

where we only use the fact, the cardinality of Q is finite. Let, for each t € T, w(t) the element of () as
defined in (Z3) for I,. It holds

I,cA, and dy(A,I,)<A. (76)
Define
i,:= U I, (aeQ).

The family {I,},cq is decomposition of I into a family of pairwise disjoint sets of cqq density matrices
with the additional feature, that for each @ € Q, I, is 4A-regular, which can be justified as follows. For
each t,t’ with w(t) = w(t’) := g, it holds

di (1 10) < dig (L, Ag) + dig(Ag, Tp) < 24 (77)

The left of the above inequalities is the triangle inequality for the Hausdorff distance applied, the right
hand inequality is by (Z6). Therefore, we infer, using monotonicity of the Hausdorff distance under taking
partial traces,

dy (172, 108) + dy (175, 10F) < 2-dy (1, 1) < 4A.

From applying Proposition[[5on each of the sets Iﬁ, t € T, we know, that for each given o,y > 0, there is a
number ko (), such that we find for each n > ko(p) an (n, Mg, Lg, pg) forward secret-key distillation protocol

(T, D)) for 15, with

log Mg > K(l)(lﬁ,z,z') ~ freg,p(z,A) =0
> RW(L,2,2)) = frogp(zA) =6 (78)

for each z,z’ € N with a function f,eg,ﬁ as stated in Proposition [[3l Moreover, we have bounds
pp<2” V5, and Ly <2

with constants cg > 0 and R, 3 € R" for each f > 0. We define ¢ := mingcq, and ¢g, R := mingeq Re g,
L=2"R M:= mingeq. If we define a stochastic matrix T; with entries

Ty(B, Lmlx") = TE(L,m|x") - 00 (BeQ,le[Llmel)
and effects
Dgi = DF) (BeQ,le[L]l,me[M)]),

Then (T3, D))ier with D := {Dgjp}(g,1,mpex[L]x[Mm] 18 an (1, M, Q- L, u) secret-key distillation protocol for I
with SMI, such that

logM > K(1,2,2') = freg (2, A) =6
bolds by (78). Since A > 0 was arbitrary,

RM(1,2,2")-26
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is achievable for each z,z’ € N. Consequently, it holds

K, spr = sup KW(T,z2")-26=KM(1)-26

z,2’eIN

The same reasoning can be applied for 1%, k € N, which implies, that

1
_K(l) ®k
KO(Ieh)
is achievable as well. It remains to prove the converse inequality. Assume 7 C P(X) to be the set of
marginal probability distributions on the sender’s systems deriving from I. Define V, C CO(X, Hpg) to be
the set of classical-quantum channels associated to each p € P. L.e. Fix k € N, and assume (T, Dp)pep to be
an (k,M, L, u) forward secret-key distillation protocol for the set

I,:= {pp,v = Z px) [x){x|®@V(x): Ve Vp}

xeX

of density matrices from I having sender marginal distribution p. Fix any p € P we suppress the index p
for the next lines. Denote by

PAKK’E",V

the state resulting from performing (T,, D) on py according to (Z) for each V € V,. Note that the resulting
pair (A, K) of random variables does not depend on the chosen state py since all state in I, have same
sender marginal distribution. Since logM — H(K) and I(K; AE", pagpn,v) are nonnegative by definition of
the protocol and nonnegativity of the quantum mutual information, the inequalities

logM-H(K)<p, and supl(K;AE", ppxpnv) < p @9)
Vey

are simultaneously fulfilled. Moreover, we have

H(K)

I(K;K},) + H(K|K}))

(K;Ki,) + plog M + h(p)

(K; Ky A) + plog M + h(p)

(K;B"A, pgapn,v) + plog M + h(p), (80)

IANIN A

I
I
I

where the first inequality is by Fano’s inequality together with the assumption Pr(K = K{,) < u, while the
last two inequalities follow from the data processing inequalities for the classical and quantum mutual
information. We infer

logM < H(K)+pu
< Inf I(K;B"A, pxapn,v) + p+ plog M + h(p)
€

< inf I(K;B"A, pgapr,v) —sup I(K;E"A, pgapn,v) + 2p + plog M + h(p)
Vey Vey

< inf I(K;B"|A, pgapn,v) —sup I(K;E"|A, pgapn,v) + 2p+ plog M + h(p)
Vey Vey
SK(l)(I;?k)+2y+ylogM+h(y). (81)

The first and the third of the above inequalites are from (Z9), while the second is from (8Q). The fourth is
by definition of the quantum mutual information together with the fact, that the distribution (K;A) does
not depend on the chosen V. The last one results from observing, that X — (A,K) — A is a Markov chain.
The estimate in (8I) is valid for each p € P. Minimization over all p € P leads to

logM < Ii7r€17f)K(l)(I§’k) +2p+ plog M + h(p)
= KW(I%) + 24+ pulog M + h(p),

where the equality above is by definition of the function kY. O
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VI. DISCUSSION OF REGULARITY OF COMPOUND CQQ SOURCES

This section is of twofold purpose. First, we point out that regularity issues have operational significance
for forward secret-key distillation from tripartite compound sources. While for regular sources, there is no
gap between the forward secret-key key distillation capacities with and without SMI, there may be serious
differences in capacities, if the source is not regular. Second, we introduce a weaker notion of regularity
than the one introduced in Definition [6] where we utilize notions from the theory of set-valued functions.

A. Operational significance of regularity conditions

We have seen in the previous section, that there is no difference between the forward secret key distil-
lation capacities with and without SMI, as long as the source is regular in the sense of Definition [6l We
admit, that there may be weaker notions of regularity which also exhibit this property (an example of
such a condition is introduced in the next section). Regularity conditions seem somewhat technical on
a first view. One can easily imagine large classes of sets of cqq density matrices, which are notoriously
easy to process even in the case without sender knowledge, while being irregular. This feature is shared
in a trivial way by all irregular sources having zero forward secret key distillation capacity under sender
knowledge. The following example depicts the fact, that also in nontrivial cases irregularities may be of
no consequences for the behaviour of the source regarding forward secret-key distillation.

Example 20. Define for a finite alphabet X, A :={p € P(X): Vxe X : p(x) € Q}, V € CO(X, Hp® H), and let
Kp = C®? be the Hilbert space of an additional system assigned to the legitimate receiver. Define states
Pai= ) a(x)x)(x|® Vie(x) ®le,) (el
xeX

with {ey, ey} being an orthonormal basis in Kg, e, := e if a € A and e, = e, if a € A°. The source defined by
I:={pa}aep(x) is not regular, but can be easily converted to a regular one by just discarding the systems on Kp.

Beside the mentioned facts, the question of regularity in principle, bears strong operational significance.
The next Theorem shows, that for irregular sources, the capacities with and without sender marginal state
knowledge may be substantially different.

Theorem 21. The equality
Ko smi(I) = KL(I)
does not hold in general.
Proof. We construct an example of a set I with
K,sm(I)=1 and K_(I)=0. (82)

Let X =Y ={0,1}, and Hp = Hr = C>® C%. We introduce classical-quantum channels W;, W, : {0,1} —
S(C?®C?) by

Wi(x,y) = Wi (x) == [x) (x| ®TI,
Wa(x,y) = Wa(y) :=T1®[p)(y] ((x,y) € X xY),
where IT := % is the flat state on C2. We set
Vig=Vop=Wi, Vop=Vip=W,,
and define states

0 {erx Lyey 1X@)(x®yI® Vi 5(x)® Vi,£(v) if p=m
P Lrer Lyey 5P(0) k@) (x @] @ Vo p(») ® Vo p(x)  otherwise,

where 7t denotes the equidistribution on {0,1}, i.e. p(0) =p(1) = % Consider the set I:={p, : p € P(V)}. We

first show the left equality in (82). If we define stochastic matrices P[(}';W, P[(le;y 1 XxY — U:={0,1} with
entries

1 . 2 .
PL(II;(Y(ubc,y) =04y, and PL(II;(Y(u|x,y) 1= Oyy (xeX,vyed,uel),
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and use the sender’s preprocessings P, ley for p and PU|XY for each p # 1, we achieve the maximum in the

capacity formula derived in Theorem[9] The corresponding states are

ZZZ U|XY (ulx,p) |”)<”|®V1,B(x)®v1,5(?)

ueld xeX ye)

1
= Z§|M><M|®|u><u|®l_[®l_[®l_[
uel

=Y Yy Bl pp(3 ) (ul @ Vas(0) @ V()

ueld xeX yey
= Z%Iu)(ul@l‘[@lu)(ul@opf (PGP(J/)\{H}),
ueld

where 0, := )} ,ex p(x)Vp,e(x). Note, that both of the above states contain perfect common randomness
between the legitimate users without sharing any correlations to the eavesdropper, which is the optimum
they can achieve, as is easily observed. It therefore holds

K smr(I) =log2 =1.

The situation is completely different, if no SMI is present. Let y > 0 be fixed and (T,D) an arbitrary
(n,M, L, u) forward secret key distillation protocol for I without SMI. Le. the inequalities

Pr(K, # K,) < p (83)

and

logM — H(K,,) + (K, AE", pgppn,p) < p (84)
are satisfied for each p € P()). If we define the states

1
pi=) ) P35 K@YNx@YIO Vi p(x)® Var(x) (p € PO\ {r),
xeX yey

the identity

I(K; AE", pgagn,p) = I(K; AB", pxaprp) (85)

is fulfilled by symmetry. Moreover, it holds

oA n = Pxaprpll, < lleryenp" —tryen gyl = llp" = "lly < nllp - 7y (86)

where the first inequality is by cptp monotonicity of the trace norm distance, and the second is by con-
struction. Combining (85) and (86) with Fannes’ inequality for the quantum mutual information, we yield

I(K; AE", pgagn p) = I(K; AB", pgapn p)
<I(K; AB", pgapr,my) + f(nllp = 7elly) (87)

for each p € P(Y) \ {rt}, where f is a function with f(a) > 0 for all a > 0, and f(a) — 0,(a — 0). Therefore,
we have for each p # 1t

logM < H(K,) - I(K; AE", pgppnp) + 1
< H(K,) - I(K; AB", pgapn,zc) + p+ f (nllp = 7elly)
< H(Kp) = I (K3 K) + p+ f (nllp = 7elly)
< H(Kp) - H(Ky) + H (K |Ky) + p+ f(nllp = mlly)
< H(K,) - H(Ky) + plogM + h(p) + p + f (nllp = 7ll1),
< plog M+ h(p) + p+ 2f (nllp — mlly), (88)

where the first inequality is (84)), the second is by (87), the third is by the quantum data processing in-
equality, the fifth by Fano’s inequality together with (83), and the last is by Fannes’ inequality. By taking
the infimum over all p in the above inequality arrive at

logM < plogM + h(u)+ p. (89)

We conclude, that R = 0 is the only achievable forward secret key distillation rate. O
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Remark 22. The lack of sender knowledge can have worst consequences. A closer look at the example intro-
duced to prove the preceding theorem shows, how different the situations with and without sender knowledge can
be. With sender knowledge, we achieve capacity with zero error and security index for each blocklength, while
all public forward communication needed is the information whether 1 is present or not. On the other hand,
the bound (89) reveals, that no nonzero forward secret-key rate can be achieved even if nonzero asymptotically
performance p is allowed asymptotically!

B. A weaker notion of regularity

In this section we show that a slightly weaker condition on the set I of cqq density matrices generating
the outputs of the compound source is sufficient for proving a version of Theorem [8l To formulate the
corresponding assertion, we introduce some notions from the theory of set-valued maps, where we take
the corresponding definitions from Chapter 11 in [11]. In the following we denote for each given set Q the
power set of Q) (i.e. the family of subsets of Q) by 29,

Let f: © — 29 be a set-valued map. We define for each E ¢ Q

fH(E):={0€©: f(O)CE}, and f(E):={0€©: f(O)NE =0}. (90)

Definition 23. We call a set-valued map f : © — 29

1. upper hemi-continous, iffor each 0 € © the following is true. Whenever 6 € f*(E) for an open set E,
there is a neighbourhood U(0) of 6 with U(6) C f*(E

2. lower hemi-continous, if for each 6 € © thefollowing is true. Whenever 6 € f~(E) for an open set E, there
is a neighbourhood U (0) of 6 with U(0) C f~(E)

3. continous, if f is both upper and lower hemi-continous.

We will always regard © and () being finite-dimensional. In this case, we obtain sequential character-
izations of upper and lower hemi-continuity, if we assume the set-valued function to have only compact
values.

Proposition 24. Let f : © — 22 be a set-valued map with © Cc R™, Q c Rk, and f(0) compact for each 0 € ©.
It holds

1. f is upper hemi-continous if and only if for each O € ©, every sequence (0,),eN with 0, — 6(n — o)
and w, € f(0,), n € N there is a subsequence {wy, }reN with limy_,, wy € f(0)

2. lower hemi-continous, if for each 6 € © and sequence {0,,},en C O, and w € f(0) from lim,,_,,,0,, =0 it
follows, that there is a sequence {w,},eN with w, € f(0,), n € N and lim,_, ., v, = w.

Proof. See [11]], Proposition 11.11. O
For our considerations the closed-graph characterization of upper hemi-continuity will be of utility.

Theorem 25. Let ©® C R”, Q C R¥, f:© — 29 be a set-valued map with Q being compact. If the graph of f,
i.e. the set

Grf:={0,w)e®xQ: we f(O)} (91)
is closed, then f is upper hemi-continuous.
Proof. See for example Proposition 11.9 in [11]] O
We need the following basic Lemma.

Lemma 26. If a set-valued function is lower hemi-continous, then its closure f (i.e. the function defined by
closing the graph of f) is lower hemi-continous as well.

Proof. Assume, that there is a sequence {0,,},cn with 6,, — 0 and w € 7(9), such that no sequence {w,},en
exists with w, € f(0,,) for all n € N and w, — w. If w is in f(6), such a sequence always exists by lower
hemi-continuity of f If wisin f(6)\ f(6) the hypothesis is only true if w is no point of accumulation of
£(6), which contradicts the definition of f O
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Definition 27. We call a set 1 C S.4q(Hapg) weakly regular, if the set-valued map
fax : Py — 25aHax) (92)
p I?X (93)
is lower hemi-continous for X = B, E.

Proposition 28. Let T C S.y,(Happ) be a weakly regular set of cqq density matrices. It exists a regular set
I € Sugg(Hape) with

1.1c1
2. K,(I) <k (D).

3. 1is reqular

Proof. Assume I being parameterized as

- {p<,,,v> - Y P Gle V(x>} (94)
xeX (p,V)eS
with
s=Jphxv, (95)
peP1

with sets P; € P(X), Vp C CO(X, Hgg), p € P;. We define i as the closure of I. Obviously, the first condition

I c I stated in the proposition is fulfilled. We show that the two remaining conditions are also fulfilled.
Assume, that (T,D) is an (n, M, L, u) forward secret-key distillation protocol for I. Since the performance
and security criteria in Definition [3are defined in terms of functions being continously dependent on the
cqq density matrix, it is clear, that (T,D) is an (1, M, L, u) forward secret-key distillation protocol also for
1, which directly implies, that also the second claim of the proposition is satisfied.

For validating the third claim we notice, that since I is closed, the corresponding set-valued functions
fap and fap have closed graphs. Therefore both maps are upper hemi-continous by Theorem The
hypothesis of I being weakly regular, together with Lemma[26lensures us, that f ,; and f , are also lower
hemi-continous. Therefore, they are continous. Since the set of sender marginal distributions P; deriving

from 1 is a compact set, we infer, that f4p, fag are uniformly continous, which implies, that for each € >0
we find a ¢ > 0, such that the implication

lp—alli <0 = du(fas(p) fa() + du(fac(p) fap(9)) < € (96)
for each p,q € P;. Since
A (1P 195) + du (55, 105) = dn(fan(p), fan(@) + du(far (), far(9)) (97)
holds by definition, { is regular. O
Theorem 29. Let I be a weakly regular set of cqq density matrices on Hapg. It holds
K(T) = I}LHJO%KQ)(I®k), (98)

Proof. We approximate I by the set I as defined in the proof of Proposition 28l The first and second
property of I in Proposition[28]together imply, that

Ko() = Ko () = lim kUi (99)

holds. The rightmost of the above inequalities is by application of Theorem [8 on I, which is possible,

because 1 is regular by Proposition In fact, d(I,1) = 0, and consequently dy (1%, 1%F) = 0 holds for
each k € N. Therefore

kY% = kW (jek) (100)

holds for each k € N by continuity of K!). We are done. O
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VII. SPECIAL CASE: FORWARD SECRET-KEY DISTILLATION CAPACITY OF A CLASSICAL TRIPARTITE
COMPOUND SOURCES

Our results also cover the case of a completely classical tripartite source. Let (X,Y,Z) be a triple of clas-
sical random variables with distribution Pyy; € P(X x Y x Z). The state of this classical system coherified
to a Hilbert space Hy ® Hy ® H  is represented by the density matrix

pi= ) Pazxy2)loleolel)E. (101)
(x9,2)eXXYxZ

Forward secret-key distillation for this kind of classical compound memoryless source was considered in
previous work [25] done under collaboration of on of the authors of this paper. Among other results ob-
tained therein, it was derived a capacity formula for the case without sender marginal knowledge in case,
that the set of sender marginal distributions deriving from the source is finite. Our results extend the ca-
pacity description also to the case of an arbitrary regular tripartite classical source. By coherifying each set
(X5, Y5, Zg)ses of triples into a mutually commuting set of density matrices as in (I0I), Theorem [§ directly
leads to a version of Theorem 2 in [25] where instead of assuming finite cardinality of the set of marginal
states the assumption is that the compound source is regular. Theorem [9]in the same way provides a ca-
pacity formula for the case where the sender party perfectly knows the distribution of his/her part of the
source. The reader may reply, that the definition of a (deterministic) classical decoding procedure is more
resstricting than that of a POVM in quantum theory, since the decoding sets are demanded to be pairwise
nonintersecting. Our reasoning is not affected by this fact, because in case of pairwise commuting density
operators, optimal decoding can always be achieved by using projection valued measures. Alternatively,
on could replace Lemma [I1]by a completely classical version.

We point out, that the need for a regularity condition as well as differences between the capacities with
and without sender’s knowledge of the marginal state are not effects of the quantum nature of the sources
considered in this paper. The reader may note, that our conterexample given to prove Theorem [21]is es-
sentially classical, since all density matrices involved pairwise commute.

Since there are stronger results known in classical information theory (especially regarding error expo-
nents for coding of classical compound channels), a classical method of proof will lead to faster decrease
of error with a potentially simplified proof.

VIII. CONCLUSION

We have considered the the task of secret key distillation under free forward classical communication
for compound memoryless sources with classical legitimate sender and quantum legal receiver and eaves-
dropper outputs. We derived a capacity formula for all sources of this class which additionally exhibit a
certain regularity condition.

We also discussed the situation, where the legitimate sender has perfect knowledge of the probability dis-
tribution governing his/her outputs. In this case, we were able to derive a capacity formula which equals
the one given for the case without sender marginal information for regular sources, and moreover does
hold for all nonregular sources.

As we have also seen, the capacities with and without sender marginal information differ at least for some
nonregular sources. We admit, that the regularity conditions assumed in this paper may be somewhat
weakened to determine the forward secret-key generation capacity without sender knowledge for a larger
class of sources. We provided a further step in this direction by applying the general theory of set-valued
maps to derive a slightly broader class of compound cqq sources with a general capacity description.

We leave open the more general case of proving a capacity theorem for forward secret-key distillation
from compound sources where the generating set of density matrices may contain members being not in
the class of cqq density matrices. In [16] such a theorem were proven in case of a perfectly known source
without restriction on the legtimate sender to be classical.

The strategy therein to prove a coding theorem was, to combine an achievability result for cqq sources
with an optimization over instruments dephasing the sender’s system to a classical one. Notice, that such
a strategy in general does not apply to compound sources in a direct way as it did in [16] (at least in case
that the sender does not have perfect marginal knowledge). In general, there is no control wether or not a
dephasing operation leads to a nonregular compound cqq source.

However, approximation techniques presented here may lead to a better understanding of the secret-key
distillation task even for tripartite quantum compound sources.
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Another astonishing result in [IE] is the close correspondence between the forward secret-key distilla-
tion and entanglement distillation tasks. It was demonstrated, that modifying forward secret-key distil-
lations leads to one-way local operations and classical communications protocols suitable for proving the
so-called hashing bound eventually determining the entanglement distillation capacity of bipartite mem-
oryless quantum sources.

The authors of this paper are of the opinion, that following a similar strategy to derive the entanglement
distillation capacity of bipartite compound memoryless quantum sources may be not successful in the
same way as it is with perfect knowledge of the source. A closer look to the corresponding considerations
in [16] may underpin this opinion. Therein, an important part of the coding strategy was to apply a non-
destructive measurement on the sender’s marginal of the bipartite quantum state subject to entanglement
distillation — a strongly state-dependent task, which can hardly be performed without sender marginal
knowledge. For a generalization to the case of bipartite compound quantum case under assumption of
SMI, the strategy may be feasible. We did not pursue this path, because the one-way entanglement distil-
lation capacity of compound quantum sources is already known from [7] and [8].

This parallels a similar observation made in [d] for channel coding. Therein, it was argued, that the inge-
nous way to derive entanglement generation codes for quantum channels from codes for secret message
transmission over classical-quantum wiretap channels used in [17] for proving the quantum coding theo-
rem leads to suboptimal results for compound channels if no sender state knowledge is assumed.
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Appendix A: Universal random constant composition codes for compound DMCQ Channels

In this section, we state and prove some results on compound DMcq channels we need within the proof
of Lemma [[Il For convenience of the reader, we first provide definitions, necessary to understand the
subsequent arguments. Let V C CQ(X,K) be a set of cq channels mapping a finite alphabet A" to the set of
density matrices on a Hilbert space K. The compound discrete memoryless classical quantum channel generated
by V (the DMcqC V for short) is given by the family {V®": V € V}, o of possible outputs. To catch up with
the notation in [3], wie sometimes write V = {V,},cs assuming a suitable parameterization of V by an index
set 5. For given blocklength n € N, M € N, an (n, M)-code for transmission of classical messages over V is a
family C := (um,Dm)f\f:1 with u,, € X", D,,, € L(K®") for each m € [M], with the additional property, that for
all me [M]

M
0<D, <1, and ) D, <1}

m=1
holds. For given (1, M)-code C, s € S, we define the average error of transmission by

M
_ 1
e(C, Ve = i Z tr(Dyy VO (1)),

m=1

where we allow ourselves to define A+ := ]1%" — A (even if A is not a projector). The following two Propo-
sitions combined, immediately imply the proof of Lemma [[1] stated in the text. The claim of the first
one follows by careful modification of the proof of Theorem 5.10 in [5] and delivers for each large enough
blocklength and each type of sequences a suitable random compound transmission code having superpoly-
nomially decrease of error, universal regarding the channels in the compound set, as well as the appearing

types.

Proposition 30. Let W Cc CQ(X,K) be an arbitrary set of cq channels. For each o > 0, there is a number
1y 1= ny(6) such that for each n > ny and each type A € T(n,X) there exists a random (n, M) )-code C,(U) :=

(U DU

m=1

for W with the following properties

1. U:=(Uy,...,Uy,) is an i.i.d. sequence of random variables, each with values in X" and distribution A8,
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2. M > eXp n lllf y W -0 .

3. ]E[sup e(Cy, w®")] < 2~ '¥ne(s)
Wew

with a constant ¢(9) > 0.

Proof. The assertion is basically contained in the proof of Theorem 5.10 in [5] and follows by minor modi-
fications of the argument given there. We assume the reader’s familiarity with the arguments presented in
[5] and restrict ourselves to indicate the steps of modification necessary to justify our claim.

We write W := {W,};cr with a suitable index set T. Let n € N, and consider a type A € T(#n,X). Assume,
that

inf x(A, W;)=06>0, (A1)
teT

holds, since otherwise the claim is trivially fulfilled for A. Choose an approximating set W, := {W/};cr, for
W as used in [5]. We will execute the suggestions given in Remark 5.11 in (5], and therefore choose the

diameter of the partition of output states used to define W, to be 2~ % instead of n% Define

Quui=lpjai= ) A BI@W/(x) : teT,),
xeX

A= Z/\(x) lx) (x|, and of,:= Z/\(x)ot'(x) (t € Ty).

xeX xeX

Note, that the properties of the set W, in [5] (see Lemma 5.6 therein) together with the above definitions,
implies the bound

1
Amin(A®0/ )> min A(x)-=-27 "
! xesupp(A) d

2~ '
>
~ n-d

(A2)

on the minimal eigenvalue Apnin(A®0/,) of A®0/ . The last estimate above follows from the fact, that A

is a type of sequences in X". Closely following the argument given in [5], we are ensured, that choosing
l, = [\/n], we find a,,,b, €N, 0 < b, <, with

n=a,l,+b,,
and a PVM M, 1 :={P 1, P»;, 1}, such that forall t,s € T,

L, ’ ’
iy (P A IA® 01, )®) 2 Ly (SQaullA @0} ) - &), (Ao} )
>y (min x(L W) - &,(1904,) (A3)
holds. Careful investigation of the function &; in [5] using the type-independent bound in (&2) shows

that

lim max ma A®o;.)=0 A4
n—oco /\eT(n),(X) seTZ( él”( /\’S) (A4)

holds. Introducing the refinement Q; ) of the PVM M, ), and the stochastic matrices V; , t € T;, generated
by Q; 1 asin [5] (note, that these, also may depend on the chosen type A), it holds

1
—min I(A%%, V; ) 2 inf x (4, W) = n-27 V" C(d) = &, max,
€

n teT,
where we used & ., defined by

= max max A®o; ).
él,,,max AeT(n¥)seT, él,,( ,\,5)
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Since (A4) holds, we find for each 0 < 7 < 6 a number n,(17) € N (independent of 1) such that

1
— min [(A®,V, }) > inf (A, W) =1 >0 (A5)
€

n teTy

is fulfilled for all n > n,. Note, that the last inequality holds by (AT). The bound above differs a bit from
the one given in Eq. (30) in [Ia] However, it will be sufficient for the following argument. Let

@::{96R:0<9<%}, (A6)

and

I, 1 := min I(A®",V, ).
! teT, !

Following the lines of [3] (always respecting dependencies on 1), we yield the bound

. 1 . B
Pr(zf\n <I,,-21,0) < m ZF,{(I?A <I,-1,0)+|T,|2 a,l,0

" teT,
Since if " is a sum of i.i.d. random variables each with values in the interval
[_lnd %, lnd %]I
and
-y
Ly <By (i)
holds for each t € T, our counterpart to eq. (34) in (5],

4,02

Pr(if <I,-10) <el6 'n

is valid. By closely following the lines of [3] (having in mind our bounds) together with the choice 6 = %,
we know, that there is a projection P, , 9 with

2
ant]

tr(pf\")Pn’/\,e) >1—el6? Qm _ |Tn|2—u,,ln'z’

and

((/\ /(\ ))Pfl,/\,g) <2 n(In=21,0)
—a,l, (inf 3
2 l (;ET x(4LW;) 27/); (1 \7 )

where the last of the above inequalities above holds by (A5). Since b < V/n,

—n(inf x(A,W,)-2
n(ng( +)=21)

tr(A®" @0\ )P, 1 0) < 2 (A8)

holds for each n > n,, if n, is chosen large enough. Setting 71 := %, and using the bounds in (A7) and
(A8) together with Theorem 1.1. stated in the Appendix of [3] (and leaving out the derandomization
step leading to a deterministic code in the Proof of Theorem 5.10 in [5]), we conclude that there is an

(n,M}) random code C,(U) := (U,,,,Dm(U))Ir\n/I;1 for the average channel W®" := |T17 Y ter, W’ with U =
(Uy,..., Upp) being a sequence of i.i.d. random variables each with values in X" and generic distribution

A% such that
1. M> {exp{n(inf X(AW;) - %6)”
teT

2. E[2(Cy, W] < 2 '¥neld)
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with a positive constant ¢(0) > 0. From this, we can conclude, that there is a number #14(9), such that for
each n>ny(9) (independent of 1) C, is an (1, M) random code of the above stated properties, with 2. above
replaced by

E [ sup e(Cy, W) [ <2~ ' ne(n)

Wew

where ¢(9) := %5(5). O

The following proposition is a compound version of Proposition 2.5 in [16]. It is proven by exactly the
same strategy replacing the Holevo-Schumacher-Westmoreland codes for DMcqC with perfectly known
generic cq channel by the codes constructed in [5] together with the modifications done in Proposition B0l
above.

Proposition 31 (cf. [16], Prop. 2.5). Let W Cc CQ(X,K) be an arbitrary set of cq channels, n € N and A €

T(n,X) a type of sequences in X". If there exists a random random (n, M’)-classical message transmission code

C/(U) =(Un Dm(U))M,

m=1
for the DMcqC W which has the properties

1. U:=(Uy,..., Upp)is an i.i.d. sequence of random variables with values in X™ with generic distribution A"

2. ]E[sup e(C,WeE) | <

Wew

with p € (0,1), then there exists for each given S € (0,1) a random (n, M )-message transmission code

C(V) 1= (Vs DV
having the properties
1. V:=(Vy,.., V) is an i.i.d. sequence of random variables, each equidistributed on Ty,
2. M=19-(n+1) . M|,
3. and

E [ sup e(C/, W®")] < g(n + 1)|X|,Ll + 2~ M/ (=9 (1) /12
Wew o

For provint the above assertion, we will make use of the following variant of the Chernov bound

Proposition 32. Let n € N, 6 > 0 and X = (Xy,...,X,,) be an i.i.d. sequence of random variables with 0 <
Xi,..., X, <land E[X;] = E, i € [n], then

1 - —n8%E%/1n2
Pr[Z ;X,- <(1- 5)5] <2
1=

Proof of Proposition[31] Define the event, that at least M codewords of a codebook u are A-typical sequences
by

AM) = {u =y, upp) € X™ |m: € TPY > M.
For an i.i.d. sequence U = (Uj,..., Uy ) as in the hypotheses of the proposition, it holds

w
Pr(A(M)°) = Pr[ZlT;(Um) < M]
i=1

Notice, that

E[173(Up)] = AN(T}) 2 (n+ 1)
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holds. The rightmost inequality above holds by the fact, that among all typical sets of words in X", T has
the largest probability w.r.t. A™.
We fix 9 € (0,1) and set M := | 9(n + 1)7¥IM’|. We obtain

IN

w
Pr(A(M)°) < Pr ZJLT;(U,”) < M]

IN

IN

1
Prl =5 Z]lTAn(Um) < SE[U,]
i=1

IA

exp{-M’(1 - 9)’E[U;}/In2)} (A9)
< exp{—M’(l —9)%(n+1)"*)/In 2} =T,

A

Except the one in Eq. (A9), which is by application of the bound in Proposition all of the above
estimates are by the preceding definitions and bounds.

Next, define a function ¢ : X"’ — (T/)M by

o) =v  ifueAM)
plu) = {(v,...v) otherwise,

where v is any word from T}". By symmetry, it holds

- AM(AM))
nM 1 _

i.e. the push forward measure A" o ¢! of A" under ¢ is nearly equidistributed. Explicitely,
[t = 4 0 71| = 1= A (A = A (A M) <

For each outcome v = (vy,...,vp) € T/{'M, we define an (1, M )-message transmission code C(v) := (v, Dm/)%[,:l
as follows. Let

u, ;= argmin sup e(C’(u), W2"), (A10)
uep-l(v) teT

and D, := Dy, (u,) for the respective m (i.e. (1t ,,, Dy, (14,)) is a pair of codeword and decoding set in C’(u,).)
Then

sup 2(C(v), WE") = sup — Ztr @) WE" (v,0))

teT teT m

< sup —Ztr (uv m))

teT
Ml
< 2(C’ ,W®n
‘Mstlel?e( (1), W)
M/
= =— min sup e(C’(u,), WEM).
M uep! (V)tGTP( ), W)

The last equality above is by our code definition from Eq. (A10). To each u € A(M)‘, we assign some valid
(n,M)-code C(¢p(u)) := (vo,m,Dm)%:l being of no further interest. Let V = ¢(U) (which is not i.i.d. so far!),



then C(V,,, D, (V)M

m=1
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is a random constant composition (1, M)-code with

E [sup ew), WP”>] = ) AM(p'w) sup EAC), W)
teT vep(A(M)) teT

N Z /\”M/((p_l(v)) sup e(C(v), Wt®n)

vep(AM)) et
< A"M (971 (v) sup &(C(v), WE") + T
ve@AM)) et
< Z A"™M' (1) sup e(C'(u), WE") + T
M ueA(M) teT
< —E [sup 2(C'(u), Wt@m)] +tT
teT
’
< —u+rt

Now, let V = (V,..., Vi) be a sequence of i.i.d. random variables each equidistributed on T;'. And C(V):
(Vi Di(V))M_ Tt holds

—TE|sup &(C’(u), W>")
e o w

teT

M ’ -
o G ARRRC |

7

< %E[sup?(c'(u), Wt@m)]

< —u+2t.
MHTT
Since

<

S

2
S+ 1)
we are done.

Appendix B: Continuity bounds

For convenience of the reader, we state and prove several continuity properties of entropic quantities.
Most of them follow straightforwardly from the Alicki-Fannes bound

] for von Neumann entropies.
Theorem 33 ([3]). Let p,0 € S(K4®Kp) be states on K, ® Ky with ||p — 0| < e. It holds

|S(A|B,p) — S(A|B,0)| < 4elogdim K 4 + 2h(e),
where h(x) :

—xlogx — (1 —x)log(1 — x) is the binary Shannon entropy of (x,1 — x).
The following bound is easily derived from Theorem 33

Lemma 34. Let p,q € P(Y) be probability distributions with ||p — q||l; < €. For each cq-channel V € CQ(Y,K), it
holds

lx(p, V)= x(q, V)| < 6elogdim K + 2h(e).

Lemma 35. Let Q,Q" C P(Y) be probability distributions with dy(Q,Q’) < €. For each set V C CO(Y, K ® Kg)

inf [ inf ,Vp)—su , Vi
qu(VEVx(p B) végx(q E))

— inf [ inf ,Vp)—su %
qeg,(vwx(p B) Vegx(q E))

< 6elogdim Kgg + 4h(e).
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Lemma 36. Let I,J C Syq(Y,Kx) of cqq density matrices and dy (1, J) < T, and with stochastic matrices Pyyy :
Y — PU) and Pryy - U — P(T

= ZZZ Priy (tlu) Pyjy (ul)p(p) [u) (u| @ [£)tl @ V (1)

teT ueld ye)y

pi= Zp(y) )@l V().

yey
Then, the inequalities

1nf I(U;X|T,p) > inf I(U; X|T, p) — 8Alog(|] - dim KC) — 6h(A)

peJ
sup I(U; X|T, p) < sup I(U; X|T, p) + 8Alog (|| - dim K) + 6h(A)
pel peJ

are valid.

Proof. It holds for any two states p,0 € Scgq(V, Kx)
o=l <llp—olh- (B1)
Note, that for each cqq density matrix p, it holds
I(U;X|T,p) = S(U|T,p)+ S(XIT,p) - S(UX|p).
by definition of the quantum mutual information. If p, ¢ fulfill ||p — o||; < 6, then
|I(U; X|T,p) - I(U; X|T,6)| < 86log(|U| - dim K) + 6h(0) (B2)

holds by (BI) and application of Lemma [33] From (B2) and the assumptions, we directly infer the claims.
|

Appendix C: Proof of Eq. ([66])

Let A €T and p € P). We define for each g € P, the set

I(BM) = {ZP(}’)|?><?|® Vg: Ve Vq}_

vey

Observe the relations

B _ B B _ 1B
v= I,y and =10
qePy

assume V €V, Ve V- It holds

=) IP@)IVE) -p@)V' @

1 ¥y

<) IV E) -a@)V' @)l +lp gl

yey

Y PO GIOVEI-) e GIe V(Y

yey ye)

from which we directly infer

dH(Ig} I(p,q)) < dH(Ig} Ig) + ”p - ‘1”1
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Using these facts together with the first claim of Lemma[36] we obtain
inf I(Uy;BITy, p) = inf I(Uy;BITy,6)
pely UEIgA

= inf inf I(U,;B|Ty,0)
qeﬁﬁoel&ﬂ)

> inf I(Uy; B|T), &) - 8Alog(|i| - diim Kp) — 6h(A)

oely

= inIfI(U,\;B|T/\,ﬁ) —8Alog(|U|-dim Kp) — 6h(A) (C1)
pelp

Applying a similar reasoning leads us to

sup I(Uy; E|Ty, p) < supI(Uy; E|Ty, p) — 8Alog(|U| - dim Kg) — 6h(A). (C2)
pelpn pel,

Combination of (CI)) and (C2) for all p € P, yields the desired bound

inf I(Uy;B|T,,p)— sup I(Uy;E|Ty, ) = inf I(Uy; B|Ty, p) —supI(Uy; E|Ty, p) — 16Alog(|Uf] - dim Kpp) — 12h(A).
pelpa pel, Pelp pel,
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