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ABSTRACT All major banks in the USA and around the world offer remote check deposit services.
Consumers can use their smart phones to deposit checks remotely. This new online check truncation system
is vulnerable to a wide range of attacks, including digital check forgery. Shifting trust from a human teller or
an automated teller machine (ATM) to a smart device (cell phone) provides new attack surfaces. This paper
exploits security vulnerabilities in the existing remote check deposit system and presents an attack vector for
existing remote check truncation systems. The proposed attack vector exploits vulnerabilities in the untrusted
client-side check-deposit system that enables an attacker to instrument the check deposit application library.
The instrumented library allows the attacker to induce digital check forgery with minimized tampering
artifacts. It has been observed through this investigation that digital check forgery-based attacks are more
powerful than conventional paper-based check forgery attacks. The effectiveness of these attacks is evaluated
by targeting three leading banks in United States, finding that all three of the targeted banks are vulnerable to
the proposed attacks. A set of countermeasures based on digital check verification is also proposed to combat
digital check forgery attacks on existing remote check deposit systems. The proposed countermeasures rely
on tamper detection in digital images and expert-system based decision fusion. The effectiveness of the
proposed framework is evaluated using tampered check images. The tampered images used for performance
evaluation also include set of tampered images used for successfully attacking the remote check deposit
systems(being using by leading banks around the world today). Experimental results show that the proposed
expert system-based framework is capable of detecting digital check forgery attacks.

INDEX TERMS Check truncation system, online banking, remote check deposit, digital check forgery,
forgery detection, image forensics, expert system, library instrumentation, JPEG artifacts.

I. INTRODUCTION

Today, all major banks in the USA and around the world
offer remote check deposit services using smartphones and
scanning-equipped computing devices connected to the inter-
net. The number of customers using these remote check
deposit services is on the rise. For instance, according to
a study on the state of remote deposit [1], [2], by the end
of 2016 around 40% of small businesses were using mobile
remote check deposit (mRCD) and around 20% of customers
were also using (mRCD) services. The remote check deposit
process is an alternative to the commonly used paper-based
check truncation system. The paper-based check truncation
system requires the physical presence of the customers to
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go to either an automated teller machine (ATM) or a bank-
ing station to deposit the check to a bank teller. The US
Check 21 Act [3] is the main driving force behind the devel-
opment and deployment of the remote check deposit process.
The equivalence between a paper check and its electronic
representation (i.e., digital images) was established by the
US Check 21 Act [3]. The US Check 21 Act [3] also reg-
ulated the digital check truncation process, which replaces
a paper check with its electronic representations (e.g., dig-
ital image of the check) for the check deposit and clearing
process. Financial efficiency (e.g., cost reduction) related to
paper-based check processing among financial institutions is
one of the motives behind the US Check 21 Act [3].

Shown in Figure 1 is an outline of the remote check deposit
process. It consists of check scanning, digital image analy-
sis, and check deposit and clearing subsystems. The client
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FIGURE 1. lllustration of remote check truncation system and proposed attack model.

truncation system (e.g., remote check deposit App) shown in
Figure 1 is capable of:

1) Digital Image Acquisition—a device capable of scan-
ning and/or acquiring digital images of both sides of
the paper check. It consists of check scanner or a
smartphone.

2) Digital Image Analysis—a subsystem capable of ana-
lyzing and processing digital check images. It consists
of a computer program and/or smartphone App

3) Communication Subsystem—a subsystem on the client
device to transmit acquired images, the output of the
image analysis subsystem, and information associated
with the check deposit and clearing process over the
internet to the servers for check clearing

Subsequently, the server side processes and analyzes the
received digital check images using an optical character
recognition (OCR) operation to extract the amount and the
routing and account numbers information. The extracted
check information, e.g., amount, bank routing number, and
bank account number are then used for check clearing. Two
different realizations of remote check deposit are being used
today: one is for business use and the second one is for
personal use. A remote check deposit system for business
use consists of a scanning and computing system, whereas,
a personal use version consists of a remote check deposit
App installed on a smartphone. The use of remote check
deposit is on the rise due to its salient features such 24/7
availability, cost reduction, convenience, digital record keep-
ing, etc. Recent studies indicate that millions of customers
in the United States and around the world are using mRCD
everyday [4]-[8].
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Recent studies have highlighted that paper-based check
deposits are the most vulnerable to financial frauds among
all payment types [9], [10]. Specifically, paper-based check
frauds constitute around 55% of the total revenue losses [9].
Likewise, according to a recent American Bankers Associa-
tion survey, it is claimed that in 2013, check fraud resulted in
approximately $645 million of revenue losses in the United
States alone [10].

This paper investigates the attack surfaces associated with
mobile remote check deposit systems and proposes attack
vectors to exploit them. The following observations can
be made for client check truncation systems (shown in
Figure 1):

1) Check deposit functions that used to be performed by
trusted and well-guarded entities, such as tellers at
banking stations and ATMs for paper-based system,
have been delegated to untrusted entities, such as smart-
phones or scanning and computing systems for the
client check truncation system (referred to as the remote
check deposit [RCD] system for the rest of the paper).

2) Replacing the paper-based check with its digital equiv-
alent, that is, a digital image of the paper check
has made existing paper-based anti-forgery techniques
ineffective.

3) Elimination of a paper trail, as a physical check is not
deposited to the bank/financial institution and remains
in the hands of the attacker.

4) Advances in digital image processing and machine
learning methods have enabled attackers to craft
sophisticated digital check forgeries with unprece-
dented precision.
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Based on these observations, a wide array of attacks is pro-
posed to exploit vulnerabilities in the existing remote check
deposit system. In this paper, we have also demonstrated the
feasibility of implementation and execution of the proposed
digital forgery attacks on the existing remote check deposit
systems [11].

The proposed attacks are crafted on the client side of the
mRCD system by tampering the digital image of the check on
the device and software and injecting the forged digital check
image into the transaction. To this end, a library of digital
image processing modules is developed for image tampering.
The image processing library module is developed in the
Matlab™ programming environment. Shown in Figure 1 is
a realization of the proposed attack vectors.

It can be observed from Figure 1 that it is possible to
add an intermediate processing step to the normal trunca-
tion steps. For example, a digital image of the paper check
can be extracted at some point along the path between the
digital image analysis and understanding subsystem and the
bank-side check-clearing server. An active attacker can dig-
itally alter the digital image using image editing techniques
and tools and replace the original image with its tampered
version before transmitting it to the check-clearing server.
Various attack strategies (e.g., copy-move, block-swapping,
cut-and-paste, and so on) can be used to generate a forged
copy from either the original digital image of the paper
check or from a fake check generation system (as shown in
Figure 5). Digitally generating a “fake” check from scratch is
another attack vector available to the attacker. Details of such
an attack vector are provided in Section IV. An attacker can
take advantage of Al-based techniques, to generate ““cloned”
digital checks from scratch and inject them into the check
clearing system.

To highlight existing vulnerabilities in the mRCD systems
and demonstrate the effectiveness of the proposed attack
vectors on mobile remote check deposit systems, the pro-
posed attack vectors described in Figure 1 were executed
on three online banking Apps for remote check deposit
belonging to three Fortune 500 US banks. For the selected
online banking Apps, the RCD system was implemented on
Android smartphones. In order to mitigate the impact of the
breach and to avoid harm to the target bank or customer,
the experiments were designed very carefully. In addition,
to comply with responsible disclosure practices, the findings
of this research were shared with the targeted vulnerable
banks more than a year prior to the conference version of this
submission [11]. The motivation behind delayed submission
of the conference version [11] was to give the targeted vulner-
able banks sufficient time to develop and deploy appropriate
countermeasures.

A. MAIN CONTRIBUTIONS OF THE PAPER
The major contributions of this paper are:

1) To investigate threat models and attack surfaces for the
client check truncation systems being used for mobile
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remote check deposit systems by almost all major
banks in the United States and around the world.

2) To analyze vulnerabilities in mobile remote check
deposit systems and possible exploits using advanced
digital check forgery attacks.

3) To propose appropriate countermeasures that would
thwart such attacks

Specifically, this paper makes the following contributions:

o It highlights vulnerabilities of mRCD systems and the
ease with which an attacker can exploit them using either
digital check forgery attacks or using “fake” check
generation using deepfakes (Section III).

« It provides a comprehensive comparison between tra-
ditional physical check forgery techniques and modern
digital check forgery techniques. In addition, it also
highlights the ineffectiveness of traditional anti-forgery
techniques developed for paper-based check truncation
systems in preventing digital check forgery attacks.
(Section II).

o It describes a framework for tampering digital images
of a paper check as well as digitally generating ‘“‘fake”
checks and depositing them into existing RCD systems
(see Section IIL, IV).

o It outlines an instance of successfully attacking the
existing remote check deposit systems of three major
banks (in the United States) implemented on Android
smartphones (see Sections IV and V).

o It proposes countermeasures to detect digital check
forgery attacks on an mRCD system (see Section VI).

o It demonstrates the effectiveness of the proposed
image tamper detection-based countermeasures (see
Section VI).

The rest of the paper is organized as follows: A brief
overview of paper-based check clearing systems and forgery
techniques for paper-based check clearing systems and coun-
termeasures to prevent check forgery for paper-based check
clearing systems is provided in Section II. Description of the
proposed digital check forgery model and its implementation
details are provided in Sections III and IV, respectively.
Effectiveness of the proposed attack model is outlined in
Section V. Detailed descriptions of the possible countermea-
sures to combat digital check forgeries and their implemen-
tation and performance evaluations of the proposed counter-
measures are provided in Section VI. Conclusions and future
research directions are discussed in Section VII.

Il. PAPER-BASED CHECK CLEARING SYSTEM,
TAMPERING PAPER-BASED CHECKS, AND
COUNTERMEASURES

This section provides a brief overview of the paper-based
check deposit and clearing system, common paper
check forgery techniques and countermeasures to prevent
paper-based check forgeries. It also provides an outline of
the evolution of the modern check clearing system, that is,
the remote digital check deposit system.

59487



IEEE Access

H. Malik et al.: Remote Check Truncation Systems: Vulnerability Analysis and Countermeasures

A. PAPER-BASED CHECK CLEARING SYSTEM: AN
OVERVIEW

Prior to the 1990s, a check issued by a bank that was
deposited into an account of another bank required the phys-
ical exchange of the paper check between the two banks
for money transfer. To minimize delays associated with
paper-based check-clearing process, central check clearing
facilities were developed. Everyday at these facilities, bank
employees used to meet to exchange paper copies of the
checks and perform money transfers from payer accounts to
payee accounts based on the exchanged checks. To detect
forgeries, paper checks being exchanged used to be exam-
ined manually by several bank employees responsible for
the paper-based check deposit and clearing process chain
(e.g., the teller of the receiving bank, often the supervi-
sor of the teller, and employees of the settling bank). The
paper-based check deposit and clearing process was labor-
intensive, time consuming, costly, and slow.

As check transactions became more common and the
volume of exchanged checks increased, magnetic ink-based
routing and account numbers enabled machines to read and
sort the deposited checks at a much faster speed. However, the
clearing process was still dependent on physical exchange of
checks at central clearing facilities. The magnetic ink-based
check sorting-based check clearing process was still slow.

1) CHECK TRUNCATION

To overcome the aforementioned limitations of the
paper-based check clearing system, the US Check 21 Act was
approved by United States Congress on October 2004. The
US Check 21 Act established the legal equivalence between
paper and substitute checks (paper representations of checks
with the same information as the original checks), and their
electronic representations [12]. The US Check 21 Act aimed
to expedite the check clearing process by regulating the
pre-existing practice of the check clearing process being used
by the banks. As a result, older practices of paper-based check
clearing could be used together with the newer practice of
digital check deposit and clearing.

The next phase of development included the widespread
use of client check truncation systems. These systems brought
check truncation facilities to bank customers via a flood of
technologies for remote check deposit and processing. The
client check truncation systems include dedicated check scan-
ners, PC clients, and smartphones. This development brought
the benefits of electronic check image acquisition and remote
deposit to the end customers. This provided valuable savings
in the efforts related to physically going to the bank or an
ATM terminal and depositing paper-based checks in person.
It is important to note that under the newer client check
truncation systems, the original paper check remained with
the remote check depositing person.

2) SECURITY IMPLICATIONS
It has been noted that fast development of client check trun-
cation systems from a trusted highly controlled environment
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like bank branches and ATMs to untrusted, unmonitored end
users increases the risk of check forgeries. In fact, check
truncation on the client side and usage of only an image file in
the clearing process have virtually eliminated the deployment
of all the anti-forgery techniques developed and perfected
over hundreds of years based on paper checks. In addition,
due to the recency of this practice, there has been little devel-
opment of countermeasures in the digital domain that are as
effective as those for paper checks. In the following section,
we review the anti-forgery advancements of the paper check
era, and argue that there are no corresponding equivalent
developments for digital checks.

B. TRADITIONAL CHECK FORGERY TECHNIQUES
Traditionally, check forgery used to be performed by phys-
ically altering text written/printed on the paper check. The
attacker used to alter/tamper various fields on the paper
check, including the legal and courtesy amounts, payee
names, routing and account numbers, dates, and so on. Forg-
eries for paper-based checks can be performed in a num-
ber of ways, including digitally photocopying an original
check, altering the digital copy using image processing tools,
and printing the forged check using printing devices: check
washing, where the ink on the original check is erased using
chemical compounds and new information is written on the
washed check, check fabrication, where a completely new
check is created; and so on.

Outlined in Table 1 are some common countermeasures
being used to combat paper-based check forgeries.! The tech-
niques listed in Table 1 aim to make physical check forgeries
more difficult and to ensure a robust integrity verification
process for paper-based check deposit systems. In particular,
Microprint lines include small type text that appears as a line
to the naked eye but can be read when magnified. If a check is
photocopied, the microprinted text appears as a solid or dotted
line. Chemically sensitive paper reacts to common chemicals
that may be used to erase the ink on the check by changing
color. Watermarks are special print patterns visible under light
only at certain angles, which may disappear or explicitly
appear in photocopied checks. A special case of watermarks
are VOID pantographs, which are hardly visible in the origi-
nal but become visible in the copy. UV printing uses special
ink that is invisible to the naked eye but visible under black
light (UV). Check scanning devices equipped with UV sen-
sors can detect the amount of the ink and issue warning if the
amount is below a certain threshold. Magnetic ink character
recognition (MICR) also uses a special ink, containing iron
oxide for the account and routing numbers, while bleeding ink
is a special ink that turns reddish when under moisture. As one
additional precaution, checks may be printed on special paper
that is not available to the general public. The aforementioned
countermeasures for paper-based check deposit and clearing

The forgery techniques that can be used on the back-end, such as account
reconciliation, have been omitted here as they are common to both paper and
digital checks.
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TABLE 1. Traditional techniques to combat check forgery.

Countermeasure Technique

Application

Digital Check Deposit

Paper-based

Tampering makes paper artifacts visible

Ineffective

Ink-based

Tampering Ink artifacts are visible if tampered

Ineffective

Print-based

Printed patterns are visible on original check only

Camera-dependent

systems have a considerable success rate (>84%) for forgery
detection for paper-based check deposit and clearing systems.
It is important to note that the reported success rate of 84%
for forgery detection continues to be a widespread problem
resulting in huge yearly financial losses [9]. It is important
to highlight that the remote check deposit system completely
bypasses the countermeasures for paper-based check deposit
and clearing systems by removing the very foundation they
rely on the physical copy of the paper check and the ink of the
printed/written text on it. The print-based countermeasures,
which rely on visual properties rather than on chemical and
physical attributes, may be potentially used as a protection
measure for remote check deposit. This is due to the fact that
these countermeasures rely on the consistency of the physical
attributes of the deposited checks, which are preserved (to
some extent) in the digital check images. These techniques,
however, depend on several factors, including camera resolu-
tion, camera quality, image quality factor, lighting condition,
and pattern quality (if any). Existing digital image forensic
methods can be used for integrity verification of the JPEG
images deposited for check clearing via the remote check
deposit system [13]-[18]. The deployment of existing image
forensic tools and techniques is expected to face numerous
challenges, such as JPEG quality, lighting condition, etc.

lll. DIGITAL CHECK FORGERY ATTACK: DESCRIPTION

An attacker can leverage advances in image processing
methods and artificial intelligence techniques to craft sophis-
ticated and more powerful attacks on the mobile check
deposit system.

A. DIGITAL ATTACK PREMISSES

The proposed attack model assumes that the victim is either
an entity that issues a check or a financial institution that
receives a check via remote deposit and processes it, whereas,
the attacker is an entity with the goal of monetary gain. The
attacker can achieve his/her goal either by altering infor-
mation on the digital image of the paper check or by digi-
tally generating a “fake” check and using the remote check
deposit system to inject it into the system for clearing. It is
important to mention that this paper does not consider attack
vectors consisting of physically altering checks, acquiring
digital images of physically altered checks, or depositing
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digital images of physically tampered checks remotely into
the check clearing system. The motivation behind the digital
check forgery attack vector is that it is a more low hanging
fruit for an attacker than physical check forgery followed
by digital image acquisition and injection. This is mainly
because, digital check forgery provides numerous advantages
over its counterpart of physical check forgery followed by
digital acquisition. The attacker is typically the owner of a
device and the recipient of the final check that is submitted to
the banks. In this paper, we do not consider scenarios where
an attacker has some degree of control over the device of
an unaware user and uses that device to perform the attacks.
Even though possible, we believe these scenarios to be less
likely to occur. In fact, as will be explained later in the
paper, the attack relies on modification of system software,
which is signed, and on the login credentials of the banking
applications.

B. DIGITAL CHECK FORGERY ADVANTAGES
Digital check forgery attack has the following advantages
over the traditional paper-based check forgeries:

1) Precision and Flexibility: Available digital image pro-
cessing methods and recent advances in image manip-
ulation tools provide an attacker with the opportunity
to manipulate a digital check image at the pixel level.
The available image processing and manipulation tools
provide an attacker ability, flexibility, and precision
unrivaled by the physical check forgery techniques.
For instance, consider the amount area on a physical
check (as shown in Figure 2) and its digital equivalent
acquired by a (SMPixel) digital camera. The physical
area measures approximately 3 x 0.8 cm? on the phys-
ical check, whereas, the corresponding digital image
measures 296 x 87 = 25,752 pixels. In addition,
modern digital cameras provide a bit depth of 24 bits
(8 bits per color channel, i.e., red, green, and blue)
per pixel. The available digital image processing and
manipulation tools provide an attacker 16.8 million
(i.e.,2%*) color options to manipulate the target pixel(s).
From a practical stand-point, an attacker can choose
from a smaller set of colors associated with darker
ones for the amount to show; however, the selected
subset is still large enough to introduce a wide range
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FIGURE 2. The amount area of a check (3 times magnified).

2)

3)

4)
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of modifications. To reach a similar precision level in a
physical check, an attacker needs to select and manipu-
late a region equal to 0.93% 10~ *mm? = 93>, With the
advances in scanning technology and the availability
of higher-resolution digital cameras, digital forgery is
expected to be even more precise and undetectable.
Moreover, digital check tampering does not introduce
any physical damage to the paper check; therefore, it is
reusable for crafting other attacks. In particular, even
though an attacker with a physical tampering attack
vector may not need the level of precision available
in the digital domain, physical forgery is expected
to trigger countermeasures such as ink bleeding and
chemically sensitive paper to make the paper check
unusable.

Unlimited Trial and Error: The process of digital
check forgery is fundamentally different from the pro-
cess of physical check forgery in several ways. Firstly,
tampering operations in the digital domain provide an
attacker an unlimited capability of “undo” therefore
always ensuring an original state of the digital image.
Likewise, an attacker can rely on a copy of the original
for tampering, which enables the attacker to play with
an unlimited number of digital images to perfect the
forgery before submitting the check to the bank, thus
minimizing the risk of detection. On the other hand,
tampering a physical check cannot be attempted more
than once or twice without damaging it. Secondly, the
forgery detection techniques for paper-based checks
such as special paper, special patterns, ink bleeding,
and so on are ineffective for digital check forgery
attacks.

Absence of Trails for Forgery Detection: The tradi-
tional check clearing systems, such as in-person check
deposit to a teller at a banking facility or the ATM. keep
a paper trail that is used for forgery detection either
in real time (in the case of a traditional check trans-
action) or during a post-clearance audit. The remote
check deposit and clearing systems do not leave any
paper trail with the financial institution. It is there-
fore not possible to use existing countermeasures for
a paper-based check clearing system for forgery detec-
tion for a remote check deposit and clearing system.
Use of Untrusted Client Check Truncation Systems:
Shown in Figure 3 is an illustration of the trust
models for three check clearing systems: teller-based,
ATM-based, and remote check deposit and clearing

systems. It can be observed from Figure 3 that the
remote check deposit and clearing system has shifted
the trust level from trusted, tamper resistant, and
well-protected entities (e.g., teller centers or ATMs
under video surveillance) to a set of untrusted (vulner-
able to tampering) entities under an attacker’s control.
It can also be observed from Figure 3 that for a remote
check deposit and clearing system in which the image
acquisition and image processing analysis system is
under an attacker’s control, a determined attacker can
interpose at any point along the path from the scanning
device to the network device that to manipulate the
acquired digital image and inject forged images into the
clearing system.

5) Reduced Risk of Punishment: In addition to avoiding
classic anti-forgery techniques and reducing the risk of
detection, by not requiring the users’ physical presence,
remote check deposit reduces the risk of capture for an
attacker as well. Furthermore, if the forgery is detected
by some other means, an attacker’s denial is more plau-
sible, since law enforcement agencies have to prove
beyond reasonable doubt that the attack was actually
carried out by the attacker. In case of perceived risk,
an attacker may get rid of their smartphone or any other
client truncation system or claim they were stolen, thus
complicating even more the proof by law enforcement
agencies.

6) Facilitation of Traditional (Physical) Forgeries:
Another venue of attack enabled by remote check trans-
actions is the physical modification of a check followed
by submission of the physically forged check using a
check truncation system. We believe that this type of
attack is facilitated by the transition to remote check
transaction systems, since it reduces the risk for the
attacker, while making it more difficult to detect forg-
eries without the physical paper. However, this type of
attack is less general than the digital forgery attack,
since in certain cases the attacker has to defeat potential
physical countermeasures embedded in the checks. For
example, attacks specializing in check washing would
probably fail on checks printed on chemically sensitive
paper, thus damaging the only available copy, while
no chemical properties are involved in digital forgery.
We strongly believe that the fact of having unlim-
ited digital copies and the power to manipulate single
pixels in JPEG images renders digital forgeries more
desirable for attackers. In general, however, remote
check truncation systems facilitate this kind of attack as
well.

To summarize the availability of easy-to-use, powerful,
sophisticated digital image processing tools; the availability
of unlimited trial and error for tampering; the elimination
of the paper trail; and the use of untrusted client check
truncation systems are enablers for a powerful digital check
forgery attack.
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FIGURE 3. lllustration of trust models for Teller, ATM and remote check deposit and clearing systems.

C. AN IMAGE PROCESSING FRAMEWORK FOR DIGITAL
CHECK FORGERIES

We assume that an attacker does not have any prior knowl-
edge about countermeasures that may be deployed at the
check-clearing server. This means that the attacker must cre-
ate a forged image that can defeat any of the existing forgery
detection mechanisms now in place. The goal of the attacker
is therefore to generate a forged image such that distortion
due to forgery is below the detectable range or space.

The attacker can adopt a forgery strategy that maximizes
the attacker’s chances to succeed. The check clearing system,
on the other hand, can also adopt a strategy that maximizes its
chances of detecting forgeries in the deposited checks. To this
end, the check clearing system can exploit the fact that almost
all image manipulation methods do leave characteristic arti-
facts in the resulting forged image. For instance, block bound-
ary artifacts are the most common image tampering artifacts
introduced in tampered images. Boundary smoothing or blur-
ring is generally applied along the border(s) of the modified
region(s) to mitigate the effect of irregularities [19]-[23].
Subsequent filtering based on localized average filtering,
boundary diffusion filtering, etc., can be used to mitigate
block-boundary artifacts. In addition, other advanced image
processing methods such as super-resolution image process-
ing can also be used to mitigate tampering artifacts. It is
important to highlight that super-resolution imaging-based
digital image tampering may not fit in the commonly known
image tampering methods such as copy-move, splicing, etc.

It is also assumed that the attacker is aware of existing
image tamper detection techniques [24]. These techniques
rely on the fact that almost all image manipulation models
do leave characteristic artifacts in the resulting image, and
use underlying artifacts for forgery detection. These artifacts
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may be detected by several passive detection techniques such
as bispectral analysis, JPEG compression-based methods, etc
[19]-[23]. To avoid forgery detection, the attacker can use
sophisticated manipulation methods, e.g., deepfakes. Details
of the proposed next generation of digital check forgery
methods are outlined in § III-D.

D. ATTACK DESCRIPTION: DIGITAL IMAGE PROCESSING

To generate a tampered image of the check, an attacker
can tamper with one or more of the fields in the authentic
image of the check, ranging from (i) computer-generated
fonts (e.g., account #, routing #, etc.), (ii) handwritten or
typed text (in the payee name and the courtesy-amount and
legal-amount areas), or (iii) the payer’s signature. Let Iél) and

I,(l) denote authentic and digitally tampered/forged images of
the check scan respectively, and i = {1, 2, . .., m} denote the
image blocks comprising the minimum forge-able informa-
tion. Mathematically, the relationship between Ié’) and I,(’) can
be expressed as:

10 = o) (M

where ®{-} represents the tampering process.

A wide range of digital image tampering techniques that
are available to the attacker to generate a tampered image
from the original ranging from simple techniques such as
copy-move, cut-and-paste (or splicing), seam carving, etc.
[20] to sophisticated techniques that can be customized to fit
the content can be modeled using ®{-}. The overall goal of
the digital check forgery is to keep the value of the function
J < p, where p is the threshold and J can be computed as:

_ 1 - () _ 70)2
J=o 2 1 - 17) @)

m
i=1

59491



IEEE Access

H. Malik et al.: Remote Check Truncation Systems: Vulnerability Analysis and Countermeasures

An attacker can take advantage of available advanced digi-
tal image processing and manipulation methods to achieve
his/her objectives. To this end, an attacker can use the
authentic image to construct a dictionary consisting of com-
puter generated fonts, handwriting, and signature templates.
Depending on the completeness of the attackers’ dictionary,
(s)he can then decide how many fields to tamper with to
achieve the desired financial gain. Consider, for example,
Figure 2 where an attacker wants to target the courtesy
amount area 157, (s)he has many options available such as
{175,517,571,715,751}. The selection of a possible mod-
ification can be modeled as a min-max problem, where
an attacker can choose a modification strategy that results
in minimum distortion/artifacts in the forged image while
maximizing the financial gain.

To solve this min-max problem, an attacker can use either
copy-move or block-swapping or both image manipulation
methods to tamper with the legal and courtesy-amount fields.
Next, we briefly discuss commonly used image tampering
techniques:

o Copy-Move Forgery (CMF): In the case of CMF
attack, an attacker can select a block of interest (of an
arbitrary size and shape), I;Sj ), from original image Iéi).
The source block Ia(sj is used to replace the target block
15’1' ), in the original image, by applying a series of image
transformation operations such as bilinear transforma-
tion on the Iésj ). This block-replacing process can be
repeated until a desired tampered image is obtained.
The copy-move-based methods are useful when the
attacker wants to tamper with information in an original
check image. The copy-move-based tampering methods
are robust to countermeasures that rely on inconsisten-
cies due to lighting conditions or camera noise. The
copy-move technique is one of the most common image
tampering methods used today [19], [20]. The reason-
able amount of research activity on this topic [19], [20]
confirms this observation.

o Block-Swapping: In the case of block-swapping attack,
an attacker selects a pair of blocks (of an arbitrary
size and shape), ij) and Iétj), and swaps them. This
block-swapping process can be repeated until a desired
tampered image is obtained. In case of block swapping,
image tamper detection methods that rely on dupli-
cate regions in the test image will be unable to detect
block-swapping based forgeries.

o Cut-and-Paste (or Splicing): In splicing-based tam-
pering, an attacker is assumed to have access to a
set of n images of checks, which he uses to gener-
ate I[(l). The splicing attack is probably more common
than copy-move and block-swapping attacks, because it
allows creation of images with a very different content.
The extensive research activity on this topic [19], [20]
confirms this claim.

« Advanced Image Processing and Machine Learning
Based Methods: What if an attacker has access to
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multiple copies of the checks issued by the same payer?
The attacker can take advantage of advanced image
processing, and machine learning methods to create the
most powerful attack. More specifically, let us assume
that an attacker has access to multiple checks (e.g. a set
of K sample images issued by the same payer); an
attacker then can take advantage of image inpainting
methods for check washing; and apply sequential mod-
els such as recurrent neural networks (RNN), long-term
short-term memory (LTSTM), etc. to learn payer’s hand-
writing; to generate a “‘fake” check-image, ;. Shown in
Figure 4 is a conceptual block diagram of digital check
washing and forged check generation using advanced
image processing, and machine learning methods for
synthetic check-image generation.

An attacker can take advantage of these attacks to alter
the digital image of the check. Specifically, the attacker
can use the aforementioned attacks to tamper with var-
ious fields in the digital image of the check, including
payee name, courtesy amount, legal amount, signature, date,
check number, and routing number. For instance, legal-
and courtesy-amount field alterations can be achieved
using cut-and-paste, copy-move, or block swapping attacks.
Legal- and courtesy-amount alteration also requires a
moderate-to-advanced image processing skill level and a
moderate-to-complex difficulty level.

Similarly, the payee name field can also be tampered
with. Here an attacker can use a dictionary consisting of
handwriting templates to insert a desired name. To achieve
this goal, an attacker can take advantage of common image
tampering methods, e.g., copy-move, block-swapping, cut-
and-paste, etc., to tamper with the payee name field. For
example, in the case of copy-move based tampering, the
attacker first erodes the payee name and obtains a forged
check by printing the desired payee name using templates
from the attackers’ dictionary.

An attacker can also tamper with computer generated
fonts in the authentic image of the check, that is, check #,
count #, routing #, etc. For such forgeries, an attacker can
use any one the available simple image tampering tech-
niques to obtain a forged check. This is a relatively sim-
ple attack compared with the payee name or legal- and
courtesy-amount attack. To generate a forged check by alter-
ing the computer-generated fonts, an attacker first decides
how many numerals need to be modified in the resulting
forged check, then selects a template from the dictionary
containing a numeral from the required combination and
replaces it, and repeats this process until a desired check
number sequence is obtained.

To tamper with the payers’ signature, the attacker can take
advantage of advanced image processing techniques such as
image morphology to extract a signature template from the
original check(s). Once the attacker has an access to the
payer’s signature, any of the image tampering techniques
discussed above may be used to obtain a forged check. This
forgery is very hard to detect using the existing image tamper
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FIGURE 4. A conceptual block diagram of digital check washing and forged check generation using advanced image processing,

machine learning, and computer graphic methods.

detection methods [19], [20]. The payer signature tampering
would require a moderate-to-complex image processing skill
level and a moderate-to-complex difficulty level. Moreover,
the attacker can also use synthetic signature generation tech-
niques to automatically render the payer’s signature.

« Signature/Handwriting Synthesis: Synthetic signature
generation techniques model the human’s cognitive
and neuromotor behaviors (i.e. the neuromuscular pro-
cess) to imitate the handwriting [25]. Through signature
image analysis, these methods also perform the mapping
of several signature components i.e. pen ups, short and
long strokes, pen velocities, character variability, tilt,
and force ranges to effectively generate the pen traces
[26]. To achieve this, signature morphology is performed
as a first step to capture the connected and disconnected
components of the signature. Afterwards the letter rep-
resentation and connectivity is defined by overlaying
hexagonal grids over the signature. The definition also
reveals the stroke profile and pen up information through
the non-connecting letters and word endings. After-
wards, the impulse finite filters, i.e. Kaiser filters, are
applied and analyzed through probability density func-
tions to obtain the trajectory’s velocity information and
generate the static image of the signature by further
applying ink-deposition models [25].

A similar approach can be used for handwriting synthe-
sis due to the fact that handwriting and signatures have
overlapping attributes.

« Attack on Signature Verification: The digital check
verification system considers the signature verification
as a standalone activity and in contrast to other payee
information extraction exempts the signatures from the
OCR processing that is merely attributed to the vari-
able representation of the letters. The signature verifi-
cation process usually comprises the following steps:
preprocessing, feature extraction, and classification of
the signatures through machine learning-based models
as forged or original [27]. However, the attacker can
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delude the check verification system into rejecting the
original signatures and accepting the forged one. For
this, the attacker can attack any component of the pay-
ers’ signature verification pipeline: [28]. For instance,
the attack can be induced at the preprocessing phase,
which comprises the following steps: signature extrac-
tion, noise removal, size normalization, signature repre-
sentation, and alignment. To reject the original checks,
the attacker can complicate the signature background by
fusing it with complex textures hence, making the signa-
ture extraction difficult or incorrect. The incorrect signa-
ture extraction results in incorrect feature extraction, and
consequently the classification system will misclassify.
The purpose of this attack could be to borrow more time
to ensure that the forged check occurs prior to that of the
original check.

Attack by Overcoming the Fake-Signature Vulnera-
bilities: The synthetic signature generation techniques
that consider neuromotor behaviors e.g. pen ups, varia-
tion in pen velocities during short and long strokes etc.,
generate forged signatures that are difficult to detect.
In contrast, human counterfeiters are unable to perfectly
apply all these principles, and therefore the probability
is high that the signature verification system will detect
those signatures as forged. The primary drawbacks occur
in the form of the non-smooth trajectories due to tremor,
deviation of the salient points, and high variance of the
stroke velocities. However, the existing vulnerabilities
in manually forged signatures can also be addressed
by applying neuromotor principles to launch an attack
that has a high probability of success. For instance, the
tremor that results in non-smooth trajectories can be
overcome through linear interpolation and by applying a
low-pass filter, i.e., the FIR filter [28]. The salient points
of the original signatures can be estimated through a
salient-point estimator [29] that defines the curvature
of each salient point at different scales and returns a
curvature matrix. Afterward, the salient points of the
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FIGURE 5. Block diagram of the proposed digital check washing and forged check generation framework.

forged trajectory are computed and normalized through
the curvature matrix of the original signatures [28],
which consequently returns a velocity profile the same
as of the genuine signature. The reconstructed signatures
will now have a higher probability to deceive the check
verification system.

« Digital Check Washing: Digital check images are vul-
nerable to the check washing attack. When a check
washing attack is applied on the desired fields e.g. payee
name, legal and courtesy amount etc., it generates the
empty fields by removing only the hand-written text
that can be regenerated through handwriting synthesis
in terms of the payer’s handwriting. For digital check
washing, image inpainting methods e.g., [30], [31], can
be applied. However, the major limitation of the image
inpaiting methods is that they demand that the masked
information of the regions be washed out, whereas in
real scenarios, this information is not always available.
However, through deep learning based image inpainting
methods e.g., [32], this limitation can be very easily
addressed. For instance, the CNN models proposed for
segmentation e.g., [33], can be trained on the ground
truth inpainted images with ground truth text informa-
tion available to segment the regions of interest i.e.,
the handwritten text that needs to be washed out [32].
The CNN returns the output in the form of the region
proposals that can be used as masks required by the
image inpainting methods. The image inpainting meth-
ods employ region-filling approaches by acquiring the
intensity information from neighboring pixels [34].
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Once the digital checks are washed out, the new infor-

mation can be generated by applying the handwriting

synthesis approaches discussed earlier.
As digitally generated forged images do not leave any traces
in the forged image, this forgery therefore is very hard to
detect using the existing image tamper detection methods
[19], [20]. Shown in Figure 5 is the proposed framework
that enables the attacker to achieve his/her objectives, that is,
tamper the desired region in the digital image of the check
and avoid detection. The proposed forged check generation
system enables an attacker to systematically alter the desired
field(s) of interest, including payee name, courtesy amount,
legal amount, date, check number, and routing number. The
content of the target field(s) can be either handwritten or
printed text. Moreover, the proposed forged check generation
system also enables an attacker to generate a forged check
from scratch. The next section provides a brief description
of the proposed forged check generation system and outlines
details of various attack vectors that can be implemented
using the proposed system.

E. DETAILED DESCRIPTION OF THE FORGED CHECK
GENERATION SYSTEM

The input to the proposed forged check generation framework
is a digital image, I;, (acquired using an imaging device, e.g.,
a digital camera) of the original paper check and attacker
provided attack vector specifications. These specifications
include the target fields to be altered, the type of alterations,
the postprocessing method (to hide traces of modification),
and so on. For example, the attacker can target various check
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fields including the courtesy amount of “30.00” (in the
courtesy amount field) and the Legal amount of “Thirty &
00/100” (in the legal amount field) in the original input
image, I,. To achieve this goal, the attacker specification will
include altering Courtesy Amount from “30.00” to ““130.00”
and likewise, legal amount field alteration from “Thirty &
00/100” to ““One Hundred Thirty & 00/100.” The output
of the forged check generation system is a digitally tam-
pered/altered image, I;.

o Field Demarcation and Field Selection (FDFS) Unit:
The FDFS unit processes the input image, 1, and demar-
cates the boundaries of the target check fields. The
digital image of the check and the user/attacker pro-
vided specifications are inputs to this unit, whereas the
selected fields are the outputs. It allows the user to enter
target field specifications through a graphical user inter-
face. This unit is also capable of automatically detecting
field demarcations, which is similar to the automatic
check reading system outlined in [35].

o Handwriting/Text Processing (HTP) Unit: The
selected fields from the FDFS unit are applied as input
to the HTP unit. The main task of this unit is to analyze
the selected check field(s) for text extraction, modeling
of handwriting style, and dictionary construction from
handwriting and standard font templates. The HTP unit
can be further divided into three processing subunits:
(1) handwriting/text extraction subunit, (2) handwriting
modeling subunit, and (3) dictionary construction sub-
unit. Details of these three subunits are provided in the
following:

1) Handwriting/Text Extraction (HTE) Subunit:
The output of FDFS unit and the attacker spec-
ification are input into this subunit. It analyzes
the selected fields for text extraction. Specifi-
cally, for text extraction it relies on methods based
on digital image morphology [36]. For example,
a series of dilation and erosion operations along
with user/attacker feedback are used for handwrit-
ing/text extraction. Extracted text or handwriting is
the output of this subunit.

2) Handwriting Modeling (HM) Subunit: This sub-
unit is used for handwritten checks. If the check
is handwritten then the output of the HTE subunit
is applied as input to this subunit. For handwrit-
ten fields such as the payee name, date, courtesy
amount, and legal amount fields that provide use-
ful information related to handwriting style, learn-
ing the handwriting style can help an attacker to
bypass an eventual handwriting verification sys-
tem. To this end, this subunit aims to model the
handwriting extracted from the input check image
using active shape modeling as discussed in [37].
The output of this subunit is a handwriting model
that can be use to print fake check with victim’s
handwriting.
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3) Dictionary Construction (DC) Subunit: The
output of the HTE unit is also applied at the
input of this subunit. It processes the extracted
text/handwriting from the selected fields to extract
a template for each character. The motivation
behind selecting character templates is using them
for forged or fake check generation. Specifically,
a series of image processing operations—dynamic
segmentation, slant correction, size normalization,
and thickness normalization are used for template
generation [35]. The character templates used for
dictionary construction for each victim and check
type are stored in a database that can be used for
forged or fake check generation.

o Check-Background Generation (CBG) Unit: Selected

fields are applied at the input of this unit. It uses seg-
ments of the selected field and a digital copy of the
input check to estimate the background of the check.
Specifically, it “digitally washes the input check” by
interpolating the pixels corresponding to the extracted
text and filling them with values similar to the surround-
ing background. The check background generation task
can be executed with varying levels of sophistication,
for instance, by using background check images stored
in the database and using advanced image processing
methods to match the washed pixels in the target field
area(s) with the check background [38]-[40]. The recent
advances in artificial intelligence and super-resolution
image processing methods are expected to provide
attackers even more power to execute such tasks.

Text Generation and Placement (TGP) Unit: The
main functions of the TGP unit include generation and
placement of new text in the target fields of the tam-
pered check. Outputs of the HTE, HM, and DC subunits
are applied at the input of this unit. It can be used
to generate and place new text. Specifically, the TGP
unit will rely on the DC subunit, which contains tem-
plates of victim’s checks, for writing text/handwriting
in the target fields using template-based active shape
modeling as discussed in [37]. The goal of this unit is
to ensure consistency of the handwriting and fonts in
the tampered check with the original check. Moreover,
image-processing operations, including resizing, rota-
tion, and spacing can also be used to achieve goals of
the TGP unit.

Check Background Templates and Character
Database (CBTCD) Unit: The CBTCD stores the
estimated check background templates, check-issuer
specific handwriting styles, models, and handwriting
word- and character-level dictionaries. During the pro-
posed forged check generation processing, the TGP
and FCG units request that the CBTCD unit provide
information not readily available from the input image
of the check, such as character templates and check
backgrounds.
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TABLE 2. Forgeries and their realizations using the proposed forged
check generation system.

Forgery Type Processing Units/Subunits Involved

Date FDFS — HTP(HTE & DC)— TGP — CBG — FCG

Legal- & Courtesy-amount | FDFS — HTP (HTE, HM, DC)— TGP — CBG — FCG

Payee Name FDFS — HTP (HTE, HM, DC)— TGP — CBG — FCG
Signature FDFS — HTP (HTE & DC)— TGP — CBG — FCG
Check # FDFS — HTP(HTE & DC)— TGP — CBG — FCG

Fake Check Generation HTP (DC)— TGP — CBG — FCG

o Tampered Check Generation and Post-processing
(FCG) Unit: The task of the FCG unit is to sup-
press tampering artifacts, e.g., text or field boundary
imperfections. The FCG unit enables the attacker to
select one or more post-processing operations from the
available options. It is worth highlighting that some
post-processing operations, such as linear filtering and
nonlinear smoothing do leave statistical artifacts [24] in
the resulting forged check image. To get around such
issues, an attacker can take advantage of anti-forensics
methods as discussed in [24].

1) Attack Vector(S) Implementation Using the Proposed
Forged Check Generation Framework: The proposed frame-
work enables an attacker to craft a wide array of attack
vectors, ranging from simple modifications in the target field
to sophisticated tampering, including generating a fake check
based on attacker inputs. The proposed framework in Figure 5
enables an attacker to realize all known and future attacks
on digital checks. Specifically, the proposed forged check
generation system (shown in Figure 5) enables an attacker to
alter one or more fields in the digital image of the check.

Moreover, with the database of check backgrounds,
character templates, and learned models of handwrit-
ing, which can be populated over time, coupled with
advances in artificial intelligence methods, computer graph-
ics tools, and post-processing techniques that aim to bypass
counter-forensic functionalities, more sophisticated forgery
attacks are possible. It is import to highlight that the proposed
proposed forged check generation system (shown in Figure 5)
is fully capable of generating a fake check from scratch. Gen-
erating ““fake” checks without using an actual paper check
is not science fiction anymore.? Listed in Table 2 are some
common forgeries/attack vectors targeting one or more of the
check fields including payee name, courtesy amount, legal
amount, date, check number, routing number, or generating

2The Reality-Distorting Tools Of The Future - URL:
https://www.sciencefriday.com/segments/the-reality-distorting-tools-of-
the-future/
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a fake check and the realization of these attack vectors using
the proposed forged check generation system.

IV. DIGITAL CHECK FORGERY ATTACK:
IMPLEMENTATION

This section provides an overview of the implementation
of an instance of the proposed forged check generation
system for three client remote check deposit systems for
the Android platform. The implementation of each instance
requires library instrumentation to provide access to a digital
image of the check acquired by the mobile remote check
deposit system for modification and a library for digital check
tampering. The instrumented library also enables the attacker
to inject a tampered check to the server for clearance. Details
of both the library instrumentation and digital check tamper-
ing are provided next.

A. LIBRARY INSTRUMENTATION

The aim of library instrumentation is to achieve a transparent
interposition between the point of the digital check image
acquisition and the point where digital check image is sent
over the network to a financial institution for check clearance.
The instrumentation described here is Android-specific, but
similar instrumentation can be applied to other implementa-
tions of mobile remote check deposit and clearing systems.
More specifically, it includes:

1) Software modification with the aim to analyze the com-
munications between the different application compo-
nents

2) Identification of the interposition points to extract orig-
inal digital images and inject forged images

3) Implementation of the original digital image extraction
and injection of forged check operations

It is important to highlight at this point that the bank applica-
tions are deliberately treated as black boxes due to the follow-
ing reasons: First, we wanted to demonstrate the generality
of the proposed attack vector and make it application inde-
pendent. Second, the end user licence agreements (EULASs)
of those applications specifically prohibit decompilation or
modification of the binary or source code.

Shown in Figure 6.a is the original software stack for
the camera subsystem. It is important to highlight that the
mobile remote check deposit and clearing system in Android
lies entirely inside the device and includes the full software
and hardware stack from the camera hardware to the bank
application. It can be noted from Figure 6.a that the bank
applications rely on the camera and network APIs during a
check transaction.

In Android, the camera subsystem is implemented in the
Java android.hardware.camera package and related
C/C++ code residing in the lower layers, while the network
APIs are implemented by several libraries, among which is
the Java Apache HttpClient library. To capture the operations
during a check deposit transaction, we introduced DEBUG
output messages at several key points inside these libraries.
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FIGURE 6. The original and modified camera subsystems.

Each message prints out the line of the source code that is
being executed as well as the stack trace at that point. The
objective of these instrumentations is to gain a clear under-
standing of how these libraries interact with the applications
at each step of the check deposit transaction.

To acquire a digital image of the paper check, an applica-
tion issues a request to the class android.hardware.
camera.Camera. Inside this class, another private class is
responsible for handling callbacks and ultimately forwarding
the (JPEG) image data to the application inside an array of
bytes. Next, the application processes the image and sends
it to the network APIs to be delivered to the bank servers.
Further instrumentation of the Camera and HttpClient classes
allowed us to extract the original images being delivered to
the bank applications and the processed images being sent
over the network.

This analysis suggests following two alternatives for the
altered digital image injection point:

1) In the camera subsystem before the image is received

and processed by the application

2) In the network subsystem, after the image is received
and processed by the application and before it is
encrypted and sent over the network

The latter alternative, however, poses a greater risk, since
it may interfere with eventual image processing inside the
application. In addition, not all applications use the Apache
HttpClient library. Therefore, we chose to instrument the
camera subsystem for injecting the forged image. The result-
ing system is depicted in Figure 6.b using dashed arrows.

The proposed instrumentation provides following three
different modes of operation for the Camera subsystem:

1) Image saving mode, where a copy of the image data
is saved as a JPEG file on local storage and the image
data are forwarded to the application,

2) Image injection mode, where the image data are
retrieved from a file on local storage rather than from
the underlying layers,
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(b) Modified Software Stack

3) Regular mode, which is the original mode of the cam-
era subsystem, where the image data are forwarded to
the applications that use the camera.

These modes can be enabled/disabled using a simple con-

figuration file saved on the local storage of the smartphone.

We seek to minimize the impact of the instrumentation,

that is, to introduce as few disturbances as possible into the
data received by those applications, which is achieved by not
interfering with the applications’ operations. For instance,
since the applications request JPEG data rather than RAW
data, it was therefore decided not to change the option to
RAW. In fact, even though the RAW data returned by the
camera may provide the original dataset on which to perform
the forgery, a subsequent JPEG compression is still needed to
pass the modified image to the application. It is important to
know quantization parameters, as these parameters are used
for compression by the camera, and the subsequent compres-
sion (done by the proposed framework) may be different from
that performed by the camera, thus potentially disturbing the
data.

B. DIGITAL CHECK MODIFICATION
For proof-of-concept implementation of the proposed attack
model, a simple digital check forgery (due to the sensitivity of
the experiments) was introduced by tampering only the legal-
and courtesy-amount fields of the digital check image. This
digital check forgery was implemented in the MATLAB envi-
ronment. Our implementation of the framework units FDF'S,
HTP, TGP, and FCG is described in § III-D. To assist the
attacker in interacting with subunits of the proposed forged
check generation system, e.g., FDFS, HTE, and CBG units,
a graphical user interface (GUI) was also developed. The GUI
visualizes the check and allows the user to provide an input
vector consisting of the locations of the target fields and the
post-processing method to be used along with its parameters.
More specifically, starting from the original check
(Figure 7.a), the user-input-driven FDFS unit selects the
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two fields (e.g., legal- and courtesy-amount fields shown in
Figure 7.b). The output of the FDFS unit is applied to the
input of the HTP unit, which applies background subtraction
and relative thresholding to identify the handwritten text in
those fields (Figure 7.c). The developed GU for the HTE
subunit allows the user to select portions of the target field(s),
decompose the field text into individual characters and use
them to build a character dictionary of the text in the selected
fields. Next, for each targeted field, the user-assisted TGP
unit sequentially selects the desired set of characters from
the dictionary and places them in the selected field (see
Figure 7.e).

To achieve check tampering, each targeted check field is
selected, analyzed and processed by the CBG unit, which
“digitally washes” the selected field by replacing the origi-
nal text/handwriting with the desired text/handwriting (e.g.,
Figure 7.d). The FCG unit then merges the background
image with the output of the TGP unit to obtain the final
image (Figure 7.f). The post-processing unit processes the
tampered check with the objective of minimizing artifacts
resulting due to the image modification. An averaging filter
of 3 x 3 pixels is used to obtain the tampered check image
after post-processing. Finally, the post-processing step uses
Exiftool [41] to copy and update as necessary the JPEG Exif
metadata from the original file into the forged check image.
For instance, the creation timestamp is modified to coincide
with the injection time rather than with the capture time.

V. EXPERIMENTAL SETTING AND PERFORMANCE
EVALUATION
1) EXPERIMENTAL SETUP
A Samsung Galaxy Nexus smartphone with Android 4.1.2
(Jelly Bean) OS running on it was used for experiments.
We highlight at this point that, since the software running on
Android devices is the same for all the devices, this attack will
work with other devices as well. In fact, in preliminary exper-
iments with another device (Samsung Galaxy S2), we were
able to replicate the different steps of the attack, stopping at
the final submission.

The Android source files were downloaded from the offi-
cial Google Android repos [42], and those implementing the
camera and network APIs were modified as described in
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Section IV-A. Finally, to gain root access a userdebug build
was flashed into the target smartphone.

To demonstrate the effectiveness of the proposed attack
methodology, three major Android banking applications were
selected. The selected applications are being used by millions
of people. Selection of these applications was partly moti-
vated by the sensitive nature of the attacks, which involved
using our own accounts in those banks, and by the availability
of the remote check transactions functionality in the Apps.
In fact, not every banking application offered this functional-
ity at the time of the experiments.

2) BANKING APPLICATIONS DESCRIPTION

After a user logs in, each application presents a screen with
the check and instructs the user to take pictures of its front
and back. Next, the user is required to select the account #
where the check must be deposited, type in the amount, and
finally submit the check. Up to the final submission step, the
transaction may be canceled at any time by the user. Using
the network APIs, the application transmits the two images
and the data submitted by the user to the server. On the server
side, optical character recognition (OCR) software is used on
the check’s areas of interest and a confirmation message is
sent back to the user.

3) PRELIMINARY EXPERIMENTS AND ANALYSIS
Before launching the actual attacks, several preliminary
experiments were performed to gain an understanding of:

1) The properties of the images captured by the camera
and of those sent to the server as well as applications’
features

2) The server-side operations, in particular tolerance to
errors, picture quality, OCR capabilities, and possible
human involvement in the clearing process

4) IMAGE PROPERTIES AND APPLICATION FEATURES

Using the instrumented libraries, we initiated several transac-
tions with untampered checks, most of which were intention-
ally aborted before the final submission.

The results of these experiments are outlined in Table 3.
The first column of Table 3 represents the bank; the second
represents the JPEG quality, approximate file size, dimen-
sions, and the metadata format of the images (Exif or JFIF)
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TABLE 3. Analysis of captured and transmitted images.

Captured Transmitted
JPEG image quality factor | image size dimensions metadata | image size dimensions metadata | Obfuscated
code
Bank 1 95 700KB 1600 % 1200px Exif 80KB N.A. N.A. No
Bank 2 70 290KB 1600 % 1200px Exif 290KB 1600 % 1200px Exif Yes
Bank 3 30 210KB 1600 1200px Exif 80KB 1600 1125px JFIF Yes

captured by the camera while the third column represents the
same information about the images transmitted to the servers;
and finally, the fourth column shows the applications that
use code obfuscation (discovered by inspection of the stack
traces).

It can be noted from Table 3 that the App for Bank 1 com-
presses the image before sending it to the server, presumably
to save bandwidth. In addition, its Exif metadata are replaced
by JFIF metadata; the App for Bank 3 instead retrieves a low
quality image from the camera from the start. We could not
capture the transmitted images for Bank 3 using our Apache
HTTP instrumentation. However, a total encrypted network
traffic equal to approximately 80 KB per image was observed,
suggesting that the images are sent over the network via
some other mechanism. It was also discovered that OCR is
performed by the mobile remote check deposit App on the
smartphone as well.

The practice of sending low-quality images has important
consequences for the server side’s ability to detect forged
images. In fact, while the regions of interest can still be pro-
cessed successfully by OCR software, the loss of information
in the high frequencies present in low quality JPEG images
makes detection of artifacts introduced by forgeries hard to
achieve. Indeed, pixel values tend to be more uniform across
larger regions giving original images blocky features.

5) SERVER-SIDE OCR DECODING

Two experiments were designed to investigate server-side
OCR decoding. The goal of first experiment was to determine
the response of the server-side OCR decoding system in the
presence of a mismatch between the user-entered amount and
the automatically detected amount from the digital image of
the check using OCR. To achieve this goal, we entered a
different amount from the one written on the check that was
entered during the user interaction step. It was observed from
this experiment that the server-side OCR recognizes the mis-
match and prompts the user to enter the correct amount again.
If a different amount is entered again, the server temporarily
accepts the amount entered by the user. Ultimately, however,
the amount written on the check is deposited in the user’s
account. Findings of this experiment suggest that no OCR
is being performed on the client side and that in the case of
a disagreement between the amount entered by the user and
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the amount recognized by OCR, there is human intervention
in the check clearing system.

The goal of second experiment was to determine the
response of the server-side OCR decoding system in the pres-
ence of a mismatch between the user entered payee name and
automatically detected payee name from the digital image of
the check using OCR. To achieve this goal, intentionally mis-
spelled payee names were written in the handwritten name
portion of the check. It was observed through this exper-
iment that the transaction proceeded without any glitches,
suggesting that OCR is not performed on the handwritten
name portion of the check.

The results of these two experiments suggest that the
check-clearing system is configured to be tolerant towards
errors, to the advantage of attackers.

Moreover, the wide variety of checks, lighting conditions
in which pictures may be taken, and cameras justifies why it is
difficult to set strict parameters for picture quality and JPEG
characteristics on the server-side for check clearing system.

A. PERFORMANCE EVALUATION OF THE DIGITAL CHECK
FORGERY ATTACK

To determine the effectiveness of the proposed digital check
forgery attack, three checks with small amounts were tam-
pered and injected into each selected application. During
tampering characters of the original check were reused as
outlined in Table 4 and described in § IV. In these experi-
ments, the payer and the payee were the same person and the
accounts were different accounts of that person with different
banks or within the same bank. The tampered checks injected
into the three applications were cleared without glitches
within a business day.

By connecting the phone to a computer before a check
transaction and switching among the different modes of oper-
ation described in the implementation section, the attack
proceeds as follows.

o Acquisition: The camera subsystem is set in the image
saving mode. The banking application for mobile remote
check deposit is launched and a picture of the check
front is acquired. The byte array with the image data and
metadata is saved as a file on the local file system, along
with being forwarded to the application. At this point,
the transaction is canceled to avoid sending the original
image to the server.
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« Digital forgery: The saved image is copied from the
smartphone using adb and, the procedure described
in Section IV-A: Library Instrumentation. The copied
image is then tampered in the forged check generation
library in the Matlab environment. The tampered check
is then pushed back onto the local file system of the
smartphone.

o Injection: The camera subsystem is then placed in
image injection mode.The banking application for
mobile remote check deposit is launched and a picture of
the check front is acquired again. The tampered image
is loaded from the local file system as a byte array,
which is forwarded to the application, while the byte
array corresponding to the real image is blocked. Next,
the camera subsystem is placed in regular mode and the
picture of the check back is taken.

« Forged check submission: Finally, the images are sub-
mitted to the server.

This attack takes approximately ten minutes, most of which
are spent by the user in pushing and pulling the image
from the smart-phone and in providing input specifications
to the Digital Forgery Library developed in the Matlab
environment.

In our experiments, the percentage of the pixels altered was
on average equal to 0.43% of the total number of pixels.

It was noted that due to the sensitive nature of the evalu-
ation, the nature of various experiments we conducted were
“lightweight” and our results have to be read in that light.
More experiments and different forgeries are technically pos-
sible (forging account numbers, creating checks from scratch,
using larger amounts) but have not been tested against any
possible mitigation strategies currently employed by the
banks due to their sensitive nature. More such experiments
need to be done in collaboration with the banks to study the
feasibility of these advanced attacks.

After successfully attacking the mRCD systems of the
selected banks, we contacted the targeted banks, shared our
findings and provided them with an earlier draft of this paper,
nearly 5 months before submission of the conference version
of this paper. The banks have acknowledged the problem of
digital forgery and are actively working to design counter-
measures. We also shared our preliminary ideas regarding
countermeasures, which we discuss below.

VI. COUNTERMEASURES TO DIGITAL CHECK FORGERIES
Digital image forensic analysis methods can also be used for
integrity verification of the digital image of the deposited
check. Several techniques have been proposed for detecting
forgeries in digital images [19], [20], [43]-[53]. The existing
state of the art on image forensics [19], [20] relies on detect-
ing inconsistencies in the statistical and geometric features of
the input images to determine their authenticity.

Existing digital image forensic analysis techniques [19],
[20] can be used to detect a wide range of forgeries including
image cloning [43]-[45], image splicing [46]-[48], resam-
pling [49]-[51], copy-move attack [52], [53] and so on. These
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techniques rely on resampling artifacts [49]-[51], color filter
array (CFA) irregularities, lens aberrations and light incon-
sistencies [54]-[60] for forgery detection. A brief overview
of existing image forensics techniques and their limitations
in terms of the proposed attack model are discussed in the
following.

« Digital camera fingerprinting: It has been shown in

recent works [19], [20], [61]-[66], [68]-[71] that dig-
ital imaging sensors (e.g., CMOS sensors) leave arti-
facts (also known as photo response non-uniformity
noise (PRUN) or camera noise) in the acquired pixel
values. It has been demonstrated that camera noise is
unique [19], [20], [61]-[71]; therefore, it can be used for
camera fingerprinting. The PRUN-based fingerprint of
an imaging device can be used for integrity verification
of the digital image of the deposited check. To achieve
this goal, the check-clearing server needs to extract
the device imaging sensor fingerprint and compare it
with the reference fingerprint. Estimating the reference
fingerprint for each smartphone/check deposit system
is a challenging task, which can be achieved by forc-
ing each remote check deposit system to send a set of
uncompressed images to the check-clearing server, for
instance, by taking each a set of pictures and sending
them when a check truncation application is first started.
The check-clearing server can use these images for ref-
erence fingerprint estimation.
One of the limitations of this countermeasure is that
it can be defeated if an attacker transmit an initial set
of images carrying the same fingerprint as the forged
images to be used for a future attack. The effectiveness
of these methods is therefore limited, as the reference
camera noise fingerprint needed for integrity verifica-
tion can be easily bypassed by using a ““‘one-time”” image
acquisition device.

o Color-filter array (CFA) estimation: Modern digital
cameras employ only a single color sensor at each pixel
location, that is, for each pixel location only one color
(red, green or blue) is measured directly instead of all
three colors. A color filter array (CFA) is then used
to interpolate the missing color samples to achieve a
pixel-level three-channel color image. As a result, only
one third of the samples in a color image are measured
directly by the camera sensors and the remaining two
thirds are estimated through using an interpolation pro-
cess. The CFA interpolation process introduces specific
correlations which are likely to be destroyed in the tam-
pered image that can be used for forgery detection [19],
[20], [44], [72]-[74].

To test the effectiveness of these methods on forged
check images, we applied three existing CFA-based
image forgery detection methods [72]-[74] on the check
images that were sent to the servers and noted that these
methods failed to detect any forgery in those images.
In fact, these forged checks were obtained through
tampering followed by lossy compression; therefore,
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TABLE 4. Attack results.

Preliminary Experiment Forgery Type Outcome
Bank 1 Wrong Amount/names Block Swapping Attack(Amount and Name Fields) | Successful
Bank 2 Wrong Amount Block Swapping Attack(Amount Fields) Successful
Bank 3 Wrong Amount Block Swapping Attack(Amount Fields) Successful

lossy compression artifacts suppress CFA interpolation
artifacts contributing to poor performance for these
methods.

o Copy-evident images: Copy-paste attacks introduce
characteristic artifacts and distortions in the resulting
JPEG files that are invisible to the naked eye but become
visible when test images are recompressed under certain
conditions [18]-[20], [75]. In regard to the check forgery
detection problem, the signature artifacts need to be
inserted before an attacker extracts the image. This goal
can be achieved through camera hardware. Moreover,
JPEG quantization tables verifiable on the server side
can also be used to limit an attacker’s ability to manipu-
late digital images. The proposed server-approved quan-
tization table-based countermeasure has the potential to
significantly reduce an attacker’s chances of success.
Check-forgery Detecting using Existing State of the
Art: This experiment aims to evaluate performance of
existing image forgery detecting detection approaches
for check forgery detection. To this end, we have only
considered the copy-paste attack vector. The motiva-
tion behind considering copy-paste attack is that it is
the most common attack and can easily be applied
over digital check-images. Existing copy-paste forgery
detection (CPFD) methods [52], [53], [76] can be used
to detect such forgeries. In order to validate the per-
formance of the CPFD approaches for digital checks,
we have copied different image regions in the orig-
inal digital checks to modify the legal and courtesy
amounts. A set of tampered check images are then
analyzed using the DCT-based CPFD approach as pro-
posed in [76]. CPFD method by Huang et. al. [76]
computes texture features through DCT transform to
capture traces of copy-paste attack. The homogeneous
regions in terms of feature distance are then identified
as duplicated regions. The DCT-based methods are the
simplest texture representation methods and has their
own limitations in terms of dealing with post processing
operations over the forged regions, i.e., rotation, and
flipping. However, as the region rotation, and flipping
is not a common choice in check forgery attacks, there-
fore, these approaches are equally effective for check
forgery attack detection. Shown in Figure 8, are the
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forged versions of the digital checks, and when we
applied the DCT-based CPFD approach over the forged
checks, it successfully identified the duplicated regions
by computing the region similarity through the euclidean
distance, and lexicographic sorting of the check regions
[76]. One of the limitation of these approaches is that
these approaches become ineffective when tampered
regions are very small as compared to the total image
size.

o JPEG re-compression: Many research efforts have
been focused on characterizing, modeling, and extract-
ing distortions due to double JPEG compression
[14]-[17], [19], [20], [75], [77]. The digital image
forensics community has proposed several tech-
niques to capture traces of double JPEG compression
[14]-[17], [19], [20], [75], [77]. Tt is important to
highlight that existence of double compression artifacts
alone is an insufficient condition to claim the presence
of forgery. This is due to the fact that through our
experiments it has been noted that existing mRCD apps
do recompress check images before transmitting them to
the check-clearing server. Furthermore, recent research
efforts in the area of anti-forensics indicates that some of
the double JPEG compression detection techniques can
be defeated [78]. To address the limitations of existing
image forgery detection approaches, an expert system
based detection system is proposed here(see Fig. 9).

In evaluating these techniques against the image forgery
methods devised in the Section III, it was observed that these
methods are forgery specific, that is, a single method cannot
be used to detect all possible check forgeries discussed in
§ III-D. For example, the camera fingerprinting method is
not applicable if forged checks are deposited using differ-
ent devices; similarly, demosaicing or CFA estimation-based
methods are ineffective when images undergo a lossy com-
pression, since the compression artifacts suppress the CFA
interpolation artifacts.

To leverage the strength of different techniques, we pro-
pose an expert system-based forgery detection system con-
sisting of N independent agents, where N is the number
of forgery types that the proposed system can detect and
agent; is designed to detect forgery type i. The decisions from
all agents are fused to determine whether a check image is
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FIGURE 9. Shown is the block diagram of the proposed expert
system-based forgery detector.

authentic or not. A conceptual block diagram of this proposed
expert system-based framework is shown in Figure 9.

A. EXPERT SYSTEM-BASED DETECTOR FOR DIGITALLY
FORGED CHECKS

This section provides an overview of the implementation
details of the proposed expert system-based forgery detection
system and its performance evaluation on real-world forged
check images.

1) MULTI-AGENT-BASED DETECTOR: IMPLEMENTATION

The proposed expert system-based detector consisting of
three agents is depicted in Figure 10. In particular, Agent-1
uses camera fingerprinting, Agent-2 uses local noise variance
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(b)

(d)

FIGURE 8. Copy move forgery detection. (a) and (b) are forged check images, whereas (c) and (d) are corresponding detected forged regions.

in the estimated CFA, and Agent-3 uses double JPEG com-
pression artifacts for forgery detection. The decisions from
these agents are then considered and weighed together in an
OR-logic decision fusion unit.

Next, we provide the implementation details of each agent
and the evaluation of our system in detecting forged checks.

o Agent-1: Camera Fingerprint-based Forgery
Detector: Imaging sensors leave their characteristic fin-
gerprint, also known as photo-response non-uniformity
(PRNU) noise, in the images/video taken through them.
The sensor PRNU noise can be used for various forensic
tasks, including linking an image to a specific camera,
integrity verification, copy-paste detection, and so on.
For implementation and performance evaluation, the
reference PRNU noise for each camera is estimated
by averaging the noise obtained from multiple images
using a denoising filter. Next, the reference PRNU noise
and the noise residual extracted from the test image
is used to link the image to a specific camera using a
correlation detector. For forgery detection, Agent-1 uses
local correlation between the reference PRNU noise and
noise residual extracted from the test image. To realize
Agent-1, we use an existing Matlab implementation of
this method [61]-[69], [71].> This implementation is
used with default settings on all three forged and corre-
sponding original checks, whereas the reference PRNU
noise template is estimated from the original check.

o Agent-2: Modified CFA-based Forgery Detector:
This detection method uses disturbance in the

3 http://dde.binghamton.edu/download/camera_fingerprint/
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FIGURE 10. Block diagram of a three-agent-based forgery detector.

correlations due to CFA interpolation. To achieve this
goal, the proposed method first estimates the CFA from
the test image. This estimated CFA, is next used to
estimate the local noise variance for each color channel.
Using this method, we observe that the forged writings
on the check image start disappearing relatively sooner
than the tampered ones. More specifically, threshold
filtering is applied on the estimated noise variance for
forgery detection.

The proposed modified CFA-based forgery detection
method consists of three processing units: (i) CFA esti-
mator, (ii) local noise variance estimator, and (iii) thresh-
old filtering-based forgery detector. The conceptual
block diagram of the proposed modified CFA-based
method is shown in Figure 11.

1) CFA Estimator: Various methods have been
proposed to estimate CFA [44], [72], [73].
In our implementation we use the cycle-spinning
(CS)-based CFA method proposed in [74]. This
method was selected due to its better performance
compared with the other methods. In particular,
in our system, we employ a Matlab implementa-
tion of the CS-based CFA estimation (downloaded
from [74]). Next, we use each color channel of the
estimated CFA, f°(i, j), ¢ € {r, g, b} for the local
noise variance estimator.

2) Local noise variance estimator: Image tamper-
ing disturbs the local noise structure. In particu-
lar, the variations in local image noise levels can
become telltale evidence that the image has been
tampered. To capture traces of local-noise vari-
ations, the near-constancy property of the kurto-
sis of an image in the band-pass filtered domain
is used [79]. In particular, the estimated CFA
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Agent-2
CFA Based Verification

CFA estimation, local noise
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verification

Agent-3
Post-Processing Artifact
Based Verification

double compression distortion
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f(c)(i, J), for each color channel, is transformed
into the DCT domain. Next, the local variance o
and the kurtosis « for each selected coefficient
(i, j) are computed using rectangular windows sur-
roundings (i, j), ;) as in [48],

C’(%,j) = K2 = l’v% 3)
and
w4 — Apspr + 6ponut — 3uf
u3 —2uapt + ui
h

where u, denotes m”
defined as,

K j) = -3 @)

un-centered moment

1
| €2 k|

Y FGLR(5)

(Zsj)EQ(i.j)

mm(2a,5) =

Here, f(f,j', k) is the response at (i’,]") in the k™
subband of the transformed mask.

Threshold filtering-based forgery detection:
Tampered regions are detected using threshold
filtering of the estimated local noise variances.
To this end, an adaptive set of threshold val-
ues obtained from estimated local noise vari-
ances is used for threshold filtering. In our tests,
we observe that during threshold filtering, hand-
writing disappear uniformly for original checks,
whereas, for a forged checks handwriting dis-
appears non-uniformly. More specifically, during
threshold filtering, forged handwriting start disap-
pearing earlier than the untampered handwriting
(in the same check).

o Agent-3: JPEG Artifacts-based Forgery Detector: To
capture traces of double JPEG compression, Agent-3
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FIGURE 11. Shown is the block diagram of the proposed modified CFA-based forgery detector.
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FIGURE 12. Shown in the first row are the original (left col.) and tampered (right col.) check images used to attack Bank1; and shown in the second and
third rows are the filtered estimated local-noise from these images using the proposed method with threshold values {.26 and.3}; the estimated noise
profile in tampered regions is highlighted using yellow circles and red arrows.

relies on the blind forgery localization in JPEG images
proposed in [75]. This method does not require any prior
information about the location of the manipulated area.
The method uses a unified statistical model to character-

submitted to the banks, and (2) using a larger dataset of forged
images, which were not submitted to the banks due to the sen-
sitive nature of the evaluation. We present them in order next.

o Agent-1: During our experiments, Agent-1 was able to

ize DCT coefficients when double JPEG compression is
applied which is used for the generation of a likelihood
map that shows the probability of each 8 x 8 image block
being doubly compressed.

Agent-3 was realized using a Matlab implementation of
this method # and used with default settings to analyze
all three forged and corresponding original checks.

2) PERFORMANCE EVALUATION: AGENT-LEVEL
To evaluate our system, we have conducted two types
of experiments: (1) using the images that were actually

4http://lesc‘det‘unifi‘it/en/node/ 187
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detect the inconsistencies in all three forged checks.
However, this method has limited applicability since
the reference PRNU for each device must be made
available to the banks. More specifically, the refer-
ence PRNU is estimated from 10 images from the
same cell-phone camera using Matlab code downloaded
from® with default settings. For tamper detection, the
PRNU is estimated from the input check image using the
default settings of Goljan et al.’s algorithm [61]-[66],
[71]. Block-level correlation is then computed between

5http://dde.binghamton.edu/download/camera_fingerprint/
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FIGURE 13. Shown in the first row are the original (left col.) and tampered (right col.) check images used to attack Bank2; and shown in the second and
third rows are the filtered estimated local noise from these images using the proposed method with threshold values {.26 and.3}; estimated noise profile
in the tampered regions is highlighted using yellow circles and red arrows.

the reference PRNU and the estimated PRNU from the
test image, which is used for forgery detection. It has
been observed that for forged blocks the normalized cor-
relation value was less than 0.5, and for original blocks
this value was grater than 0.8. With the threshold value
of 0.6, Agent-1 was able to detect all forged checks.

o Agent-2: To evaluate the thresholded approach of
Agent-2, binary images thresholded for =t =
{0.24, .25,.--,0.3} x min(L,) are shown in
Figures 12— 14. It can be observed from Figures 12 - 14
that for all three banks, the local variance around hand-
writing, especially, in the legal and courtesy areas is
different from the rest of the check. The variation in the
estimated local noise variances around handwritings is
used for forgery detection.

o Agent-3: The implementation of Agent-3 was able to
localize the forgery in the forged check deposited to
Bank-3, whereas for the remaining two forged checks
it was unable to localize the forgery. Low-quality JPEG
image acquisition for the Bank-3 App for remote check
deposit seems to be the reason behind these split results.
Shown in Figure 15 are the detection results for all
three forged checks analyzed using the double JPEG
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compression detection method discussed in [75]. It can
be observed from Figure 15 that the selected method
is able to localize the tampering location for Bank-3,
whereas for the other two banks it is unable to localize
the tampering location.

It is clear from the preliminary results that existing solu-
tions are limited in their scope and application. It can also
be observed from Figures 12— 15 that the proposed expert
system-based forgery detector is capable of detecting check
forgeries in checks injected to all three banks. Flexibility to
incorporate future solutions for digital image tamper detec-
tion is one of salient features of the proposed framework.

B. PERFORMANCE EVALUATION: SYSTEM-LEVEL

The goal of this experiment is to evaluate the performance
of our system on a relatively larger dataset of forged checks.
We note that we did not submit these forged checks to the
banks due to the sensitive nature of the experiments. As there
is no dataset containing images of actual checks in the public
domain, we decided to generate one. To this end, we col-
lected images of three different checks using three different
smartphones under two lighting conditions. These 15 original
images of checks were then used to generate forged check
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FIGURE 14. Shown in the first row are the original (left col.) and tampered (right col.) check images used to attack Bank3; and shown in the second and
third rows are the filtered estimated local noise from these images using the proposed method with threshold values {.26 and.3}; the estimated noise
profile in the tampered regions is highlighted using yellow circles and red arrows.

images. For forged image generation we considered the fol-
lowing check fields:

1) Date field

2) Payee name field

3) Amount (in numbers) also known as the courtesy
amount field

Written amount also known as the legal amount field
Account number field

Check number field

Routing number field

Signature field

4)
5)
6)
7
8)

A forged check image is obtained by tampering one or more
of selected check field(s). More specifically, a forged check
is obtained by replacing selected check field(s) with text(s)
from the same check image or from other check image(s).
To this end, a set of 100 forged check images was generated
from 15 original check images with varying levels of tamper-
ing ratios (TR) - a ratio of the number of modified pixels to
the total number of pixels, e.g., 0.25% < TR < 1%. The set
of forged check images was used for performance evaluation.
The proposed expert system-based forgery detector (shown in
Fig. 6) was tested on the forged check image dataset, and it
achieved overall detection accuracy of 100%.
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Moreover, performance of each forgery detection agent
separately was also evaluated. Agent-level detection perfor-
mance analysis indicated that Agent-1 (camera fingerprint-
ing based detection) achieved detection accuracy of 98%,
Agent-2 (local noise variance in the estimated CFA based
detection) achieved perfect detection accuracy, i.e, 100%, and
Agent-3 (double JPEG compression artifacts based detec-
tion) achieved detection accuracy of 81%. We observe that
the detection accuracy of Agent-3 depends on the tamper-
ing ratio. It has been observed through experimentation that
Agent-3 failed to detect forgeries whenever the tampered
check image contains TR < 1%.

It have been observed through performance evaluation of
the selected dataset that the proposed expert system-based
forgery detector is effective in detecting digital forgeries in
the check images with very high accuracy.

C. ADDITIONAL COUNTERMEASURES

In addition to the digital image forensics techniques described
earlier, other countermeasures may be used to combat digi-
tal check forgeries. These countermeasures can be deployed
either on the client side or on the server side. This section
provides a brief overview of additional countermeasures that
can be used to detect digital check forgery attacks.
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FIGURE 15. Shown in the left column (from top to bottom) are the double compression artifacts estimated from tampered check images injected into
Bank-1 to Bank-3, and shown in right column (from top to bottom) are the double compression artifacts estimated from the corresponding original

images.

1) TRUSTED COMPUTING (TC)

Trusted computing (TC) (also known as trustworthy comput-
ing) aims to resolve computer security issues by enhancing
hardware and associated software modifications. With TC,
the computing device is predicted to consistently behave
in expected ways, and predicted behaviors are enforced
through hardware enhancements and software modifications.
Predicted behavior of the computing device is achieved by
loading enhanced hardware with a unique encryption key
inaccessible to the rest of the system. The term trusted com-
puting generally refers to the industry ideal of a computing
system with built-in security mechanisms that place minimal
reliance on the end user to keep the machine and its peripheral
devices secure.

The TC-based solution is not a new concept; it has been
proposed and implemented to prevent client-side tampering
in a wide range of devices [80]-[82]. A trusted computing
platform, therefore, can be used to prevent client-side digital
image tampering. The proposed TC platform can be used
to digitally sign either the entire acquired check-image data
or the sensitive portions of the check-image (i.e., legal and
courtesy amounts, account number) using a hardware-based
tamper-resistant and trusted module on that platform before
releasing the image to the upper layers of the OS.
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To realize this goal, the OMAP 4 hardware platform on
the Galaxy Nexus smartphone (used for the experimental
results) and OMAP 5 hardware platform on latest Samsung
Galaxy smartphone models provide capabilities to imple-
ment a trusted computing module on these smartphones [83].
To fully utilize the available capabilities and resources on
the OMAP X hardware platform, the mRCD applications
must be modified to interface with the trusted module. It is
important to highlight that these solutions are still vulnerable
to attacks that alter the physical check before digital image
acquisition.

2) CHECK RECONCILIATION-BASED APPROACHES

Check reconciliation is one of the oldest and most effective
techniques for consumers to prevent check fraud. It relies
on keeping a record of the check issued which is then used
to match against the actual transaction record. It has been
noted that a large fraction of users do not reconcile their
accounts [84].

3) POSITIVE PAY

Check reconciliation is the main motivation behind positive
pay—a countermeasure commonly used to protect against
check forgery developed primarily for businesses. Positive
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pay is a well-established and effective protective counter
measure against check forgery. In positive pay, the payee pro-
vides reference copy(ies) of the original check(s) by sending
copies of the issued checks to the bank everyday. The cost
associated with positive pay is one of the factors behind this
countermeasure being used only by corporations and compa-
nies. For instance, according to an Association for Financial
Professionals survey [9]. 29% of the surveyed companies do
not use it due to the associated costs.

4) TRANSACTION LIMITS

Transaction limit is another proactive countermeasure that
aims to reduce the risk associated with remote check fraud.
Currently, financial institutions introduce a daily as well as a
monthly amount limits on remote check deposit transactions.
This countermeasure does minimize the impact of the finan-
cial loss due to digital check forgery, but unfortunately, it does
not prevent proposed attacks. Moreover, this countermeasure
seems to be available only to individual customers but is
currently unavailable to businesses.

5) DYNAMIC WATERMARKING

To further improve the chances of forgery detection on the
server side, the mRCD App can be modified to acquire
raw(uncompressed) images of the regions of interest (ROIs)
(e.g., courtesy amount, legal amount, bank routing number,
account number, etc.), embed dynamic watermarks in them
using robust watermarking, and transmit them to the server
side. This is a simple safeguard to implement, but its effec-
tiveness can be realized only by developing and deploying the
appropriate forgery detection framework on the server side.

VII. CONCLUSION
In this paper, we have highlighted vulnerabilities in the exist-
ing remote check deposit system and presented an attack
model based on a digital check forgery attack. The proposed
attack vectors can be used to exploit vulnerabilities in the
existing client check truncation systems. The proposed attack
vectors are enabled by the delegation to untrusted entities
of critical operations performed by trusted entities. In this
paper, the feasibility of an instance of this attack has been
successfully demonstrated with experiments on three banking
applications of leading banks in the US running on Android
smartphones. We have also outlined countermeasures to safe-
guard check-clearing system against the proposed attack vec-
tors. Specifically, we have provided an expert system-based
forgery detector. Performance evaluation for the proposed
expert system-based forgery detector against digital check
forgery attack is also provided. A brief list of additional
countermeasures to safeguard remote check-deposit systems
against tampered check image injection attacks is also pro-
posed.

Our ongoing research efforts are focused on investigating
the impact of machine learning and artificial intelligence on
security of the remote check-deposit systems and the use of
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advanced machine-learning techniques, e.g., deep learning
for forgery detection.
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