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TECHNOLOGY PREDICTIONS

data and scenario outcomes associated 
with scores. The performance of the 
models trained on this data will be very 
sensitive to how these scores are calcu-
lated, so it is important to make sure the 
scores truly represent progress towards 
achieving the desired outcome.

To generate these scores, it is neces-
sary to have definitions of the goals for 
any given scenario, challenge, or exer-
cise. As the purpose and mission of com-
puter systems vary widely, the goals 
vary from scenario to scenario in the 

arena and from environment to envi-
ronment in real operational networks.

Generally, system owners have mul-
tiple goals that compete with each other, 
leading to tradeoffs. For example, a sys-
tem owner may want a data store to be 
available, authorized users to be able to 
access it, users to be able to communicate 
with each other and with people outside 
the network, and the data flow coming 
into the network to be uninterrupted. 
But the owner also wants to maintain 
current updates/patches on his or her 
systems to minimize vulnerability, pre-
vent unauthorized access to accounts 
and data, prevent system intrusions via 
spearphishing, detect any unauthorized 
data exfiltration, and prevent attackers 
from controlling any of their systems. 
Those are many different goals. The key 
question is how important are they rela-
tive to each other? Is it more important to 
allow users to communicate outside the 
network or prevent data exfiltration? 

The answers will be different depend-
ing on the environment. A representa-
tion of goals for this environment might 
describe a collection of goals and assign 
weights to each of them, expressing their 
relative importance.

For each goal that is defined, it is 
necessary to have a way to measure it 
or at least approximate it. Many things 
can be measured in a networked system 
of systems. Determining what to mea-
sure and what each measure reveals 
about the defined goals is an important 

task that will require a sustained effort 
of the cybersecurity community.

Developing standards for express-
ing complex goals like those described 
here is a critical step. Developing stan-
dards for cyber metrics, and for ways to 
connect those metrics to goals, is also 
critical. These interconnected stan-
dards, in combination, will make it pos-
sible to define complex scenarios with 
complex goals and produce scores indi-
cating how successful attackers and 
defenders are during a scenario. This, 
in turn, will enable the development 
and evolution of increasingly complex 
and realistic challenges, scenarios, exer-
cises, and training modules.

Global collaboration 
In the coming years, the proposed grand 
challenge will result in a repository of 
training data, shared data logs, and attack 
details. The resulting knowledge base 
will contain captured network traffic, 

policies for AI and ML configuration, AI 
strategies, the execution environment, 
and the captured knowledge of security 
analysts. It is important that this effort 
be globally supported by such organi-
zations as the IEEE. The IEEE can pro-
vide a home to standardization and be 
a trusted and neutral (politically and 
organizationally) global body to run the 
arenas, store the knowledge base, dis-
seminate results using its Xplore/Com-
puter Society Digital Library database, 
and pursue education using online and 
in-person courses. A successful out-
come can only be obtained if the global 
aspect is accepted by worldwide cyber-
security experts.

IMPACT
The application of AI and ML to cyberse-
curity has many benefits. At the entry 
level AI and ML will eliminate some 
threats, such as phishing, at the noise 
level. But as AI and ML are applied to a 
broader set of more complex cases, their 
value in the field of cybersecurity will 
become more apparent. They will enable 
system owners to detect earlier and deter 
more efficiently some of the distributed 
denial-of-service attacks and prevent data 
leakage and network penetration. The 
real benefits of this approach are in shar-
ing the results globally so that attacks can 
be prevented closer to the source, and we 
can create a community effort to regulate 
the current Wild West of cybersecurity.

By gathering data for AI and ML train-
ing, industry, academia, and govern-
ments of the world will be able to establish 
a starting point for additional work that 
may or may not be shared. Sharing, in 
some cases, may be limited. Some com-
panies may not want to share data for 
competitive reasons. Governments may 
wish to keep data confidential to protect 
national security. However, all initial 
results will be globally shared.

THE APPLICATION OF AI AND  
ML TO CYBERSECURITY HAS MANY 

BENEFITS.


