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A A JOURNALIST"S GUIDE TO COVERING BIOTERRORISM

Foreword

Journalists usually are uninvolved observers, reporting on events as they unfold. But as we know all too
well—after the September 11 attacks on New York and Washington—when anthrax hit, journalists and news
organizations themselves became part of the story.

Being in harm’s way is nothing new to the news people who cover wars, natural disasters or other
emergencies. Veteran journalists know how to deliver such stories without causing undue alarm, but covering
bioterrorism presents a unique set of challenges. Public perceptions may, and likely will, play a deciding role.
As it was on September 11 and in the days immediately following, media performance will be critical. If the
public panics, responses by government and health authorities may be affected.

For example, if a bioterror attack led authorities to impose isolation or quarantine policies and something
about the reporting led people to disregard the policies, containing the infection could become more difficult,
leading to further deaths. Or, if a frightened public overwhelms hospital and public health facilities, chaos
could ensue. Obviously, the opposite also is true: Helpful information, disseminated quickly and effectively,
will go a long way toward preventing major disruptions.

This is a new kind of problem—for the United States and for the world, for the first-response emergency
personnel and for the journalists reporting on them. Thankfully, no one yet has a wealth of experience in
responding to bioterror attacks. Unfortunately, that could change. The better prepared we all are to play our
respective parts during the heat and confusion of an emergency, the better we will be able to do our jobs.
And that’s why RTNDF has prepared this handbook—as one way to help journalists prepare for covering
bioterrorism.

There is a massive difference between a crisis and a catastrophe, and in the case of bioterror attack, the
effects of media coverage on public perception could be the deciding factor between the two. Although we
hope none of us ever will need to know the kind of detailed information provided here, we have gathered facts,
background information and resources and have presented them in what we hope is an easy-to-use format.
Please read this guide now, before you need it, and keep it handy. Should a bioterror attack occur, your viewers
and listeners will need critical information, delivered quickly, accurately and in the proper context. We hope

this guide serves as one of the many tools you use to deliver the news to a public in need.

Special thanks to Carnegie Corporation of New York for providing the funding that enabled RTNDF to

prepare this essential publication and to update it in response to strong demand.

Barbara Cochran

President, Radio-Television News Directors Association and
Radio and Television News Directors Foundation

April 2004
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Why This Guide Is Needed

The very nature of an attack using biological weapons can present a unique set

of difficulties and challenges for reporters, editors and producers as they struggle

during a rapidly unfolding event to present the facts as clearly, objectively and

dispassionately as possible.

For example, during the anthrax attacks in
October 2001, some journalists suddenly found
themselves in the middle of the story. They had
become specific targets and potential victims of the
very attacks they were reporting on when an
anthrax-laced letter was found at the headquarters
of NBC News in New York City and an assistant to
anchorman Tom Brokaw tested positive for the
disease. Employees at both ABC News and CBS
News also were possible targets and potential
victims although the actual contaminating letters
were never found in either location. More broadly, it
appeared the media in general were being targeted.
The initial attack was in a letter addressed to
American Media headquarters in Florida, publishers
of a variety of supermarket tabloids, and another
anthrax-laced letter was received at the New York
Post. The attack had become personal, and
maintaining an impartial demeanor on camera
became unusually difficult.

In general, the slow and gradual unfolding of a
biological attack can leave a long interval when there
is uncertainty about many of the crucial facts: the
exact location or extent of the initial release; the type
of biological agent used; its level of volatility,
virulence and stability over time; or the likelihood of
additional releases that could take place, or might
already have taken place but have not yet produced
symptoms. Uninformed public speculation during
this period of maximum uncertainty, or a vacuum

of information caused by the withholding of

information by misguided officials, can make the
situation much worse—for example, creating public
panic that may be the true objective of the attacker.
Conversely, a quick release of the straight, basic facts,
restrained reporting and the use of knowledgeable
and balanced sources can play an important role in
controlling needless public fears, disseminating
important information about protective measures,
and encouraging rational responses.

There is ongoing debate about exactly how much
information to release, when and in what form — a
debate that intensified in the wake of the 2001
attacks. Thomas Glass, an epidemiologist and
sociologist at Johns Hopkins University, published a
study in December 2001 saying that during the
anthrax attacks, officials were so intent on averting
panic that they withheld some information from the
public and distorted other information. The result,
he said, was actually the reverse: People are more
likely to panic as a result of lack of information.
Numerous studies of emergency responses have
shown that when told the truth about a disaster
(natural or human-induced), people tend to remain
calm and organize themselves to help those who
have been affected. Among the lessons to be learned,
according to several specialists in risk
communication, is that a knowledgeable, official
source should have been made available to the press
as a regular daily event, and more information
should have been provided about measures citizens

could take to protect themselves.
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Lee Clark, a sociologist at Rutgers University, has
done research that emphasizes this point. He has
found that while public officials and analysts
typically cite the risk of panic as a reason for
controlling or withholding information, the fact is
that panic—defined as group action that is
irrational and does not serve people’s interests—is
extremely rare in crisis situations. It is far more
common for people to go to extraordinary lengths
to help one another and work together to deal with
the problems they face.

And yet, fearing the possibility of letting out facts
that might prove helpful to the terrorists by
revealing vulnerabilities they might not have
considered, some have advocated the reverse policy
of further restricting the flow of information. Some
government officials have discussed the possibility
of adding a new category to certain published
research, calling it “sensitive but unclassified” In an
editorial in the journal Science (11/8/02, p. 1135),
the presidents of the U.S. National Academy of
Sciences and the British Royal Society wrote that this
idea would “generate deep uncertainties” among
scientists. Such a measure “makes the best scientists
reluctant to work in the affected area, stifles
creativity in fields where it is most needed for
defensive purposes, and consequently weakens
national and international security.” Still, they point
out this does not mean that everything should be
published. “Researchers in the biological sciences
need to take responsibility for helping to prevent the
potential misuse of their work,” they wrote.

In the United States, and indeed in the rest of the
world, there has been little experience in responding
to bioterror attacks—either by “first response”
paramedics, police and emergency room personnel,
or public health officials and the media—increasing
the difficulty for all involved in getting reliable
information or knowing how best to proceed. The
unfolding of such an attack will not be like
witnessing an explosion. There may not be any
footage of an attack to replay or a specific scene to
shoot. Lacking a defined “crime scene” and likely

having little time to prepare, news teams may find it

very difficult to locate knowledgeable sources for
specific, detailed and realistic information. Initially,
even the nature of the biological agent may be
unknown, adding to the difficulty of providing
useful information. Whatever on-air sources can be
found on very short notice—including perhaps
local doctors, police or fire officers, or academic
experts—may find themselves trying to explain
specific diseases and distribution mechanisms about
which they have had little training or exposure. At
worst, the risk is that their varying, possibly
conflicting, perspectives could add to the public’s
confusion and fear. At best, clear accurate
information and level-headed reporting on a
bioterror event can significantly and constructively
affect public perception—possibly even keeping a
crisis from becoming a catastrophe.

This book is an attempt to provide some guidance
for those who may suddenly find themselves faced
with the need to make quick decisions and provide
information in the event of a possible bioterror
attack in the United States or elsewhere today. We
have attempted to give concise and up-to-date, basic
background information on some biological agents
believed to pose the greatest threat. The goal is to
help working journalists increase the quality of their
reporting and analysis concerning a bioterror event.

The guide provides detailed information about
the six biological agents the U.S. Centers for Disease
Control and Prevention (CDC) has identified as the
most likely to be used as biological weapons, in
addition to brief descriptions of many other agents
that, though considered less likely, have also been
developed as weapons or may be in the future. This
guide also contains a detailed glossary to help
journalists navigate the complicated array of
scientific terms, jargon and obscure acronyms they
may encounter in covering a biological attack.
Finally, we have also included a list of resources:
government, military and academic Internet sites
that can be trusted to give reliable information;
agencies and associations that can provide referrals
to local experts; and a few useful books and CD-
ROM s to turn to for more detailed information. <&
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What is Bioterrorism?

The State Department defines terrorism as “premeditated, politically motivated

violence perpetrated against noncombatant targets by subnational groups or

clandestine agents, usually intended to influence an audience.”

The attacks against the United States on
September 11, 2001, brought this definition into
question. The scale of the attacks suggested more of
a global, ideological motivation than a solely
political motivation. In the 1970s, terrorists typically
shied away from atrocious crimes that would scare
away potential supporters. Today, terrorists
increasingly aim for mass casualties, panic and
death. In the years since that attack, while there have
been no further mass incidents on U.S. soil, other
large-scale terrorist attacks have taken place in
Indonesia (on the island of Bali in October 2002),
Iraq (especially after the war was declared over by
U.S. officials), and Spain (in Madrid in March 2004).
The advent of mass-casualty terrorism—and the
reports of some terrorist organizations’ pursuit of
unconventional chemical, biological, radiological
and nuclear weapons—indicates that the world is
seeing a new type of terrorism altogether. According
to a book by Jessica Stern, a former U.N. Security
Council staff member, incidents of terrorism
increased fivefold since the 1970s (even before the
attacks of 2001), and the number of people killed
per attack had doubled. This new terrorism could
use anything from salmonella and smallpox to dirty
bombs and hijacked airplanes as weapons of mass
destruction.

Terrorism is not just about inflicting harm or
damage; it is about instilling fear. Even hoaxes and
threats can terrorize large populations, causing
social and economic harm even when no real

danger exists. Various government agencies,

federal and local, will be responsible for keeping the
media informed. The public will in many cases rely
on the media for basic information about the event,
including the nature of the biological agent and its
effects and characteristics, measures that can or are
being taken by public health officials or local health
workers, and advice on steps that citizens can take to
protect themselves and recognize signs of disease in
themselves or in their communities.

Journalists should remain aware that the quality
of coverage, in addition to the quality of decision
making at all levels, could make or break the
response to a bioterror attack. For example, overly
vague descriptions of likely symptoms or
exaggerated accounts of possible outcomes could
lead to hospitals being overwhelmed with the
“worried well” (those who are asymptomatic or
have mild symptoms not indicative of infection but
who seek medical treatment out of concern). In
large numbers, the worried well can severely hamper
or even disable a hospital’s or public health system’s
ability to treat those actually exposed or infected.

One of the biggest problems for journalists trying
to cover a bioterrorism incident concerns the
uniquely stealthy nature of a bioterror attack, which
could remain undiscovered for days or even weeks
until health workers start to notice unusual
infections or unusually high numbers of similar
illnesses. Any attacks involving chemical, nuclear,
radiological and other weapons of mass destruction
are likely to require a conventional “lights and

sirens” response, providing an obvious focal point
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for media coverage and opportunities for
interviews with myriad experts about chemicals,
radiation, building collapse or other relevant and
relatively well understood topics. Bioterror will be
different. Biological weapons could be just as
destructive as chemical and nuclear weapons, but
they are all the more frightening because they
strike silently, invisibly, and may not even be
discovered until long after the attack, giving the
attackers plenty of time to flee far from the scene.

These circumstances will raise particular issues
for journalists. Without a discernible scene or
“ground zero,” there will be no heroic fire, police
or emergency medical personnel rushing to a
precise location. Without reassuring, visible
response efforts at the scene of the attack, an
information vacuum could cause the public’s
level of fear to rise. As news organizations seek
answers from experts and government officials,
inexperience, limited knowledge or a reluctance
to share information on the part of some of these
sources could create further confusion and
possibly even panic.

Bioterrorism can range from putting waste
matter into food in a small-town restaurant to the
aerosolized release (dispersing an agent in a par-
ticulate form) of a contagious virus over a large
city, or even the spreading of plant or animal dis-
eases in farming areas to disrupt the nation’s food
supply. The perpetrator can be anyone from a dis-
gruntled employee to a hostile foreign nation or
transnational terrorist group. The type of biolog-
ical agent used, the means of dissemination, and
the effectiveness of the response, as well as unpre-
dictable variables such as rainfall and wind, will
determine how many people are affected over
how wide an area, and how severe their symptoms
are. Theoretically, the number of potential biolog-
ical agents is almost limitless, but certain agents
naturally have a combination of properties (such
as hardiness, transmissibility and virulence) that
make them most effective as weapons. Several of
these have been developed and tested for use as
biological weapons, and these are the ones con-

sidered most likely to be used in a terrorist attack.

Much of the information the United States now
has on such agents comes from research conducted
by the U.S. military before President Richard Nixon
halted the U.S. offensive biowarfare program in
1969, and from research of the former Soviet
Union’s massive biowarfare program, Biopreparat,
which lasted into the 1990s. This research has led
authorities to pinpoint a handful of agents believed
to possess the combination of lethality and ease of
dissemination that make them the likeliest agents for
a bioterror attack. A later chapter discusses these
agents in greater detail, focusing on the six now
believed by the Centers for Disease Control and
Prevention to pose the greatest threat, as well as brief
descriptions of some of the other possible, though

considered less likely, biological agents.

Biological vs. Chemical and
Nuclear Weapons

The differences between nuclear or chemical
attacks and biological attacks can be compared to
the difference between air strikes and sabotage
missions. While both are methods of attack, they
are based on different technologies, unfold
differently and have vastly different effects. Aside
from usually being detectable by smell and
sometimes by sight (as in the greenish-yellow color
of chlorine gas), chemical agents work by creating
relatively immediate physical effects in those
exposed—usually via the skin, respiratory system,
digestive system and/or neurological system.
Decontamination  usually  attenuates  the
symptoms, and while high levels of exposure may
have fatal or lingering effects, the attack is over as
soon as the chemical no longer is being
disseminated. The immediate and finite aspects of
chemical weapons make them comparable to an air
strike; the attack has a noticeable beginning, it
inflicts damage and ends quickly, and it allows
damage assessment and consequence management
to begin almost immediately. Nuclear weapons, even
more so than chemical, produce a dramatically
obvious initial blast that causes immediate damage
in a clearly defined area. Unlike chemical weapons,

however, nuclear contamination can also leave a

o
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lasting legacy of latent, invisible cancers and
mutations that may take decades to develop.

In the case of biological weapons, the crisis is
measured in weeks and months, not minutes and
hours. Even the fact that an act of biological
terrorism had taken place could, and probably
would, escape detection for days or weeks because
detection currently depends on public health
systems’ ability to recognize unusual infections or
upsurges in reported symptoms—symptoms that
initially might resemble nothing more serious than
the flu. In this sense, a biological attack is more like
an undercover sabotage mission—the destructive
blow is not immediately apparent and only time will
reveal the attack’s nature and extent.

Whereas chemical or nuclear weapons attacks
would be followed by a large, immediate response by
federal response teams and/or local fire departments
and emergency medical services, biological attacks
would produce a delayed response requiring
difficult coordination among local hospitals, state
and local public health departments, and the federal
public health system. Moreover, the appropriate
response depends not only on noticing that an
attack has occurred but also on determining the
specific agent used and its method of dissemination.
A spike in flu-like symptoms in an East Coast city
may well indicate an upsurge in flu cases, but it also
could be the first sign of anthrax or smallpox, both
of which require that vastly different response
measures be taken as quickly as possible. In other
cases, as in some recent real and hoax incidents,
there may be obvious signs of an agent, such as
mysterious powder found in an envelope containing
a cryptic or threatening message. In such cases, the
response is often more similar to the response to a
chemical attack, with a roped-off crime scene and
hazardous-material (hazmat) teams responding in
full protective gear and breathing apparatus. If the
attack is thus visibly localized, that may allay people’s
fears about its uncontrolled spread.

Presently, no national “early warning system”
exists for biological agents. However, detection on a
local level has advanced greatly in the past decade to

include systems that analyze data from ambulance

calls, hospital admissions and even drug store
purchases. Some cities and states are much more
advanced than others in this regard.

Hand-held machines meant to “sniff” the air and
detect certain agents are under development in a
number of research laboratories, but so far they
have not met expectations for accuracy and
dependability; both false negatives and false
positives can have dangerous consequences. Larger
detection machines are currently under
development, but no systems have yet proved
themselves suitable for widespread national
deployment. Some may be close, however. One
system, developed by scientists at the California
Institute of Technology and NASA’s Jet Propulsion
Laboratory, could continuously monitor the air to
detect spores—either as a tracer of various
biological weapons, or in some cases such as
anthrax, the agent itself. Such systems could
function as a kind of bioweapons “smoke alarm,” the
scientists say, especially in large public spaces such as
airports and train stations, stadiums and concert
halls. Until such detection systems are fully
developed, tested and deployed, the nation must rely
on the vigilance of the public health community and
the news media to notice when something is amiss
and thereafter on the federal laboratory response
network to quickly hone in on the identified
biological agent.

From a practical standpoint, chemical weapons
are often easier and cheaper to produce and easier to
deploy than biological weapons. Chemical weapons
often are closely analogous to industrial-use
chemicals (e.g., the nerve agents Sarin and Tabun are
closely related to industrial pesticides). Therefore,
terrorists can steal industrial chemicals to use as
weapons, and due to the commercial use of these
chemicals, the technology to manufacture them is
relatively widely circulated and relatively easily
copied. By contrast, the technology, materials and
expertise required to develop nuclear weapons are
by far the most expensive and difficult of all the so
called “weapons of mass destruction.” For example,
one U.S. government study concluded that nuclear

weapons would cost $1,500 per person killed, while
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anthrax could cause deaths at a cost of just a penny
each. The contrast is so great that biological
weapons have been referred to as the “poor man’s
nuclear weapon.”

The technology required to grow biological
agents is much more advanced than that required
to mix chemicals, and in most cases a much higher
level of expertise is needed as well—although it is
possible that new techniques developed for
biological research or pharmaceutical production
could change that. Dissemination of a biological
agent involves not just getting the agent into water,
food or the air; it involves a painstaking, complex
process of refining the agent to the right size and
form to infect humans while maintaining both
stability and virulence. Biological weapons also in
some cases carry a greater risk to those producing
them—accidental infection or contamination are
both likelier and, because the contamination may
not be immediately apparent and could lead to
secondary infections among those who come in
contact with the infected person, potentially
deadlier than in the case of chemical weapons.
Stories of accidental infection and dissemination
from the Soviet biowarfare labs in the 1970s and
‘80s still are emerging.

Biological weapons’ potential for delivering
widespread human damage even from a small-scale
release, however, may outweigh their expense and

danger if the intent is to cause maximum harm at

minimum cost. Some studies estimate that anthrax
spores, correctly prepared, could be 1,000 times
more lethal and could infect an area 1,000 times
larger than the same weight of Sarin, one of the
more potent chemical nerve agents. In addition to
potentially extreme physical harm, the most
widespread damage caused by a biological agent
may well be psychological. In some cases, there will
be no clearly defined specific area to fear and avoid,
so instead people may develop a generalized fear of
public places, going outdoors, opening the mail or
even breathing. A well-defined contaminated area,
as is likely in a chemical or even nuclear attack, is
much easier to comprehend and accept than a
dangerous biological agent at large in the air.

While a chemical weapon may have a
devastating impact, the human toll will be finite
and calculable within hours, even minutes, of an
attack. Many may die or be permanently affected
by the chemical, and some areas may require
lengthy and costly decontamination. In theory,
the impact of a biological attack could be far
greater, because of the potential for person-to-
person spread of the infection after the initial
attack (though this is not the case for agents such
as anthrax or botulism). The physical toll will not
be known until every person possibly exposed has
passed the time limit for developing symptoms,
and this uncertainty can add greatly to the attack’s
psychological toll. &




A JOURNALIST'S GUIDE TO

COVERING

BIOTERRORISM

When Biological Weapons

Have Been Used

Biological warfare and bioterrorism have been rare in the history of the world, but

the technology involved and the potential methods of attack have advanced rapidly

in recent years. Whereas the first “biological” attacks, in medieval times, involved

hurling dead and rotting corpses over city walls, the attacks through the U.S. mail

in 2001 involved anthrax so refined that merely opening an envelope dispersed

particles that could infect people nearby and contaminate entire buildings.

In the first documented cases of biological
warfare in the 1340s, Europeans catapulted dead
bodies into besieged cities and castles in the hope of
causing unlivable conditions and spreading
infections such as plague. By the 1420s, they had
added animal manure to increase infections caused
by the rotting cadavers. One of the more notorious
reports is that a British commander, Lord Geoffrey
Amherst, in 1763 ordered that smallpox-
contaminated blankets be distributed among
American Indian tribes to cause an epidemic, thus
helping British forces to advance through Indian
territory. Whether such a plan was carried out or
succeeded has not been conclusively substantiated;
however, American Indian populations did suffer
many epidemics of smallpox in the eighteenth and
nineteenth centuries.

By World War I, the biological sciences had greatly
advanced, and the Germans tried to inject livestock
in a number of allied countries with anthrax and
glanders (a disease that mostly affects horses but,
like anthrax, has also been developed as a biological
weapon against humans). The effects of this secret
campaign were minimal. By World War II, many
countries were on their way to sophisticated

biological weapons programs. Japan’s Unit 731, the

most infamous and experienced army unit, used
agents such as anthrax, cholera and plague on the
Chinese people, beginning in occupied Manchuria
before the war. Members of Unit 731 exposed
hundreds of thousands of civilians to various agents
by methods such as contaminating food and
drinking water and dropping bags of plague-
infected fleas over cities from airplanes. After the
war, the leaders of Unit 731 agreed to give United
States Forces the collection of data they had accrued
from their experiments in exchange for immunity
from prosecution for war crimes. In lawsuits for
reparations, China has said that as many as 50,000
deaths from plague can be attributed to the Japanese
attacks, since plague had been unknown in the area
before then. Officially, Japan has not acknowledged
the attacks.

Despite the increasing sophistication of biological
warfare programs in the United States, Great Britain,
the Soviet Union and other countries, there have
been few instances of any nation ever actually
waging biological warfare. Since the Japanese attacks
in World War II, the best known cases were the
reported use of biological weapons in the 1980s and
1990s by Iraq in attacks against Iran, where

intelligence reports indicated evidence of both
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anthrax and mycotoxins (toxic chemicals produced
by fungi). The weapons also may have been used
against Iraq’s Kurdish population. The Soviet
program—undoubtedly the largest development
effort on biological weapons ever carried out by any
nation—made some infamous mistakes, such as an
accidental release of anthrax in the city of Sverdlovsk
in 1979, but it conducted no deliberate attacks.

In addition, both Rhodesia and South Africa did
extensive work on developing or acquiring
biological weapons during the last years of their
respective white-minority governments, and are
believed to have made at least some use of these
weapons against their own Dblack-majority
populations. In Rhodesia, according to Peter Stiff, a
former police officer there who has written books on
the subject, perhaps as many as “a couple of
thousand” black citizens were killed with biological
weapons.

In the latter half of the 20th century, the only
event confirmed as a successful act of
bioterrorism—that is, a use of biological weapons
by individuals rather than a nation—was the one
carried out by the followers of Baghwan Shree
Rajneesh, who deliberately contaminated Oregon
salad bars with salmonella bacteria in 1984 in an
attempt to manipulate local election results.

Although nobody died, about 1,000 people became

ill. Another suspicious event occurred in 1996, when
12 laboratory workers at a large Dallas medical
center became ill with Shigella dysenteriea (shi-
GELL-a dis-in-TER-i-a), which can cause severe
diarrhea, after eating contaminated pastries left in a
break room. The source of the bacterial strain used
was found to be within the medical center itself,
suggesting deliberate contamination by a
disgruntled employee, but the culprit was never
identified.

One case that raised initial suspicions of
bioterrorism, but was later ruled out, occurred in
New Hampshire in 1999 when a woman came down
with what appeared to be brucellosis, a rare disease
considered to be a possible biological weapon. Lab
flasks containing unknown liquids, belonging to a
foreign ex-boyfriend, added to the suspicions. But
later tests proved that the patient, who died of an
unspecified disease, did not have brucellosis, and the
flasks did not contain biological agents.

Some other attempts at bioterrorism are known
to have failed. Before the Aum Shinrikyo cult
resorted to spraying the nerve gas Sarin in the Tokyo
subway in 1995, the group had tried numerous
times to release anthrax and botulinum toxin. The
attempts failed probably because the cult’s scientists
could not refine the agents into a viable form

capable of remaining infectious long enough. This
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failure is encouraging because it attests to the relative
difficulty of producing and disseminating a
biological agent in a way that actually harms people,
despite the group’s strong scientific base, ample
funds and obvious determination to cause
widespread damage.

As difficult as it may be to carry out a biological
attack, the anthrax attacks through the U.S. mail in
October 2001 demonstrated that, with access to a
highly refined agent, a damaging bioterror attack
can be delivered with only an envelope and a stamp.
The anthrax attacks were the first terrorist biological
attacks to garner immediate worldwide attention.
While the investigation continues and many
questions remain, it is known that the anthrax used
was highly refined, highly lethal and probably
originated in a sophisticated laboratory, most likely
a U.S. government lab. This attack brought a
number of issues to the forefront of the nation’s
consciousness: The United States’ (and the world’s)
vulnerability and lack of preparedness; the relative
ease with which a single person or a small group
might wreak havoc on a national level; and, most
important, shortcomings in how the government,
the medical community and the media informed
the public about the attacks and their aftermath.

Those factors, combined with the media’s

inexperience in covering biological attacks, inflamed

the situation beyond the fact that five lives were lost.
(This is less than one-twentieth the number of
people who die in U.S. car accidents every day.) The
public fears and confusion following the attacks—
about how widespread the infection could become,
how reliably it could be diagnosed, and the
likelihood of fatality from different forms of
infection—affected the nation’s sense of security for
months. However, it also helped to demonstrate that
even with a sophisticated, highly-purified and
weaponized biological agent, reasonable precautions
such as the rapid sealing and decontamination of
affected buildings, along with a bit of luck, can
greatly limit the number of fatalities. (One example
of good luck in that case: One of the anthrax letters
was found to have become wet somewhere along the
way, causing the anthrax spores to form clumps and
greatly reducing the amount that dispersed in
aerosol form when the envelope was opened).
Another failed attempt was the ricin attack on a
U.S. Senate office building in January 2004.
Although powder found in an envelope mailed to a
Senator’s office was confirmed through testing as
being highly toxic ricin, and additional ricin was also
found in other offices, quick action to seal and
decontaminate the building prevented any casualties
from that incident. Once again, this demonstrates

just how difficult it is for an attacker to produce
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injuries or deaths by means of a biological

weapon. But another recent event has

underscored the uncertainties that can
accompany a possible biological attack. When the
new disease now known as SARS (Severe Acute
Respiratory Syndrome) was first detected early in
2003, there were some initial fears that it might be
a biological toxin being deliberately spread
through the world’s population. It took several
weeks of study to determine its natural origins
and pattern of spread, apparently from initial
infections in Southeast Asia, and to identify the
virus responsible. But it is entirely possible that
some future attack could unfold in a similar way,
leaving people—including doctors and public-
health officials—uncertain for an extended

period about whether they were facing a natural

epidemic or a deliberate act of terrorism.
Overall, there has been no increase in the
number of actual attempts to use biological
weapons since the initial anthrax attacks in
October 2001, but there was a huge increase in the
number of hoaxes, including numerous incidents
in which letters were said to contain anthrax but
were actually found by testing to contain
innocuous materials such as talc. In 2001 there
were 600 such hoaxes, according to a survey by the
Center for Nonproliferation Studies in Monterey,
Calif,, but only seven cases where actual infectious
agents were found. The vast majority of the hoaxes
(550 of them) involved attempts to intimidate
abortion clinics. In 2002, the latest year for which
figures were available, there were 70 hoaxes, and

no real agents were found. &
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How a Biological Attack

Might Unfold

The method used to carry out a biological attack will play a large part in how

many people are infected and with what type of infection (e.g., pulmonary

anthrax vs. cutaneous anthrax, discussed further in a later chapter).

Dissemination methods could range from using
humans as “biological bombs” by sending infected,
contagious individuals into crowded, confined
places, to dropping fleas from airplanes. However,
the scenarios discussed below are presently
considered more likely than others due to their

relative ease and effectiveness.

Aerosol Dissemination

Aerosol dissemination is considered by many
analysts to be the likeliest route for dispersing most
of the biological agents considered threatening
today. Given the idealized case of “correct”
technology, agent, environment and target, such an
attack could infect hundreds of thousands, or even
millions, of people. For example, a U.S.
Congressional Office of Technology Assessment
study concluded that 220 pounds (100 kilograms) of
anthrax, thoroughly distributed in aerosol form over
a large city, could kill as many as three million
people.

This method involves dispersing an agent in a
particulate form sized to effectively travel through
the air, lodge in human lungs, and cause infection.
Aerosols could be distributed by planes or trucks
equipped with sprayers, by stationary sprayers in
high places such as the roofs of buildings, or by
sprayers in confined spaces such as buildings or
subway systems. Aerosols also can be generated

when specially refined powders overcome normal

adhesive forces; a glass container filled with such a
refined powder, broken on subway tracks, would
generate a “secondary” aerosol by stirring up the
powder into the air. The powdered anthrax sent
through the mail worked this way; the action of
opening the envelope stirred up the powder into a
secondary aerosol.

Agents disseminated outdoors would have to be
hardy so as not to degrade too quickly due to
sunlight, heat, cold or wind. An open-air attack
would be most devastating if it occurred during a
meteorological condition known as inversion, the
familiar condition often responsible for smoggy
summertime days when a layer of colder air acts as a
cap, holding down a layer of warmer air at ground
level, and thus preventing the vertical dissipation of
pollutants—or an aerosolized biological agent.

However, an attack’s “success,” in the terrorists’
eyes, need not be measured only in terms of
casualties. Even if terrorists used a relatively
inappropriate aerosol, such as one that degraded
quickly due to exposure to sunlight, even a handful
of actual victims might lead to nationwide panic
and fear, as exemplified in the wake of the anthrax

attacks though the U.S. mail.

Human Carrier
Novels and movies often have portrayed an
infected person wandering about, purposely

infecting others with bacteria or a virus. This

Aerosol
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method has at least one clear advantage: The agent
need not be highly refined because the terrorists
need to infect only one individual directly.
Moreover, this method is relatively inexpensive and
requires no difficult equipment to disseminate the
agent. If a highly contagious agent were chosen, and
the infected individual able to expose a significant
number of people without attracting attention, the
attack could lead to widespread illness, and even
wider panic.

However, the human-as-biological-bomb
method is not practical in many ways. First, it
would work only with contagious agents, and the
agents considered likeliest for a biological attack
would make their victims so ill, and so quickly,
that by the time they were contagious (for
example, with smallpox) in many cases they
wouldn’t be able to get out of bed, much less
wander a mall or subway station. Even if they
could wander around a populated place, in most
cases they would be visibly ill, have a rash and
most likely attract attention, sparking an early
response effort. While this method would be
inexpensive and low-tech (except, of course, for
the difficulty of obtaining the necessary infectious
agent in the first place), it also would require
someone willing to become infected (or able to be
duped), as well as a certain amount of luck, to

infect others without being noticed.

Oral Ingestion

The final scenario that is considered a likely threat
involves deliberate contamination of food or water
supplies. Mass water supplies are less vulnerable
than individual water supplies; municipal water
supplies are more difficult to access and
contaminate than widely believed. The dilution
caused by the large volume of water in a public
supply, diffusion far from the initial point of
contamination, and chlorination that can kill most
human disease-causing organisms, make the
infliction of mass casualties by this method highly
unlikely. However, because even a few infections, as
noted earlier, could produce serious social,

psychological or economic harm, contamination of

an individual building’s or small area’s water supply
may be a likelier threat. Even on a smaller scale, the
agent must be able to overcome factors such as
dilution and chlorination.

Deliberate mass contamination of food may be
less difficult to accomplish than mass contamination
of water. Food can be contaminated at any step in
processing—from manufacturing to packaging to
distribution and sales. While this method of
distribution would most likely not infect as many
people as a worst-case aerosol release would, a
handful of infections in an isolated area could cause
nationwide fear of infection, mass recall of products,
and a significant effect on the economy. Again, the
agent and method of contamination would have to
avoid degradation by chemicals or temperature
extremes involved in processing or distribution.

Other scenarios for distribution are possible, such
as dermal (skin) exposure (botulinum toxin and
anthrax could be spread this way) and insect-borne
transmission of an illness, but due to technical
difficulties and lower possibilities of success, they are
less likely to cause widespread illness than the

methods described above.

How a Bioterrorism Event
Might Unfold

Every event is likely to be different. As discussed
already, the sheer number of factors involved in a
possible bioterror attack gives any “master scenario”
limited usefulness. The different methods of
distribution, the array of agents, and other factors
such as environment, population density and
population vulnerability yield a near infinite range
of possible scenarios. To illustrate some of the basic
stages of such a possible attack, however, a general
scenario is described below.

Unless the dissemination of the agent is
noticeable or the perpetrators issue some kind of
warning (which they might do, for example, to
maximize the public’s initial fears), a biological
attack probably will go undetected until sometime
after the first victims begin to show symptoms. The
incubation periods of infections vary greatly but

generally range from a few days to two weeks. The
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old, the immuno-compromised and the very young
will be the first to fall ill. Most biological infections
first manifest with symptoms similar to those of the
flu such as aches, fever, nausea and fatigue, making a
correct first diagnosis unlikely.

Health care professionals will suspect something
out of the ordinary either when they notice an
unusually large number of similar diagnoses or
when the illness progresses in certain individuals in
ways inconsistent with common illnesses. The
vigilance of health care professionals will be a critical
factor in the early detection of a bioterror attack.
Whether the attack involves food poisoning or an
aerosol release of smallpox, doctors, nurses and
emergency medical personnel will form the first line
of awareness. Early detection has the potential to
greatly mitigate the effects of an attack—whether by
allowing for the isolation of the source of infection,
as in the case of deliberate food poisoning, or by
allowing vaccinations to begin, as in the case of a
smallpox outbreak.

Detection of an unusual occurrence or group of
symptoms will start several different chains of
response. Epidemiologists will attempt to trace the
path of infections toward a single person or location,
laboratory scientists will work to identify the specific
agent, health care workers will care for the ill, and
government health officials will decide how best to
contain the infection and mitigate its effects.

Once the outbreak is reported to the public,
how various media outlets handle the reporting of
the unfolding story can make a big difference in
the course of the outbreak and the success of
efforts to contain and treat it. News organizations,
striving to get the most accurate and helpful
information possible out to the public in a way
that may contribute toward keeping people alive,
certainly can play a crucial role in helping to
mitigate the effects of an attack. And one major
factor in helping that process is to know ahead of
time whom to call for informed and reliable
comment.

Another useful service the media can provide
during such an attack—as many did during the

2001 anthrax attacks—is to quickly check out and

dispel rumors and expose profiteers who may seize
on public fears to sell “snake oil” remedies. For
example, rumors circulated in 2001 that mail
suspected of being contaminated with anthrax
could be sterilized and rendered harmless by passing
a hot iron over it—something most public-health
experts considered a useless precaution. And some
people tried to take advantage of public fears by
selling useless devices, such as portable ultraviolet
lights supposedly capable of sterilizing surfaces or
objects in a few seconds, or gas masks that most
specialists say are virtually worthless for biological
attacks. On the other hand, media can call people’s
attention to simple and often inexpensive measures
they can take to protect themselves against some
kinds of infectious diseases, such as frequent
handwashing and the use of simple paper or cloth
surgical-type masks when going to crowded areas.

The progression of a bioterror scenario depends
largely on the type of agent used (for example,
short-acting toxin vs. contagious virus) and the
method of dissemination (such as local food
contamination vs. aerosol release over a large city).
The breadth and severity of infection will determine
the steps taken on local, state and federal levels. The
response might require no more than treating a
handful of infected individuals, but at worst it could
involve months of antibiotic treatments, decisions
about how widespread vaccination rounds should
be, isolation policies or even quarantines.

Given the myriad possibilities for a biological
attack, preparation never will be complete because
new threats emerge, technology develops and the
population and its vulnerabilities change.
Hypothetical scenarios may help us to examine
possibilities and test certain aspects of response
plans, but they also can be dangerous if relied on to
encompass all possible events.

Whether the next terror attack against the United
States involves chemical, biological or nuclear
weapons, conventional weapons like bombs or guns,
or once-unthinkable weapons such as commercial
airliners, we have learned that uncharted areas of
terrorism might remain for which no scenario can

prepare us. "
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Possible Bioweapons

The idea of using biological agents as weapons both fascinates and terrifies the

public and nothing grabs attention more than the names of agents themselves:

anthrax, smallpox, Ebola. Despite their fascination, the public knows little about

the specifics of biological agents.

Good coverage of bioterror in general must be
informed, and a clear, sophisticated, straightforward
discussion of the specific agents is especially critical.
To dispel misinformation and clearly delineate the
main issues surrounding bioterrorism, this chapter
covers important facts about the six agents the
Centers for Disease Control and Prevention calls
Category A agents—those deemed to pose the highest
threat—as well as others, listed in categories B and C,
that it has identified as lesser but possible risks. This
chapter also covers additional agents that have been
identified by the World Health Organization, the U.S.
military and other sources, as well as some that have
in fact been developed and perhaps even used as
weapons (Iraq’s development and alleged use of

aflatoxin weapons falls into this category).

Anthrax

Short Description

Bacillus anthracis (ba-SILL-us an-THRA-siss) is a
rod-shaped bacterium that infects humans through
the respiratory system, the skin or the digestive
system. As bacteria go, anthrax is hardy (it can
remain in a dormant spore form for decades before
becoming active again), widely available (it is
researched at more than 2,000 laboratories in the
United States alone), and, depending on the method
of infection, highly lethal. Anthrax is not easy to
disseminate. Sophisticated processes—collectively

known as the weaponization of anthrax—are

needed to refine the bacterium to reduce it to its
most infective size and to decrease electrostatic
clumping, enabling it to travel long distances in the
air and be inhaled. Once weaponized, anthrax is
easily disseminated, as demonstrated by the attacks
of October 2001, and by the Sverdlovsk accident in
1979, which resulted in human fatalities as far as
four kilometers away from the release site. However,
anthrax is not contagious; only those directly

exposed can develop infection.

Infection and Treatment

Although all forms of anthrax are caused by the
same bacteria, the effects are very different
depending on how the organism enters the body.
Inhalational or pulmonary anthrax, which affects
the respiratory system, is the most lethal form of
exposure to the disease and is therefore currently
believed to be the form most likely used in a terrorist
attack. Once inhaled, the tiny anthrax spores (one to
five microns in size, less than one-twentieth the
diameter of a human hair), enter the lungs’ alveoli,
or air sacs, where blood is oxygenated. Authorities
originally believed that at least 10,000 spores were
needed to infect a human being, but the October
2001 attacks suggest that much smaller amounts—
perhaps just a few thousand—might be enough to
cause infection. From the lungs, the infection
spreads to the lymph nodes in the chest, and within
hours or days, the bacteria begin producing large

amounts of a deadly toxin.
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Anthrax infection progresses in two phases, the
first of which brings flu-like symptoms including
fever, nausea, vomiting, aches and fatigue. As with
most other biological agents, these symptoms are
nonspecific and often resemble the flu so that the
initial diagnosis is likely to be incorrect. Health
care workers will have to be extremely vigilant to
notice a sharp rise in similar cases or in slightly
unusual symptoms. The first symptoms usually
appear in one to seven days after exposure but in
some cases can appear more than a month later. A
short recovery-like period sometimes follows the
first phase, but the infection progresses to its final
phase within two to four days of the onset of
symptoms. The second set of symptoms is
characterized by respiratory distress and failure,
shock and sometimes death. Untreated
inhalational anthrax has a fatality rate of
approximately 90 percent. Aggressive long-term
treatment with antibiotics may reduce the fatality
rate to 30 percent.

Antibiotic treatment is most successful if begun
before the toxin is released, which can occur
anywhere from hours to days after exposure. An
anthrax vaccine exists, but it is not a treatment
option; it is effective only if the first of six
inoculations is given at least four weeks before
exposure. The vaccine is presently given only to
those considered to be at a heightened risk of
exposure, including lab workers and certain
members of the armed forces. It consists of three
injections given two weeks apart, followed by three
more injections at six, 12 and 18 months. Annual
booster injections are recommended to maintain

immunity.

Alternate Forms of Exposure
Anthrax also can infect humans through the
skin (the cutaneous form) or through the
digestive system (the intestinal form). Cutaneous
anthrax infections occur when open wounds or
cuts come in contact with the anthrax bacterium.
The resulting infection appears one to seven days
after exposure and is characterized by sores that

progress to black scabs. Systemic infections may

develop from these sores, but cutaneous anthrax
is eminently treatable with antibiotics.

Naturally occurring gastrointestinal anthrax
results from ingestion of meat contaminated with
anthrax bacteria; symptoms usually occur within
two to five days and include stomach pain,
diarrhea, fever and septicemia (bacteria in the
blood). Untreated, gastrointestinal anthrax will
kill about 50 percent of patients, but antibiotic

treatment can greatly reduce this fatality rate.

Prevalence

Anthrax is widely available. The bacterium
occurs naturally in domestic livestock and certain
wildlife, and is currently legally studied at more
than 2,000 facilities in the United States alone.
The sheer number of people with access to these
facilities greatly increases the likelihood that
access privileges could be abused for sinister
purposes, either by carrying out an attack
themselves or by selling anthrax. The
sophistication and specific strain of the anthrax
used in the attacks through the U.S. mail in 2001
suggest that it originated in a laboratory. Until
relatively recently, strains of anthrax were
available through the mail for research. It is not
known if any such samples were shipped to
people with illegal or terrorist intents. However,
records recently scrutinized by Congress show
that the U.S. government allowed the CDC and a
biological sample company to export strains of
anthrax and other deadly biological agents to
Iraqi sites during the 1980s.

Summary

While cutaneous and gastrointestinal anthrax
produce severe symptoms and can be fatal, neither
approaches the lethality of inhalational anthrax as
a bioweapon. Inhalational anthrax is a dangerous
weapon due to its stability in the environment, its
widespread availability, and its high lethality. Its
usefulness to terrorists is compromised only by the
degree of skill and equipment needed to make it a
viable weapon and by the fact that it is not

contagious.
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Botulinum Toxin
Short Description

Botulinum toxin is produced by the bacterium
Clostridium botulinum (clos-TRI-dee-um bah-
tchoo-LINE-um) and is the most poisonous
substance known to man. The toxin produces a
descending paralysis known as botulism, which is
most often traced to the consumption of
improperly canned or undercooked food tainted
with the bacterium. Botulinum toxin could be
employed as a bioweapon via aerosol dissemination
or the intentional contamination of food or drinks.
The latter is considered the likeliest method for a
bioterror attack because it is the easiest to carry out,
requires the least amount of bioengineering, and
maintains the toxicity of the agent. Botulism is not
contagious; only those who ingest or inhale the

toxin become ill.

Infection

Botulinum toxin can cause disease in humans
via four different routes, only two of which are
relevant to bioterror: ingestion and inhalation. If
botulinum toxin is ingested through contaminated
food or drink, it affects nerve transmission,
resulting in muscle paralysis. In the case of food-
borne botulism, the first symptoms of this
paralysis usually appear within 12 to 36 hours after
ingestion and include double vision, drooping
eyelids, dry mouth and difficulty swallowing
and talking. Paralysis then spreads from the face
and neck in a descending fashion to the rest of
the body, eventually paralyzing respiratory
muscles and often leading to death from
respiratory failure. About 60 percent of those
with untreated ingestional botulism will die.

Botulinum toxin also can be inhaled, but this
second possible method of bioterror attack is
considered less likely because it would be more
difficult to carry out and could be less effective.
Botulinum toxin is unstable in the environment,
and a high degree of technical expertise would be

necessary to render it suitable for aerosol release.

Treatment

A commercially available antitoxin can halt the
spread of paralysis caused by botulinum toxin,
but it must be administered soon after the onset
of symptoms. It would not reverse paralysis that
already has occurred. Further treatment such as
respiratory support may be required to sustain
life, depending on the degree of paralysis.
Paralysis will generally diminish with time.

A vaccine exists but is presently used only for
laboratory workers and troops deployed to high-
risk areas. The vaccine is in short supply and is
very painful to receive. It also is not effective
against all forms of the toxin. These factors, plus
the current usage of botulinum toxin to treat
certain medical conditions, make mass

vaccination impractical and unlikely.

Alternate Forms

Botulism can occur in humans in two
additional forms not relevant to bioterror.
Infantile botulism occurs when children less than
one year old ingest large amounts of the spore
form of the Clostridium botulinum (not harmful
to older children and adults). Wound-type
botulism is extremely rare and occurs when an
open wound comes into contact with Clostridium
botulinum. Wound-type botulism progresses

similarly to the ingestional form.

Prevalence

Clostridium botulinum occurs naturally in soil,
and thus it is widely available. While this is a good
source of toxin suitable for contaminating food or
drink, the toxin must be highly refined to
function efficiently as an aerosol. The Japanese
cult Aum Shinrikyo failed to produce an effective
aerosol form of botulinum toxin despite
significant funding and scientific expertise. The
Soviets devoted significant attention to
developing botulinum toxin as a bioweapon, and
the stores of toxin and the scientists who

produced them are unaccounted for.
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Summary

The high toxicity of botulinum toxin, its wide
availability and the probable need for long-term
medical care for infected persons make it an effective
bioweapon. The progressive paralysis of botulism is
a particularly dramatic symptom that would make
noninflammatory media coverage even more
difficult; this paralysis joins the disfiguring blisters of
smallpox as symptoms that pose a particular risk of
causing a disproportionate amount of fear in those
watching television media coverage or reading

written accounts.

Plague

Short Description

Plague is the disease caused by infection with the
rod-shaped bacterium Yersinia pestis (yur-SIN-ee-a
PESS-tiss). Plague does not receive as much public
attention as anthrax or smallpox, but its lethality,
contagiousness and infectivity make it one of the
most deadly and potentially effective bioweapons.
Pneumonic plague (deemed the most likely form of
plague to be used in a bioterror attack) has a lethality
rate of almost 100 percent if left untreated and
approximately 50 percent if treated—high enough
to make overcoming the difficulty of acquisition,
refinement and dissemination well worth a

terrorist’s while.

Infection

Plague is naturally transmitted to humans
either by inhalation or by the bite of a flea that has
previously bitten a rodent infected with the
bacterium. In the case of a bioterror attack, the
bacterium might be released in an aerosolized
form into the air. Refining the bacteria to an
effective, airborne form that can cause
pneumonic plague requires a high degree of
technical expertise. Moreover, plague is not
extremely stable; it degrades in sunlight or heat
but can remain viable for up to a year in the soil.

Plague infection in humans can take three
forms: pneumonic, bubonic and septicemic. As

previously mentioned, pneumonic plague is

thought to pose the greatest risk for a bioterror
attack because it infects people more easily than
the other forms and also is the only form that is
contagious. Pneumonic plague results from the
inhalation of the bacteria into the lungs or from
the spread of infection of the septicemic form.
Once inhaled into the lungs, symptoms usually
appear after two to four days and include a cough-
producing bloody mucus, fatigue, fever, diarrhea,
nausea and vomiting. The infection can pass from
an infected individual to others by coughing. A
full pulmonary infection follows the initial
symptoms, and death can follow within a day or
two if the infection is not treated early and

aggressively.

Treatment

Successful treatment of pneumonic plague
requires antibiotics within 24 hours of exposure.
The immediacy of the need for treatment would
make a large-scale response effort especially
difficult to coordinate; while individuals exposed
to smallpox must be vaccinated within four days
of exposure, those with plague have only hours to
receive treatment. No accepted plague vaccine
exists today. However, a vaccine developed at
Porton Down defense research laboratory in
England has passed initial safety tests and as of
February 2004 was expected to be made available

for widespread use within one to two years.

Alternate Forms of Infection

The bubonic form of plague occurs when an
infected flea bites an individual. Instead of infecting
the lungs, as in the pneumonic form, bubonic
plague infects the lymphatic system. The first
symptoms, including weakness, fever and chills,
generally appear two to eight days after exposure.
These initial symptoms are followed two to four
days later with the characteristic and painful
swelling of the lymph nodes (called buboes).
Untreated, death can follow within a few days.
Bubonic plague is not contagious.

Septicemic plague can occur when the plague

infection enters the bloodstream, leading to internal
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hemorrhaging and, without prompt treatment,

rapid death. Septicemic plague is not contagious.

Prevalence

About 1,500 plague infections occur naturally
each year in the world. While most of these
infections are of the bubonic type, outbreaks of
pneumonic plague could become epidemics and
breed public panic. Laboratories around the world
study plague bacteria, and while these samples are
protected, there are no assurances that these
safeguards are 100 percent effective. Plague was
among the biowarfare agents most intensely studied
and most massively produced by the Soviet
biowarfare program. Hundreds of tons of the
bacterium were produced, and similar to fears
concerning smallpox, the fate of these stockpiles
remains unknown, as do the present locations of
many of the scientists who worked on developing

plague as a weapon.

Summary

While some biowarfare agents garner more media
and public attention than they warrant (e.g.,
smallpox and Ebola), plague has received perhaps
less attention than it is due. With its high infectivity,
high contagiousness and high fatality rates, plague’s
serious threat status as a bioweapon is diminished
only by its instability in the environment and the
degree of technical sophistication required to refine

it and disseminate it effectively.

Smallpox
Short Description

Smallpox, or Variola (va-ree-OH-la), is among
the few contagious bioterror agents, and its
symptoms are particularly severe and permanently
disfiguring. Through recorded history, it has killed
hundreds of millions of people. These factors make
it a particularly fearsome agent and therefore prone
to inaccurate or exaggerated perceptions. However,
smallpox may not be as effective a bioweapon as
many believe. First of all, it is not as contagious as

some reports have suggested, requiring direct face-

to-face contact and falling somewhere between
tuberculosis and chickenpox in the spectrum of
contagiousness. Smallpox is lethal in approximately
30 percent of cases, and a concerted, decades-long
program based on simple public health measures,
containment and targeted vaccination resulted in its
control and eventual eradication. The last naturally
occurring case was in Somalia in 1977. As described
in Richard Preston’s 2002 book “The Demon in the
Freezer,” smallpox is the potential biological weapon

that many specialists fear most.

Infection

The variola virus that causes smallpox belongs to
the orthopox virus family. Infection is caused by the
inhalation of small fluid droplets, called aerosols, or
by direct contact with lesions or contaminated
objects. Smallpox has an incubation period of seven
to 17 days, with the first symptoms usually
appearing 12 to 14 days after exposure. The first
symptoms include high fever, backache, headache,
fatigue and physical collapse. These symptoms,
particularly extreme physical exhaustion and
prostration, serve to reduce the virus’s transmission
rate. There is a common misunderstanding that
people infected with smallpox will be mobile in the
population while they are contagious. In fact, by the
time infected people become contagious, they have
usually been experiencing severe physical
exhaustion and aches for several days and are
unlikely to be out of bed, much less going to work,
running errands or visiting heavily populated areas.

Contagiousness begins only with the appearance
of a rash, generally two to three days after the onset
of the initial symptoms. The rash starts as small pink
dots in the mouth and throat and spreads to the face
and arms, then to the trunk and legs. The dots
progress to form lesions, filling with pus and
becoming painful. Within eight or nine days of the
onset of the rash, scabs begin to form over the
lesions, eventually falling off approximately 14 days
after the first onset of symptoms. Victims remain
contagious until all the scabs have fallen off, and the
scabs usually leave disfiguring scars.

Two other known manifestations of smallpox
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infection are historically rare but generally fatal:
Purpura variolosa, or hemorrhagic-type smallpox,
which involves a severe loss of blood into the skin
and internal organs; and flat-type smallpox,
characterized by slow-developing lesions that
remain soft to the touch and never rise above the
surface of the skin. These variations generally
develop in 3 percent and 5 percent, respectively, of
persons infected with variola major. Variola minor, a
variation of the smallpox virus, is less severe than the
typical variola major strain, killing approximately 1

percent of those infected.

Treatment

No definitive treatment exists for smallpox, but
vaccination within four days of infection can
prevent or mitigate the effects of the disease. The
smallpox vaccine consists of live vaccinia virus and
has the highest rate of adverse effects of any
commonly used vaccine.

Experience with vaccination in the 1960s suggests
that if the entire U.S. population were vaccinated,
approximately 1,500 would suffer severe side effects
and approximately 300 would die. These
estimations do not take into account the fact that
compared with the U.S. population in the 1960s, a
much larger percentage of today’s population is
immuno-compromised and therefore more
susceptible to complications from the vaccine.

Because the vaccine contains live vaccinia virus, it
can cause disease, especially in persons with
compromised immunity. It also can, on rare
occasions, be transmitted from person to person.
HIV/AIDS, past radiation or chemotherapy
treatment, past transplant surgery and even a
history of eczema all are conditions that increase the
likelihood of severe side effects or death from the
vaccine. A treatment called vaccinia immune
globulin (VIG) can mitigate most severe reactions to
vaccinia, and the antiviral medication Cidofovir
may be effective in treating certain adverse reactions.
Development of a safer vac