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Abstract 

Mail messages are secure communication that transfers from one computer 

to another computer. In this system, user sends mail message to another 

user and, this message is stored in server by SMTP protocol. ElGamal 

encryption and RSA algorithm is made before storing mails to mail server. 

ElGamal decryption and RSA decryption is made after retrieving mails 

from mail server. When user receives a mail, server retrieves this mail 

served by POP protocol. This system is implemented to secure mail server 

system for local government’s important mail messages. Implementation 

results of the system are secure patient records report for health 

department. Patient records must be secure for particular department. This 

system is based on locally own mail server mail client, and is implemented 

by using C# programming language and SQL Server to store mail 

messages. 

 

Keywords: Mail Server, Secure Communication, SMTP, POP, ElGamal 
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INTRODUCTION 

The system mainly consists of SMTP 

protocol and POP protocol for server and 

clients, and ElGamal algorithm for 

messages security. . ElGamal and RSA 

algorithm serves encryption and 

decryption of the mail messages. 

Government‟s records must be secure for 

particular department. An email client or 

email program allows user to send and 

receive email by communicating with mail 

servers. A server works in the background, 

while the user usually interacts directly 

with a mail user. An email client, email 
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reader, is a computer program used to 

access and manage user's email. This 

system is based on locally own mail server 

and mail clients [6]. 

 

Emails are stored in the user's mailbox on 

the remote server until the user's email 

client requests them to be downloaded to 

the user's computer, or can otherwise 

access the user's mailbox on the possibly 

remote server. When user wishes to create 

and send an email, the email client will 

handle the task [7].  

 

ElGamal algorithm is a type of 

cryptography. ElGamal algorithm is an 

asymmetric key cryptography, so it 

converts message strings to integers using 

“String to Integer conversion table”. 

ElGamal‟s algorithm can convert original 

mail messages to cipher text, and can 

convert cipher text to plain text [2]. User 

can choose two algorithms to secure their 

messages. In this system, SMTP and POP 

are used in mail transferring and receiving, 

and ElGamal and RSA Cryptography is 

used for mail messages security. 

 

RSA algorithm consist of three phases, 

phase one is key generation which is to be 

used as key to encrypt and decrypt data, 

second phase is encryption, where actual 

process of conversion of plaintext to 

ciphertext is being carried out and third 

phase is decryption, where encrypted text 

is converted into plain text at other side. 

As a public key is used for encryption and 

is well known to everyone and with the 

help of public key, hacker can use brute 

force method to find private key which is 

used to decrypt message [5].  

 

Mails are stored in server's database. 

Database is a store of information and can 

retrieve information. SQL database is used 

in this system. SQL server store patient 

records between clients as a database. E-

mail and mail messages (such as Outlook 

Express or gmail) are used to sending and 

receiving mail over network or over the 

internet [7].  

 

Organization of the paper 

The paper is organized as follows: section 

2 describes theory background of mail 

server architectures, and models. Section 3 

explains ElGamal encryption and 

decryption and key generation for secure 

message. Section 3 also expresses RSA 

algorithm and its parameters. Section 4 

presents briefly the proposed mail 

messages security using ElGamal and RSA 

algorithm as well as the step- by-step 

execution process of proposed 

architecture. Section 5 illustrates the 

implementation results with figures. 
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Finally, section 6 discusses on the 

conclusion, advantages, limitation and 

further extensions of the proposed system. 

 

MAIL SERVER AND MAIL CLIENT 

Mail server is a computer system that 

sends and receives electronic messages for 

a number of users in a certain management 

domain The SMTP and POP protocols use 

between mail server and mail client. If a 

sender sends a mail messages to another 

one, this mail is stored into mail server 

machine. The process of mail sending and 

receiving using SMTP and POP is 

illustrated in Figure 1 [3, 4]. 

 

Post Office Protocol (POP) 

Using POP, user can download all emails 

to computer. POP supports simple 

download-and-delete requirements for 

access to remote mailboxes. Although 

most POP clients have an option to leave 

mail on server after download, mail clients 

using POP generally connect, retrieve all 

messages, store them on the user's PC as 

new messages, delete them from the 

server, and then disconnect [4, 7]. 

 

Simple Mail Transfer Protocol (SMTP) 

Simple Mail Transfer Protocol (SMTP) is 

a standard for electronic mail (e-mail) 

transmission across networks. While 

electronic mail servers and other mail 

transfer agents use SMTP to send and 

receive mail messages, user-level client 

mail applications typically, use SMTP 

only for sending messages to a mail server 

for relaying. For receiving messages, client 

applications usually use either the POP or 

the Internet Message Access Protocol 

(IMAP) or a proprietary system to access 

their mail box accounts on a mail server. 

[3].  

 

The main function of text-based SMTP 

protocol is to "push" emails - it cannot 

"pull" them from servers which is why you 

also need POP. The "outgoing" mail server 

protocol helps servers communicate with 

each other and facilitate the delivery of the 

email message. 

 

 

Fig. 1.Mail sending and receiving using SMTP and POP, and server 
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ASYMMETRIC CRYPTOGRAPHY 

ElGamal encryption is used to encrypt the 

contents of a message so that it cannot be 

read by an unintended recipient [1, 2]. The 

algorithm is also able to decrypt the 

message, or make it readable again. The 

original, unencrypted message is readable 

to anyone who happens to intercept the 

message, so it is called the plaintext. The 

result of encrypting the plaintext is called a 

cipher text.  

 

ElGamal algorithm 

ElGamal algorithm is performed in three 

parts: 

 Key generation for public keys and 

private keys 

 

 Encryption for original plaintext 

message to receive cipher text, and 

 

 Decryption for cipher text to generate 

original plaintext 

 

ElGamal algorithm is illustrated in Figure 

2. The key length of the ElGamal can 

range from 256-bit to arbitrarily long. A 

key length ranging from 1024 to 2048 bits 

are considered safe for the next 20 years. 

Private Key can range from 160 bit to 240 

bit. ElGamal algorithm is an asymmetric 

key cryptography, so, it converts message 

strings to digit using “String to digit 

conversion table”. 

 

(a) Key Generation 

Key Generation is the first stage of 

Elgamal algorithm. ElGamal describes the 

working steps of key generator as follows:  

 Receiver generates an efficient 

description of a multiplicative cyclic 

group G of order q with generator g.  

 

 Receiver chooses a random x from {1, 

…, q-1}.  

 

 Receiver computes h = gx. 

 

 Receiver publishes h, along with the 

description of G, q, g as her public key. 

Receiver retains x as private key which 

must be kept secret. 

 

ElGamal proves and illustrates the key 

generator theory in the following 

algorithm: the first step in generating a 

public key is to choose a random large 

prime, called „p‟, that is large enough to 

hide message. In key generation stage, 

prime number “p” should be used in large 

number than message keyword. [1, 2]. 
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(b) Elgamal Encryption 

Encryption is the second stage of Elgamal 

algorithm. Elgamal describes the working 

steps of encryption as follows: 

 The encryption algorithm works as 

follows: to encrypt a message to 

receiver under her public key 

(G,q,g,h), 

 

 Sender chooses a random y from {1, 2, 

…, q-1},  then calculates c1 = g
y
.  

 

 Sender calculates the shared secret s = 

h
y
.  

 

 Sender converts his secret message m 

into an element m' of G. 

 

 Sender calculates c2 = m' x s. 

 

 Sender sends the ciphertext (c1, c2) = 

(g
y
, m' x h

y
) = (g

y
, m') to receiver. 

 

Note that one can easily find h
y
 if one 

knows m'. Therefore, a new y is generated 

for every message to improve security. For 

this reason, y is also called an ephemeral 

key. ElGamal proves and illustrates the 

encryption theory in the following 

algorithm: Message sender chooses a 

random integer 'r' for encryption and 

calculates ciphertexts using prime number 

'p', random integer 'r' and plaintext „P‟, and 

generates pair of ciphertext for each block 

(C1,C2). The following algorithm lines are 

the encryption stage in ElGamal [1, 2]. 

 

(c) Elgamal Decryption 

Decryption is the third stage of Elgamal 

algorithm. Elgamal describes the working 

steps of decryption as follows: 

 The decryption algorithm works as 

follows: to decrypt a ciphertext (c1,c2) 

with her private key x, 

 

 Receiver calculates the shared secret s 

= c1
x
 

 

 and then computes m' = c2 x s
-1

 which 

she then converts back into the 

plaintext message m,  where s
-1

 is the 

inverse of S in the group G. 

 

The decryption algorithm produces the 

intended message, since 

c2 x s
-1

 = m' x h
y
 x (g

xy
)

-1
 = m' x g

xy
 x g

-xy
 

= m' 

 

The result of decryption process from the 

ElGamal algorithm and original incoming 

messages are the same. [1, 2] 

 

RSA Operations 

The RSA algorithm involves three steps:  

 Key generation  

 Encryption  

http://en.wikipedia.org/wiki/Ephemeral_key
http://en.wikipedia.org/wiki/Ephemeral_key
http://en.wikipedia.org/wiki/Ephemeral_key
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 Decryption. 

 

(a) Key Generation  

RSA involves a public key and a private 

key. The public key can be known by 

everyone and is used for encrypting 

message. Message encrypted with the 

public key can only be decrypted in a 

reasonable amount of time using the 

private key. The keys for the RSA 

algorithm are generated by the following 

way: 

 It takes two random primes, p and q of 

approximately equal size such that 

n=pxq. 

 

 Compute n=p x q, and Ø(n)=(p-1)(q-1) 

 

 Choose an integer e, 1<e<Ø(n), such 

that approaches, all equivalent in effect 

to factoring the gcd (e,Ø(n))=1 

 

 Compute d, 1<d<Ø(n), such that ed=1 

mod Ø(n) 

 

 The public key is (n, e)and the private 

key is (n, d). 

 

The value of p, q should also be kept 

secret. Both the sender and receiver must 

know the value of n. The sender knows the 

value of e and only the receiver knows the 

value of d. Thus this is a public key 

encryption algorithm with a public key of 

KU={e,n}and a private key of KR={d,n} 

[1, 5].  

 

(b) RSA Encryption 

Sender wishes to send a message to 

receiver. Sender then to computes the 

cipher text C: corresponding to C=Pe mod 

n. This can be done quickly using the 

method of exponentiation by squaring. 

Sender then transmits C to receiver. The 

letter will be used to refer the public key e, 

since the public key is used when 

encrypting a message. 

 

(c) RSA Decryption 

The receiver can recover P from C by 

using own private key exponent d by the 

following computation: P=Cd mod n. The 

letter d will be used to decrypt a message 

[1, 5]. 

 

SYSTEM DESIGN AND 

ARCHITECTURE 

The constructed system can be divided 

into three main parts: the server computer 

with SQL database, one mail sender client 

and another one mail receiver client. The 

sender/receiver clients can be further 

divided into two sub sections: messages 

sending and message receiving.  
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If a sender sends a mail messages to 

another one, this mail is stored into mail 

server machine. ElGamal or RSA 

encryption is made before storing mails to 

mail server. ElGamal or RSA decryption is 

made before retrieving mails from mail 

server. This system contains a mail server 

and clients, using SMTP and POP, and 

ElGamal or RSA crypto algorithm for 

message security. ElGamal or RSA 

converts the mail messages as encrypted 

text and then again decrypted text. Mail 

server stores mail messages until mail are 

not retrieved from receiver clients. 

  

The process of system with two clients is 

shown in figure 2. This system is not 

allowed to view incoming mail before 

account login. The user must make login 

before account using. In this figure 3, 

patient record must enter for input data and 

system generate key (e1,e2,p) for 

encrypting patients records report file for 

medical patient records. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2 System flow diagram 

 

Sender Side 

Start  

Encrypt Patients record choosing 

Method 

 

Send cipher message to another 

user 

Generate cipher text 

Input Patient’s record 

Public Key Generation 

Login process 

Open Compose form, type user 

address 

End 

Receiver side 

Start 

Open cipher message from server DB 

Open Inbox form and choose new 

message  

Decrypt cipher choosing Method 

Private Key and random number 

 

 

Generate plain text for Patients 

record 

 

End 

Login process 

Plain text 

Server DB 

SMTP 

POP 
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After encrypting patients‟ record, system 

display cipher text message and also 

sender client send cipher text message to 

another client. Server database stored this 

cipher message using SMTP protocol. If 

user want to know mail messages from 

server side, all message are displayed by 

cipher text. So receiver client retrieve this 

cipher text message using POP protocol. 

Receiver client generate prime number and 

random key and decrypt this cipher text 

using ElGamal or RSA decryption 

algorithm to obtain plain text.  

 

IMPLEMENTATION RESULT 

SQL database server is used in this system 

because SQL queries can be used to 

retrieve large amount of records from a 

database quickly and efficiently. The 

system has presented the design and 

implementation of own mail server system 

[7]. SMTP serves the work for sending 

messages to mail server. POP serves the 

work for retrieving messages from mail 

server. ElGamal or RSA algorithm serves 

encryption and decryption of the mail 

messages.  

 

Client users can send and retrieve mail and 

messages if their computers have 

connections with server computer. 

Connection means the local area network 

connection or wide area network 

connection. This network can be 

connected using network cable or wireless 

adapter. Figure 3 displays the login name 

and password for user Login in that is the 

address of @oms.com.  

 

This system is implemented for security of 

messages on mail using ElGamal and RSA 

algorithms. It is developed by using C# 

Programming Language. 

 

 

Fig. 3 User login form 
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Fig. 4 Compose mail form for creating mail message and encryption process in sender side 

 

In figure 4, message reaches in inbox of receiver side. If user want to view the select mail 

from read button. The system retrieves these cipher text mail message from server database.  

User can also see the date and time, sending address of incoming mail in figure 5. 

 

 

Fig. 5 Cipher text mail message in receiver’s inbox form 
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In this figure, user creates new mail for medical record in message with attachment file for 

many records for patients in figure 6. 

 

Fig. 6 Decrypted message in receiver side 

 

This system can generate three attachment file and encrypt this files as shown in figure 7. 

 

Fig. 7 Encrypted mail message with attachment file 
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In receiver side, user accepts attachment file for medical reports from receiver inbox. So uses 

decrypt button to open the original message. This system can decrypt three attachment files in 

figure 8.   

 

Fig. 8 Decrypted message with attachment file in receiver side

 

 

Fig. 9 Cipher text mail messages from server side 
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In mail server, there are incoming mail and 

outgoing mails for several clients. This 

mail server describes client ID for sender 

and receiver, sending date and time. In the 

server view, all messages (cipher text) are 

decrypted style with ElGamal and RSA 

security and specific attachment files also 

displayed with cipher text of decrypted 

style.  

 

CONCLUSION 

This system used ElGamal and RSA 

Cryptography for mail messages security. 

The system is implemented for the whole 

mail server process and cryptography is 

used for mail messages security. The 

effective of the system are: can make 

efficient and flexible mail services for 

user, can implement mail sending and 

receiving architecture. 

 

Hence using cryptographic algorithm: 

RSA provides mail security solution in 

mail security system. It provides security 

services such as confidentiality, 

authentication, integrity and 

nonrepudiation. RSA encryption is faster 

than RSA decryption. 

 

Mail server can store 64 bits (264 word 

counts) as maximum for cipher text values. 

So, server can store many cipher texts for 

each mail. The information of users and 

mails are stored and protected by the mail 

server. It isn't necessary to wait until 

someone else gets around to adding new 

users. Not only the mail delivery is 

possessed quickly throughout the network, 

but also any mail coming in is receives 

immediately. 

 

The limitation of the system is by using 

account extension (someone@oms.com). 

The account extension of this system is 

@oms. "oms" means "Own Mail Server". 

Other account extension types are not 

supported in this system such as 

someone@gmail.com, someone@fb.com 

and etc.  Further extension of mail server 

is implementation of mail server using 

internet connections. However, it needs 

web page such as www.gmail.com. This 

system can extend the sender and receiver 

address security using another secure 

method. 
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