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1 INTRODUCTION

Runtime monitoring has become a key technique in the assurance of safety-critical and intelligent cyber-physical
systems (CPS) such as autonomous vehicles [38] (e.g., self-driving cars, drones) where traditional upfront design time
verification is problematic due to the dynamically changing environment and the data-intensive nature of the system.
Runtime monitoring programs execute as part of the system to analyze events and execution traces [5] in order to
detect potentially critical situations. Since this requires formal precision to capture safety requirements, logic-based
formalisms (e.g., propositional logic, temporal logic) are frequently used to specify sequences that violate a requirement.
Furthermore, monitoring programs can be automatically synthesized from such specifications that are ready to be used
in traditional hard real-time systems without compromising task schedulability and real-time properties of the existing
program [25, 39].

Unfortunately, existing runtime monitoring approaches used in safety-critical applications have some major limita-
tions, which are increasingly problematic for the new generation of data-intensive, intelligent, and self-adaptive, yet
safety-critical CPSs. First, the expressiveness of the specification language is considered moderate [24], which hinders both
description and comprehension of complex rules by engineers. Moreover, safety-critical programs typically use statically
allocated data with bounded input sizes and they conservatively avoid many programming language constructs.

Recent advances in runtime monitoring aim to overcome these limitations by (1) offering high-level and expressive
query-based [10] or rule-based [24] formalisms to capture the properties to be monitored, and (2) using runtime graph
models as an in-memory knowledge base which capture dynamic changes in the system or its environment on a
high-level of abstraction [10, 23]. As a key conceptual benefit, such approaches enable the development of data-driven
safety monitors (instead of event-driven ones) where aggregated changes triggered by complex sequences of atomic
events can be detected directly over an evolving data model. Such automatically synthesized monitoring programs use
complex data structures and complicated control flow.

When a safety-critical program is executed in a hard real-time environment, both correct and timely execution is
essential, otherwise an error or a deadline miss can lead to catastrophic consequences [40]. For this reason, correctness
is typically addressed by rigorous testing or formal verification while worst-case execution time (WCET) analysis is
employed to compute a safe upper bound of maximum required execution time for a function.

While recent research has investigated data-driven runtime monitors for intelligent and safety-critical CPSs in a
distributed environment [9, 18, 23], and various testing approaches have been proposed [1, 42], the timeliness aspect of
the problem has been neglected. In fact, only very few initial ideas are available [11, 48].

In order to obtain practical WCET bounds for data-driven runtime monitors that are safe and tight, major challenges
in timing analysis need to be tackled. First, detailed information is needed about the executable binary and execution
platform, including precise memory, pipeline, and cache descriptions. Moreover, determining the WCET for a generic
program traces back to solving the halting problem, thus existing WCET computation approaches prohibit the use
of certain programming constructs. Furthermore, programs using dynamic memory allocation are not supported by
current analysis tools because of the non-deterministic features of the allocation process would make safe WCET
estimations highly pessimistic and thus impractical [26]. Finally, the domain-specific relationships among data entities
pose several nontrivial restrictions on the program flow facts, i.e., it is common that the longest program path provided
by a static analysis is infeasible. This additional information largely helps to reduce safe WCET bounds; however, there

is no generally applicable method to efficiently exploit information about data flow during timing analysis.
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Contributions. This paper aims to address WCET estimation in the very challenging setting of data-driven runtime
monitoring programs. Such monitors can be automatically derived from high-level graph query specifications and are
evaluated over dynamically changing graph models as data structures used in real-time systems. In particular, the paper

makes the following contributions.

(1) We adapt data-driven runtime monitoring programs derived from high-level graph query specifications [9] to
real-time platforms.

(2) We provide an algorithm for static analysis for monitoring programs to estimate execution time on a given
runtime model snapshot.

(3) By using an existing graph solver, we derive witness models which exhibit theoretical WCET bounds for graph
query programs up to a predefined model size.

(4) We adapt a symbolic WCET analysis approach [4] for graph query programs and exploit model statistics to
provide a coarse but still practical estimate for runtime models that are larger than the ones covered by static
estimations.

(5) We perform an extensive experimental assessment of query evaluation times over a variety of graph models

executed on a real-time platform, and we compare the results with the different WCET estimates.

Data-driven runtime monitoring programs derived from graph queries differ substantially from traditional safety-
critical programs by using complex graph data structures and complex algorithms. Up to our best knowledge, this is
the first approach to provide precise WCET analysis of query-based runtime monitors by exploiting state-of-the-art
model generation techniques and model statistics. This enables the use of such programs in a real-time context by
providing practical yet conservative WCET estimates that can be dynamically maintained and recomputed at runtime
to reallocate time slots upon significant changes in the underlying graph model.

The outline of the paper is as follows. In Section 2, we present a smart railway system as a motivating example for
query-based monitoring which is followed by the conceptual foundations of runtime graph models, graph queries, and
model generation. Section 3 provides an overview of query-based runtime monitors. Section 4 describes the adaptation
of graph queries to real-time systems. Performance evaluation of embedded query programs and worst case execution
time computation for the case-study is discussed in Section 5. Related works are introduced in Section 6, while Section 7

concludes the paper.

2 CONCEPTUAL BACKGROUND

This section overviews the core concepts of data-driven runtime monitors and revisits the foundations of domain-
specific graph model generation. High-level rule-based specification languages [9, 18, 24] have been recently proposed
to specify safety criteria for runtime monitors using either either an event stream [24] or a runtime graph model (aka
models@run.time) [9, 18] as underlying knowledge representation. Moreover, recent results in model generation allow

systematic generation of domain specific models that fulfill a given set of well-formedness criteria [42].

2.1 Runtime safety monitors in a CPS demonstrator

We illustrate high-level distributed runtime models and query-based data-driven monitors in the context of the open
source Model-Based Demonstrator for Smart and Safe Cyber-Physical Systems (MoDeS3) [51] educational platform,
which showcases various challenges of modern intelligent but safety-critical CPS applications. Figure 1 presents a
self-contained excerpt of the demonstrator that is a model railway system with an added layer of safety to prevent
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Fig. 1. Runtime monitoring by graph queries

trains from collision and derailment using runtime safety monitors. The railway track is equipped with several sensors
and actuators indicated with black triangles in the lower part of Figure 1. Train shunt detectors are capable of sensing
trains when they move on to a particular segment of the track, while turnout equipments allow reading and setting the
directions of the associated turnout.

The system is managed by a distributed monitoring service running on a network of heterogeneous computing units,
such as Arduinos, Raspberry Pis, BeagleBone Blacks, etc. Relevant runtime information gained from sensor reads (e.g.,
the occupancy of a segment, or the status of a turnout) is uniformly captured in an in-memory runtime graph model,
which is also deployed on the platform. Safety monitors are formally captured as graph queries (which are frequently
used for checking design time consistency constraints in design tools of various embedded systems). Alerts from the
monitoring services may trigger control commands of actuators (e.g., to change turnout direction) to guarantee safe
operation. The monitoring and control programs are running in a real-time setting on the computing units.

While the MoDeS3 platform can demonstrate various challenges of CPSs, this paper exclusively focuses on the
real-time aspect of the runtime monitoring service which is deployed to some embedded devices with limited resources
(memory, CPU, etc.). In particular, our aim is to compute tight WCET estimations for complex runtime monitoring
programs based on graph queries evaluated over a runtime graph model running on a single computing unit. We
accomplish this by building atop existing symbolic WCET analysis methods and advanced graph model generation

techniques.

2.2 Graph Models at Runtime

The models@run.time paradigm [7] places models at the center of contemporary cyber-physical and self-adaptive
systems in order to efficiently capture runtime information about the system and its environment. In this work, we rely
on (typed and directed) graph models used as a knowledge base at runtime for the monitored system. Such graphs are
dynamically changing in-memory data structures which encode domain-specific instance models typed over a domain
metamodel. A runtime (instance) model captures a snapshot of the underlying system in operation [7, 45].

Relevant changes in the system are reflected in the runtime model (in an event-driven or time-triggered way) and
operations executed on the runtime model (e.g., setting values of controllable attributes of objects or updating links
between objects) are reflected in the system itself (e.g., by executing scripts or calling services).
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2.2.1 Metamodels and instance models. The core concepts (classes) in a domain and the relations (references) between
those concepts are often captured in a metamodel. In this paper, we formally capture metamodels by a logic signature

and instance models as logic structures following [34].

Definition 2.1. A metamodel is formally represented as a logic signature ¥ = {Cy,...,Cj, Ry, ...,R;n}, where {Ci}§=1

are unary class symbols and {R; };”: , are binary relation symbols.

The definition of metamodel can include binary attribute symbols such as in [10]. However, their handling is analogous

to binary relation symbols, thus their discussion is excluded from here.

Definition 2.2. An instance model over a metamodel X is a logic structure M = (O, Zp1) where Oy is a finite set of
domain objects in M and I provides interpretations for the class and reference predicates in ¥ such that Z31(C;) € Op
is the set of objects of type C; for each C; € X, and Zp1(R;j) € Op X Opy is the set of relation links of type R; for each
Rj SR

To provide a condensed characterization of instance models, we will collect various model statistics at runtime. For

simplicity, we will restrict our attention to the type distributions (number of objects of each type).

Definition 2.3. The model statistics for an instance model M is a function statsys: {Cy,...,C;} — N which denotes

the number of objects of type C;, i.e. statsyr(C;) = |Za1(Ci)|.

Example 2.4. An excerpt of the MoDeS3 metamodel with metamodel constraints is shown in Figure 2(a) using the
Eclipse Modeling Framework (EMF) notation [47]. A model has exactly one Modes3ModelRoot that contains all other
objects within the model (as indicated by the containment references). One domain concept is Train. Class Segment
represents a section of the railway track with the connectedTo reference which describes what other segments it
is linked to (up to two). Moreover, each train maintains a location reference to a segment to describe its current
position. Likewise, instances of the Segment class also maintain a reference occupiedBy to express if they are currently
occupied by a train. Moreover, a specialized Segment is a Turnout that can change its connections between straight and
divergent segments. In this example, { Modes3ModelRoot, Train, Segment, Turnout} C X are unary class predicates,
while {Location, OccupiedBy, ConnectedTo, Straight, Divergent, Trains, Segments, Turnouts} C X are binary reference
predicates.

Figure 2(b) shows a graphical presentation of an instance model, i.e. a snapshot of the MoDeS3 runtime model with
the following model statistics. The graph has a total of 12 objects. There are 9 Segment instances with their respective
connectedTo references and two of them are also instances of Turnout. The turnout represented by tug is capable of
switching between segments sy and s4, while tuy is capable of switching between segments s3 and s4. Additionally,

there are three different trains on the track trg__, with their respective locations being s¢, so, and s;.

2.2.2  First-order logic predicates for queries over graph models. The formal definitions of metamodel and instance model
enable the formulation of first-order logic (FOL) predicates, which can be evaluated as graph queries over the logic
structure of an instance model.

Informally, base predicates check either for equality or for the existence of certain objects and references of a
respective type (predicate) in the underlying runtime model. Then complex predicates are derived by traditional FOL
connectives (e.g. not, exists, forall, and, or).
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Fig. 2. The MoDeS3 metamodel and instance model

Definition 2.5. A first-order logic predicate (or query) ¢, where vy, . .., v, denote free variables (not appearing in any
quantifiers) of ¢ can be evaluated over a instance model M along a variable binding Z: {v1,...,vn} — Ops (denoted as

[[qo]]?) to return either true (1) or false (0) as follows:

[11% =1 [0l =0
[ci(@]¥ = 1iff Z(0) € Iy (Ci) [R; (.05 = 1iff (Z(0). Z(v")) € Tm(R;)
[o=o1Y = 1iff Z(o) = Z(2') =l = 1- [l
[30: 0lY = Vieoy L0105 os [Vo: 017 = Axeoy [0120ms
lor v o2l =[] v 021 Lo A 2l7 = [oa]Z Alo2]2

Definition 2.6. Predicate / query evaluation aims to find a variable binding Z: {v1,...,0v,} — O for a predicate ¢

that maps all free variables of the predicate to objects of M such that the predicate evaluates to true, i.e., |[(p]]]g =1

Definition 2.7. The match set of a query predicate ¢ with free variables vy, ..., vy, is the set
Matches(M, ) ={Z: {v1,...,0n} — Op | [[(p]]gl =1}
One element in this set is called a match, while |Matches(M, ¢)| denotes the size of the match set.

Note that in our context, a match of a query will typically represent a violation of a well-formedness constraint of

the domain or a hazardous situation with respect to a safety property.

2.2.3 Metamodel and well-formedness constraints. A domain metamodel is frequently complemented in practice with
additional metamodel and well-formedness constraints to restrict the possible relationships between domain concepts.

Metamodel constraints can be captured by FOL predicates and categorized as follows [34].

i. A type hierarchy constraint defines a type system by supertype relations. For each object o, there shall be a
single class C, such that for any class object o is instance of C” iff C” is a supertype of C.
ii. A type compliance constraint restricts the classes C; and Cy of objects at the ends of a reference R.
iii. A multiplicity constraint may be placed on lower bounds on the number of references adjacent to an object o.

iv. An inverse relation constraint prescribes that references R and R’ always occur in pairs.
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v. A containment hierarchy constraint ensures that models are arranged in a strict tree hierarchy via the

containment references starting from a root object.

Example 2.8. The formula ¢y ) illustrates a constraint of the metamodel for location multiplicity (LM). This formula
evaluates to 1 for an object passed as a parameter if it is of type Train and it does not have exactly has one segment as
its location (i.e., has zero or more than one). A query can be defined with the following formula: ¢ (¢) = Train(t) A

(=(3s1, s2 : Location(t,s1) A Location(t,sz) — s1 = s2) V =(3s : Location(t, s)).

In this work, we are interested in the timing analysis of monitors that take well-formed models as their input. Such
additional well-formedness constraints of the domain can also be captured by FOL predicates [42, 43]. When a constraint
is formalized as a FOL predicate, it captures erroneous model fragments. As such, we expect that the respective FOL
predicate has empty match sets in a model. Formally, if a well-formedness constraint captured by FOL predicate ¢, then

Matches(M, ¢) = 0 for all well-formed instance models M.

Example 2.9. The metamodel constraints of the MoDeS3 domain shown in Figure 2(a) allow the creation of a model
that have no real-life counterparts. For example, metamodel constraints allow the creation of a Turnout that has two
connectedTo references to two distinct Segments, but none of these Segments are the continuation of the Turnout
in the straight or divergent directions. Such a turnout in an instance model would represent a physically impossible
situation, therefore we exclude such cases from our analysis by introducing a well-formedness constraint captured by the
following FOL predicate: ¢sp (¢) = 3s1, sz : ConnectedTo(t,s1) A ConnectedTo(t,s2) A =(s1 = s2) A =(Straight(¢,s1) V
Straight(t,s2) v Divergent(t,s1) V Divergent(t,s2)).

2.3 Data-driven runtime monitors by graph queries

Graph queries have been proposed to specify safety properties for runtime monitoring in [9] on a high level of abstraction
by focusing on structural dependencies between system entities. Informally, a graph query captures a potentially unsafe
situation that may occur at runtime. In this work, we use FOL predicates to define graph queries over instance models.
Similarly, the OCL standard has been used in [30] for similar purposes.

Graph queries of runtime monitors are evaluated over a runtime model which reflects the current state of the monitored
system, e.g. data received from different sensors, the services allocated to computing units, or the health information of
computing infrastructure. In accordance with the models@run.time paradigm [7, 45], observable changes of the real
system gets updated — either periodically with a certain frequency, or in an event-driven way upon certain triggers.

Monitors formalized as a FOL predicates capture potentially unsafe cases represented in a runtime model. If a runtime
monitoring goal captured by the FOL predicate ¢, then the elements of Matches(M, ¢) contain all objects from M where
immediate action is required to avoid failures.

Classical event-based runtime monitors rely on some temporal logic formalism to detect sequences of events occurring
in the system at different points in time, while the underlying data model used in such monitors is restricted to atomic
propositions. On the other hand, data-driven runtime monitors defined by graph queries can check structural properties
of a runtime model that represents a snapshot of the underlying system. In other words, they focus on the data available
on the underlying system at a given point of time (rather than detecting the sequence of events that evolved the system
into the particular state).

As such, event-based and data-driven monitors are complementary techniques. While graph queries can be extended
to express temporal behavior [17], our current work is restricted to (structural) safety properties where the violation of
a property is expressible by graph queries.
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omt (mt, t) = Tloc : OccupiedBy (loc, t) A Turnout (mt) A Straight (mt, loc) A —=ConnectedTo (loc, mt)

(a) Graph query as logic predicate

misalignedTurnout(mt, t) |
t: Train 1 pattern misalignedTurnout(mt, t) {
Segment.occupiedBy(loc, t);
3 Turnout (mt);
4 Turnout.straight(mt, loc);
occupiedBy T straight 5 neg find connected(loc, mt);
m 6 3
o 7 private pattern connected(sl, s2) {
EG T¢
loc : Segment NEG connectedTo 8 Segment.connectedTo(s1, s2);
mt : Turnout o} o . .
(c) Description of a query and its subquery in VQL

(b) Graphical query presentation

Fig. 3. Monitoring goal formulated as a graph query gyt for misalignedTurnout

Example 2.10. On a railway track, a misaligned turnout (MT) refers to a state where a turnout is set to a direction
that differs from the direction of an incoming train. Trains passing through such misaligned turnouts can damage the
railway equipment and can lead to derailment [36]. Query ¢pT shown in Figure 3(a) captures a (simplified) hazardous
case and identifies violating situations. The query returns pairs of trains ¢t and turnouts mt where the train is located
on a segment loc that is the straight continuation of the turnout, but the turnout is currently not connected to this
segment. Any match of this query highlights a train and a turnout where immediate action (stop the train or switch
the direction of the turnout) is required. Figure 3(b) shows the same graph query in graphical presentation (used in
modeling tools). Listing 3(c) shows the textual description of ¢y using VIATRA Query Language (VQL) [6], which is a
graph query language often used in CPS design tools. The expressiveness of the VQL converges to first-order logic
with transitive closure, thus it provides a rich language for capturing a variety of complex structural conditions and

dependencies between various entities in a graph model.

2.4 Model generation problems

Automated synthesis of domain-specific graph models has been actively researched in the field of model-based software
engineering [8, 20, 42, 44]. Hereby, we revisit some core concepts.

A model generation task takes the following four required inputs:

o A metamodel 3 = {Cy,...,Cp,Ry,...,Rm} with class and reference predicate symbols.

o A theory of constraints 7 = {¢1, ..., ¢n} expressed as FOL (error) predicates.

o Type scopes S: {Cy,...,Cr} — IV, where IVyy is the set of natural number intervals. Type scopes specify the
minimum and the maximum number of instances of objects by type, i.e., if S(C;) = [L;, U;], then solution models
must contain at least L; and at most U; instances of the class C; € .

e An objective function which is a linear function that assigns a real number to a model based on the num-
ber of matches for selected predicates and assigned weights. Formally, a linear objective function is f(M) =

2 |Matches(M, ;)| - wi, where ; are predicates and w; € Z are weights.

Definition 2.11. An instance model M satisfies theory 7~ and the type scopes S, written as 7, S £ M, if

e no constraints are violated, i.e. for all error predicates ¢ € 7: Matches(M, ¢) = 0, and
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o the number of model elements of a specific type satisfy the type scope (written as S  statsy); formally, for all
class symbols C; € 3, statspr(C;) € S(C;).

Definition 2.12. The solution of the model generation task is a set of models that are instances of the input metamodel,

satisfy all constraints, and respect the provided type scopes:

solutions(2,7,8S) = {M | M is an instance of the metamodel ¥ and 7, S £ M}.

Definition 2.13. The optimal solutions of the model generation are solution models that maximize the value of the

linear objective function.

optimal(2, T, S, f) = {M € solutions(%,T,S) | VM’ € solutions(=, 7, S) : f(M') < f(M)}.

Our work relies on the model generator presented in [42] which was proved to be complete and sound in [49].
Informally, it is able to derive all instance models in a domain (up to a designated size defined by the scopes) which

satisfy the constraints.

3 QUERY-BASED RUNTIME MONITORS

The implementation of runtime models and graph queries requires extra attention to facilitate the timing analysis
of query-based monitoring programs. This section overviews our assumptions and requirements about the practical

application of the theoretical background introduced in Section 2.

3.1 Graph data structures in embedded systems

For data-driven monitors, the structure of the underlying graph model directly impacts the performance of query
evaluation. Since an embedded device may have limited available CPU and memory resources, a lightweight data
structure is needed to efficiently capture runtime graph models. While the in-depth discussion of such a graph data
structure is out of scope for this paper, we make the following assumptions about the supported operations of the

underlying graph:

e Dynamic element creation and deletion. The runtime model serves as the knowledge base about the under-
lying system and its environment. For this reason, it needs to accommodate graph models without a theoretical a
priori upper bound for model size. Based on [26], one way to support this is to allocate the maximum amount
of memory that is physically possible to be used for storing the graph. However, only the allocated memory is

determined at compile time, the type (and distribution) of objects stored in the graph is runtime information.

Maintenance of model statistics. As objects in the graph model are created and deleted, high-level model
statistics [50] such as the number of instances of each type (i.e., class and reference) in the model should be

maintained continuously to allow real-time access to them.

Indexing of objects by type using unique identifiers. As query evaluation typically starts by iterating over
all elements of a given type or accessing specific objects, it necessitates efficient object access, e.g. by maintaining

a real-time index for memory resident data [16].

Navigability along edges. Many steps in query evaluation navigate along the edges (references) of selected
objects to find further appropriate variable substitutions for unbound query variables. A simple way to support
this feature is by, e.g., maintaining direct pointers in the objects to reachable objects.
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typedef struct { 1 typedef union {
uint16_t segment_id; 2 Segment segment;
Train *xtrain; 3 Train train;
Segment *connected_to[2]; 1 } Object;
uint8_t connected_to_count; 5 struct Modes3ModelRoot {
} Segment; 6 Object objects[SEGMENTS + TRAINSI];
uint16_t object_count;
typedef struct { 8 uint16_t segments[SEGMENTS];
uint16_t train_id; 9 uint16_t segment_count;
double speed; 10 uint16_t trains[TRAINS];
Segment *location; 11 uintl16_t train_count;
} Train; 12} runtime_model;
Listing 1. Classes of the MoDeS3 domain Listing 2. Generic graph object and model root

Fig. 4. Example implementation of a generic graph data structure with Segment and Turnout domain classes

Example 3.1. Listing 1 shows a possible C implementation of data structures for Segment and Train classes present
in the metamodel depicted in Figure 2(a). Lines 2, 9 and 10 are fields created from respective attributes. For each type,
an globally unique id attribute that encodes the type of the object is mandatory for indexing and model manipulation.
Furthermore, in this example, we implement references (i.e., links in the graph model) as pointers (line 11) or pointer
arrays with sizes (lines 4 and 5). Representing links between objects with pointers is highly efficient from a performance
viewpoint.

Listing 2 shows how a graph model container Modes3ModelRoot (lines 5-12) can allocate static memory for generic
graph objects represented by the union type Object (lines 1-4) in C. Runtime model statistics are captured by the
counters in lines 7, 9, and 11. The maximum used memory by the graph is preallocated in line 6 by the objects
array which has a length of the sum of maximum expected number of trains (denoted by the constant TRAINS) and
the maximum expected number of segments (SEGMENTS). At the same time, the arrays segments (line 9) and trains
(line 11) keep track of the indexes of the respective objects within the objects array. The use of these two latter data
structures is to facilitate model updates: the id attributes of a given model object is used to index these arrays (these
unique identifiers encode the type of the object, i.e., which array should be indexed) and obtain their position in the

objects array.

3.2 Real-time graph query programs

3.2.1 Local search-based graph query evaluation. Graph query evaluation (aka graph pattern matching) is the process of
finding all matches of a query over a specific model [50]. When query evaluation is initiated, the initial empty variable
binding is gradually extended to retrieve all matches from the entire model.

Various query evaluation strategies exist in literature [21]. Our runtime monitoring framework uses a local search-
based query evaluation strategy to find matches of monitoring queries based on [50]. To obtain efficient performance at
runtime, query evaluation is guided by a search plan [50], which maps each constraint in the query to a single pair of
(Stepnumber, Operationtype). In this tuple, the first value specifies the order in which query evaluation should attempt
to satisfy the respective constraint. The second value can be either extend or check, depending on the current binding of

constraint variables (to objects in the runtime model) while the constraint is enforced:

e An extend operation evaluates a constraint with at least one free variable. Execution of such operations requires
iterating over all potential variable substitutions and selecting the ones for which the constraint evaluates to 1.
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Algorithm 1: Code generation from search plans

1 Function CompileSearchPlan(sp, idx) is Table 1. A possible search plan for query misaligned-
2 if idx > sp.size() then return code for storing a match; ) p . p q . Y &

3 step = splidx] Turnout where free variables are underlined

4 matcherCode =""

5 if step is extend then

6 for uv € step.getFreeVariables() do Constraint Step# Op type
7 matcherCode +=

8 . AddLoopFor(uv, step.getConstraintFor(uv)) Turnout ( mt) 1 extend
9 en -
10 else if step is check then Stra 1gh t ( mt, lOC) 2 eXtend
u matcherCode += , _ —ConnectedTo (loc, mt) 3 check
12 AddIfFor(step.getAllVariables(), step.getConstraint()) .
13 end OccupiedBy (loc, t) 4 extend
14 return matcherCode + CompileSearchPlan(sp, idx + 1)

15 end

A check operation evaluates a constraint with only bound variables. Execution of such operations determines

if the constraint evaluates to 1 over the actual variable binding.

Constructing effective search plans for graph queries is a complex challenge. It is outside of the scope of the current
paper and has been formerly extensively studied (see, e.g., [28, 50] for possible solutions). However, we present a
pseudo code that generates embedded query code from a search plan in algorithm 1. The CompileSearchPlan function is
parameterized with a search plan and a given search step index. Line 2 returns a code snippet to register a match if
the provided index is beyond the index of the final search step. Otherwise, the search step is extracted (line 3) and the
variable matcherCode to hold the generated code is initialized to an empty string (line 4). Then, if the current search
step is an extend, it iterates over all free variables (line 6) and generates a series of embedded for loops to bind these to
the respective candidate model objects selected by the constraint in the step (lines 7-8). Otherwise, the current step
is a check (line 10) and inserts an if condition (lines 11-12). Finally, in line 14, the generation continues recursively
appending the code generated from the subsequent steps to the result. The the query code for the entire search plan sp

can be generated by calling CompileSearchPlan(sp, 1).

Example 3.2. Table 1 shows a possible search plan for the ¢y query. Each row represents a search operation. The
first column is the assigned operation number (or step). The second column (Constraint) shows which constraint is
enforced by the given step and the third column shows the variables that are already bound by the previous operations
when the current operation begins execution. The fourth column shows the search operation type (check or extend)
which is based on the variable bindings prior to the execution of the search operation: if the constraint parameters are

all bound, then it is a check, otherwise, it is an extend.

Data-driven monitors aim to find matches of graph queries over the entire runtime graph model using a local
search-based query evaluation strategy. When such graph queries are used in a real-time system, they need to retrieve
all matches of a query in the model by a deadline. This is carried out by using a depth-first search graph traversal
algorithm derived from the search plan of the query. This keeps the memory footprint of the algorithm constant, thus
only the graph data may change over time as the model evolves.

The operations of the query search plan are translated to structured imperative code:

e Each extend operation is either a single assignment to a variable or a for loop iterating over a set of candidate
variable bindings, depending on the multiplicity of the respective navigation edge (reference constraint).
e Each check operation is mapped to an if statement that checks whether the current variable binding satisfies a

given condition created from the query constraint.
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As a result, the source code contains a deep hierarchy of for-loops and if-statements embedded into each other along
the ordering of predicates prescribed by the search plan.

Besides obtaining a WCET, we also need to estimate the number of matches of a query to allocate appropriate space
in memory in advance. In the case of runtime monitors of safety properties, we can assume that only a few violating
matches will be detected [41], thus the query result set is expected to be small and memory required for storing matches

can be reserved at compile time.

Example 3.3. Listing 3 shows the C code generated from the query specification of misalignedTurnout. Assuming
that a global variable model points to the root of the entire graph model including its up-to-date model statistics, calling
the function mt_matcher with a pointer to the result set structure results will compute and store all matches over the
model in results.

In the example, the initially bound variables are assumed to be empty, as indicated in Line 2 (L2 for short) with NULL
values, because we aim to find all matches in the entire model. In L3, the size of the result set is initialized to 0. The for
loop in L5 represents step 1 from the search plan (see Table 1) and iterates over all turnouts in the model, binding the
variable vars.mt to all possible objects in Lé6. Lines 8 and 9 together represent search step 2. In L8, the vars. loc is
assigned the segment referred by vars.mt via the link straight. If such a segment exists in L9, execution continues
with the third search operation that is mapped to L11-L14.

The generated code for =ConnectedTo (line 3 in Table 1) checks (as negative condition) if the vars. loc->connected_to
array holds a pointer to the turnout vars.mt. The execution only continues if no such reference exists, i.e., ~ConnectedTo =
1 (see L14). The final step of the search plan is mapped to L16 and L17. Here the train occupying the segment stored in
vars.loc is assigned to vars. t. If such a train exists, a match is found and registered by assigning the corresponding
variable values to parameter variables in a new match (L19 and L20) and increasing the counter of found matches

match_cntr. The execution concludes with saving the number of matches (L25).

When engineering safety-critical software, cyclomatic complexity (CC) is frequently used as a metric to estimate the
complexity of the code [40]. As a general recommendation, code with high CC is traditionally avoided in a safety-critical
system as it requires extra efforts to test and maintain. However, the derived imperative source code of data-driven
monitoring programs is inherently complex even for small queries, which is largely attributed to the declarative nature
of query specifications. For example, the CC of Listing 3 is 5, which already indicates substantial complexity. A key
contribution of the current paper is to provide novel rigorous timing analysis for data-driven monitors in order to

enable their use in a safety-critical context.

4 TIMING ANALYSIS OF QUERY-BASED MONITORS

Estimating the WCET of query-based monitors is a highly complex task which involves multiple classic challenges
of timing analysis. First, query programs that take a snapshot of a runtime graph model as their input need to be
analyzed. The runtime model of the system is a continuously changing data structure that captures the most up to date
knowledge of the underlying running system. As such, programs with changing memory demands need to be analyzed,
which is considered as a major challenge in the domain of WCET analysis [26]. While the available physical memory of
the execution platform sets a de facto upper limit for model size, existing approaches can only provide very coarse
estimates based on this parameter, which is often impractical.

Another major challenge is that query execution time is heavily data-dependent, i.e. the same control flow of a query

program may have substantially different runtimes based upon the structural characteristics of the underlying graph
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void mt_matcher (MTMatchSet *results) {
MTVars vars = { mt = NULL, loc = NULL, t = NULL };
int match_cntr = 0;
// Constraint: Turnout(mt)
for(int i@ = @; i@ < model->turnout_cnt; i0++) {
vars.mt = model->nodes[model->turnout_ids[i0]];
// Constraint: Straight(mt, loc) e A
vars.loc = mt->straight;
if(vars.loc != NULL) { L5 (BB2
// Constraint: —Connected(mt,loc)
int is_connected = 0;

is_connected |= vars.loc->connected_to[@] == vars.mt;
is_connected |= vars.loc->connected_to[1] == vars.mt;
if(is_connected == 0) {

// Constraint: OccupiedBy(loc, t)
vars.t = mt.loc->train;
if(vars.t != NULL){
// Register match
I -
results->matches[match_cntr].mt = vars.mt; L16-L17
results->matches[match_cntr++].t = vars.t;

}
I3 L19-L.20
Loopl

L11-L14

[
3 ¥
results->size = match_cntr;

b

Listing 3. Source code generated for query misalignedTurnout

Fig. 5. CFG of mt_matcher

Model space of @ ® Model within/outside the scope

Model scope
well-formed models | @ ® witness model for WCET within/outside the scope

1
¢ * Update producing a model inside/outside the scope

Fig. 6. Classification of query input models and model updates from the perspective of WCET analysis

model. On the one hand, existing static timing analysis approaches fail to provide safe and practical WCET bounds
because the longest execution path is often infeasible. Assuming some constraints on model size (e.g. capped by available
memory) and some general restrictions on model scope (e.g. there are more segments than trains in any real model),
a key open challenge is how to provide a model where the execution time of a particular query program will likely be
maximal — or at least, sufficiently high to provide a safe WCET estimate.

To tackle this challenge, we introduce the concept of witness models, illustrated in Figure 6. Figure 6 sketches the
model space of runtime graph models (represented with dots), i.e. the set of all monitor inputs. Possible changes made
to a model at runtime (depicted as arrows) result in a new model. In order to make a practical WCET estimate for query
programs, we make some explicit assumptions about realistic (and consistent) models captured in the form of a model
scope.

A witness model of a model scope (red dots in Figure 6) is a consistent model which maximizes the WCET estimate for
all models within the given scope. It can serve as representative data to calculate WCET for any model within the scope.
If a certain change brings the model outside the given model scope, then the WCET estimate obtained using the witness

model from the scope may no longer be safe on the model. In such a case, either the witness model of the new scope
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needs to be used (if such witness model is statically available), or a new WCET estimate needs to be recomputed at
runtime. The current paper focuses only on how such estimate can be computed, while the technicalities of scheduling

and the actual benefits of such on-line estimate are left for future work.

Existing WCET analysis methods. Static WCET analysis is typically divided into two major phases: flow analysis and
low-level analysis. Flow analysis aims at reconstructing the program flow and deriving control flow graphs (CFGs), while
low-level analysis aims at computing hardware-specific timing parameters of basic program block (BB) executions.
Note that our current work primarily focuses on flow analysis of WCET estimation while low-level WCET analysis is
out of scope.

A common flow analysis approach for static WCET computation is the implicit path enumeration technique (IPET) [33].
This method analyzes the control flow of the program to compute a sequence of instructions that yields the longest
possible execution. IPET is based on solving an integer linear programming (ILP) problem constructed from the program
CFG and flow facts.

The IPET method requires complex computations to solve the underlying ILP problem. As such, it is applicable for
design time WCET computation for real-time systems, but not for WCET recomputation at runtime. However, the
symbolic method proposed in [4] is capable of providing parametric WCET formulae which are cheap to recompute in

case the program flow facts change.

4.1 Overview of the approach

Our approach addresses the WCET estimation challenge for graph query programs by providing two complementary
safe WCET estimation methods: a static one (used at design time) and an on-line one (usable at runtime). On the one hand,
our static WCET estimation can provide upfront WCET bounds for models within the model scope by synthesizing and
exploiting witness models. This estimation achieves tighter WCET bounds (compared to other existing methods) by (1)
precisely incorporating data flow information during WCET estimation and by (2) excluding unrealistic models that
would often yield high WCET estimates. However, when a runtime model falls outside all model scopes considered
at design time, no static WCET estimates are available for the program execution. Therefore, we provide an on-line
technique to rapidly recalculate WCET at runtime by adapting parametric WCET formulae [4, 13] and exploiting some
aggregated model statistics.

The top part of Figure 7 presents the high-level workflow with design time tasks of obtaining two complementary
WCET estimates. The static WCET estimation relies on objective-guided generation of witness models where the
objective function is derived from the monitoring goal and the low-level timing properties of the monitoring program.
The process starts with the synthesis and compilation of the monitoring program (marked with A in Figure 7), and it is
followed by classic WCET analysis, e.g., using the IPET method (B). Subsequently, the results of the WCET analysis are
used to compute a model generation objective (C) which drives the model generation process (E). This objective is to
maximize the function that computes the execution time of the query program over a given instance model.

In parallel with these activities, constraints are derived for generating well-formed models in the given domain (D).
Combining the results from activities C and D, the model generation step (E) uses a graph solver to systematically
generate the model that maximizes the objective function, i.e., provides a safe and tight estimation of the longest run
time of the query program. As a result, the workflow not only computes a safe, static WCET value, but generates a

witness model where the estimated query program run time is used as the WCET estimation.
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Fig. 7. Workflow of WCET estimation for query-based monitors

The proposed on-line WCET estimation, also shown in Figure 7, starts with obtaining the source code and executable
for the query program (A), then performing static WCET analysis (B). Using the results of (B), a parametric WCET
formula is derived (F) using the algorithm described in [4]. While obtaining this formula happens at design time, the
exact WCET bounds are obtained at runtime once the relevant underlying runtime model statistics are known.

The bottom part of Figure 7 shows the general outline of a program which employs real-time graph queries. Once
updates to the runtime model are completed (G), the parametric WCET formula (computed at design time in F) is
instantiated and a safe, on-line WCET bound is obtained (H). Computing a formula requires minimal computational
effort, thus it can be repeatedly recomputed during program execution. The on-line and static WCET bounds, are then
simply compared, and because they are both safe estimates, the lower value is selected as WCET estimate (1). If the
underlying runtime model lies outside each model scope for which static WCET estimation is available or violates
well-formedness constraints, the on-line WCET estimation is selected automatically. This value is then used as the
required time window while scheduling of tasks (J), and after completing query evaluation and the rest of the tasks,

program execution will eventually continue processing model updates (G).

4.2 Approximating execution time with graph predicates

To characterize the data-dependent execution time of graph query programs, we derive an upper bound function
fq assigning approximate run times of the query g to model M. Formally, RTq(M) < fq(M), where RTq(M) is the
execution time of the query program q on instance model M.

For each basic block BB; of the CFG of the query program g, we construct a graph predicate /gp,. The free variables
01, ...,0 of Ypp, correspond to the program variables within the program scope when BB; is executed. When the
query program runs on an input model M, each execution of BB; corresponds to a match Z: {vy,...,0;} — Op of Ypp;
(Z € Matches(ygp,, M)), where Z(v;) is the model object referenced by the variable v; upon the execution of BB;.

To achieve this, we set {/gp, to the conjunction of extend and check constraints in effect on the variables in the
program scope. Extend operations (evaluated by loops) introduce new free variables, while check operations (evaluated
by if conditions) only restrict the possible binding of existing variables. As we have shown in Section 3.2, search-based
query plans translate to a series of nested loops and if conditions. Thus, i/gp, is the conjunction of extend constraints
associated with loops and check constraints associated with if blocks that enclose BB;. For enclosing else blocks, the

negation of the check condition is taken instead.
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Basics blocks BB;‘. of loop headers require special attention, since a loop variable vy can be uninitialized or it may
have a value from the previous iteration of the loop. Hence, in addition to the predicate ygg« with free variables
J
U1, ...,0k_1, U, We also introduce a predicate (//I’BB* with free variables vy, . .., v_1 to represent the first execution with
J

vy still uninitialized.

Definition 4.1. The upper bound for the execution time of q on a model M can be written using the aforementioned
graph predicates by summing up the worst-case execution times of basic blocks weighted by the number of times each

basic block is executed as follows:

total of all BB executions except

fa(M) = " (T(BB:) - [Matches(ypp,, M)]) loop headers
ieD
T(BB; Match T M Match M @
+ z;[ ( ]) ' (| ate es(wBBj-’ )l + | ate es(l/jBBj" )|)]’ total of initial and repeated loop
JE

header executions
where

e T is a function that returns the WCET of a basic block in the CFG;
e D is the set of the indices of basic blocks that are not loop headers; and

o L is the set of indices of loops.

The function fq is a linear function of the match counts of the graph predicates as defined in Section 2.4. Therefore it
is not only an upper bound for the execution time of ¢ on a given model M, but may also serve as an objective function

in a model generation problem. In Figure 7, the function fg is defined in activity C and used in activity E.

Example 4.2. We illustrate the execution time estimation method using the query misalignedTurnout. To construct
the graph predicates ygg, and lﬁéBj_ for the query program in Listing 3, we have to inspect the query plan in Table 1, its

traceability to the generated code (shown as comments in Listing 3), and the CFG of the code (Figure 5). By tracing each
basic block to the code lines and to the query constrains, we may obtain

Yes, =1,  Ymp, =Turnout(mt), sy =1, Ypp, = Turnout(mt),  ¢¥pp; = Turnout(mt) A Straight(mt, loc),
YBB, = Turnout(mt) A Straight(mt, loc) A =Conntected(mt, loc),

¥BB, = Turnout(mt) A Straight(mt, loc) A ~Conntected(mt, loc) A OccupiedBy(loc,t),  ¥ppg = Turnout(mt).

Since BB; is a loop header, we also have ‘%BZ = 1 to account for the first, unconditional execution of BB, with the
variable mt yet uninitialized. Therefore we can write the upper bound of the execution time on a model M as

8
far (M) = Z(T(BBi) - |Matches(y/pp,, M)|) + T(BBy) - |Matches(y/f , M)|.

i=1

4.3 Witness generation of worst-case execution time

In the static WCET analysis step, we compute an upper bound of the execution time of a model query program given a
set of constraints (defining the space of well-formed models) and the scope of the analysis at design time (see activity E
in Figure 7).

Given a theory 7~ and type scopes S, we derive the WCET estimate of a query program q of the set of models
satisfying 7~ and S by maximizing the upper bound function f;.
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(a) Witness model M* for query misalignedTurnout with 12 objects (b) Instance model M with 12 objects and satisfying theory 7~ but exceeding
and satisfying theory 7~ and model scope S the model scope S (more Trains and Turnouts)

Fig. 8. lllustrating model generation problems for witness models

Definition 4.3. This yields a static WCET estimate WCET§ (7", S) as the computation of this estimate necessitates the

use of a model generator at design time. Formally, we have
WCETH(T,S) = fa(M"), where M* € optimal(%, T, S, fy), 2)

where M”* is a witness model of the maximum value of f;.

Therefore, RTq(M) < WCETS (7", S) holds for all instance models 7, S £ M.

We include the witness model M* (with the used theory 7~ and model scope S) for illustration in Figure 8(a) which
maximizes fnt and yields the WCET,, estimate for the query program misalignedTurnout from Listing 3. The theory 7°
used in the generation process contained the multiplicity constraint @ct—outDeg that caps the out-degree of connectedTo
references at 2.

The witness model M* can be inspected to study the extreme execution time of the query program q and may aid in
further query optimization. However, M* is not necessarily an input where the actual program WCET is exhibited:
it may be the case that RTq(M*) < RTq(Myorst) for some other model 7, S £ Myyorst, even though we still have
RTq(Muworst) < fq(Mworst) < fq(M*) = WCET(S](T, S). In any case, our static WCET estimate can serve as a safe bound
for execution time.

Gradual refinement of the theory 7 and the scopes S can aid the designer in query program analysis. In particular,
if the estimated WCET (7, S) is too high, we may extend the set of constraints to 7’ 2 7~ to more precisely specify
the space of well-formed models. Alternatively, if it is not feasible to further extend the theory of well-formedness
constraints 7~ and thus restrict the set of well-formed models, we may opt for constraining the model scope S. This

property is summarized Proposition 4.1.

Proposition 4.1. For a query program g, theories 7, 7, and model scopes S, S’ the following inequality holds (see
proof sketch in Appendix A.):

WCET4(T"',S") < WCET(T,S) if 7/ 2 7 and VC; € %: 8"(C;) € S(Cy). (3)
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4.4 On-line WCET calculation at runtime for graph query programs

The primary goal of on-line WCET estimation computed at runtime is to serve as a fallback to cover cases where
the underlying runtime model lies outside the model scope used for computing static WCET bounds or violates
well-formedness constraints.

Our idea is to exploit model statistics collected at runtime, such as (1) the number of nodes that are instances of a
certain class or (2) the maximum out-degree of a node w.r.t. a given reference type. As discussed in Section 3.1, these
model statistics can be collected and maintained as part of the updates to the runtime model. As such, the current
values of model statistics can be used as flow facts for loop bounds when instantiating a WCET formula of a specific
query. The resulting WCET value can be used to reallocate execution time slots and reschedule tasks on-the-fly [15].

In Section 3.2, we showed how search-based query plans can be translated to a series of embedded loops and
if-conditions. Thus, the CFG of such a program has several cycles. We leverage the algorithm presented in [4] that takes
a program CFG and outputs a formula where the parameters are loop bounds, i.e., how many times a cycle in the CFG

is executed (see activity F in Figure 7).

Definition 4.4. A parametric WCET estimation formula for a graph query program q used to derive WCET bounds at

runtime can be defined as follows:

WCET(stats) = | T(BB)+ . (T(BBj.) +1(stats) - T(Loop;, stats)) (4)
i€Dy J€Ly

T(Loopj, stats) = Z T(BBy) + Z (T(BB},) + I (stats) - T(Loop,y,, stats)) (5)
keD; meL;j

In these formulae

stats is the model statistics which corresponds to the model scope of a given concrete model;

I returns the loop bound of the k-th loop for a model statistics (I (stats) € N);

e T is a function that returns the WCET of a basic block or loop in the CFG;

e Dy is the set of BB indices that are not contained in any loops but are part of the longest program execution path
in the CFG of the query program g;

® Dj (j > 0) is the set of BB indices contained directly in Loop; (i.e., not part of other loops) that are part of the
longest path within the loop;

o Ly is the set of loop indices that are not contained in any loop in the CFG of q;

e L; (j > 0)is the set of loop indices contained directly in Loop I and

o the BB for loop header of Loop; is denoted with BB;“..

Once WCETS is formulated, it is easy to instantiate it because a multiplication is done for each parameter and then,
the timing values are summed up. This computation is simple enough to quickly obtain a new WCET estimate when

model statistics are available (activity H in Figure 7).

Example 4.5. Figure 5 shows the CFG built from the mt_matcher function with its corresponding BBs. The lines
corresponding to BBs in Listing 3 are shown next to the nodes of the CFG. The WCET formula for the mt_matcher
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function built from the CFG shown in Figure 5 is the following:

WCETS, (stats) = T(BBy) +T(BB3) + . (T(BB’;)+lj(stats)-T(Loopj))
jeti)

8
= T(BBy) + T(BBs) + T(BB3) + 1 (stats) - (T(BBz) + Z T(BBk))
k=4
Here T(BB;) is the WCET of a basic block BB; and the value of 1 (stats) is the flow fact for loop bound, which is in this
case the number of turnouts in a given model.

To illustrate the impact of model statistics, we compare the model M* presented in Figure 8(a) with model statistics
statspr+ with the one obtained from a synthetic but still well-formed runtime model shapshot M” shown in Figure 8(b)
with model statistics statsyy . Both models have a total of 12 nodes but their model statistics (i.e., the number of instances
of each class) are different; statsyg+(Turnout) = 3, while for the other model statsyp (Turnout) = 4. For this reason,
the query program mt_matcher takes longer time to complete when evaluated over M’. The query plan starts with

iterating over all turnout nodes, so the WCET?, parameter is Iy (statsy;<) = 3 for M*, while Iy (statsy) = 4 for M’

4.5 Hybrid WCET estimation

We propose a hybrid estimation method to leverage both the static and the on-line estimates. For models satisfying the
type scopes S taken into account when calculating the static estimate, the lowest of the two estimates is taken (see

activity | in Figure 7). For models outside of S, we fall back to the on-line estimates.

Definition 4.6. The hybrid WCET estimate of a query q over a well-formed runtime model with statistics stats is
formally defined by the function

min{ WCET (T, S), WCETy(stats)}, if S F stats,

WCE Tg (stats) = (6)

WCE Tg (stats), otherwise,

where 7, S, and the value of WCETa(T, S) is provided ahead of time.

Computing WCETg only requires the type scope check S k stats and the computation of the minimum in addition
to the evaluation of the WCETg estimate, both of which can be done in constant time. Thus, there is no significant
overhead compared to the WCET] estimate. We may avoid checking whether the current state of the runtime model
satisfies 77, since, by assumption, 7~ is chosen such that all possible runtime models are well-formed.

The static WCET estimate of a query program for some particular scope of models S may not be tighter than the
on-line WCET computed for a model M in the scope. It may be the case that WCETg (statsyr) < WCETY(T, S) even if
T, S E M, especially when statsys is much smaller than the statsy;« belonging to the witness model M* providing the
static estimate. We observed this to be the case in two out of four experiments which uses a realistic runtime model
(see Section 5.3).

However, for any fixed (well-formed) model M, WCET; computed by fq(M) is always at least as tight as WCET.
Compared to the WCET] estimate, WCETg may take into account the theory 7~ in addition to the statistics statsy,
and fqy also has access to the whole model M. This claim is also confirmed by our experiments (see Section 5.3) and

formalized in Proposition 4.2.
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Proposition 4.2. The following inequality holds between execution times and their estimates:
RTq(M) < fq(M) < WCET§(T, statspyr) < WCET((statsyr), (7)

where statsyr(C;) = [statspr(C;), statspr(C;)] is the scope corresponding exactly to the model statistics statsyy, i.e., is
the scope where the lower and upper bound is equal to the number of elements in the model statistics. See proof sketch

in Appendix A.

5 EVALUATION

We conducted experiments to answer the following research questions related to the WCET of query programs:

RQ1 How do measured query execution times over witness models relate to query execution times over random
models?

RQ2 How do static WCET estimates differ from real query execution times over witness models?

RQ3 How do static and on-line WCET estimates compare when applied to graph query programs?

RQ4 How does query program complexity influence the error of computed WCET bounds by various WCET estimation

methods?

5.1 Evaluation overview and setup

5.1.1 Queries. To address these research questions, we use graph queries from the domain of the MoDeS3 CPS
demonstrator [51]. This demonstrator uses high-level runtime monitoring rules captured as graph queries, and showcases
synthesized monitoring programs executing these queries over the runtime graph model of the underlying running
system. Our experiments focus only on query evaluation, and updates to the runtime model are out of scope for the
current paper. Therefore, we ran the query programs on various snapshots of runtime graph models. We evaluated the

following queries adopted from [9]:

o Close trains (ct): The headway distance needs to be respected on the track, and this query highlights locations
where two trains are only one free segment away from each other.

¢ End of siding (eos): This query finds trains that are dangerously close (one segment distance) to an end of the
track.

e Misaligned turnout (mt): This is the query introduced in the running example of Section 2.3.

e Train locations (tl): A simple query to find pairs of trains and segments that describe the locations of each

train.

The calculation of query search plans is out of scope of the current paper, but they were created and optimized based
on the typical model statistics of runtime model snapshots in the MoDeS3 system. Although search plans were shown
to be highly efficient if they are updated as the properties of the undelying model changes [50], the ones calculated for
the realistic model were used throughout the entire evaluation. For example, the search plan presented in Table 1 is the

one used by the program executing the query Misaligned turnout.

5.1.2  Graph models. A query program takes a graph as input and computes the query results over this graph. We
informally expect that the time needed to compute the complete query result set heavily depends on the structure
of the input graph M, which, in our case characterised by the function statsys. In the following, we describe how we
obtained a variety of models to assess the impact of models with different characteristics on query evaluation times.
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To obtain first one realistic model, we manually captured a detailed runtime model snapshot of MoDeS3 that is similar
to the one presented in Figure 2(b) and counts a total of 25 objects. Then, using the metamodel in the MoDeS3 case study,
we generated four witness models for a given model scope such that a chosen query is estimated to have the longest
possible execution time. For all of these models, we employed the same model scope inspired by the railway domain: up
to one fifth of the objects can be Trains and up to one fifth of the objects can be Turnouts. The rest of the objects are
Segments; we capped the maximum number of objects at 25. The resulting models are syntactically valid and they can
represent a realistic railway system thanks to the domain-specific model scope and well-formedness constraints.

The second set of models contained a total of 50 randomly generated graphs which do not necessarily represent
realistic railway configurations. We used an open-source EMF random model generator! for this purpose. Nevertheless,
these models still respect the same model scope that was used for generating realistic models (i.e., they all contain up to

a total of 25 objects, with up to five Turnouts and five Trains) but may violate other constraints of the MoDeS3 domain.

5.1.3 Hardware setup. The query programs were executed on a microcontroller that had no other tasks (e.g., interrupts)
running. Because these programs take tens of microseconds to execute, we applied the following measurement setup to

obtain an estimate of the average program run times:

1. First we created an infinite loop and observed the loop execute n times under a fixed time duration Tyeqs (in our
case Tyeqs = 15).

2. Then, we added query execution to the loop and repeated it 100 over the same graph, and counted m loop
executions under Tpeqs.

3. Finally, we used the formula Tyyery = (% - %) -10%ps to get the average run times of query evaluations on given

input models.

Repeated measurements of the average program run times obtained this way show negligible variation (in the order of
0.1us) for a given input graph, which is unsurprising since it is the only task running in the system.

The bare-metal query programs were compiled with the compile flags recommended by OTAWA (this includes using
GCC compiler for ARM version 7.2.1 20170904 (release) with -00 and -g3 flags) and they were executed on the Infineon
Relax Lite Kit-V1 Board?. This board has an XMC4500 F100-K1024 microcontroller and it is driven by a 120MHz system
clock. This microcontroller is considered to be a mature industrial microcontroller and has an ARM Cortex-M4 core.
For the present evaluation, the available 4KB instruction cache was not used because the initial evaluation results with
cache showed that the WCET estimations provided by OTAWA using the available hardware platform model were lower
than the measured execution times, which indicates serious issues with estimated WCETs. Not using the instruction
cache on the device and removing the cache analysis step from the OTAWA script yielded credible WCET estimations.
Besides, the device does not have any data cache. The embedded code used for the experiments as well as compiler and

other configurations are available online>.

5.1.4 WCET algorithms and WCET tools. As a baseline for our comparison, we computed a (static) WCET for the query
programs with the IPET method [14] using the OTAWA framework [3] (owcet tool version V1.2.0).

To compute WCET? of query programs, OTAWA derived the program CFG and determined BB execution times from
the compiled binary and the hardware platform model. Then, this information was used to compute parametric WCET
formulae. Due to the lack of available tool support, we used a semi-automated WCET formulae computation by applying
!https://github.com/atlanmod/mondo-atlzoo-benchmark

http://www.infineon.com/xmec-dev
Shttps://imbur.github.io/cps-query/
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Fig. 9. Query execution times on fully random models and realistic models

the algorithm described by Ballabriga et al. [4]. The platform model of the microcontroller and the OTAWA script was

taken from a public repository of an external research group specialized in the analysis of embedded systems®.

5.2 Measured query execution times

The measured query run times over the set of 50 randomly generated models is captured by the boxes in Figure 9(a).
Each query was evaluated and timed on all of the random models. Additionally, the respective average query execution
time over each witness model (generated by the graph solver specifically for a given query) is also added to this figure
for comparison (red dots).

The heatmap in Figure 9(b) presents the obtained query run times for each query over all witness models generated
by the solver (e.g., Witness model for close trains represents the model that maximizes the estimated run time of the
query Close trains) and the realistic model taken from the MoDeS3 system (MoDeS3 snapshot model). The diagonal
in this figure shows the measured execution times over models dedicated to maximize the WCET estimation of a

corresponding query.

Findings for RQ1. The first observation from Figure 9(a) is that execution times on random models do not exceed the
execution time measured on the model generated to maximize the expected execution time of a query. For the almost
trivial query Train locations it was possible to achieve the longest measured execution time (4.25us) using random
generated models, but not for the other three more complex queries. The biggest relative difference was for Misaligned
turnout, where the maximum execution time measured for a random model was 6.44us and the execution time for the
model provided by the graph solver was 7.83us, a 22% increase. This finding supports the usefulness of deriving witness
models by graph generation which maximize the estimated WCET.

Another important observation is that execution time is highly sensitive to the structure and statistics of the runtime

model. For example, the query Misaligned turnout evaluated over its witness model takes 1.70x longer to complete

“https://github.com/uastw-sat/ ARMv7t-WCET- Analysis
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compared to the average execution time over random models, while it takes 2.67x longer compared to the shortest
measured execution time over random models. In this case, query execution starts with objects of type Turnout; several
random models have less than the maximum amount of Turnout objects allowed by the model scope.

Moreover, we also compare the query execution times over the realistic MoDeS3 runtime model; see the bottom row
of Figure 9(b). Here, the results (blue dots) fall within the range of execution times measured over random models. In
fact, the relative deviation from the mean is at most 17%.

Finally, we notice that query trainLocations, which is a trivial query, exhibits the same execution time for each
witness model. This query simply iterates over Trains, and for all other queries there is the same number of Train

objects in each generated model.

Findings for RQ2. As a baseline for comparison, we use the execution times presented in the diagonal of the heatmap
in Figure 9(b) (i.e., the maximum measured execution times for a query) to approximate the tightness of the static WCET
estimate. Since WCET®(M*) provides a safe overestimation, the actual WCET of the query program needs to be lower

than this value and greater than or equal to the longest measured execution time. We have the following findings:

e WCET(, (MZ,) = 29.42us — up to 32% overestimation of actual WCET

o WCETE s (Mzos) = 19.58us — up to 28% overestimation of actual WCET
e WCET; . (My.) = 11.53us — up to 47% overestimation of actual WCET
WCET$, (M{;) = 5.96us — up to 40% overestimation of actual WCET

The measured run times over the respective witness models are always below the static WCET estimations by
28%-47%, which means that for each query, the precision of the estimation of the actual WCET over well-formed
models of the selected queries is tighter than or equal to these percentages. These numbers show promising first results

produced by the approach given that no former WCET estimation methods target this class of data-driven programs.

Summary. Query execution times show a great variation for different models with the same number of objects. As
such, the impact of the graph structure on query execution time dominates the impact of sheer model size. For each
query, longest execution times were measured over the auto-generated witness models of the query. Our static WCET

estimation technique overestimates the actual WCET by a maximum of 28%-47%.

5.3 Assessment of computed WCET

First, query programs were analyzed using the Eclipse plugin for OTAWA to visualize the CFG and obtain the worst-case
timing properties of BBs. Additionally, we computed a safe WCET estimation for each query using the IPET plugin for
OTAWA with values shown in column IPET in Table 2. Since the real model size and metrics are not known at design
time, the static WCET estimates by IPET are applicable only to a given model scope. Once the model scope was selected,
loop bounds were provided based on the maximum number of object instances allowed by the model scope.

Second, we incorporated the estimated worst-case BB times into the objective function used in the model generation
step. The final maximum values provided by the solver are shown in the Graph solver column. To see the potential
benefit of solver-based static WCET computation, the difference from the IPET-based WCET is shown in parentheses.

Finally, due to the lack of mature tool support, we semi-automatically derived parametric WCET formulae [4] for the
four queries from the CFG and BB timing properties computed by OTAWA. Then, we instantiated these formulas with
the model statistics of the generated witness models (column Witness model) and added the difference to the baseline
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Table 2. Comparison of safe WCET estimates over well-formed models with the same model scope (up to five trains, up to five
turnouts, and up to a total of 25 objects)

Query ‘ cC ‘ Static estimate (WCET®) On-line estimate (WCET®)
IPET ‘ Witness generator | Witness model ‘ Realistic model
Close trains 7 | 34.67us 29.42us (-15%) 35.67us (+3%) 28.68us (-17%)
End of siding 10 | 24.92us 19.58us (-21%) 25.58s (+1%) 20.61ps (-17%)
Misaligned t. 5 | 11.42us 11.53pus (+1%) 11.58us (+1%) 11.58us (+1%)
Train locations 3 | 5.79us 5.96us (+3%) 5.96us (+3%) 4.91pus (-15%)

IPET estimate. Similarly, we used the statistics of the realistic MoDeS3 runtime model to compare the on-line WCET

estimate with the one produced by the IPET method. These results are shown in the column Realistic model.

Findings for RQ3. Static WCET estimations provided by the graph solver for Misaligned turnout and Train locations
queries are higher than the ones obtained by the IPET method by a very thin margin (1% and 3% more, respectively).
However, for the other two Close trains and End of siding queries, the provided estimates are significantly lower than
the results produced by IPET (15% and 21% less). The explanation is the methods synthesized from these latter two
queries have higher program complexity, thus the precise count of BB executions performed by the model generator
outweighs the benefits of the IPET method which relies on condensed model statistics provided as flow facts. Overall,
this shows the strength of the proposed solver-based WCET estimation method.

The parametric (online) WCET formulae of monitor executions provide slightly higher estimates for each query
investigated on witness models when compared to (static) IPET estimates. However, the rapidly recomputable formula
provides 15%-17% better estimates in three out of the four cases over the MoDeS3 snapshot realistic model. In case of
Misaligned turnout it overestimates the time provided by IPET by only 1%. The reason behind these differences is the
runtime model statistics for the MoDeS3 snapshot model has one train less than the maximum number allowed by the
model scope, which is a key factor in the formulae of Close trains, End of siding, and Train locations, while the formula

for Misaligned turnout does not depend on this number.

Findings for RQ4. On the one hand, static WCET estimates provided using auto-generated witness models have
increased precision for more complex queries (complexity measured in cyclomatic complexity — column CC in Table 2).
A possible explanation for this lies in how the solver evaluates the objective function (i.e., computes the WCET estimate)
over a given graph. Rather than merely relying on program loop bounds, the solver is able to better estimate the exact
number of executions of individual BBs while evaluating a query over a given graph.

On the other hand, the computational complexity of queries does not impact the precision of on-line WCET
estimations over witness models compared to the estimation obtained by IPET. This result shows the scalability of the

on-line WCET computation approach w.r.t. program complexity.

Summary. Static WCET bounds computed by a graph solver can provide significant improvements for complex
query-based monitoring programs compared to results obtained from traditional methods. Such static estimates
complemented with on-line WCET estimates based on runtime model statistics provide safe and tight execution time
bounds. The improvement of WCET bounds of inspected query programs is 13% on average when compared to values
obtained by IPET.
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5.4 Threats to validity

Computed WCET values presented in this section are reasonable w.r.t. to the measured longest execution times.
However, the platform model of the microprocessor may not be completely accurate, which can result in imprecise
WCET. Furthermore, the evaluation platform only ran the monitoring programs; no other tasks were running on the
same device. Finally, the algorithm for obtaining the parametric WCET formula [4] supports contextual information for
refining BB block timings (e.g., the effect of processor pipeline), but our formulae did not use this. For this reason, the
formulae we used might provide less tight estimates, but the computed WCET bounds are still safe.

In addition to the hardware-specific considerations, evaluation of the WCET estimation techniques using additional
case-studies with query-based runtime monitors from different domains could further improve the confidence in the

evaluation results.

6 RELATED WORK

Numerous static and probabilistic WCET analysis methods and surveys exist [32, 52] to provide an extensive summary
of their capabilities, while the Abella et al. [2] focus on the comparison of the most common WCET estimation for
programs in real-time systems. Based on the categorization of approaches of this latter work, our approach is a high-level
static deterministic timing analysis which provides safe execution bounds for embedded programs executing complex
graph queries.

Graph models and queries have been often used in the UML-based design of real-time systems [12, 22, 31]. However,
in this work, these techniques are applied at runtime for monitoring purposes in real-time systems, for which only a
few related papers exist. We provide an overview of related work below that focuses on topics relevant to query-based

monitors.

Dynamic memory allocation in embedded systems. A well-known challenge in programs with dynamic memory
needs is the ability to precisely predict the behavior of the memory allocator [53]. In general, allocators do not provide
guarantees about the memory addresses reserved at runtime. This makes low-level WCET analysis problematic because
there is no information about what cache sets will the newly allocated memory belong to. This way every time a
dynamically allocated memory is accessed, the analyzer needs to assume that the all contents of the cache is invalidated.
A further issue with using dynamic memory allocation is that the allocator itself is using some internal data structure
for tracking in-use memory blocks. This way, whenever an allocation is initiated, the access to these internal data
structures pollutes the cache.

A solution in [53] to the nondeterminism of memory allocators is to use deterministic ones instead [27, 35]. Such
deterministic allocators are able to provide guarantees regarding the placement of the allocated memory blocks and
they serve allocations in O(1) time, but the memory tends to be more fragmented compared to traditional allocators,
which may result in poor memory utilization.

Another approach to circumvent the limitations of dynamic allocation is to a priori compute the memory usage of
the application [26]. The idea is to allocate memory in advance that the program will need at runtime. This method
optimizes the reserved memory size by reusing some data structures multiple times for different purposes at runtime.
In this case, however, detailed information is required about the memory needs of the program, which is not always

available.
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Hard real-time monitors in embedded systems. The concept of predictable monitoring was introduced in [54] where
static scheduling techniques were used to show that a monitor fits its allocated timeframe. However, this work assumes
that the execution times of the monitoring programs and known, which is not true in case of our work. The Temporal
Rover [19] opts for generating monitoring code from temporal logic with low overhead. The verification of properties
is done mostly on a remote host, only basic sub-formulae evaluation is done on a device and results are communicated
to the host. Synchronous component execution and observable program states are the main assumptions made in [39]
to support sampling-based monitoring of real-time systems. This work follows a standard model of hard real-time
scheduling, where monitors are a collection of recurring tasks that obtain inputs and compute output in a priori-bounded

amount of time, which is different from our presented dynamically changing time windows for query-based monitors.

Real-time database queries. In real-time databases [37], access to data has strict time constraints. The work in [29]
presents a data sampling-based statistical method to evaluate aggregate queries in a database. There is a trade-off
between time available for query execution and the precision of the estimate. Such estimations would not be acceptable
in a monitoring setting where precise query results are expected. The real-time object-oriented database RODAIN [46],
which targets telecommunication applications, does not support hard real-time transaction (i.e., query) types, because it
is considered too costly for the target domain. However, our objective is exactly to provide such guarantees over graph

models to support hard real-time applications.

WCET of graph model-based computations. One of the few related works that investigates real-time properties of
graph-based techniques is [48]. This work evaluates the applicability of story diagrams to recognize hazardous situations
in real-time systems. Story diagrams are especially suitable for event-driven data transformations, which differs from
our data-driven approach. Another important assumption in this work is the limited model size on which story diagrams

are applied. This differs significantly from our setup, because we allow the model not to be bounded at design time.

7 CONCLUSIONS AND FUTURE WORK

In this paper, we presented a method to provide safe and practical WCET bounds for runtime monitoring programs derived
from graph queries to enable their use in real-time systems. On the one hand, we provide a static WCET estimate by
exploiting automatically generated witness models (using an advanced graph solver) which maximize the execution
time taken by the query-based monitor to complete. On the other hand, we combine state-of-the-art parametric WCET
computation with runtime graph statistics to allow online WCET recomputation at runtime upon relevant model
changes to enable to reallocate time slots to a tighter bound.

We carried out extensive evaluation of our approach on an industry-grade hardware platform using a variety of graph
models as inputs for query programs, and assessed the tightness of computed WCET using three different algorithms.
We managed to construct witness models for highest estimated execution times of queries as well as random graph
models as inputs for graph query programs as an attempt to showcase high execution times. While we have no formal
guarantee that worst-case timing behavior is exhibited on witness models as inputs, in all our experiments, the longest
execution times were always measured on such witness models.

Our results showed that our proposed WCET estimation approach often provides tighter estimates than the classic
IPET method. Moreover, the actual structure of the underlying graph has a major impact on query execution time (we
experienced a 3.08xmultiplier between shortest and longest measured execution in an extreme case) and it is a more
important factor than the sheer model size.

Manuscript submitted to ACM



Worst-Case Execution Time Calculation for Query-Based Monitors by Witness Generation 27

Since our current technique relies on fixed worst-case timings for basic program blocks to yield a safe but conservative

estimate, our future work aims to improve on tightness by incorporating context-dependent basic block execution times.

Moreover, the assessment of benefits of the on-line computed WCET in scheduling is subject to future investigations.

As a part of a long-term future research agenda, the presented WCET estimation approach could be extended to

a distributed setting. In addition to the characteristics of the graph model, query evaluation costs need to take into

account network latency and data allocation.
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A PROOF SKETCHES

Proposition Proposition 4.1. For a query program g, theories 7, 7, and model scopes S, S’ the following inequality
holds:
If7" 2 7 and VC; € 3: 8"(C;) € S(C;) then WCET (T, S’) < WCET(T, S).

PRrOOF. (Sketch.)Let M ={M : T,S £ M} be the set of well-formed (WF) models in the model scope. It is sufficient
to show that M’ = {M : 7,8’ £ M} C M since the witness model M* € M provides the longes estimated execution.
Therefore, we have to consider the following two cases: (1) 7' 27,8’ =Sand (2) 7' =7,8' ¢ S

1. Assume 7’ 2 7,8’ = S, i.e, there is at least one additional WF constraint added to the theory of WF constraints,
but the scope remains the same. The addition of a new WF constraint cannot invalidate existing constraints, i.e.,
YM:T',SEM—>T,SEM.

2. Assume 7' = 7,8’ ¢ S, ie, there is at least one C; € X such that 8’(C;) ¢ S(C;) and the theory of
WEF constraints remains the same. For the witness model 7,S £ M", it is true that statsy;«(C;) € S(C;). If
statspp+ (C;) ¢ S’(C;), the witness model 7, S’ £ M™ need to yield a lower WCET estimate, otherwise it would

have been included in the optimal solution using 7, S.

Proposition Proposition 4.2. The following inequality holds between execution times and their estimates:
RTq(M) < fo(M) < WCET(T, statsy) < WCETg(statsyy),
where statsp;(C;) = [statsyg(C;), statsp;(C;)] is the scope corresponding exactly to the model statistics statsyy.

PRroOF. (Sketch.) We show that the following three inequalities hold:
1. RTq(M) < fa(M)

2. fq(M) < WCETE(T, statsy)

3. WCET$ (T, statsyy) < WCET{(statsy)

1. The function f; precisely counts the BB executions of the query program q over model M, and multiplies this
number by the execution time of the BB. Furthermore, we use the longest possible estimated execution times of BBs
when defining fg. Therefore, RTq(M) < fq(M) holds.

2. The definition of WCETfq is to compute the value of fy for the witness model M*, which maximizes the value
returned by this function. This means that for any model with the same statistics as M, fq(M) < WCET(7, Statspy)
holds.

3. The formula which defines WCET{(statsyr) sums BB execution times based on program control flow, and statsy
provides the flow facts for setting maximum loop bounds. These flow facts inherently overestimate execution counts in
cases where there is a variation in actual loop repetitions since it will assume the number of maximum repetitions. On
the contrary, WCET§ (7, statsyr) will precisely count how many times a BB is executed if a query is evaluated over
model M. This proves that the inequality WCETg (7, statspy) < WCET{(statspr) holds.
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