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Abstract: Wood is considered one of the most important construction materials, as well as a natural
material prone to degradation, with fungi being the main reason for wood failure in a temperate
climate. Visual inspection of wood or other approaches for monitoring are time-consuming, and
the incipient stages of decay are not always visible. Thus, visual decay detection and such manual
monitoring could be replaced by automated real-time monitoring systems. The capabilities of such
systems can range from simple monitoring, periodically reporting data, to the automatic detection
of anomalous measurements that may happen due to various environmental or technical reasons.
In this paper, we explore the application of Unsupervised Anomaly Detection (UAD) techniques to
wood Moisture Content (MC) data. Specifically, data were obtained from a wood construction that
was monitored for four years using sensors at different positions. Our experimental results prove the
validity of these techniques to detect both artificial and real anomalies in MC signals, encouraging
further research to enable their deployment in real use cases.

Keywords: wood moisture monitoring; Unsupervised Anomaly Detection (UAD); Moisture Content
(MC) data; wooden facade and windows

1. Introduction

Wood is a very popular, widespread, and most importantly, renewable construction
material, whose physical properties have been praised by many. However, like any other
natural or synthetic material, it can deteriorate and eventually fail [1]. These processes are
important to maintain the carbon cycle, but when wood is used in commercial applica-
tions, it is in our interest to slow them down [2]. Depending on the nature of the specific
construction and the severity of the failure, this could lead to a wide variety of negative
consequences [3]. In the past, degradation was controlled predominately with biocides and
the use of durable tropical timber. However, these options are not acceptable by consumers
and are limited by EU legislation as well. Therefore, new strategies need to be developed,
which will allow us to use less durable European species in a variety of indoor and outdoor
applications. Undoubtedly, the development of a system that could help us prevent or,
at least, mitigate the undesired consequences of wood decay in buildings would have
numerous benefits.

In order to use less durable wood species, proper protection-by-design measures
have to be applied [4]. Protection-by-design is based on the principle that wood has to be
kept dry, and if the wood is moistened, the construction has to enable fast drying. The
Moisture Content (MC) of wood has to be kept below the threshold required for fungal
decay. There are various data available in the literature in this regard. In the first reports,
the authors stated that moisture limits are dependent predominantly on fungal species.
For example, Reference [5] reported that the minimum MC of wood for the growth of
Fibroporia vaillantii and Gloeophyllum trabeum is 30%, while a slightly lower (26%) minimum
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MC level is reported for Coniophora puteana and Serpula lacrymans. In [6], similar values
were reported as well. However, recent findings have shown that moisture limits for fungal
growth and decay depend on the fungal species in question and considerably differ among
the investigated wood species. For example, the minimum MC for wood decay varied
between 16.3% (G. trabeum for Scots pine sapwood) and 52.3% (Donkioporia expansa for
Douglas fir) [7]. Wood treatments such as acetylation affect the wood decay processes
related to fungi as well. However, the processes that result in reduced decay are not fully
understood yet [8]. Common questions are: How fast will decay occur in various wood-
based materials, and under what conditions (temperature and MC) will decay become
established and cause structural damage?

Although the threshold for moisture content varies by wood species and decay fungi,
it has been agreed that wood decay is always associated with an increase in moisture
content. Early works such as [9] already linked tree decay and discoloration with lower
electrical resistance measured by inserting probes into trees and utility poles. Moisture
increase is the first indication of potential problems. The key question, however, is how to
develop the methodology to detect these increases. After that, it is still up to the expert to
assess the potential threat based on available data.

Currently, as part of the well-known Internet of Things phenomenon, we see an
increase in the use—and associated market segment [10]—of systems that provide real-
time information about manufacturing processes [11], the status of different types of
infrastructure [12], or the consumption of resources such as power or water [13]. In some
cases, the capabilities of such systems go beyond simple monitoring, for instance raising
alarms when some abnormal measurements are detected, or even locating the possible root
causes of failures.

In this paper, we study the application of techniques that would enable the automatic
detection of anomalies in time series data captured from wood constructions. After the
analysis of the experimental results, we can confirm the usefulness and added value of
combining Unsupervised Anomaly Detection (UAD) methods with monitoring systems
for wood constructions, enabling the detection not only of the possible malfunctioning of
the sensing devices, but also of deviations from normal operating conditions caused by
wood decay or deterioration. In addition, these techniques can be applied to surface-coated
wood (facade, windows, fences, etc.) to assess the failure of the film on the surface, as well
as to monitor possible leakage and condensation at thermal bridges.

2. Related Work

Outlier detection, also referred to as anomaly detection, is a wide field both regarding
the variety of techniques it comprises, as well as its potential application to very diverse
use cases [14]. Unsupervised anomaly detection techniques for time series, a subset of
the former, have seen increasing interest along with the rise in the popularity of the terms
Internet of Things (IoT) [15] and Industry 4.0 [16]. One of the main features of these is the
presence of a high number of connected sensors, providing big amounts of time series data.
Considerable research has already been done on how to effectively exploit the potential
that this kind of data offers to automatically detect anomalies in complex systems [17].

Some early works already explored the use of machine learning in combination
with industrial monitoring systems, such as [18], in which a neural network was used to
provide real-time estimates of the viscosity of produced materials, or [19], which detailed
the application of a machine learning algorithm to detect tool breakages. However, the
application of time series anomaly detection techniques in industrial environments was
studied mostly in more recent works [20,21], also tackling specific applications such as
natural gas [22], building power consumption [23], or water management systems [24].
Some authors also proposed generic anomaly detection frameworks [25,26].

On the contrary, not many studies have applied anomaly detection to the monitoring
of building structures yet. An overview of the application of machine learning to structural
health monitoring can be found in [12], including some examples of outlier detection. One
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of the most recent works on this topic is [27], in which autoencoders were used to detect
anomalies in images of plotted time series data from accelerometers.

Regarding wood constructions specifically, some works have documented the use of
monitoring systems, mainly as a means to assess wood performance [28-31]. Generally, all
these works focused on obtaining the data and carrying out diverse analysis afterward,
such as decay modeling or correlation analysis. However, none of those placed emphasis
on the capabilities of the monitoring system. To the best of our knowledge, this is the first
work in which anomaly detection techniques are applied to data from a monitoring system
installed on a wooden construction.

3. Methodology
3.1. Data Description

The data used in this work were recorded as part of the WINTHERWAX (https:
/ /cordis.europa.eu/project/id /666206) project from 10 June 2016 to 10 June 2020, with a
sampling period of 12 h, which makes a total of 2922 records. Specifically, log resistance sig-
nals were recorded from 16 different wood samples mounted on a test cube located in Ziri,
Slovenia (46.0530, 14.1046). Moisture Content (MC) was determined from measurements
of electrical resistance. Insulated electrodes (stainless steel screws) were applied at various
positions and depths and linked to electrical resistance measuring equipment (Gigamodule,
Scanntronik Mugrauer GmbH, Germany) [32]. The method was validated with samples
that were preconditioned at various relative humidity and temperature levels to achieve
various target concentrations. This equipment enables accurate wood MC measurements
between 6% and 60%. To transform electrical resistance measured inside the wood to MC,
wood-species-specific resistance characteristics were developed based on the methodology
described in [33]. The results were periodically downloaded to a personal computer, and
the systems were periodically checked and had their batteries replaced on the visits. Out of
the 16 signals, twelve correspond to wood samples installed on the facade of the test cube,
while only 4 of them correspond to wood samples installed on the windows. Additionally,
average wood temperature signals were recorded, having four different signals correspond-
ing to outdoor samples and two signals corresponding to indoor samples. The test cube is
equipped with an A/C inside, set to a fixed temperature of 25 °C, which affects the indoor
measurements, as well as those from the windows. In Table 1, we present a summary of the
data used in this study, detailing the different wood materials that composed the test cube.

Table 1. Summary of the data used in this study. TMT stands for Thermally Modified Timber. For spruce, two different
intensities were used, with a higher one used for the facade (TMT facade) and a lower one for the windows (TMT window).

Note that a spruce sample to which the “TMT window” modification was applied was installed in the facade for comparison

purposes. A thin acrylic coating was applied to the spruce samples installed in the windows.

Signal Position Number of Signals
Logarithmic electrical resistance 16
Spruce (TMT facade) facade 3
Spruce (TMT window) facade 1
Larch facade 2
Larch (TMT) facade 1
Beech facade 2
Beech (TMT) facade 2
Poplar (TMT) facade 1
Spruce (TMT window, coating above) windows 1
Spruce (TMT window, coating below) windows 1
Spruce (coating above) windows 1
Spruce (coating below) windows 1
Wood temperature 6
Outdoor facade 4
Indoor windows 2



https://cordis.europa.eu/project/id/666206
https://cordis.europa.eu/project/id/666206

Forests 2021, 12, 194

40f19

Average Temperature (2C)

Log electrical resistance (10log(Ohm))
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Firstly, we include several plots that will make it easier to understand the signals with
which we are working. In Figure 1, we compare the average of all the outdoor and indoor
wood temperature signals. While the former follows a clear seasonal variation, the changes
of the latter along the year are undoubtedly smaller because of the presence of the A/C
system. However, indoor measurements show an abnormal decrease on 15 November 2018,
after which they start behaving like the outdoor temperature signal. This was caused by an
unexpected failure of the A/C system inside the test cube, which explains the match with
the outdoor values afterward.

T

—— Outdoors (facade)
——— Indoors (windows)

2017

2018 2019 2020

Figure 1. Average temperature (°C) for the facade (blue) and windows (orange).

Similarly, in Figure 2, eight of the log resistance signals are plotted, and it is possible
to observe that signals corresponding to Facade measurements (i.e., F9 to F12), clearly
showing different behavior and average values compared to those taken from the Window
samples (i.e., W1 to W4).

2017

2018 2019 2020

Figure 2. Log electrical resistance (101og ) for four of the Facade signals (F9 to F12) and for the four signals only from the
Windows (W1 to W4). Daily averages were taken to facilitate visualization.

Because signals from facade and windows are different regarding both their range of
values and their evolution and because there was an unexpected event (the failure of the
A/C inside the test cube) that affected only signals from windows, the rest of this study
will use both subsets separately. Different transformations and different experiments will
be carried out for each of the subsets mentioned above. From this point on, we will refer to
them as the facade dataset and the windows dataset.

3.2. Data Preprocessing
3.2.1. Moisture Content

Wood Moisture Content (MC) refers to the percentage of water mass contained in
the wood with respect to the wood mass without water. MC levels above certain limits
have proven to lead to a variety of wood decay processes. In order to compute wood MC
from the log electrical resistance signals (U), we will also use temperature signals from the
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two datasets. Specifically, we use the formula described in [34], which takes as the input
log electrical resistance (U), average temperature (T), and several calibration parameters
depending on the wood material (p,, n = [1,9]):

MC(%) = (p1T + po)ePaT+PIUH(psT+p6) o 1y 112 4 pT + po (1)

3.2.2. Daily Average

Even though daily averaged data were employed in previous works [30], mainly
because they were needed in order to compute some values, such as the daily exposure dose
received by wood samples, we do not see any advantage in using these in this case. Working
with daily averaged data would simply make us lose temporal resolution. Consequently,
they were not used in any of the proposed experiments.

3.2.3. Seasonal Decomposition

When carrying out anomaly detection on time series data, several preprocessing steps
(e.g., normalization, standardization) can be applied depending on the specific problem.
One of them is seasonal decomposition, which basically separates the signal into several
components, usually level, trend, season, and noise. Going into further details about signal
decomposition techniques is out of the scope of this article. Thus, let us just mention
that in this work, we explored the advantages and disadvantages of applying seasonal
decomposition as a preprocessing step. The results of this process are included in Section 4.1.

3.3. Unsupervised Anomaly Detection Methods

Unsupervised Anomaly Detection (UAD) methods require only normal data to func-
tion, and conceptually, they try to capture the intrinsic characteristics of the signals under
normal operating conditions. This process is referred to as training the detection model. A
detector, once it has been trained with enough data, will be able to generate an anomaly
score for every new signal sample fed to it. This anomaly score is generated taking into
account everything that the detector knows about how a normal signal should look like.
It tells us how anomalous every sample in the signal is and thus will enable the imple-
mentation of an alarm system when, for example, the score is abnormally large. In our
experiments, we explored and compared several methods to compute the mentioned
anomaly score: isolation forest [35,36], local outlier factor [37], mean linear regression resid-
ual (For every signal, we trained one linear regression model using the rest of the signals
as variables. Then, we computed the anomaly score as the mean of the residuals for all
the trained models.), Cluster-based Local Outlier Factor (CBLOF) [38], PCA reconstruction
error (the reconstruction error when transforming back after applying PCA is used as the
anomaly score), one-class Support Vector Machine (SVM) [39], Long Short-Term Memory
(LSTM) [40,41], and LSTM encoder-decoder [40,42].

3.4. Artificial Anomaly Generation

When studying the application of UAD techniques to solve a problem, even if we just
use data obtained under normal operating conditions to train our models, we still need a
way to evaluate their performance for the specific use case under study. For that reason,
we generated different types of artificial anomalies that were added to the test signals, so
that we could then tell if our detectors were able to identify them correctly as anomalies.

Conceptually, one of the key aspects when artificially generating anomalies is that
they resemble the anomalies that might arise in reality. With that in mind, we asked field
experts and came up with two different anomaly generation methods that introduce artificial
anomalies resembling real anomalies seen in wood MC signals. We provide below a detailed
description of these methods, namely mask product and trend component addition.

In any case, it is worth pointing out that the ideal conditions for determining which
anomaly detection technique works better to solve our problem would imply having
enough quality data, which would also include real labeled anomalies. The generation
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of artificial anomalies is simply a way to overcome the lack of labeled data. Moreover,
since the process is randomized, it should be noted that the manipulation of the signals for
such a purpose does not guarantee that the specific affected segments will actually look
anomalous when compared to the rest of the unmodified signal. Artificial anomalies will
only be generated for the facade data, given that the A /C failure that affected the data from
the windows constitutes a real anomaly that we aim to detect.

3.4.1. Mask Product

The mask product method generates a random mask according to several tunable
parameters and multiplies it with the original signal so that its values increase or decrease
accordingly. The method takes as parameters the minimum and maximum length that each
anomalous segment can have, the minimum and maximum value for the product operation,
the number of segments in the signal to apply the product to, and the minimum samples
of separation between segments. An example of the application of the mask product is
illustrated in the left column of Figure 3.

3.4.2. Trend Component

This method generates a trend component that is inserted into the signal. The method
takes as parameters the trend type (linear or logarithmic), the maximum value that it should
reach, the starting and ending timestamps of the trend (alternatively, also the contamination
level), and whether to hold or not the maximum value after the ending timestamp. The
contamination level refers to the proportion of anomalous samples with respect to the
total number of samples. An example of the application of a linear multiplicative trend is
illustrated in the right column of Figure 3.
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Figure 3. Examples of the application of the presented artificial anomaly generation methods: mask product (left column)
and linear multiplicative trend (right column). The first row depicts the original test sequences, while the second row the
resulting modified ones.
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3.5. Experimental Setup
3.5.1. Facade Dataset

In order to generate training and test splits, we decided to divide our data in a way
such that the test set always had the same length, while the training set always started
in the first sample of the time series and increased its size for the different setups. This
way, we were able to apply the same modification to all the test sets when artificially
generating anomalies. In the implementation, a function available as part of the ADTK
framework (https://adtk.readthedocs.io/en/stable/api/data.html#adtk.data.split_train_
test) was used. The process is illustrated in Figure 4. We decided to divide the signal
into four segments, obtaining three different training/test setups. This way, we tested the
detection methods in several different conditions regarding the training data availability,
thus providing a more complete evaluation.

W

2017-07 2018-01 2018-07 2019-01 2019-07 2020-01 2020-07

Figure 4. Example of the chosen procedure to generate training/test splits on one of the 12 signals that composes the

facade dataset.

For the facade dataset, our goal was to determine which detection methods worked better
when signals were modified with different types and combinations of artificial anomalies.
Because of that, we designed the following set of experiments, in which, as mentioned, we
applied the same modification to all the test sets of the three different training/test setups:

EF1 Random mask product with variable multiplication factor: We ran several experiments
in which we increased the multiplication factor of the mask product, but with fixed
anomalous segments. With these experiments, we wanted to explore how the magni-
tude of the factor by which the signal was multiplied affects the detection results.

EF2 Random mask product with variable anomalous sequence length: We ran several
experiments in which we increased the length of the artificial anomalies for the mask
product, but with a fixed multiplication factor. With these experiments, we aimed
to determine how the length of the modification applied to the signal affects the
detection results.

EF3 Linear trend at the end: We generated a linear trend at the end of the test signal with
different contamination values (i.e., always until the end of the test signal, but starting
at different points). The trend was applied by multiplying it with the original signal.
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Moisture Content (%)

This would emulate, to some extent, the real anomaly found in the windows dataset
caused by the A/C failure.

EF4 Random mask product and fixed linear trend at the end: In this last set of experiments,
we randomized both the multiplication factor and length for the multiplicative mask
and also included a linear trend at the end of the signal, similar to experiment EF3,
but with a fixed length. With these experiments, we intended to evaluate the detection
methods in a less controlled environment, in which the two types of anomalies can
even be overlapped.

In all the experiments, out of the 12 signals that composed the facade dataset, the
artificial anomalies could be applied to only one of them, all of them, or some. From our
point of view, this is a key aspect: if the anomalies were real and not artificial, it would
give us information about the kind of event that took place and caused the anomalies. For
instance, if all signals were modified in the same way, it could emulate an external event
that affected all the measurements, like the A /C failure in the windows dataset. However,
if just one or a few signals showed abnormal segments, this might be due to failures in the
recording hardware or to localized external causes (e.g., accumulated snow) that affect only
a subset of the samples because of their spatial disposition. In our experiments, we would
like to emulate several different situations to be able to generalize as much as possible.
Therefore, each of the set of experiments described above was repeated by applying the
modifications to 2 of the 12 signals, to all the signals, and to all but 2 signals.

3.5.2. Windows Dataset

As mentioned, the windows dataset already included a real anomalous sequence, since
the failure of the A/C system was unintended. The failure was not repaired afterward, so
we labeled the whole portion of the signal after the failure date as anomalous. We decided
to use a 50% training/test split, thus having the first two years of data as the training set
and the last two as the test set.

The start date for the test set was 10 June 2018; the end date was 9 June 2020; and
the A /C failure occurred on 15 November 2018. Therefore, the test set for the windows
dataset had a contamination level of 78.39%. This value could be considered very high for
other environments in which failures are promptly repaired. It is reasonable to assume that
contamination levels would be much lower in more critical infrastructure. An example
illustrating the data divisions for one of the signals in the windows dataset is included in
Figure 5.

—— train
test

2017

2018 2019 2020

Figure 5. Training and test splits of one of the 4 signals that composes the windows dataset, with the date on which the
failure occurred marked with a vertical black line.

In this case, we ran a single set of experiments, in which we compared the results
when thresholding the obtained anomaly score with different contamination values and
also when using either original or seasonally-decomposed signals.
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4. Results and Discussion
4.1. Data Preprocessing
4.1.1. Moisture Content

The results of the MC computation process for facade and windows data can be seen
in Figures 6 and 7, respectively. For clarity, Figure 6 includes only four out of the twelve
total signals measured on the facade, but the rest of them (F5 to F12) present a similar
evolution. While for facade signals, it is harder to notice any seasonal pattern, those for
windows show a clear seasonal variation along the year, with low MC values in the months
around February and high values around August. This seasonal evolution clearly changes
after the failure event on 15 November 2018. It is also worth mentioning the larger range
and rapidly changing behavior of facade signals, since wood samples are exposed to the
outdoor climate, in contrast with the smoother appearance of those of windows. Facade
values show an abnormally high measurement over 100% on 26 August 2018, at 12 h, which
was most likely caused by the extremely high precipitation levels on that day and especially
on the previous day in Ziri. This could have made the sensors come in direct contact with
water, provoking not only extreme, but also erroneous electrical resistance measurements.

275

250 A |

\
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A\
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“
100 A F1
F2

80 1 F3
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Moisture Content (%)
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N | ‘ A | 'l
20 'ltl E:J H“ L J“\& bn‘;J ’ “ N \. ‘ l " ‘!“‘3’4“ :']‘ *‘J
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Figure 6. Computed moisture content (%) for four of the signals measured on the facade.

16 4 — w1
— W2
144 — w3
— w4

Moisture Content (%)
=
o
.

20‘17 20‘18 20‘19 20‘20
Figure 7. Computed moisture content (%) for measurements from the windows.

4.1.2. Seasonal Decomposition

Given the simple visual observations that we previously made about our data, we
assumed that seasonal decomposition would be suitable just for signals in the windows
dataset. In order to check this, we wanted to confirm first that there was an underlying
periodic (i.e., seasonal) component in our data. For that purpose, we carried out an autocor-
relation analysis employing only data corresponding to the first two years, in order to avoid
including the period after the malfunctioning. A moving average filter was applied for
noise reduction to carry out this autocorrelation study. The original and smoothed signals
are presented in Figure 8, while the autocorrelation function for the four signals (W1 to W4)
is presented in Figure 9.
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Figure 8. Comparison of original and smoothed signals from windows after applying a moving average filter.
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Figure 9. Autocorrelation function for the four smoothed MC signals from windows.

All four autocorrelation functions present a local maximum when using 730 lags (i.e.,
365 days, given that the sampling period is 12 h). Even though in none of the signals, the
value exceeds the confidence interval, it confirms the existence of the underlying seasonal
component that we were seeking. Furthermore, we find it logical to assume that the variation
of MC in these wood samples has a cyclic component with a yearly period. Consequently,
in our experimental setup, we compared the results for the windows dataset when applying
seasonal decomposition and when using the original computed MC signals. An example of
a seasonally-decomposed signal from the dataset can be seen in Figure 10. We can observe
the effect that seasonal decomposition has: after the failure, the original signal ceases to
follow the seasonal variation, which makes the seasonally-decomposed signal present
higher values after that point and may help detectors identify this period as abnormal.

4.2. Unsupervised Anomaly Detection

Finally, we include in this section the results of our experimentation when applying
UAD techniques. For each one of the individual experiments, five repetitions were carried
out, and all the evaluation metrics reported here are computed as their average. In all
cases, the reported metric is the Fy 5 score, which weighs higher precision than recall and
thus attenuates the influence of false negatives. The reasoning behind this was already
presented in Section 3.4, but it is worth pointing it out: even when a portion of a signal is
labeled as anomalous—because of added artificial anomalies for the facade dataset or the
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Moisture Content (%)

A/C failure for the windows dataset—when compared to the rest of the signal, that same
portion of the signal will not necessarily look anomalous.

15.0 4

12.5 4

10.0 4

7.51

5.0 1

2.5 A

0.0

—2.54

—— Original signal
Residual

—— First two years

—— Seasonal component

2017

2018 2019 2020

Figure 10. Comparison of the original signal (green and blue) and its seasonally-decomposed version (orange). The section
of the original signal that was used to compute the seasonal component is presented in green, while the computed seasonal
component is presented in red.

Another important remark to consider when interpreting the results presented here is
the fact that extensive hyperparameter tuning was not carried out for any of the detection
algorithms. We are aware that, if done, it could make the detection results vary to some
extent. Nevertheless, the main goal of this study is to demonstrate that the application of
UAD techniques to detect anomalies in wood constructions is valuable and feasible. The
comparisons between algorithms that we make here should be interpreted taking all this
into account.

4.2.1. Facade Dataset

As mentioned, in this case, we modify the test set by applying some specific artifi-
cial transformations, with our goal being to analyze how different characteristics of the
generated anomalies affect the detection results. All the experiments included here were
repeated by applying the artificial anomalies to all twelve signals, only to two signals, and
to all but two signals. The average of these results is reported.

EF1. Random Mask Product with Variable Multiplication Factor

The parameters used for the random generation of the mask that is multiplied with
the test portion of the signals are the following;:

®  Mask multiplication factor: variable between 1.25 and 3

*  Minimum anomalous sequence length: 14 samples (equivalent to one week)
*  Maximum anomalous sequence length: 28 samples (equivalent to two weeks)
*  Number of anomalous sequences: 5

*  Minimum separation between anomalous sequences: 14 samples

The resulting average contamination (i.e., portion of anomalous samples to the total
number of samples) of the test set is 14%, the minimum and maximum values being 12%
and 16%, respectively. For consistency, when setting different values for the multiplication
factor, the anomalous segments in the applied mask are the same; they only vary within the
five repetitions of the same experiment (and thus, the different contamination values). In
other words, five masks are generated, each with different portions marked as anomalous,
and each of them is applied to all the signals several times, using one multiplication factor
at a time. The true contamination value in each case is used for thresholding the anomaly
score. For instance, in the experiment with a 12% contamination value, twelve percent of
the samples (those with higher anomaly score) will be detected as anomalous. Results for
this set of experiments are illustrated in Figure 11.
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Figure 11. Fy 5 score of the multivariate detection methods using the true contamination value for experiment EF1.

As we could expect, better results are obtained when the factor by which the signal is
multiplied is higher. However, detecting anomalies that produce only slight modifications in
the signal is more challenging, and it is probably not realistic to assume that real anomalies
will change the MC signal by very high factors, so more attention should be given to lower
factor values.

While the best results are achieved by the algorithm based on PCA reconstruction
error when increasing the value of the signal just by 25% for the contaminated segments,
the cluster-based LOFmethod [38] slightly outperforms it by a factor of 1.75 and above. This
algorithm achieves a maximum Fjs-score of 0.8847 when the contaminated segments have
a triplicated value. It is also worth mentioning that the mean linear regression residual,
even though it performs worse than the rest overall, shows the best results for all the
multiplicative factors when injecting the anomalies only into two of the 12 facade signals.
EF2. Random Mask Product with Variable Anomalous Sequence Length

The parameters used for the random generation of the mask that is multiplied with
the test portion of the signals are the following:

*  Mask multiplication factor: 1.5

*  Anomalous sequence length: variable between 7 and 56 samples
*  Number of anomalous sequences: 5

*  Minimum separation between anomalous sequences: 14 samples

The resulting contamination (i.e., portion of anomalous samples to the total number of
samples) of the test set varies between 5 and 38%. Again, the true contamination value in
each case is used for thresholding the anomaly score. In Figure 12, we include the detection
results for this set of experiments.

0.7 1
0.6
0.5
204 =>= |solation Forest
g = Local Outlier Factor
=>&= Mean Linear Regression Residual
0.3 1 == PCA Reconstruction Error
—>— Cluster-based LOF
0.2 =~ One-class SVM
== LSTM
01 » == LSTM Encoder-Decoder

20 30 40 50
Mask Product Segment Length

Figure 12. Fj 5 score of the multivariate detection methods using the true contamination value for experiment EF2.
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Similar to the results for EF1, all the curves here show an increasing trend with the
length of the anomalous sequences. Thus, it is clear that having longer anomalous sequences
makes it easier for the detectors to identify their samples as anomalous. The cluster-based
LOF algorithm [38] achieves the best results for shorter sequences, but it is slightly outper-
formed in this case by the LOF [37] for longer ones. Nevertheless, both of them, as well as
the PCA reconstruction error show very similar results. The best value achieved is an Fy5
score of 0.6766 when the anomalies are 56 samples long. The comparison of this value with
the best result obtained for the same multiplication factor (1.5) in EF1 (Fy5 = 0.4314) also
proves the influence of the length of the anomalies on the detection results.

Once again, the mean linear regression algorithm shows the worst average perfor-
mance, but achieves the best results when the anomalies are inserted only into two of the
12 signals in the dataset.

EF3. Linear Trend at the End

A linear trend component is multiplied at the end of the test set with different contam-
ination values (i.e., different lengths), thus generating a single anomalous sequence. The
parameters that characterize the anomaly generation are:

e Contamination level: variable between 0.05 and 0.75
*  Function type: linear
*  Maximum multiplicative factor (that of the final sample): 2

Like in the previous experiments, the true contamination value in each case is used
for thresholding the anomaly score. The results for this set of experiments can be seen in
Figure 13. Initial experiments when using a logarithmic function instead of a linear one show
almost identical results, so we decided not to include them here to avoid repetitiveness.

0.8

0.6 1

0.4

0.2 1

Isolation Forest
Local Outlier Factor

PCA Reconstruction Error
Cluster-based LOF
One-class SVM

LSTM

LSTM Encoder-Decoder

Fritttts

Mean Linear Regression Residual

—

—

194
K

0.2 0.3 0.4 0.5 0.6 0.7
Signal Contamination Level

Figure 13. Fy 5 score of the multivariate detection methods using the true contamination value for experiment EF3.

In this case, we could expect and we indeed observed similar results to those of the
previous experiment (EF2), since we are basically increasing the length of the generated
anomaly as well. Generally, LOF [37], cluster-based LOF [38], and PCA reconstruction error
are the algorithms that provide the best detection results again. However, the differences
to the rest of the algorithms for high contamination values are considerably small.

The mean regression residual is again the worst detector in general, but the best one
when the modification is only applied to two signals. However, in this case, this applies
only for lower contamination values, while for a 50% contamination and above LOF [37], it
shows a higher Fj 5 score also when contaminating only two of the signals.
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EF4. Random Mask Product and Fixed Linear Trend at the End

For the final experiment for the facade set, we combine both types of artificial anomalies
to try to obtain an overview of the performance of the different algorithms. The parameters
that characterize these experiments are:

®  Mask multiplication factor: random between 1 and 1.5

*  Minimum anomalous sequence length: 14 samples (equivalent to 1 week)
*  Maximum anomalous sequence length: 56 samples (equivalent to 4 weeks)
*  Number of anomalous sequences in the mask: 3

*  Minimum separation between anomalous sequences in the mask: 14 samples
*  Linear trend contamination level: 0.1

*  Linear trend function type: linear

e Maximum multiplicative factor (that of the final sample): 1.5

Since two modifications are now applied to the test signal and the anomalous se-
quences are randomly chosen, it may occur that some samples get multiplied both by a
random factor from the mask and by a factor from the linear trend. Thus, the maximum
multiplication factor that could be applied to a sample is 1.5 x 1.5 = 2.25. However,
for most of the samples labeled as anomalous, the value will be quite lower, making the
detection problem especially hard. The true contamination value ranges from 5 to 38%,
with an average value of 19%.

Contrary to all the previous experiments, we additionally included results when
thresholding the computed anomaly score with contamination values different from the
true one. The true contamination value would be unknown in a real environment, so this
way, we provide a more complete evaluation of the algorithms’ performance. Furthermore,
we detail the results for the three different cases depending on how many signals are
contaminated. Results for this set of experiments are summarized in Table 2.

Table 2. Results from experiment EF4 showing the Fy5 score for the facade dataset when thresholding using different
contamination values and injecting artificial anomalies into different sets of signals.

Contaminated Signals All All but Two Only Two Avg.
Contamination 0.05 True 0.5 0.05 True 0.5 0.05 True 0.5

Mean Linear Regr.Res. 0.1663 0.2120 0.2153 0.0596 0.0936 0.1289 0.3615 0.4104 0.3481 0.2217
Isolation Forest 0.2854 0.2999 0.2975 0.2761 0.3099 0.3039 0.1360 0.2291 0.2528 0.2656
One-class SVM 0.3294 0.2963 0.2537 0.3002 0.2770 0.2546 0.2015 0.2653 0.2419 0.2689
LSTM 0.2797 0.2913 0.2915 0.3095 0.3119 0.3089 0.2336 0.2540 0.2645 0.2828
LSTM Encoder-Decoder 0.3596 0.2982 0.2991 0.3769 0.3077 0.2960 0.1433 0.2393 0.2669 0.2875
Cluster-based LOF 0.3466 0.3662 0.3213 0.3235 0.3434 0.3149 0.2014 0.3313 0.2794 0.3142
PCA Reconstruct.Error 0.3034 0.3702 0.3129 0.3205 0.3562 0.3243 0.2270 0.3445 0.2930 0.3169
Local Outlier Factor 0.2582 0.3842 0.3505 0.2416 0.4182 0.3752 0.2267 0.3003 0.3151 0.3189

These results confirm that the best-performing methods to detect anomalies for the
facade dataset are LOF [37], PCA reconstruction error, and Cluster-based LOF [38], all
of them obtaining a very similar average F5 score of around 31%. Furthermore, we can
observe how once again, the best performing method when generating anomalies only in
two of the signals is the mean linear regression residual. This shows that this method is
really good at distinguishing anomalies when only a few of the signals deviate from the
normal operating conditions. However, when most of them do, it is not able to identify
these deviations as anomalies. On the contrary, all the other algorithms show their worst
results when only two of the signals are contaminated, no matter which thresholding value
we chose.

Special attention should be given when thresholding with a low contamination value
and all the signals are affected by the anomalies (or all but two signals). In both cases, the
LSTM encoder-decoder algorithm [40,42] shows the best results, which are not far from
the overall best results (obtained when thresholding with the true contamination value).
This is especially meaningful since it shows that in a real environment in which anomalies
are usually rare (i.e., the contamination value can be assumed to be low, yet unknown),
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this algorithm may be the preferred option. Nevertheless, as we increase the thresholding
value, better results are shown by other simpler algorithms.

4.2.2. Windows Dataset

The set of experiments carried out for the windows dataset does not involve artificial
anomaly generation. Thus, we simply applied different thresholding contamination values
to the anomaly score of the test signal, and we also compared the results when using the
original or seasonally-decomposed signals. Results for all the different detection methods
when thresholding with contamination values of 10%, 78.4% (true value), and 90% are
summarized in Table 3.

Table 3. Results for the windows dataset when thresholding using different contamination values. The use of the Seasonally-

Decomposed signal instead of the original one is indicated with the letters SD.

Contamination 0.100 0.784 0.900
Precision  Recall Fs Precision Recall Fs Precision Recall Fs

Mean Linear Regression Residual 1.0000 0.1283 0.4239 0.7949 0.7949 0.7949 0.7635 0.8761 0.7836
Mean Linear Regression Residual SD 1.0000 0.1283 0.4239 0.8377 0.8377 0.8377 0.7901 0.9066 0.8110
PCA Reconstruction Error SD 1.0000 0.1283 0.4239 0.8813 0.8813 0.8813 0.8327 0.9555 0.8547
One-class SVM 1.0000 0.1283 0.4239 0.8901 0.8901 0.8901 0.8403 0.9642 0.8625
PCA Reconstruction Error 0.9864 0.1265 0.4181 0.9075 0.9075 0.9075 0.8380 0.9616 0.8601
LSTM 0.9932 0.1274 0.4210 0.9140 0.9140 0.9140 0.8503 0.9764 0.8729
Local Outlier Factor SD 1.0000 0.1283 0.4239 0.9171 0.9171 0.9171 0.8479 0.9729 0.8703
LSTM Encoder-Decoder SD 1.0000 0.1283 0.4239 0.9239 0.9239 0.9239 0.8573 0.9845 0.8800
Isolation Forest SD 1.0000 0.1283 0.4239 0.9244 0.9244 0.9244 0.8572 0.9836 0.8798
LSTM Encoder-Decoder 0.9959 0.1277 0.4221 0.9244 0.9244 0.9244 0.8451 0.9705 0.8676
Cluster-based LOF SD 1.0000 0.1283 0.4239 0.9246 0.9246 0.9246 0.8527 0.9792 0.8754
One-class SVM SD 1.0000 0.1283 0.4239 0.9319 0.9319 0.9319 0.8601 0.9869 0.8828
LSTM SD 1.0000 0.1283 0.4239 0.9370 0.9370 0.9370 0.8708 1.0000 0.8939
Isolation Forest 1.0000 0.1276 0.4223 0.9499 0.9499 0.9499 0.8701 0.9984 0.8931
Local Outlier Factor 1.0000 0.1283 0.4239 0.9555 0.9555 0.9555 0.8677 0.9956 0.8906
Cluster-based LOF 1.0000 0.1283 0.4239 0.9581 0.9581 0.9581 0.8649 0.9932 0.8878

The best results for the lower contamination value are achieved by most of the pro-
posed detection methods, obtaining in all these cases a precision equal to one. This is a
promising result since it indicates that all these methods succeeded in identifying only
true anomalous samples when the selected thresholding value was lower than the actual
contamination of the data. As we said, it is worth pointing out that, even if we decided to
label as anomalous all the samples after the A/C failure occurred, that does not imply that
all the samples actually show abnormal behavior. In fact, it would be reasonable to assume
that not all of them actually do. Moreover, intuitively, lower contamination values such
as this one, or even way lower, could be seen as more realistic in real-world scenarios in
which anomalies are rare and dealt with as soon as they are detected.

When thresholding with the true contamination value, the three metrics take the same
values, since the number of false positives is equal to the number of false negatives. In this
case, the cluster-based LOF method [38] achieves a maximum Fj 5 score of 0.9581.

Surprisingly, when marking as anomalous a higher portion of anomalies than there
actually are, the best results are shown by the LSTM network [40,41] using the seasonally
decomposed version of the signal, and it is the only one that successfully annotates all
the true anomalies as such. Nevertheless, several other algorithms achieve quite similar
detection results.

For illustrative purposes, we include in Figures 14 and 15 representations of the best
detection results for a thresholding contamination value of 10% and the true contamination
value, respectively. In Figure 14, for which the chosen contamination value is considerably
lower than the true one, we can observe how within the true anomalous segment, the
method gives a higher anomaly score to spikes in the signal, as well as segments for which
it is easy to visually identify deviations from the expected evolution.

It can be seen in Figure 15 that when thresholding with the true contamination value,
just a few points within the anomalous segment are not marked as anomalous. Again,
this may be a consequence of these measurements being actually less anomalous than the
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ones that were given a high anomaly score, but were recorded before the failure, even
though we labeled them as anomalies, thus counting as a missed detection. The fact that
the cluster-based LOF algorithm [38] does not take into account the temporal dimension of
the data makes it intuitive to think that other algorithms that do capture this dimension,
such as the LSTM-based ones [40-42], might achieve better results. However, let us remind
that extensive hyperparameter tuning was not carried out for our experiments, and still,
the differences in the Fj 5 score for most of the algorithms are not substantial.
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Figure 14. Detected anomalies when using the cluster-based LOF method with the original signals and a thresholding
contamination value of 10%. Predicted anomalies are marked in light red. In the top figure, two black lines determine the
start of the test set and, afterwards, the moment when the A/C failed. In the bottom figure, corresponding only to the test
set, true anomalies are delimited by the red line.
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Figure 15. Detected anomalies when using the cluster-based LOF method with the original signals and the true contamina-
tion value (78.4%). Predicted anomalies are marked in light red. In the top figure, two black lines determine the start of the
test set and, afterwards, the moment when the A/C failed. In the bottom figure, corresponding only to the test set, true
anomalies are delimited by the red line.
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In order to compare the usefulness of applying the seasonal decomposition procedure
in this case, we plot the Fy 5 score for different contamination values when using the original
and seasonally-decomposed signals in Figure 16a,b, respectively. Additionally, we include
the Area Under the Curve (AUC) for each of the detectors.

n \M 0.8 1
2 0.7 —>— |solation Forest (AUC: 0.6623) 0w 0.7 —— Isolation Forest SD (AUC: 0.6327)
< Local Outlier Factor (AUC: 0.6637) [y Local Outlier Factor SD (AUC: 0.6563)
—%— Mean Linear Regression Residual (AUC: 0.6205) —»— Mean Linear Regression Residual SD (AUC: 0.6346)
0.6 1 —*— PCA Reconstruction Error (AUC: 0.6499) 0.6 1 —%— PCA Reconstruction Error SD (AUC: 0.6379)
—»— Cluster-based LOF (AUC: 0.6625) —— Cluster-based LOF SD (AUC: 0.6570)
0.5 —— One-class SVM (AUC: 0.6467) 0.5 —— One-class SVM SD (AUC: 0.6582)
LSTM (AUC: 0.6415) LSTM SD (AUC: 0.6513)
—»— LSTM Encoder-Decoder (AUC: 0.6521) —%— LSTM Encoder-Decoder SD (AUC: 0.6566)
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Test set anomaly score threshold (contamination) Test set anomaly score threshold (contamination)
(a) Original signals (b) Seasonally-decomposed signals

Figure 16. Fj 5 of the detection methods for different thresholding contamination values.

In all cases, the results when using one or the other version of the signal are quite
similar. The fact that the yearly seasonal component that was later subtracted from the
signal to obtain the seasonally-decomposed version was computed using only data for two
years may explain these results. The use of more advanced decomposition techniques such
as STL [43], was explored, but was unfruitful because it would require more historical data.
Nevertheless, given that the application of this procedure did not result in a significant
decrease for any of the detectors, we can expect that with more historical data available, a
better decomposition could be achieved, which could further improve the detection results.

5. Conclusions

In this work, we explored the application of Unsupervised Anomaly Detection (UAD)
techniques to Moisture Content (MC) signals recorded from different types of wood sam-
ples. Experiments were carried out on two different datasets, one corresponding to wood
samples installed on the facade of a test cube and thus exposed to outdoor conditions and
another one containing signals from samples installed indoors, serving as window frames.

For the facade dataset, we artificially generated different types of anomalies to evaluate
our detection methods, while the measurements from the windows already included an
event that we considered anomalous. Even though the fact that the evaluation was carried
out with simulated anomalies should account for the interpretation of the results for the
facade dataset, our experimental results show that UAD can be applied to successfully
detect anomalies in both cases. When thresholding the obtained anomaly score with the
true contamination value, we achieved a maximum Fy 5 score of 0.9581 for the detection of
the real anomaly that affected the windows. Moreover, we got a precision of 1 when using
a considerably lower threshold, meaning that all the detected samples were true anomalies.

In future work, we plan to make use of historical weather data to further improve the
detection. Besides, work is already being done to further extend the datasets used in this
work with real anomalies that could help us improve the evaluation and comparison of the
anomaly detection methods.
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