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Introduction

The publication in early 1999 of the unclassified version of the Final Report of the Select
Committee on U.S. National Security and Military/Commercial Concerns with the People’s
Republic of China (known as the Cox report, and hereafter referred to as the report) pro-
voked considerable reaction and concern. The report made a number of spectacular accusa-
tions against both China and several U.S. research and development organizations impor-
tant to U.S. security, such as the nuclear weapons laboratories and various missile and satel-
lite companies. The language of the report, particularly its Overview, was inflammatory and
some allegations did not seem to be well supported.

Stanford University’s Center for International Security and Cooperation (CISAC) has been
involved in the study of the international role of nuclear weapons, nuclear arms control, the
role of export controls on high technology items in national security, and the politics and
external policy of China for a number of years. To several at the Center, the statements made
in the report warranted further study and discussion. As a result, four contributors with long
experience in one or another of the topics taken up in the report, Alastair lain Johnston,
W. K. H. Panofsky, Marco Di Capua, and Lewis R. Franklin, agreed to make an assessment
of statements made in the report. | agreed to provide coordination, an introduction, execu-
tive summary, and some editing, and to provide reviewers. Brief biographies of all five of us
are given after this introduction.

In the six months since this task was undertaken, a number of assessments of the Cox
report have been published. Inevitably there is some duplication between these publications
and the present paper. Nevertheless, we believe there is enough that is new or not well
known in this paper to warrant publication.

The paper consists of four contributions. The first, by Alastair lain Johnston, deals with
Chinese politics, economics, and nuclear doctrine. The second, by W. K. H. Panofsky, deals
with nuclear weapons. The third, by Marco Di Capua, deals with the so-called lab-to-lab
programs, which consist of interactions between U.S. and Chinese nuclear weapons labora-
tories carried out under U.S. law and regulations to deal with such matters as safety and
arms-control monitoring. The fourth, by Lewis R. Franklin, deals with missiles. A fifth chap-
ter was originally planned, on the relation between scientific excellence at the nuclear weap-



ons laboratories and openness to the broader scientific world, but the recent National Acad-
emy of Sciences report on the subject* makes this chapter unnecessary. Two of the contribu-
tors to the present paper, Panofsky and I, also participated in preparing the National Acad-
emy report.

As the authors and readers of this paper are well aware, an appropriate relationship be-
tween the United States and China is essential to progress and peace in the coming century.
Such a relationship must be based on a realistic, informed view on each side of the capabili-
ties, history, motivation, and likely evolution of the other. It should also be based, insofar as
possible, on a realistic view of how China and others view the United States. Unfortunately,
in our opinion, in many instances the report does not contribute to such realistic, informed
views. Some important and relevant facts are wrong and a number of conclusions are, in our
view, unwarranted. These are summarized in the Executive Summary which follows.

We have checked our findings and referenced them wherever possible. In addition to fac-
tual findings, the authors have in places stated their conclusions regarding some policy im-
plications of the findings and of the Cox report conclusions. Conclusions and opinions are of
course the authors’ individual responsibility. We realize that not all of the report was declas-
sified and thus some of the factual justification for the report’s conclusions may be classified.
Whether we are right or wrong in our disagreements with the report, we hope that the
following analyses contribute in a positive way to the ongoing debate on these important
matters.

We are grateful to many people who heard expositions of our findings, read drafts of our
paper, and gave us valuable criticisms. We thank the officials, former officials, and scholars
who gave us their advice. All errors in facts and judgments of course remain the responsibil-
ity of the authors.

We thank our editor, Megan L. Hendershott, and CISAC’s outreach and publications act-
ing manager, Eileen Hughes, for their help.

This paper has been reviewed for classification and found not to contain any classified
material.

MicHAEL M. May
Center for International Security and Cooperation
Stanford University

* The National Academies, “National Security and Scientific Openness,” October 1999.
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Executive Summary

The Cox Commission of the U.S. Congress was established in June 1998 to investigate con-
cerns over Chinese acquisition of sensitive U.S. missile and space technology in connection
with the launching of U.S. civilian satellites using Chinese launchers on Chinese territory.
The investigations were broadened in October 1998 to include alleged security problems
and possible espionage at the U.S. nuclear weapons laboratories. Some conclusions were
released in January 1999 by the White House together with the administration’s response.
The full declassified (redacted) version of the report of the Cox Commission was released on
May 25, 1999.

The Cox Report on Chinese Politics, Governance, and Nuclear Doctrine

In chapter 1 the Cox report provides an introductory discussion of the nature of the Chinese
political system, the decision-making process, and the relationship between economic devel-
opment and military modernization in China. The purpose of this introductory section ap-
pears to be to establish an interpretative lens through which to view the details of PRC
activities with respect to the acquisition of nuclear, missile, and high-speed computer tech-
nology. The point presumably is to cast these activities in the worst possible light—that they
are all aimed at modernizing the People’s Liberation Army (PLA) so as to challenge U.S.
interests, and that this policy reflects the basic preferences of top Chinese Communist Party
(CCP) leaders. Otherwise, it is unclear why the report would include a very general discus-
sion of the policy-making structures and process in the PRC in a report about the details of
nuclear and missile espionage.

To this end, the report outlines the organizational structure of the PRC and argues, in
essence, that all state, military, and commercial activities in China are “controlled” by the
CCP politburo. The general problem with this section of the report, however, is that it paints
a picture of an extremely centralized political system where policies across government,



military, and commercial activities are uniformly directed by a handful of leaders in the
Politburo Standing Committee. The impression left by the report is that the top leadership of
the CCP holds distinct, uniform policy preferences, and that these preferences dominate,
overriding the preferences of all other players in the state, military, and commercial sectors.
The report assumes that just because the head of a state bureaucratic entity is a CCP member
this ensures CCP “control” (presumably meaning the imposition of CCP preferences on the
entity).

Such a picture is based on skewed research into the organizational structure of politics in
China. Most problematic is that in reality, as most experts on the Chinese political system
(including the experts cited by the Cox report) recognize, this top-down, uniform-prefer-
ences view of Chinese policy is a caricature of a much more complicated system. Scholarly
research on policy processes in energy policy, environmental policy, arms control, and for-
eign and military policy, among other major areas of public policy, all indicate that the policy
process is more often characterized by interagency rivalries, bargaining, and logrolling. The
preferences of different actors, far from being uniform, often reflect the narrow parochial
interests of their organization. The PLA, for instance, constantly complains that it has, in
fact, not received the resources it needs. Many in the PLA oppose the policies and prefer-
ences of the Ministry of Foreign Affairs. In most cases, these bureaucratic disputes and
negotiations are conducted by leaders of organizations who share membership in the CCP. In
other words, contrary to the argument of the Cox report, membership in the CCP does not
automatically lead to uniform preferences over public policy. In short, this discussion of the
political process provides a rather bizarre characterization of the system. But it serves the
purpose of characterizing the system as, essentially, totalitarian, highly and effectively coor-
dinated, and aimed primarily at challenging U.S. interests.

The report then goes on to discuss the relationship between economic development and
military modernization. It does so primarily in a discussion of the “Sixteen Character policy.”
The point of this section of the report is to drive home the finding that the “main aim for the
civilian economy is to support the building of modern military weapons and to support the
aims of the PLA” (Vol. 1, Ch. 1, p. 5). In other words, the Sixteen Character policy, the
report claims, establishes the subordination of the civilian economy to military moderniza-
tion. The sixteen characters can be translated as: combine the military and civilian; combine
peacetime and wartime; give priority to military products; and use the civilian to support/
cultivate the military.

In fact, as the primary source used by the report itself makes clear, the Sixteen Character
policy refers narrowly to the conversion of military-industrial enterprises under the direction
of the State Council and provincial and municipal governments. The policy applies to the
state-owned enterprises within the military-industrial complex; together these employ about
7 percent of the total labor force in state industries, and produce about 5 percent of indus-
trial output in China. In other words, the Sixteen Character policy applies to a rather small
portion of the overall economy, not the overall economy as the Cox report claims. Specifi-
cally, the policy refers to the development of commercial lines of production in debt-ridden
military-industrial factories, the profits from which are to be used to sustain the unprofitable
and low-output military production line in these factories. This meaning of the policy is clear
from an examination of discussions of the meaning of the Sixteen Character policy in Chi-
nese sources. In addition to this basic error in understanding the nature of the Sixteen Char-
acter policy, the Cox report includes a number of misquotes of sources when trying to justify
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its argument that economic modernization has all along been subordinate to military mod-
ernization in China.

On Chinese nuclear doctrine issues, the report is exceedingly unclear about the actual
state of development in Chinese nuclear weapons capabilities. There appears to be a tension
between two presumed purposes of the Cox report. On the one hand, the report must ex-
plain the Chinese “demand” for U.S. nuclear and missile technology. Hence the need to
underscore the technical backwardness of current Chinese capabilities, which it does in places.
On the other, in line with what Cox Committee member Norm Dicks called its “‘worst-case”
flavor, the report also needs to stress the imminent Chinese threat to U.S. security. Hence the
stress on real-time technological sophistication and success in modernizing nuclear capabili-
ties. In addition the report mischaracterizes Chinese nuclear doctrine, claiming that its an-
nounced doctrine is one of limited deterrence. In fact China has no announced doctrine, and
the few comments that Chinese leaders have made over the years indicate an operational
doctrine that to this point is more akin to a minimum deterrence doctrine than a limited
deterrence doctrine. The report mixes up kilometers and miles when discussing the range of
one of China’s missiles, and exaggerates the degree to which alleged missile technology transfers
from the United States have sped up the deployment of another missile. It also misstates
China’s position on no first use of nuclear weapons and Taiwan.

In short, the discussion of Chinese politics, economic modernization, and nuclear doctrine
lacks scholarly rigor, and exhibits too many examples of sloppy research, factual errors, and
weakly justified inferences.

Allegations of Theft of Sensitive U.S. Nuclear Weapons Information

This section of the summary is divided into three subsections. The first lists the main allega-
tions and statements made in the Cox Commission report together with brief background
comments. The second addresses the significance of allegedly stolen information about the
W-70 and W-88 weapons and weapons codes. The third addresses the Cox report criticisms
of security and counterintelligence at the nuclear weapons laboratories and discusses the
laboratories’ international contacts. Throughout this review, the emphasis is on three ques-
tions:

1. What information beyond what is publicly known, if any, has allegedly been stolen?

2. 1s the alleged stolen but not publicly available information of sufficient value to enable the
PRC to field new designs without testing?

3. What impact would such weapons have on the security of the United States?

Main Allegations and Statements of the Cox Report

A problem with the Cox Commission report is that the authors provide little context for
their allegations, leaving the reader with no way to judge their importance, aside from whether
the allegations are true. Thus it is never made clear how much the Chinese learned on their
own and from publicly available information. The report makes broad accusations against
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the Chinese with little or no support or comparison with other states’ practices. The impact
of losses is either overstated or not stated.

1. The PRC has stolen design information on the most advanced U.S. nuclear weapons, in-
cluding every currently deployed thermonuclear warhead in the U.S. ballistic missile arsenal
and the neutron bomb, which the United States has not deployed.

No evidence or foundation is presented for these allegations other than recounting the
existence of a “walk-in”” agent with some data on one system. China tested a “neutron
bomb’ in 1988 but has not deployed it. The United States tested and deployed three such
weapons, and has now withdrawn them. The relevance of two such alleged thefts is dis-
cussed below.

2. The Select Committee judges that the PRC will exploit the stolen information for its next
generation of thermonuclear weapons and the stolen U.S. secrets give the PRC information
on such weapons on a par with the United States.

No information is given that traces China’s nuclear weapons to U.S. sources. There is no
way to judge whether a “next generation of thermonuclear weapons” would be based on
such theft or earlier Chinese knowledge. It is extremely unlikely that, absent nuclear testing,
theft of information could lead to any such new generation.

3. The Select Committee judges that elements of the stolen information will assist the PRC in
building the next generation of mobile ICBMs.

4. A PRC deployment of mobile thermonuclear weapons or neutron bombs based on stolen
U.S. design information could have a significant effect on the regional balance of power.

A mobile ICBM, the DF-31, was initially tested this year. If deployed, it could increase the
survivability of Chinese land-based missile forces. Deployment of survivable thermonuclear
weapons could affect both the strategic and regional balance of power if the number of
nuclear delivery vehicles became much larger. How U.S. interests are affected by survivabil-
ity of Chinese nuclear forces is a complex question, however. Survivable weapons are less
likely to be used first.

5. The Select Committee judges that if the PRC were successful in stealing nuclear test codes,
computer models, and data from the United States, it could further accelerate its nuclear
developments.

Such computer models and data could accelerate weapons development, although ad-
vanced computers and models were not needed to design either the W-70 or the W-88.

6. Despite repeated PRC thefts security at our national nuclear weapons laboratories does
not meet even minimal standards. Counterintelligence programs fail to meet even minimal
standards.

Minimal standards are not defined, nor is the record of security and counterintelligence at
the laboratories compared with similar records elsewhere. No evidence is given of what
lapses occurred, what standards and improvements are needed, or where else lapses may
have occurred. In contrast, a committee for the Intelligence Community chaired by Admiral
Jeremiah concluded in 1998 that it could not ““determine the full extent of weapons informa-
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tion obtained, for example we do not know whether any weapon design documentation or
blueprints were acquired,” and that among ““espionage, contact with U.S. and other coun-
tries’ scientists, conferences, and publications, unauthorized media disclosure, declassified
weapon information, and Chinese indigenous development, the relative contribution of each
cannot be determined.”

Significance of Allegedly Stolen Information about the W-70 and the W-88 and about U.S.
Nuclear Weapons Computer Models

The W-70 (“neutron bomb™) was developed to defeat massed tank attacks without damag-
ing surrounding towns and villages. Its effectiveness in that role has been contested. It has no
advantage against cities and other ““soft” targets over standard nuclear weapons. A version
was also developed for an atmospheric nuclear ballistic missile interceptor, the Sprint. It is
essentially irrelevant to the military posture of China against the United States.

The W-88 was designed about thirty years ago and is deployed on U.S. missiles carried in
Trident submarines. It fits into the slender multiple independently targeted reentry vehicles
required for high accuracy. China tested a possibly similar system several years ago. The only
evidence provided that the design of that weapon was derived from information stolen from
the United States is that a Chinese “walk-in”" agent provided the CIA with a classified PRC
document referencing information related to the W-88. The provenance and sponsorship of
the agent have not been made clear. If the document contains information not available from
public sources, it would provide evidence of Chinese access to classified information, though
not of where the alleged leak took place.

China has about twenty ICBMs at present capable of reaching the United States. Designs
similar to that of the W-88 could permit MIRVing these missiles or new ones, which in turn
would have mixed effects on the Chinese strategic position, effects discussed at greater length
in the text. Such designs or other compact warheads could permit more survivable basing for
Chinese missiles, which in turn could provide greater stability in case of a crisis between
China and another nuclear power.

Computer models (codes) would add to the basic knowledge related to nuclear weapons
design, although it must be added that China has had what is regarded as a highly competent
nuclear weapon program for thirty-five years or more. The codes, in the opinion of nuclear
weapons designers in the United States, would not be sufficient by themselves to permit
fielding a new design, especially not one that could be deployed without nuclear tests. Such
codes are specialized to the particular user, contain many empirical entries valid for limited
uses, and are by necessity incomplete.

Security, Counterintelligence, and International Contacts at U.S. Nuclear Weapons
Laboratories

A report by a committee of the President’s Foreign Intelligence Advisory Board (PFIAB),
chaired by PFIAB chairman former senator Warren Rudman, issued in 1999, provided an
extensive summary of the vulnerabilities of the U.S. nuclear weapons laboratories to foreign
penetration. The Rudman report cites a dismal record of resistance to implementation of
security measures on the part of the Department of Energy (DOE) and proposes a major
reorganization in which DOE national security activities would be taken over by either an
autonomous or a semiautonomous agency. Many reasons for this proposal are outlined in
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the report, some of which are discussed in the text. Legislation addresses some but not all the
problems noted in the report.

Neither the Rudman nor the Cox report makes a distinction between security measures
designed to deny opportunities for harmful information transfer and those designed to inter-
dict or prevent such transfers. However high the barriers to transfer, transfer cannot be
prevented if there is a will to transfer information illegally. This leads to a focus on the
security clearance process for individuals, a process that has in the past proven difficult and
important.

A complicating factor is the enormous volume of classified information in a variety of
formats to be protected and administered, and the large number of people who have legal
access to it. This complication is made worse when materials that are already in the public
domain and are only marginally relevant to truly sensitive information are protected. Expert
reviewing bodies have uniformly concluded that the DOE should build very high fences
around truly sensitive information, not diffuse restraints around vast and generally publicly
known information.

The current preoccupation with security has unfortunately, however, led to ill-considered
measures which may damage national security. In particular, negative impacts have been felt
on the lab-to-lab programs under which U.S. nuclear weapons scientists interact particularly
with former Soviet scientists in similar areas with a view to keeping former Soviet scientists
in difficult economic situations from selling their talents elsewhere. The lab-to-lab program
also has involved Chinese scientists, to improve nuclear materials safety, safeguarding, and
verification of arms-control agreements. The programs have been successful in achieving
their goals without releasing classified information and are reviewed in another chapter of
this report.

Of even greater importance is the quality of U.S. personnel at the national laboratories.
These laboratories share the largest part of the responsibility for maintaining the safety and
reliability of the nuclear weapons stockpile. One component is the continuous inspection of
nuclear weapons in stockpile in order to uncover any damaging changes as the weapons age.
Another is to better understand the behavior of the weapons in the stockpile. Both require
attracting and retaining scientists and engineers of the highest quality. This cannot be done if
the laboratories are isolated from the scientific and engineering communities at large, al-
though it can and has been done while protecting classified information. While the Cox
Commission has not made a case that any security lapses have been caused by such unclassi-
fied exchanges, its report has led to proposed impediments to such exchanges that would
make employment at the laboratories less attractive at a time when attracting top talent is
already difficult.

More generally, training of U.S.-born scientists and engineers has been insufficient to meet
the demand in the high-growth technical sectors of the American economy. As a result, a
significant fraction of staff members in American high-technology enterprises are foreign,
principally Asian. These people make major contributions to U.S. productivity. The Cox
report, while not specifically associating any alleged loss or theft with open scientific ex-
changes, does allege that essentially all Chinese visitors to the United States are potential
spies. This has cast a cloud of suspicion over both foreign and Asian-born U.S. staff members
of U.S. companies. At the same time, there is no evidence presented in any report that Chi-
nese scientific visitors have abused their privilege in visiting the United States by behaving
differently from U.S. scientists abroad.

14



The Cox Report and the U.S.-China Arms Control Technical Exchange
Program

The Cox report alleges, without providing any evidence, that the “lab-to-lab”” exchanges of
the late 1980s and 1990s were a pipeline for transfer of U.S. secret information about nuclear
weapons to China. In fact, the risk of such transfer was recognized from the start and deci-
sive actions taken to mitigate and manage it. The Cox report does not discuss the reasons for
the lab-to-lab programs, nor the advantages to the United States, but calls for a definitive
assessment of the risks and benefits of the programs by the U.S. government. It also does not
seem to distinguish between contacts in high-energy physics, which have nothing to do with
weapons, and contacts regarding nuclear weapons. This report deals only with the latter.

The 1980s scientist-to-scientist contacts were authorized by the U.S. Department of En-
ergy and took place when the strategic interests of the United States and China were more
aligned against the Soviet Union. The focus of these contacts was to increase U.S. knowledge
about a program that was poorly known and documented at that time. The contacts ended
in the late 1980s.

The U.S.-China Arms Control Technical Exchange (ACE) Program began as a U.S. initia-
tive in 1994 to improve contacts with China in the area of arms-control verification, nuclear
materials protection, and nonproliferation. The rationale for such a program stems from
China’s relative isolation from the forty years of arms-control exchanges and negotiations
that involved the other nuclear weapons states and key non-nuclear-weapons states. In the
mid-1990s, China’s adherence to the Comprehensive Test Ban Treaty (CTBT) and compli-
ance with the Non-Proliferation Treaty were sought—the latter specifically with regards to
possible past Chinese nuclear transfers to Pakistan. With this in mind, the United States
proposed a collaboration on the technical issues involved in nonproliferation, arms control,
and nuclear materials protection, control, and accounting (MPC&A) between U.S. nuclear
weapons laboratories and the China Academy of Engineering Physics (CAEP) and other
entities in China responsible for nuclear weapons research, development, and testing. A
long-term goal of the program is to demonstrate that cooperative nuclear materials protec-
tion and arms-control measures can be carried out without compromising national security.
Following a series of visits, the proposal was accepted by CAEP in 1995.

From the start and throughout the