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Facebook ]+ » BVEIREEMEIEITIZZ AN - SAMRAS  WETENRIFETELE -
BT OB T ERESENRE ABTRTIRE - BB R —EESRBMNE 2
TRUBEBRE A SRR LIREI+ A EEEHITY ? FERMSARSE - RS
HSEMANTRTARE MRS, o EEELRALE BR—HRA—RHE B
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LERERS S B AR (U BB B A NS - BESIMAZZHRE  BEABKRE ALY
RAEZINRERRE o FFSE AR _ VIR AREZAGE - SBHENENE (SHETE)
BERMBAETSHFECEHAESHRAR - LU EERINA -

BRTEEREETEHE  RAF I FELLEHIBESHRATEER B
FEBFHA LRThEE - —RRILUEEREE - BIIEE T B AR TRsRS
ERERAE - STSEBUFHARTENRMERTHEE - EXLBBHARFIA USB EREIF
# > BIRT#EE 3G/4G L#E - THRZ(EAMEANIIEL - BIEREARERRERZER
NigBRIEREERAME - CIEEAEENER - WRRINETAT BERTURE -

LitgEmELEE —ERS B FREENE T AFEREMARE i
BERABRES AEENRME - AFASNBFH_EREIERT - BER AR R e
Rt - BJFEAFER  BEE > AUFHIEREFHTREEHERX  BERA
H@mRFEHAE  THAEREE=ARILZE - BINEE —EEMBIGEAAER -
TBERE TE T RARMN - B EREAT - BEEREHREEFHAERE
AF—FAERT  AEBHENER  BEERERE X TEHMEFHANER - KL
HASERRER - LHE 3G/AG FHARE RA - FHH IP s SiiE=t]) - 572 1P
MEERFEMINEER BB AERIFH EER - I E—MAHFEBHECNAE @ BEEE
BIF A ARBINENARARK @ 1B I 2E21TEEEREEE (OMA) #8ih -

RTEEZHFHMA P HBENNENRER - SEETINERS b3S B
BHUEREZES] - EEEEARIILARMIIE - LLEREFMNEES (ciphers) FIRZFH -
FRELBRIZILEHIER  fJREBERLERMRRANESKRNLEER - B
AR B R R E R EME AR - (EREBIRERFE AR ESHIBER - BRAE
EBZI BERIRILMARILAREE - $ETSEXBILREMEECEBHERS -

i S R A R B B e i

HalE RAVEE MMM eI U =840 0 - —f8fEA IP BT (IPTS, IP-
traceback System) * 5 —fEfEABIECAVB KT (traceback across stepping-stones) B,
FEEAEEE (aconnection chain) BHEFAT - 28 =1EHI ZHME8 82 B HEFLAMT (worm traceback) °
g s MM AR LER RIS EABMFE - BRI TRREN—E - &
HETHRAGTZR - (BERETRIANAEIZ FA BLB R o
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IP Bt vs. HLiETUIBHERH

IP BB FR AT R SRR RIABLL 1P A ERE RRVEE T EIEFIRKIR, » fia0 - fERE
WEHE, - SRR EEREE ERFEEE LR (1SO) SRR RVERE - MER
Router 52 Gateway HY1#8) * EHIVS RIBRIGEEREAMEEEZ @ &R BEELUERAKE
SBHEEGE  —MARKELEER - ZHBkIECERERMT - BIF B EfEE IR E MR
ARLERS B CHIEARRRINEERTE  SEEHTMR R EE T FER EMmIEREE -

IPTS BUMTFEEEEE - 2A%% 1999 F AL DAY IHENRISINEE (DDoS) © BT EHIES;
AR EREY R - BEREME IP ARECHRMR 2 LB R E A A —1E - HFEmR IR R
BEITIREEMAEE - UEREBM A LA B E LRI B ER B IR -
BEERKMEEIIHEIRHES - TEFREXELS LB MXERTFRE  MARE
F—EHEETREERNERE > BENIT LRS-

FaFEtI B AZ SR F Mg - £ R EAHY. Chang B2 R. Narayan 77 & 12 H DECIDUOUS
R KA IPSec FAii2 7 —EENREAVEEEEE - P AN EHMINEERTE o 83K S. M.
Bellovin 2 7 5 —7& ICMP AUBHHiiFE A& iTrace @ ETEFflTn] LIFE R IR HRFTEER
iTrace ZMl.2 » BB EEREEHE L7 ISP %3E - #R(RE IP HEAIZKIFE - 55 D. Dean
Kz M. Franklin F2EFBRE 7% @ #5 IP BHtF:ilieEia A 21870 EEMRE (polynomial
reconstruction problem) » i %I F X EARISIE SR (algebraic coding theory) #2I(AE HEAY
BHIEFIRHRIR

i 1P BHFAMTE ERS] - MAREMEEXAE P HENERTH - WERESE
DIpkE st DRI E R E BB - 2RI IP HERRLETELUE SN EEMERER
FEERREST - ALt - B N BEHDHECaBMRN - 7R EEHRIGEHE 1P HE -
FrikigrI 2 B ARARVEHMENR (tracing information) o

BHEECEMERAVER, KB 1 AR @ BHEL SR A X EES AR AR - THEX
(hots-based) ~ #8E&1L (network-based) * B & KB EBHHEME REN S KES » EMRES
AN AIE— S BT ENR (active) BA#HENIC (passive) o #HENTNAVEMETTIETHFI A RIFFLE
BB TR BN 8 - FItEAME BT TR E - HRAY - EENNBHERM
T5FIF T Z&{LITF2 (customized processing) s EITHBEE R ERIEERZERENRERH] » AA]LL
WAREHHISERE LM -
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1 - BEEETVEHE R AR

kil

i i

| ]

| | | |

Fere) [ Were B e I et
I ) |

l[ | e N

|

o A AERH Ln g s BRR
g prm  MHAR ME aax PR RS AR AR
(caller ID) B A4 iy AR
BERIRE - AXEEEIE » 2012/2 ©
FHR RN B R H

H. Jung E& S. Snapp £ A IR HHARERLF 3 5I 324% (CIS, Caller Identification System)
BB A 258134 (DIDS, Distributed Intrusion Detection System) @ AIZ5 2 i 1 AIAY
HENRY FHEDIERC B B FRAlT o

DIDS # FRTREH AGEHFA B M _ LAYERE - WETERRE LM EFEHRMARE
ARMYE - A THESNEBTENSEER  BEMHSAREIRRYERER
FREMARRENEREER - (FRERR - EEIHRNARRAEERTNERE
WETEROM > BRNENEIEREREX - SRMEAL T EANAEYRERRREREF -

CIS RIZF AR EMAHARE (truly distributed model ) » BRAUSHAAR/O VR HIREH] -
EEZTEFEZEAEEERTN - 7 CIS HHIEE - SEMIREMISBEEEA (login) &
% MNRINEEITHGEERFSREA A —EER - IfIE R LA B R FEH I
BEMRTE -

FREMBMARER - FFREES—EEHAEREN  RABRHP—EEH
RFEER - BEEMRMMEAEXUEEASER - T=102 B LEHEX (HEEX)
TEERE  REMKR HERRENENGREDERE  REERAEES AR 1

39 | #£4 March2012



H sk

Contents

B LB

Smart View

\

(R

People Focus

AL B

Company Spotlight

ST E

Cover Story

FRIHEE

Special Report

Qo
B

Technology Corner

JE RS

Info Security 2012

®wwwisecutech.comitw

D
o

O

BIVEMTE - UARERREMANSE - LERRMERNEE SRR EREE - #
BMEEUE - A0 © FER BB T ERRE R 2T RO -

BB E M R 4R

BH MR EMBEMERANETHEEHB RN BABRNGE * 51K
A% (timing-based scheme) ~ 45 $8 % (thumbprint) LL & {® = #% 51 7% (deviation-based
STREERRE - THF AT RIMES B it 8 RIRS R 5t RIS B E BB SRR Y
&Kig > MAEERBZABT AR - BXAFERFRNR S L ERREERE » RItE-A
HEEENEE L BETIHERKRIR  EhEHNEE:EIREELR (correlating encrypted

connections) AIBIZ Ll o

approach)-+-£ o

E RIS RUERI 2 REE 43T (correlation technique) AU5E$E » ETERLlTFE 1T 48
REH F - TAFIFRREARE L (clock synchronization) B B 1R RRAY & FE SR A 4 B —sE AT
RIIRIRGAR - BIEE FRE R IR EEMRE - At RERTAIRRENR FrlfegERiE
FRERBRE - B —EERNEMEMEREMRDS - SEAAEANEME TCP EfER
NEEE R LCERRET AT - USRI MEERE E B1FEREEN - TRERRMRI&S/I
REEE KBTI EAIETEHSE (timing characteristics) B3 TCP $1f1/%%E (TCP sequence
numbers) > M3F TCP R AYE = (TCP payload) °

FHAIMXBNELE - BelRS XX HEEBEER RAER X. Wang F A
% D. Schnackenberg % A T2 i AYF2 il - th 7 2 BB FR 0T KENB HE R T (SWT, Sleepy
Watermark Tracing) 52 A 15 54 B!l £ % &f 17 £ (IDIP, Intrusion Identification and Isolation

Protocaol) ©

RERAFIKENERERAE (SWT) - =2 EENTUHIER R FKENRYFAMTE1 TR IR I HE -
ERRRGAFREE F TR EARERNER T - RIRRE "558 L AR - AT ETE
BEXSEREMRAE » —HEIIAR - RIAFHHRERRS - BIRASHARECIEK » EITRAERS
BHEARE - I RIENELIRAR A REBIE AR R HERATIRE - LUREEARERAR - ERERMRT
HEEM T SAEEE RABERN AR - BRIERYZ EFEEREATEIENNZERS (unencrypted
connections) FH @ ANREREZFATEMNEZR - RIVEATHEEM S ERNER - tAHRE
Z— e BREBEMTENAREARE - 20 * TR HE/JLRE (data miningbased
models) B2 HE D. Anderson K H.S. Javits $2HAY NIDES/STAT #&28} G. Vigna & R. A.
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Kermmerer FTi23%<2 NetSTAT 5 © 9B {EBSEMAREAAT -

ERARH R RE (DIP) I 2— T2 IR EREAHE - 7] LR B RFTE M
TSR RAR BB KIRREARE - EARRRIZIEEE R 5 RIEHISS (boundary
controller) HEEIAERANY & Rt AR T RIEHTZAIARBAENITEHERZEK - R
BEHHA—EEEARS - EEREFREM &I -

QMR LB Hie B FL E 1 B 78

FIEBAHEHRAGER SN - METE LM (B SRR R EREET M) -
ERIRSTTERAERERFAAIEE - e TEMEERIEE RN BREFEFA
RARAIRME - FRERS] - XA 2L FHRINEERBER ERERAEEREZE - At
—R AR ZEERE M EREHAIRIE
EREBECERRERAIVEMEGEIESR - WIFZEERK - Fia0 © FHIIAEHAEE
Hy WERAYEREEAMME @ "HERA, SEMAEMRMBRIFIERER - 51
ZAZFUAFEE CHRLENRE  SHEARERATHAEESERANFREE
heE - LEHEERRFH  FREZEEXEREEONERRR -

BRBER - EAELRBREAEEIBEEEFNFHANER - 2 FHTERRD
b A3Ex BT ERBRNE - —EFASMER "RIR LMINEE, - MER " SHEA
JRAI, - IE—ERFHEREIREN— 8 (HIA0 4870 RPRE---F) - HERBEL -
AMEF BT — EAS R EARINEERAR - (RAIREREE - RERNEFZTFHRERERN
BB EREANR > TRABEERXENUMNE - FHE LI - BRENHEIEIRIIEE -

HONEE—HRERNSE  METEEME TR FTE TR ERR "6
B8, URFHER O AMAEEAZPIER - MRFIHECSFHE B EHRUB BRI
B SNEMERE B LU EEARER - FRIESEE RABIFEARNARERE "F
s, T BEEVHCKEZEFHEREREAITE - 5 FHRBIRMINEEERR
BERERR TR EMAEIEE—Z 2 ALt - (ERER VB ERRER _EEThEER
EHWBRARA - —E/EFAM AR B SEMRERE  EREHILLSRITE ! [

ANEERBHAER BUZEHRERRRZERNBHANEFEARE  BHAORERR:

isnews@newera.messefrankfurt.com °
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¥—{ HTML5
HEFRIN

ARG TEEEER HTMLS RIFFIETHEE L - aTEe
BBLENE AT EEMNERRE -

31

H TML5 & HTML T—EEEBAUEETIRAE @ & T EENERZ TR S BT H 21588 -
FERBERIE - BRI TEFZE555E - g n—EHmaRREN - BHMR%E

S5|ZEHRE|EI2 - R A TERMLGE/ERARE -

(hFERAEEERIE « FhELE

HTML5 B 38 R R BAL 70 » F B AV EARAY Flash ZENA T > AR I FTHEH
HTML5 - B BT8TEMF5E - BIENEHRINEE « BIRRE - HELIRIEEIE B8k 2
IRRBEE o BRMIZRER - {EF Gmail AIRHZE » AILUBREEHEN IS E AL - EFEEI
I HTMLS BUFER T o

HTMLS BT — KA B MRE HEERE Web) TEIFEEEFF
FEHERAETREFNATHABEIR  B—MWERTRAAME  HTMLE TEE
BEHI—HRHTMU4 B ABARE MEBFEFSHNOTIE(NTE) BERE
HEFEE - & 5 & 7 @ /Y Storage I BE ~ & &Ml [ AY Web Socket 81 % #t 2 T
A9 Web Worker ~ & £ & - A #E $i7 (Drag and Drop) EAZE S8 AIHEESE » Al LI 2
FERKNNR SEARR—5F  HRRGEBRINEEEFAEMEEETAIAZ
RAVHTEBE:  EMBRBERRFTNEE  EQ0FEMANRHIML EBRET AT !

HPIAE EFTLAE HTMLS FRR ERE D A=KSE
1. 78 HTML 228 © &% RAVBIEMAINE (XSS) A RIRIEINE (SQL Injection)
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KEETE HTMLS AYBFAAHERE IR -

2. & HTML5 $RINEEFRFTAE < #iR9RE © LU HTMLS FriR AT INAE R BEIE A Fi4
540 > Ll LocalStorage 175 XSS 2 1CER shell code ~ HTMLS &£ A J2 BE RS
(Botnet) i&i® Web socket API IjAE:& A C&C(Command & Control) LUK & FHFE#E ;
FFA HTMLS ERIAERMERE IR - —Mm S » BEEEASIRNETHEEER T Z 8k iE
BRGN  SEFBERENDINEL 0 MHEE HTMLS # 0] LUE R & S E R ErE 558
HARERRERAYIREH o tE7h - HTMLS 2RI LT A R4 TS GPS (U BE X - A FRTL
BEASRBRARZH -

ePub3

Web

A HTML5S B —REVAEFRE -

Mobile

3. A FEEMTTE R « EA HTMLS R AT ZHTA « #ZIEE =S (browser) BIA
BAE - RIEFSRET R BB HE R R B HARAINGE - I FaritHRTa
BEZMEELTE  LHERRIEHTMLS EXIEEE - AREEMSHIASTIINE
RILIFRRATERT T A BRI E SRS B — KR 2 B EE -

HTMLS5 AU4F0L ~ [RIGIE R 2RI
BEFEMNE - BandtHifEuig s « FIRBR AR D ¥ HTMLS BYFITIAE

A ERVAIGERERSEIEE » BERELERIRA HTMLS BIAREE » sk B T FERAY
FALEREHAIKE HTMLS - BB R BEEZZIAEAIR _ BERERABIRE  EtiSE®
BELTEER ErRERISESRZ— o (AR HTMLS THEEER R gESE A AR 2 R B RETE SR )
EENEEF A LUMER SRR web [AARES « BERE B RRIIEFHIGSE
i (remote shell) ~ EREBIEIRIREE « BN AVIEREMES (botnet) ~ DDoS W EHHuLAY
HHEE  BEZIEE - [
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Rt BT S
VBT AR - FiH

IR ERERRIE - hERBENE - 1SI0SR
EREREE - BfZETTEERNRHANERMHE
8 ? SEEIFERR @ FEREHEE !

X1 Bkt

—RBUFEBER - HR T EHL - BinFERE) 7] » Steve Jobs HEHIAY IOS RFI%E
EFERBEIN - o8 T £ - AIEHIBERR - SEENEEEAEE
MR E AR AYE Rk - RS BEARETE - TSR E R -

ity ~ IMERPEE LA - BREROETERNE - B2z GEHHN
B9 APT I0% ; si 2 (b ¥R K LAYE B 2L - bR T BRI HERE « SHMALIL - B
JREEREIEIEMHE C MITEREBRRNEE - BATLERAE > el UERETE
EEFRANLEENENEEZREET I EEDPHAEIE - mEBRESAIRAE
& BENEECIEERERRERN  RIEE - EEXBRERTEEHERM—ATE -
MERERERTERRARRE « IRIBLUEIE R FEZRE - thl EIRMEE B EEMNE L2 -

tESh > 2012 BRENLRERIBE L EBRENLERAIVERE - SENBEEEERE
BT K - AT ERIARE - BF
1. B E/TERERE BREIMRT [ THER
2. RFEEHIEA
3. BXRMRT% BrHRE
4. FINBR MR R BB — Unkh AR E
5. ST B R MR ENGE — Bl - EftLE
6. MTINBERAAIEZ LR E - FERLE
7. BRI EE - 1TERE
8. B RAMAVE 2 B0 — BRHRE
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REEEL  AEEXELREREEERTE K - REH  BRAERETHE
RARVGEIEAE - BOERLMEAFEEAIERE - L7 IT EFHIT LAVER -

ERIZRVERS) » BfEMEREREERE T AXREBRET © HHE
1. BLRRTS S| BB - BREATERXEMLT - RIFMEBEAIRIEESERARIE
2 BEERMMEE —EE VAR REEEHERNVEFIRE - AT UAIREEEAR
EEEM -
3. B EIHEYTHIREE —RHELXABIEEEE  BEEELATHERE -
4. irahEEE - EHIHE - BENMET MR ERER T ENERATEL
5. BEFEHLEErEE—## EC &% - RHUEF - REER @ EERETEFE -
6. TENREBERTREF L EER —EEE T EXR —ERERRAES - LEREL
HEE ! [

NERBRREE-ZEEERTHAERTEENHERRRE - LS - B4 -
SHRMME  REUEFESERERIFER - LRMAERBBHEN -

EBIRIGHEMRREENERE - MBI BEEAMA - FRRETBEETH
g - FFIBXETRHNEE S HISF Demo ' TEAEEB !
EZEME L/EENEUL © attodlwww.secutechinfosecuritv.com/12/twlabout is.aspx
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Nexusguard iZ{t2 X{ZEii DDoS ...
NE,;{USGUARD Fi#R Web r.fsm#ﬁtlmuaﬂm N122

Nexusguard ClearTraffic &3 & R AZITRE « (FAHEENL >

¥ RBEASE - SRANE - SIEMEREIR DDoS [ K Web A2
NiHERRTS - BN EEEZIRBENERIFMET A RE  FIEEREEREERREAME « RIEHN DDoS HE
% Web FERFEXHE » BENEBFRHERSE  RAISMNZFRE - HFIMESREFE ClearDDoS ( DDoS BhiE )
ClearWeb ( Web FEFFZXFHAME ) & B EMIR L =R RIARTE - F¥1555811F Nexusguard {17 5% I B8 B U5 25 o

NE {US GUARD Nexusguard Limited / +852-352 60626 / www.Nexusguard.com

oM ‘El rtmgﬁlgﬂnﬂiﬁw Booth No.
AEE | AFP MREIBNZ BECEBR 27
[=) : ATUSE%%%MHP&ZK:H%T]FF Al B R K 0 T

AFP {2 ERMEE T E AR RER B » FAEA - AFP Afs : (1)
tif‘éﬁammﬁpé B A R FEA £ (2) B THEMEHE © T SFIHER
% BHEERENEME 3) AP MZHDETEIRHIEEISER - ATUS N ERRIIBRREHMEEBIHE -
WERMIEERINRZ BRTE » ElEEREE - 155 L Bk EER -

/NTUN  Besais5e 05052 5 1 02-2052-9178 | www.atus.com.tw

HiNet T¥8% BFRIBERE ' .

HiNet czazix HAEINSFERE N221,

HiNet B LRIFLUSENTRABEER - L "BrE, ~ "% =
Ay~ TEE, ZEm  RUEFERBAERNE - "I, | IPS AR
FEERESS HiNet #ER%Y - BACEBE B EBEIHEAEZEERE o Tl @ bR EERERAIE SEL R IR {4t
R REMEHE SRR RTETRHERA IR e B AR S - TR, ¢ A HEEEIEEIREIES
PSR =ML - FIEFRIRBRES TEEN AR P2P B IM % - SEEAEERECK -

HiNet txazfsn HESESIRMGIRA B EEEE 5 2 5 /0800-080-365/secure365.hinet.net

s"’artl T 1) AR A R A BRI - N235,
2) AT ARITS 2OEIERE  HRDE - ENE 7 N236

ZH - e - BIRFIRERES EIEINHEE -

Desktop Manager SHEEERM o
(

3) EE AR HEMERE S tESZ ENERER  WIEHEZREHAVGEATINEE o

(4) BimEERE LB REREEI T RinEhs & JeaNiRERRS + EMEERE St AR 2E

(5) ENRERARE HhEK EFETRERIREIE « FBGIENFERIEEIETREIRIRAVEAZ -
N\*ERE 02-2981-3351 | www.smartit.com.tw

EHE SRR

\\

_ dbhegis | g HERSNE BIFEIEEE et
= _ )ﬁ* HAEZEENEAEY S5 HMAERENIER © fHIEEE

SN - JRER{LERERAEN) » A REE(EE VRIS R B LA RE S AT - B
HAlAY doAegis EHIEEBIEEIERM » LA ~ B~ BF it~ Y AEEFETTED
B BB AR R EIEEE - B T ST EEIES T RINERER ilt‘ﬁ%?‘ STEERYE KA SRR - BN A
PRI RTT © dbAegis B ETAEHEERINEE R BEE ARV RIS

@ cobrasonic EtHEEREER {7 PR F] / 02-8792-9969 / www.cobrasonic.com
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NEC S48

ERIREE  BREALWEES  RaTRRMESER27E  N322
ISR M EETTEEE “hﬂﬂﬁﬂﬁiaﬂ;’ﬂs’iﬁﬁﬁfi%ﬂﬁ% N324
BREEFEFEENA BB RS - REAR EMEAERIME - BIERMERMHA

fEF - BAEEK - T 5hE -

REEBAER ¢ TIREUEE B —TEIREEE B B EERYRHRENRORE  BERERERNRETE RS o B - (RSB
HAITHAER E AR IEIRTRATRIR -

NEC saErsEkmERAF 02-850-1773/ www.nec.com.tw

e

o e

iMPERVA 12t B &1 EFBEEIRT A Z SRk S E R (1522
BEZREE4MT 0 RS LRE BN RIS IMPERVA f8E FERTEXBHAS
(WAF) © Protegrity AT E I EEET AL (column) INZE @ FHLEE R EEEH ©
ThalesHSM FEEENZ4E4E3EE FIPS 140-2 Level 3 EIFFIEAEZE05E » AIMERIZZ ZINZ ~ B&EE © Qualys Eins5ehE
IPERTS - S EIRRIS IR R SR ETE - EM SRR BRI R A 0T,

S ConorTeeh o7 )21 15 R 42 5] / 02-2799-2800 / www.ciphertech.com.tw

S | ERR -
EREXHENRERRTR N33
- BEITHER - RRIEEGE T R - SPI FHAGEERE - (RIS

ZE - EEMEEITEE - UTM- —SEiEREIERARER - EfRERER
B 0 (REDREIRRE - WIRICHRS - TR MIRARTS - BIEHSE Ei%lﬂ
B AERRE - HEIEIEIRE - B-ERRES - ThReEE - SRR EME] - (REEEH ﬁd’ﬁﬁﬁﬁ EIERCER -
HHEEER - BASTEARZE - FBETHHRBEAR  ZAERRENELRE

¥ A A SEERIE AT IR 4N ) | 02-2932-1422 | www.farich.com.tw

77 g | EREEHEENE

BHEfEREEmESHNER N335
GO BEBEEREEHE AT ©GSD 2
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