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Reviaw @l CEE gmedls
CBC Mode

e CBC mode is a cryptography mode of operation for a block cipher.
@ Allows encryption of arbitrary length data.
@ Encryption and decryption are defined by:

C,' = eK(P,- (&) C,'_l)

Pi=dk(Ci)® Ci_1
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Introduction Review of CBC mode
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Typical block size n:
64 bits (DES, triple
DES) or 128 bits
(AES).

Typical key size:

56 bits (DES), 168 bits
(triple DES), 128, 192
or 256 bits (AES).
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Padding

Introduction

Review of CBC mode
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Faitili ezl g
Padding oracle attack

Introduction

@ First introduced by Vaudenay at Eurocrypt 2002.

@ Two assumptions:

o Adversary can intercept padded messages encrypted in CBC mode.
o Adversary has access to a padding oracle.
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Padding oracle attack
What is a padding oracle?

Valid Padding? .
Padding Oracle

>
L
= CIPHER-TEXT
Happy YES /NO
Attacker

T. Duong, J. Rizzo (VNSEC/HVA, NET Padding Oracles Everywhere 9/ 46



Introduction Padding oracle attack

Padding oracle attack
What is a padding oracle?

@ Adversary submits a CBC mode ciphertext C to oracle 0.
@ Oracle decrypts under fixed key K and checks correctness of padding.

@ Oracle outputs VALID or INVALID according to correctness of

padding:
3(C) = 0, inv.alid
1, wvalid
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Faitili ezl g
Padding oracle attack

How does it work?

o For a long message, decrypt block by block. It's easy to parallelize the
attack.

@ For a block, decrypt the last byte first, then decrypt the next to last
byte, and so on.

o How?
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Padding oracle attack
How to decrypt a block
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Padding oracle attack
How to decrypt a block

Oracle CBC decryption process
Oracle query cipher-text

1. Decrypts control block

N AN A LA NN

212222 (22 2 |

2. XOR with IV

N A A LA NN




Padding oracle attack
How to decrypt a block

3. Decrypt target
SIS VS A

M\W\\\W 4. XORs with control

| v s

Final “plain-text”
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Padding oracle attack
Last byte decryption algorithm

Last byte decryption algorithm J

@ pick a few random bytes ry,...,rp, and take i = 0.

o pick r=rr..rp_1(rp®i).
o if 3(r|y) =0 then increment i and go back to previous step.
o replace r, by r, & 1.

e for n= b down to 2

Q take r=ri..rp_p(rp_141 D L) rp_pio..tp
@ if 3(r]y) =0 then stop and output (rp_p11® n)...(rp & n)

e output rp, 1.
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Basic PO attacks POET vs CAPTCHA

POET vs CAPTCHA

A broken CAPTCHA system J

e ERC = ek v(rand()).
o ...<img src="/captcha?token=ERC" />...

e ERC is stored as either a hidden field or a cookie in the CAPTCHA
form.
e Once a user submits, the server decrypts ERC, and compares it with

the code that the user has entered. If equal, the server accepts the
request; it denies the request otherwise.
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PEIE T v EA P T i
POET vs CAPTCHA

Bypass the broken CAPTCHA system

@ Since the system decrypts any ERC sent to it, it is vulnerable to
Padding Oracle attack.

@ The only remaining problem now is to know when padding is VALID,
and when it's not.

@ Fortunately, most CAPTCHA systems would send back an error
notification when they fail to decrypt ERC, i.e. padding is INVALID.

@ In addition, when we modify ERC so that the padding is VALID, most
systems would display an image with a broken code.

@ Now we have a padding oracle, and we can use it to decrypt any ERC,
thus bypass the CAPTCHA completely.
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FOET v Jorelarar s
POET vs JavaServer Faces

Introduction

@ JavaServer Faces (JSF) is a popular Java-based standard for building
server-side user interfaces.

o Like ASP.NET, JSF stores the state of the view in a hidden field.

@ Although JSF specification advises that view state should be encrypted
and tamper evident, but no implementation follows that advice.

@ In other words, we can use padding oracle attacks to decrypt the view
states of most JSF frameworks.
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Basic PO attacks POET vs JavaServer Faces

POET vs JavaServer Faces

Padding oracle in JSF frameworks

o By default, all JSF frameworks would display a very detailed error
message if it fails to decrypt a view state.

Padding oracle in default installations of JSF frameworks J

o if we see javax.crypto.BadPaddingException, then it's INVALID
padding
e it's VALID padding otherwise.
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Basic PO attacks POET vs JavaServer Faces

POET vs JavaServer Faces

Apache MyFaces error-page

ano Error - javax.crypto.B Given final block nat prunerh' padded

An Error Occurred:

javax.crypto.BadPaddingException: Given final block not properly padded

Caused by:
Jjavax.crypto.BadPaddingException - Given final block not properly padded

- Stack Trace

jawaw.facen. FaceaExeoption: javax.erypto.DadiaddingReeoptlon: Glven final bloek not properly pad
at org.apache.myfaces.shared_impl.util.StateUtile.sysmetric|StateUtils.java:373)
at org.apache.myfaces.shared_impl.util.BtateUkils. sysmetric|Stateltils.java:411)
at org.apache.myfaces .shared_impl.util.StateUtiles.deceypt|Stateltila. java:291)

at org.apache,myfaces.shared impl.util.StateUtils, truct ils. javai240)

at org.apache.myfaces derkit.htnl.Btnl 7 ate (Hin

At oeg.apashe. myfacon . Btnl.Atal cgokState |t i
at org.apache.myfaces.application.jep. .rnr.!bt.nt,m!ln!!a:ﬂwl. 'ew{Juna‘ il L
at org.apringiramework.faces.webflow.?lowvi iow{FlowviewstateH,

at opg.apashe. myfaces appl ieation . jap. TapViowlandlosTopl . rwumrnvinu{:npvinunanalanupi.
at org.springiramewsck.faces.webflow.? lowViewlandler, cestoreView! FlowViewlandler . java: 77
ak com.sun. facelets.FaceletViewHandler . restoreView FaceletViewlandler . java:316)

at oFg.apache.myfaces . 1ifacyel Wk [ReatoraViowExeeutor . java:85)
at org.apache.myfaces.lifecyole.lifecyolelinpl.executeFhase|Lifecyclelmpl. javail0d)

at org.apache.myfaces.lifecycle.lifecycleInpl.execute Lifecyelelmpl. java:76)

Ak eom,epe, peraenal . framowerk. i Feeyelo. Cpell Foeye LoTopl . oxecuta | CpelifoevelaTepl . java: 3
at javax.faces.wabapp.FacesServlet.service(PacesSecvlet.javaildl}

at weblogic.servlet.internal.StubBSecurityBelperfServietServicehotion. run|StubsecurityBel
at weblogis.acevlet. intarnal . StubSesur LbyRalpes . invokebeevlob | StabSesurityfolpar . Java: 17

at weblogic.servlet.internal.ServlietStubInpl.execute|SecvietStubIngl. javai283) -3
ak weblogie.servlet.internal.PailPilter.doFilker{TailPileer. java:26) -
[ : ] D
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Basic PO attacks POET vs JavaServer Faces

POET vs JavaServer Faces

Padding Oracle in JSF frameworks

@ Most JSF frameworks allow developers to turn off error messages.
Then we can use the following simple trick:

Padding oracle in JSF frameworks when error-page is turned off J

@ Say we want to decrypt block C; of an encrypted view state
Co|CGi]-..|Ch-1, then we send Co|Cy|...|Ch—1| Crandom| Ci to the target.

o Since Java ignores those extra blocks while decrypting and deserializing
view states, it's VALID padding if the target returns the same page as
when the view state is unaltered.

e And it's probably INVALID padding if we see something else, e.g. a
HTTP 500 error message.
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Basic PO attacks POET vs JavaServer Faces

Demo
POET vs Apache MyFaces

@ Apache MyFaces latest version.

@ This also works with SUN Mojarra and probably other JSF
implementations.
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Disiiiic] aessdin PO avzde
Distributed cross-site PO attacks

@ Only a single bit of information is necessary to exploit a padding
oracle.

@ Cross-domain information leakage bugs in web browsers can help.
@ One example: <img> + onerror()/onload() events.

@ onload() called: VALID padding; onError() called: INVALID padding.

T. Duong, J. Rizzo (VNSEC/HVA, NET! Padding Oracles Everywhere 26 / 46



Disiiiic] aessdin PO avzde
Distributed cross-site PO attacks

@ We've been able to exploit CAPTCHA schemes using a single
Javascript program running in the local browser

@ Creating a distributed attack is as simple as injecting javascript code
into popular websites.

o Distributed attacks allows easy creation of code books.
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Advanced PO attacks Distributed cross-site PO attacks

Demo
Distributed cross-site PO attacks

@ Cracking CAPTCHA using Javascript running locally.

e Target: http://www.bidz.com.
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Wi (PO i It
Using PO to encrypt

An introduction to CBC-R

e CBC-R turns a decryption oracle into an encryption oracle.
e We all know that CBC decryption works as following:
Pi=dk(C)® Ci-1
Co=1IV

@ We can use a padding oracle to get dx(C;), and we control C;_5. In
other words, we can produce any P; as we want.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
How CBC-R works

CBC-R pseudocode J

@ choose a plaintext message Py|...|P,—1 that you want to encrypt.

e pick a random C,_1.
o fori=n—1downtol: Ci_1 =P ®dy(C)
o IV = Po@dg(Co)

o output /V|Co|Cy|...|Ca—1. This ciphertext would be decrypted to
Pol...|Pn-1.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

@ CBC-R allows us to encrypt any message, but if we cannot set the IV,
then first plaintext block Py will be random and meaningless.

@ If the victim expects the decrypted message to start with a standard
header, then it will ignore the forged message constructed by CBC-R.

@ We have not found generic way to overcome this limitation. However,
we have found workarounds for particular cases.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling 1V

Using captured ciphertexts as prefix J

® Pyaid = dk(Ceaptured|IVcBc—RIPcBc—R).
o The block at the position of IVgc_r is still garbled.

e We can make the garbled block becomes part of some string that
doesn't affect the semantic of the message such as comment or textbox
label.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

Brute-forcing Cy J

@ CBC-R can produce many different ciphertexts that decrypted to the
same plaintext block chain P,_1,...,P1. The only difference is the first
plaintext block which is computed as following:

Py = dK(Co)@ v

o A valid header means that the first few bytes of Py must match some
magic numbers. There are also systems that accept a message if the
first byte of its Py matches its size.

o If this is the case, and if the message is short enough, we can try our
luck by brute-forcing Go.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Applications

sudo make me a CAPCHA J

ann Captcha.action 150x34 pixels
4 [ = ||+ b hip: bidz,com/bziappCaprcha, actiontsecuriyiord=0afened 17 & | @ Google
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Applications

Creating malicious JSF view states J

@ Which view states to create?

e How to solve the garbled block problem?

T. Duong, J. Rizzo (VNSEC/HVA, NET! Padding Oracles Everywhere 36 / 46



ASRINET S el (rstite
ASP.NET's design problems

Web.config (We steal this slide from Paul Craig)

@ The Golden Rule of Web Security: “Do not keep anything sensitive
inside the document root.”

@ Web.config is the most important and sensitive file in ASP.NET.

@ Guess what? It's just a normal file inside the document root!

e Usernames, passwords, connection strings.

e MachineKey: validationKey (HMAC key) and decryptionKey (DES,
3DES, or AES key).

o A lot of configuration information.

@ All it takes is one file disclose vulnerability.
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ASPNIET def patibne
ASP.NET's design problems
Cryptography
@ MAC-then-Encrypt -> Decrypt-then-Verify -> still leak padding

vadility information.

@ Crypto API does not authenticate messages by default -> there are
some encryptions w/o using MAC at all.

e Fixed known IV.
@ MachineKeyCompatibilityMode.Framework20SP2.

@ Same keys use to encrypt a lot of different things -> one padding
oracle leads to full compromise.

@ No easy way to generate keys:

o People don't change keys during the lifetime of applications.
o People don't change default keys in downloaded applications.
o People even generate keys using online tools.
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Faikili erzks T ASPNET
Padding oracles in ASP.NET

MAC-then-Encrypt: FAILED

e ASP.NET MAC-then-Encrypt these things:

ViewStates.

Form Authentication Tickets.
Anonymous ldentification.
Role Cookies.

@ In other words, universial padding oracles in every ASP.NET
application!
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Faikili erzks T ASPNET
Padding oracles in ASP.NET

No MAC at all: EPIC FAILED

@ ASP.NET does not use MAC at all when encrypting:

o WebResource

@ Even better universial padding oracle!
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Faikili erzks T ASPNET
Padding oracles in ASP.NET

How to detect padding oracles in ASP.NET

@ Nice error messages, often turned on by default.

@ No error message? Nice HTTP response statuses.

@ Always the same 404 status? Nice timing information.
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0-day: POET vs ASP.NET Padding oracles in ASP.NET

POET vs ASP.NET

@ 0-day: works for the latest versions of ASP.NET.
@ Target application: DotNetNuke (over 600,000 public installations).

@ POET -> remote code execution -> Cesar's Token Kidnapping ->
ROOT privilege on Windows.
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Faikili erzks T ASPNET
What happened?

@ This line is worth the price of admission: we found a way to read
arbitrary files using CBC-R!

@ You may need to optimize your CBC-R attack. Full paper and tools
will be released soon!
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Summary

e Padding oracle attacks allow one to decrypt ciphertext without
knowing the key.

@ We can use padding oracle attacks to crack CAPTCHA, and decrypt
JSF view state, etc.

@ Distributed cross-site padding oracle attacks allow one to distributively
build a code book to map all ciphertexts to corresponding plaintexts.

@ CBC-R turns a decryption oracle into an encryption oracle, and allow
us to destroy ASP.NET security.
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