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Yolumes System Favontes Tools

Drive | Volume
L K:

\Dievice \HarddiskO\Partiton2 112 GB AES-Twofish-Serpent  Mormal

‘Wipe Cache

LI SelectFile. ..
¥ Mever save histary |

Select Device, ..

Auto-Mount Devices




VeraCrypt Volume Creation Wizard

(" Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

* Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive), Optionally, creates a hidden volume.

Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system,

More information about system encryption

VERA CRYPT




VERA CRYPT

Volume Type

" standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume,

(* Hidden VeraCrypt volume

It may happen that you are torced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More imformation about hidden volumes

ﬁ
< Back I Mext = !I Cancel
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Volume Creation Mode

& Normal mode

you select this option, the wizard will first help you create a
normal VeraCrypt volume and then a hidden VeraCrypt volume
within it. Inexperienced users should always select this option.

" Direct mode
If you select this option, you will create a hidden volume within
an existing VeraCrypt volume. It will be assumed that you have

glready created a VeraCrypt volume that is suitable to host the
hidden volume,

< Back l Mext = il Cancel



- a VeraCrypt Volume Creation Wizard

T nratinn

\Device\Harddisk 1\Partition 1 Select Device, ..

Select the location of the outer volume to be created (within this
volume the hidden volume will be created later on).

Quter volumes can be created within partitions on hard disks,
solid-state drives, USE memory sticks, and on any other supported
storage devices, Outer volumes can also be created within devices
that do not contain any partitions (induding hard disks and
solid-state drives).

WARNING: Mote that the partition/device will be formatted and all
data currently stored on it will be lost.,

VERA CRYPT

5 =y,
Help < Back l MNext = | Cancel
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Outer Volume

In the next steps, you will set the options for the outer volume (within
which the hidden volume will be created later on).
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Outer Volume Encryption Options

. —
Encrvption Algoritwn
|Serpent—Tmoﬁsh—¢.ES LI Test |

first encrypted with AES (256-bit key), ther witk Twafisk
(256-bit key), and dnally with Serpent {256-bit kay) Eac
aprer uses its ownkey. All keys are mutualy incependent.

Mare infornation Bendmark |

VERA CRYPT




=% VeraCrypt Volume Creation Wizard =

Outer Volume Size

| 14 ke O ME G

Size of \Device\Harddisk1\Partition1 is 14.48 GB

Please verify that the size of the selected device fpar tition shown
above is correct and dick Mext,

Mote that the minimum possible size of a volume within which a
hidden volume is intended to be created is 340 KB,

VERA CRYPT

Help < Back Mext = ] Cancel
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[ Use keyfiles
[ Display password

Kewfiles..,

Please choose a password for the outer volume, This will be the
password that you will be able to reveal to an adversary if you are
asked or forced to do so.

MNote: The maximum possible password length is 64 characters.

Help | < Badk I Mext = I Cancel
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Large Files

¥ Yes

Do you intend to store files larger than 4 GE in this VeraCrypt
volume?

Depending on your choice above, VeraCrypt will choose a suitable
default file system for the VeraCrypt volume (you will be able to
select a file system in the next step). As you are creating an outer
volume, you should consider choosing 'Mo’. If you choose "Yes', the
default filesystem will be NTFS, which is not as suitable for outer
volumes as FAT (for example, the maximum possible size of the
hidden volume will be significanty greater if the outer volume is
formatted as FAT). Mormally, FAT is the default for both hidden and
narmal volumes {so FAT volumes are not suspidous), However, if
the user indicates intent to store files larger than 4 GB (which the
FAT file system does not allow), then FAT is not the default.




Outer Volume Format

— Cptions

Fuesysten lr:.”l.'g‘ 3 UusterlDeﬁault vI [~ Quick Format

Random Pool: 1E72DE46095981604256DC30FESRSERL.. W

wahgahe slaily Ldt &
Abart |

Py Speed | Left|

z 2

(o8 Jergaac Stadll (wota ) Iy

Click Format to create the outer volume. For more information, please
refer to the documentation.
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o VeraCrypt - o iE

Volurnes  System Favorites Tools Settings  Help Homepage
Drive | Volume | Size| Encryption algorithm | Type | ~
|-=1K:

]
Lot M2

Password: I

I Cache passwords and keyfiles in memoary
I Display password

I Use keyfiles Keyfiles...
]
Create Valume | Valume Properkies.. . | Wipe Cache I
I ;I Select File. .. I
¥ Mever save history
Vaolume Toals... I Select Device. .. I
Maount H | Auto-Mount Devices I Dismount Al Exit
1 |
— S
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Stable Builds

Build Name Version Release Date Downioads

60102620

Beta Builds

Build Name Version Release Date Downloads

Nightly Builds

Bulld Name Revision Bulld Date Downioads
Evaser 6.0
Eraser 6.2

2961

2062

2963

saurceforge.net/projects/ eraser/files/Eraser & et 6.2.0.0962 exe/download

r'?c,.o\gabj5gnl.g.!a.qumdl

Latest News -

Eraser 6.0.10 released!

recommended to upgrade o this version Read the ful announcement.
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ERASER Welcome to the Eraser 6.2.0.2962 Setup
Wizard

The Setup Wizard will install Eraser 6.2.0.2962 on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.
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End-User License Agreement
Please read the following license agreement carefully

GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <hfip:

Everyone is permitted to copy and distribute verbatim copies @
document, but changing it is not allowed.

Preamble

The GMU General Public License is a free, copyleft license for softwareand  +

[+] T accept the terms in the License Agreement

| | |




Choose Setup Type
Choose the setup type that best suits your needs

| Typical |

Installs the most common program features, Recommended Gl

|. Custom |

Allows users to choose which program features will be installed
they will be installed. Recommended for advanced users,

faailrac will bainetallad, Requires the most disk space.
omplete Installation




ERASER Completed the Eraser 6.2.0.2962 Setup
Wizard

Click the Finish button to exit the Setup Wizard,

|:| Run Eraser

Cancel
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Open

R’-‘-‘“ Open in new window

h*;i i Pin to Start

T Bl por IrH iy

@ Eraser

Ve | Scan forvirnses

Erase Unused Space

Fu | Check reputation in KSM Secure Move

F. | Kaspersky Application Advisor
Share with L

@ Add to archwve...
g Add to "Archiverar”
a Cormpress and erail...

Compreze to "Archiverar” ard email

Format...

Eject
Cut
Copy

Creale shurleul A ate

Rename

__ix Are you sure you want to erase the selected items?

_

Dptions..




Task name (optional): |

Task Type: (® Run manuall

() Run immediately
) Run on restart

() Recurring

Data to erase:

Data Set Erasure Method
Unused disk space (J\) (default)

 AddData |

Erase ltems

i Are you sure you want to erase the selected iterns?
i
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ERASER

b Erase Schedule |~ &E-r:—ttings- 7 Help |~

'O Erase Schedule

Task Name MNext Run Status

Tasks executed manually

Unused disk space (I:\) Blot onsuad I Comp[etedlvith EITors
Run Mow  Ctrl+Alt+R

Cancel Task

View Task Log

Edit Task
Delete Task
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completed
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