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ABSTRACT With the faster maturity and stability of digitization, connectivity and edge technologies, the
number of the Internet of Things (IoT) devices and sensors is flourishing fast in important junctions such as
homes, hotels, hospitals, retail stores, manufacturing floors, railway stations, airports, oil wells, warehouses,
etc. However, in this extremely connected world, the security implications for IoT devices are getting worse
with the constant rise in malicious cyberattacks. The challenge is how to secure IoT sensors, services and
data. The blockchain technology, a prominent distributed ledger technology (DLT), is being pronounced as
the way forward for safeguarding IoT devices and data. The Directed Acyclic Graph (DAG)-based DLT has
the inherent potential to realize the benefits of blockchain with better performance. IOTA is a DAG-based
blockchain implementation for the IoT era. The Tangle, the IOTA’s network immutably records the exchange
of data and value. It ensures that the information is trustworthy and cannot be tampered with nor destroyed.
In this work, we depict a thorough analysis of the existing security studies for IOTA. Then, we identify the
gaps and the limitations of these security solution schemes, and finally, propose future security research
recommendations that can potentially fill these gaps to secure DLT-enabled IoT devices.

INDEX TERMS Blockchain, decentralized, the IoT, IOTA, direct acyclic graph (DAG), Tangle, cybersecu-
rity, privacy, confidentiality.

I. INTRODUCTION
Distributed Ledger Technologies (DLT) use a rather sig-
nificantly modernized manner of consensus scheme amid
non-trusted nodes over the non-centralized network. Numer-
ous Internet of Things (IoT) devices would surely acquire
merits of incorporating such a distributed consensus
framework in a peer-to-peer manner. Thus, the necessity
to leverage DLT with the IoT it is more prominent and
beneficial than ever in the past. IOTA [16] is one of the (sev-
eral) typical cryptocurrencies and digital ledger schemes that
anticipates to become applicable for micro-payments and
micro-transactions inside the machine-to-machine (M2M)
economic ecosystem, not in the so distant future.

The Blockchain ledger [6] possesses essential attributes
of decentralization, increased cybersecurity, portability, and
increased-trust. This will inescapably allow DLT to settle
the inherent practical considerations with IoT, such as its
high infrastructural cost and resource dependability from
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their classical centralized perspective. Since the Blockchain
communicates with smart contracts as part of its underlying
functionality, it can afford paramount opportunities for the
IoT world. To further clarify, a smart contract is typically
an account whose states is entered, accessed, and written by
any user terminal according to a set of preassigned func-
tions. If this state refers to monetary values, a smart con-
tract shall be able to circulate through financing activities,
e.g., micro-payments and transactions among IoT appliances
(smart banking). Another scenario is when a smart contract
can simulate a central ‘‘banking’’ authority (validator) in a
non-centralized intelligent power electricity application (e.g.,
smart grid metering), in these cases, the agreement (s) are
updated and stored by the IoT devices themselves. Indeed,
the application domain of such a primitive model is count-
less, including micro-transactions, smart cities, eHealthcare,
remote medical operations, Telemedicine [5], smart electric-
ity metering, intelligent homes, and even more critical Cyber-
Physical-System Infrastructures (CPS). As we will discuss
later, this fundamental model component drives the concept
to enable the collaboration and enhancement of IoT through
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the distributed ledger technologies. This also demands pro-
tocol described, architecture layer definitions, and of course,
security and performing contracts handshaking between the
devices and the validator through session modes [1], [2],
and [7].

In such consensus scenarios, crucial considerations include
(cyber)security, computational performance, and Trust. IoT
systems include low resource constraint requirements, but
besides, a most typical consensus algorithm fitted in IoT
should include quite high Turing computational complexity
in order to hinder forking or other malicious activities. There
is, assuredly, a true mathematical challenge to define a proper
consensus strategy (PoW/PoS) in the direction that IOTA
would ideally attain this equilibrium trade-off between cyber-
security (from hardness) as well as resource-practicality, for
such IoT integration. The classical Blockchain cannot meet
these challenges for IoT incorporation needs.

To reduce the above shortcomings of Proof ofWork (PoW)
and/or Proof of Stake (PoS), a novel DAG consensus [16]
permits any Peer to Peer (P2P) intermediate node to insert a
new block into the decentralized ledger directly, given they
process the parent transactions. This is a real gain for the
recurrent micro-payments in the IoT systems. Despite the
several advantages of IOTA (IoT/DAG integration), there
exist still many security & privacy challenges. For instance,
the immutability and irreversibility characteristics of the
new ledger (Tangle) densely rely on cryptographic proto-
types (e.g., hashing, permutations, etc.) that are generically
probabilistic and are dependent on the reciprocal network
conditions, because, as previously mentioned, this IOTA pro-
tocol interaction bears with inevitable security and privacy
threats, such as Cyber attacks against the DAG ledger net-
work, the consensus algorithms, the network access layer,
or even worse the IoT devices themselves. Consequently,
it is of vital significance to build confidentiality and integrity
protection inside the previous model interaction [2]. Based on
our research, we have provided an insightful comprehension
of the security issues in the DAG consensus.

With evenmore ledger-based consensusmechanisms being
suggested, as well as the growth of the IOTA open-source
community, there is an emerging need to cover the full
aspect of relevant investigated security & privacy issues.
In this particular survey, we project a full comprehensive and
illustrative review and analysis of the security implications
inside the IOTA protocol deployment. Our unique contribu-
tion paradigm relies on existing literature to compare, depict
and offer succinct sources for further evaluation [26]–[48],
and [52]–[70].

To this end, this work makes the following contributions:
1) Builds a full attack classification and taxonomy for the

IOTA security; defines most relevant security require-
ments or security classes for this new distributed ledger
environment;

2) Investigates the related work on securing IoTwithin the
scope of the distributed ledger enabled decentralized
network (IOTA)

FIGURE 1. Blockchain concept: Blocks are linked via hash-pointer to rest
blocks.

3) Identifies cybersecurity issues for the DLT-enabled
Internet-of-Things applicability scenarios.

4) Recommends the security-related defense mitiga-
tion solutions from state-of-the-art literature studies
to establish agile cyber security protection for the
DLT-enabled IoT devices.

The rest of the manuscript is structured as follows.
Section II defines basic concepts related to the distributed
ledger technologies, important infrastructure considerations,
as well as a brief introduction to the DAG concept. The
Tangle consensus algorithm is also depicted in this Section,
as well as the Internet-of-Things paradigm in terms of general
layer-by-layer architecture. We utilize this layered approach
to investigate the natural security deficiencies of IoT fur-
ther and to justify why the IOTA-ledger integration seems
promising to satisfy both security and performance chal-
lenges of traditional (non-decentralized) IoT. In Section III,
we inspect the state-of-the-art cybersecurity attacks, threat
models, exploitations, and vulnerabilities focusing on the new
DAG concept as applied to IoT (IOTA). Based on those secu-
rity challenges, in Section IV, we investigate which are the
most studied IoTA security solutions and mitigations already
found in the literature. In addition, we also suggest gaps and
limitations from the IOTA perspective still unaddressed that
deserve more attention. In Section V, we propose a security
framework to protect IOTA. In Section VI, we explain future
work based on challenges, existing solutions, and the gaps.
Finally, Section VII concludes the research.

II. BACKGROUND: DLT FOR IoT DEVICES
Generic Block Chains gained significant fame after
Nakamoto deployed the primary efficient crypto-currency
structure based on blockchain technique, well-known as
Bitcoin [6], inside which

the considerable challenge is to reassure the legitimacy of
transactions (TXs) in the absence of a centralized ascendancy,
or validator, mitigating, as much as possible, the ‘‘double
spending’’ of ‘‘virtualized’’ money. This should, inevitably,
not be assumed as inconsequential since Bitcoin/Blockchain
nodes utilize a Peer-to-Peer (P2P) network(s) to make their
own TXs public and, because of proliferation (propagation)
lags, legal authorization nodes (validators) may concurrently
admit two distinctive TXs that allocate the same funds but
in a different order. They, therefore, must agree upon such
consent (consensus) on which arrived primarily and is legit-
imate, together with which thereafter, as well as which is
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not. Nakamoto’s contribution was simply to order the TXs
inside a chained sequence of timestamped and unique blocks
(Blockchain), thus deploying a TXs transactional structure
alongside a consensus or agreement means. Each block(s)
includes a collection of Transactions, a timestamp, the hash-
ing trace of the preceding validated block (for instance, its
‘‘name’’), together with the current date-time stamp (nonce),
as depicted in Figure 1. A unique block is right, whether its
factual data, cryptographically hashed with a double (recur-
sive) SHA256 hashing function, derive a fingerprint that pos-
sesses a predefined set of trailing zeros. The node, actually,
that gives birth to a block is furthermore permitted to aggre-
gate a transaction to itself of a predefined level of Bitcoin that
was ‘‘mined’’ inside this procedure as compensation for its
processing job (e.g., mining the Blockchain). A blockchain
abides, for instance, once a block is newly incremented,
it can not be deleted, de-attached, or forged. Basically, every
’illegal’ alteration of the last validated block would invalidate
its hash name, which, as a result, illegitimate all the children’s
blocks. To trace a valid time stamp is computationally expen-
sive, and due to this time complexity, the whole Blockchain
architecture is named Proof of Work (PoW). Cryptominers
tend to compete to retrieve the next successive block(s),
which results in the notable energy consumption problem of
Bitcoin [3].

Technically a PoW-based (ledger) blockchain is a
data structure formation that deploys a dispersed and
tamper-resistant shared ledger (SL) over a non-trusted com-
puter network(s). Despite PoW not being the sole manner to
satisfy the threshold on novel (block) chain blocks, there are
even more energy agile means and techniques, especially if
the network(s) is not always completely non-trusted [3].

A. AD-HOC AND MESH NETWORKS
Ad-Hoc and Mesh computer networks are typically recog-
nized for their dynamic nature, a fundamental difference in
scalability and complexity, as well as self-healing proper-
ties. They are commonly used to deploy multi-hop or multi-
peer communications (MPC) among devices. In this paper,
we argue that both these types of networks play a fundamental
role in the infrastructure deployment of the PoW architecture.

1) AD HOC NETWORKS
A strictly ad-hoc network is characterized by its limited
mobility, strict locality, and functionality, consisting of a few
tens of portable devices. Ad-hoc networks can be technologi-
cally achievable to design/deploy, however, the mobile device
operating system (OSs) can prevent someone from making
such an operation. The reason is simply due to commercial
policies, with no actual technical obstacles existing.

2) MESH NETWORKS
On the other hand, a mesh network could be seen as a
more statically-built network deployment comprising wire-
less nodes covering from home to larger urban andmetropoli-
tan areas. An excellent example of mesh networks is Commu-

FIGURE 2. The IoT architecture layers.

nity Network(s) (CNs). ACN is a (wireless) networkingmesh
designed by a district of people, principally to deal with the
circumstance of the digital gap.

In this paper, we will try to utilize these networks as a
fundamental infrastructure for a viable distributed wireless
network, both depending on blockchain’s and being applica-
ble for IoT.

B. THE IoT VISION: BACKGROUND AND ARCHITECTURE
OVERVIEW
IoT is a state-of-the-art technology trend that is gaining sig-
nificant popularity based on current wireless telecommuni-
cations [8]. The essential nucleus novelty of this conception
is its omnipresence in our daily world through numerous
things, entities, or objects, such as Radio-Frequency Iden-
tification (RFID) tags, activators, sensors, (inter)connectors,
actuators, robotic drones, tablets, mobile (smart) phones, etc.,
that are able to interconnect, communicate and collaborate
for standard functionality [113]. Nowadays, the Internet of
Things (IoT) interlinks the Internet World Wide Web with
sensors and a plethora of devices, predominantly using IP-
based connectivity. Undeniably, the principal benefit of the
IoT visualization is the extreme implications it will carry on
several sectors of daily life and traits of candidate users, from
the private and public sector to our personal life domain [5].

Clearly, from an architecture angle, Internet-of-Things
(IoT) leverages several layers, as shown in Figure 2.

The two minor layers commit to data apprehension and
acquisition, whereas the two superior layers are mainly
accountable for data usage in most applicability scenarios [5].
We base our following definitions to formulate the secu-
rity & privacy challenges for IoT, per each layer, in the next
section(s), with the functions of the layers following next [5]:

1) Edge technology layer (or perception layer): This is
the lowest layer, which mainly comprises of input
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data aggregation components, including wireless sen-
sor networks (WSNs), RFID systems, computer vision
devices, cameras, robotic sensors, intelligent termi-
nals, industrial code readers (e.g. Quick-Response
Codes and/or Optical Character Recognition systems),
electronic data interfaces (EDIs), global positioning
systems (GPS), and actuators. These hardware ele-
ments offer identification and information data storage
(i.e., via RFID tags), data collection (e.g., via smart
sensor networks), data processing (i.e., via embed-
ded edge/cloud processors), communications, control,
sensing, and actuation (i.e., via intelligent robots). The
common, like IoT technologies, are as such:
• RFID systems: They are, basically, the elemen-
tally crucial components of the IoT system.
They activate information transmission through an
ultra-mobile device named as an RFID tag. The
RFID reader obtains the tag and converts it into
a specific application machine-readable type of
format.

• Wireless sensor networks (WSNs):WSNs are com-
prised of a huge number of sensing nodes, which
directly address the sensing data outputs to explicit
nodes (sinks).

2) Access gateway layer: This particular layer is respon-
sible for information manipulation, as well as infor-
mation transmission, meta-data routing. It directs to
the middleware layer all information acquired from
the edge layer, using conventional telecommunications
means of technologies like Wi-Fi, Li-Fi, Lo-RA, Eth-
ernet, WSN, GSM, 4G, 5G-LTE, and WiMax.

3) Middleware layer: It is a software-defined, composable
super-set of sub-layers, intermixed amid the techno-
logical and experience levels. The MW layer’s main
goal is to perform information abstraction and to hide.
The IoT technology often follows the Service Oriented
Architecture (SOA) flavor. The adoption of the SOA
standards provides the room for deconstructing compli-
cated andmonolithic systems into simpler applications,
comprising an environment of flexible, atomic, and
solid components. [1]

4) Applications layer: This is the uppermost layer. It is
mainly authorized for the carriage of numerous applica-
tions to versatile IoT users, with concurrent Quality of
Service (QoS), super cloud/edge-computing technolo-
gies, Big Data mining, machine-to-machine (M2M)
type of communications and services. It also holds any
mandatory application user interface (GUI) properties.

C. RATIONALE FOR BLOCKCHAIN INTEGRATION IN IoT
The IoT poses as a new disruptive technology, driving for
the Industry 4.0 revolution, transforming manual processes
into fully automated, scalable, and intelligent. By enabling
massive Big Data, and numerous smart appliances and sen-
sors, the IoT manages to improve standards of living through
complete digitization of everyday life. Recent advances in

Cloud Computing have given another flexible boost to the
deployment of IoT. However, this cloud-Internet-of-Things
integration still remains unproven, despite being promising.

It is aforementioned that cloud services tend to become
unreliable in terms of cybersecurity, however, the introduc-
tion and confluence between Blockchain and IoT can enrich
the latter by offering a trusted, online sharing service, where
whole data source(s) are trustworthy and fully transactioned.
These sources of data can become identified and located any-
time, whereas this exact data remains unchanged over time,
thereby rising its security levels. Such security provisioning
can be also scaled into multi-sharing and multi-participant
scenarios. Any potential data leakage at any time and location
point of the protocol operation can be technically retrieved,
thus, it is indisputable that blockchain technology is strongly
characterized as the key solution to providing scalability, pri-
vacy, trust, and reliability context inside the problems related
to the IoT environment.

The technical improvements that this confluence can create
include (but are not limited to) [71]:
• identity/authentication: utilizing a common
blockchain system infrastructure, participants are able
to locate and name every single (IoT) device. Data
that is fed into the previous system is fully logged
and immutable, as well as uniquely identifiable; as a
result, Authentication, Authorization, and Accountabil-
ity (AAA) are being delivered in a trusted manner by
the blockchain for IoT applications, representing a huge
improvement in the IoT paradigm and its participants.

• decentralization & scalability: the smooth transition
from centralized system architecture, to a Peer-to-Peer
(P2P) decentralized one, will eventually avoid single
points of failure and threshold bottlenecks. Fault tol-
erance and system scalability is an example of such
improvement results. Monopoly instances where a few
big companies possess and store information of a huge
number of people are easier to prevent, now, essentially,
democratizing the blockchain-IoT confluence.

• autonomy: blockchain vision powers the next-
generation of application features, making it feasible to
deploy, build and commercialize assets and cloud hard-
ware as a service. IoT can becomemore device and layer
agnostic since the whole construct (blockchain/IoT) is
completely serverless.

• cybersecurity/reliability/trust: as mentioned earlier
IoT data is immutable during the ledger protocol oper-
ation(s). Since IoT is so sensible in terms of data func-
tions integrity and accountability issues, the blockchain
technology can verify such transactions, and their par-
ticipants (hardware IoT sensors), and provide higher
transparency. The blockchain-based IoT devices can
ensure the security and confidentiality of the informa-
tion and the communication messages provided (1) they
are stored as blockchain transactions, (2) validated by
smart contracts, (3) and standardized by IoT security
alliances. Finally, within such a reassuring context,
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micro-transactions and micro-payments can be viable,
between various peers, safe, and optimized, driving the
economy of the IoT ecosystem even further.

• (IoT) security-by-design: now taking further advantage
of highly secure storage on the blockchain, firmware and
middleware code (e.g. update patches) can be pushed
to IoT devices securely and safely. Even the tracking
of pushes, updates, and ‘‘patching’’ events is more con-
fident than ever before, thus helping manufacturers to
increase their functionality.

Despite the ameliorations offered by the blockchain within
the IoT, there still exist several technical challenges to con-
sider, for instance, the level of depth of integration of the
decentralized platform within the IoT layers, energy con-
sumption problems (i.e. the IoT is lightweight, by nature),
as well as reusability and scalability issues. From a pure secu-
rity standard perspective, blockchain, and explicitly its con-
sensus protocol which typically causes its greatest bottleneck,
could be readapted to provide better security, reduce latencies
and increase the bandwidth, thereby helping to achieve amore
efficient transition to the IoT.

D. GENERAL LEDGER-BASED IoT PLATFORMS
Quite recently, dozens of blockchain platforms have emerged,
due to the several prospects of the confluent technologies that
offer. Although this Survey focuses on the IOTA cryptocur-
rency, this particular section briefly summarizes the most
typically met applications & platforms that aim to merge the
IoT and the blockchain.

Besides Bitcoin & IOTA protocols, another perhaps
more popular and IoT-compatible ledger coin has been
Ethereum [72]. Ethereum is a pioneer blockchain in includ-
ing smart contracts. It is basically a blockchain combination
of an embedded programming language (Solidity), as well
as a consensus-based virtual machine, executing worldwide
(Ethereum Virtual Machine EVM). This adoption of smart
contracts, its disassociation from cryptocurrencies, the high
level of integration, and its open community make Ethereum
flexible for most IoT applications.

Hyperledger [73] has further met a great reputation in the
field. Hyperledger is, practically, an open-source distributed
platform among which many projects are currently being
executed and without any commercialized cryptocurrency
dependence. By using generic programming languages and
IBM’s online cloud platforms (IBM Watson IoT Platform,
and/or IBM Bluemix), IoT data can be supported, embedded,
and integrated inside the blockchain quite easily. The most
typical benefit of this ledger platform is its high speed.

The Multichain [78] system deploys private blockchains.
Multichain extends the conventional blockchain API with
new traits and functionalities, in order to allow the man-
agement of portfolios, assets, and transactional permissions
in a private-centric manner. It provides a command-line user
interface to interact with the tool, and network integration by
using programming languages such as Java, Node.js, Ruby,
and C#. Its proof of concept compiles for 64-bit architectures.

TABLE 1. IoT-enabled blockchain solutions.

Litecoin [74] is typically identical to Bitcoin, but has much
faster transactions, lower confirmation times, and improved
storage efficacy, due to the main minimization of the block
generation time (over 5 times less). Furthermore, its proof
of work is founded on a lower computationally required
mathematical library, more applicable for the IoT.

Lisk [79] provides a blockchain mechanism platform
where subdomains of blockchains and chains can be deployed
with customized decentralized applications and cryptocur-
rencies to use. Known for its interoperability, reliance on
javascript, and flexibility, Lisk is collaborating with Chain
of Things to testify whether the blockchain technology is
efficient, in terms of cybersecurity, within IoT.

Quorum [75] is a ledger-based platform that offers a
full financial services industry encompassed with a licensed
realization of Ethereum with full support for transactional
and contract privacy. It permits multiple consensus mech-
anism(s) and aims for data privacy via segmentation and
cryptographic techniques. Recently, the Quorum platform has
been integrating ZeroCash technology tomake all identifiable
meta-information of a transaction oblivious.

HDAC [76] is basically an IoT contract as well as an M2M
(Machine-to-Machine) type transactional platform founded
on Blockchain, under current implementation. The HDAC is
a brand new concept framework scheduled to be launched as
soon as possible, possessing private & public blockchains and
a quantum (true) random number generator to guarantee the
security of these transactions.

Table 1 shows a brief comparison of the IoT-managed
blockchain protocols for establishing IoT applications.
Although out of the scope of this Survey, due to our main
focus on IOTA, we can comprehend that the corresponding
presence of smart contract(s) among such previous proto-
cols ensures high security for the IoT/blockchain paradigm;
however we plan to establish a more comparative research
analysis between those different ledger-based technologies as
part of the future work.

E. IOTA: DAG-BASED LEDGER PLATFORM FOR IoT
Since the Bitcoin protocol was conferred in 2008, there
have been emerging plentiful Blockchain-based protocols
and technologies (PoWs), relaying on application scenarios
and deployments, e.g., Bitcoin, like Ethereum, Tether, and
Litecoin. All contribute to the same design fundamentals of
the generic Protocol [6].

A relatively recent and versatile research attempt lies
in the distributed ledger scheme protocol is known as the
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Tangle [16], which is utilized in the IOTA (ledger) cryptocoin
to fully log P2P transactions. Primarily, the Tangle is nothing
more than a Directed Acyclic Graph (DAG), where a vertex
defining a transaction holds two ancestors, i.e. the trans-
actions it acknowledges. Based on the suggested Protocol,
a PoW or a PoS (alternate solvability of the consensus-based
on internal properties, like the number of owned tokens),
must be accomplished when accumulating a transaction to
the Tangle. This should prevent an attacker from engaging
in network spamming. Nevertheless, it is still not yet clear
the amount of security impact PoW/PoS offers the Tangle.
This is a future research scope that needs to be investigated
as described in the later sections.

Whenever a novel transaction is added to the Tangle, it ref-
erences two previous unlogged (unconfirmed) transactions,
called tips. The algorithm that selects the two tips is named
the Tip Selection Algorithm (TSA). The TSA is the most
primitive part of the Protocol as it is utilized by the ledger par-
ticipants to determine, from two ‘‘competitive’’ transactions
which are validated. It is also the most crucial phase for the
participants to achieve consensus. The TSA commonly used
in the IOTA standard utilizes the PoW included in each trans-
action to choose the two tips. There exist several instances
of TSA variations in the literature. Some include Monte
CarloMarkovChain (MCMC) randomwalks inside theDAG,
while others rely on stochastic processing models to identify
and reduce the computational lag for the average number of
unconfirmed transactions (called tips). All of these TSA case
studies seem to correspond to a Nash equilibrium [20]. Next,
we briefly describe themodel analysis for the Tangle, in terms
of its most defining mathematical characteristics [15].

1) THE NETWORK
We acknowledge a structural set of N processes, denoted
as nodes, that are completely interconnected (fully meshed).
Each node is able to transmit a notification (message) to
all rest nodes. We pre-define that nodes are enabled syn-
chronously. The time plane dimension is discrete, and at every
time point fragment, called a round, a node processes the noti-
fications transmitted by the rest nodes in the former round,
deploys the Tangle protocol, and, if necessary, can then
direct a message to all rest nodes. Whenever a node directs a
message, all the other nodes acquire it in the preceding round.
There is a threshold bound on the maximum capacity of the
messages as long as the nodes obey the Protocol legitimately
and securely.

2) THE DAG
As mentioned previously, we describe a specific type of
distributed ledger scheme named as the Tangle, which is a
Direct Acyclic Graph (DAG). Each node u compensates at
each specific round r a local DAG Gur (or simply Gr or G),
where each vertex, called a site, defines a ledger-based trans-
action. Each site possesses two parents (sometimes equal) in
the DAG. We namely define a site as directly confirming its
mutual parents. All sites to be approved by the parents of a

FIGURE 3. An example instance of a Tangle.

corresponding site are also considered to be confirmed (or
non-directly confirmed) by it (see Figure 1). A site that is not
yet attested is known as a tip or technically an unconfirmed
transaction. There exists, finally, a unique site named genesis
that does, indeed, not contain parents and is confirmed by all
rest sites. Two sites might also collude with each other; thus,
state recognition and awareness are always apparent on the
Tangle for all present sites.

In case the Tangle is utilized to log all the monetary credits
of a given cryptocurrency (e.g., the IOTA cryptocurrency),
then the site defines a transaction for transferring funds from
a sender address to a known receiver address, and two sites
are considered to be connecting if they make effort to present
the same funds to two fundamentally different receivers, i.e.,
if mutually are deploying transactions that result in a minus
balance for the transmitter. During each round, each node
may approve one or several transactions. For each transaction,
the node chooses among two parents. The pre-signed or
confirmed transaction is finalized thereafter as a novel site
in the DAG. Then, ultimately, that node broadcasts that site
to all other nodes.

3) WEIGHT AND HASHING POWER
After a transaction is approved or the site is aggregated to the
graph, a negligible proof of work (PoW) is computed. The
difficulty or computational complexity of this exact PoW is
determined by the weight of the site. Initially, this PoW is
aggregated to the Protocol, to disallow a node from spamming
a considerable sequence of transactions. It has been math-
ematically proven that with the PoW, IOTA network spam-
ming demands a considerable amount of processing power,
thus driving it even more complicated for malefic users to
undermine the security and availability of the Tangle.

Several underlying Security, Privacy, and Confidential-
ity assumptions emerge from the Tangle concept. There
are also several attack scenarios, vectors, and threat mod-
els that are meant to compromise the ledger’s reliability
to allow the attacker to mistakenly receive double payment
and rattle the availability status of the network inside the
non-financial transactions-based IOTA applications. We dis-
cuss, tabulate, and formulate these issues in the following
sections.
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III. IOTA SECURITY AND PRIVACY CHALLENGES
IoT itself is a complex system that alongside with
ledger-capable distributed wireless networks imposes a new
dimensionality of complexity to the environment for high-
tech applications. To adequately cover the necessity of uti-
lizing DLT for IoT, we investigate which of the following
Security Classes and requirements are most crucial.
• Confidentiality: Confidentiality refers to the collection
of measures that are taken to ensure that sensitive data
is being kept secret, with a scope limited as much as
possible, and being made unreachable by malefic users.
It also makes sure that the rightful data owner of the
information may have access to it.

• Integrity: Integrity clarifies that data communicated
remains idle and trustworthy. It includes retaining the
accuracy, integrity, trustworthiness, and consistency of
information over the data life-cycle. In transit, the infor-
mation should be never compromised or forged by unau-
thorized users.

• Availability:Availability indicates that the data is acces-
sible to authorized participants. This also reflects the
fact that accessibility by authorized data owners should
always be applicable. Data access, service provisioning,
functionality, maintainability, and account access are a
few examples included within this scope.

• Accountability: The question that arises when we
co-deploy key game-changing technologies like IoT
and DLT in wireless networks is who is to blame
for when a non-technical fault or security attack takes
place. Is the IoT vendor mainly responsible, the ledger
regulators, or the network maintainability operators
themselves? Security-by-Experience and Security-by-
Default are perhaps the only addressed solutions to this
issue.

• Scalability: Since there are numerous types of het-
erogeneous devices co-deployed together upon the IoT
platform, it is challenging to offer the same security
agreement alongside the entire network.

• Manageability: It is a challenging task to manipulate
the access of all the devices, which leads to many author-
ity ownership problems.

• Reliability: As IoT comprises a diversified network,
it is trivial to authorize the reliability of all data sources
likewise in the case of data attacks (e.g. the man in the
middle attack).

• Capability: Reduced size of memory and a limited
amount of computational resources make it complicated
to prototype any security algorithm. Lightweight Cryp-
tography comes in as a reliable solution for this chal-
lenge.

• Privacy: Protecting and securely ensuring the data
information of participants from any exposure and
leakage of data in the hands of undesirable users
is perhaps a mandatory task. Policy regulations from
national/international laws apply here, thus making
the challenge greater. Blockchain technology has been

awarded its yet vast popularity due to its ability to deliver
privacy over a non-centralized network.

There exist many other challenges, namely defined as secu-
rity (sub)classes, due to the DLT paradigms; e.g., Collective
Verification where a third (trusted) party validator should
be present to verify the IoT device-related TXs, Anonymity
where by using Asymmetric Cryptography it is virtually hard
to detect the real identity of a DLT assigned real user, and
Autonomy where no individual node or party can atomically
manipulate or control the ledger, thus storing, transferring or
updating any data in the Blockchain itself [9].

In the next follow-up, we thoroughly investigate the main
technical provocations from the emerging co-utilization of
IoT and Direct Acyclic Graph (DAG), mainly in terms of
Security and Privacy.

A. SECURITY VS. ENERGY COST
DLT demands a consensus algorithm to reassure the
agreement on the identification, validation, and verifica-
tion in a decentralized system. However, the conventional
Blockchain is power-hungry due to its high computational
complexity. Thus, conventional Blockchain is suitable for
crypto-currencies mining, and due to this high polynomial
complexity (e.g., double-hashing function), it makes security
feasible on the one hand but energy efficiency harder on the
other. The computation demands additive graphics proces-
sor units (GPUs), due to high-end physical hardware needs.
Consequently, the monetary expenditure is the number one
draw-down of paramount significance while implementing
Blockchain in versatile systems, including the lightweight
nature of the IoT instance.

B. DAG-BASED LEDGER ADAPTATION
IoT ecosystems require resource-limited end physical devices
where ledger-based cryptocurrency models can be cus-
tomized for IoT applications. Leveraging DAG architec-
ture with IoT meets some trivial concerns as conventional
ones demand extremely highly parameterized computing
resources, quite irregular to the true vision of IoT, which
is lightweight. Therefore, adaption or cohabitation requires
further modification in the DAG-based ledger framework
to confront the IoT ecosystems easily. Primarily, consen-
sus model(s) demand further alterations as current ones are
very expensive in terms of computational resources and
energy consumption metrics. Since IOTA and IoT are non-
centralized systems, the implementation goals, area scopes,
and breakthroughs are more versatile. However, leveraging
the opportunities, challenges and high prospects of leveraging
the ledger in IoT motivates to redesign the adaptive DAG
consensus model as the ‘‘chain’’ provides not only incre-
mental privacy & security but also restricts the needs for a
centralized fully-trusted (central) management system which
is less fault-prone and scalable. In simple words, we can
research the benefits of the ‘‘chain’’ (its strong security and
privacy levels and distributed nature) along with the ‘‘IoT’’
case (its flexibility, simplicity, and high scalability behavior).
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C. IOTA INTEGRATION WITH IoT
DAG and Internet-of-Things (IoT) are revolutionary tech-
nologies that will have a key role in future meshed networks.
Both are fundamentally different in terms of scope, nature,
and implementation methodologies; however, they need to,
and they can be integrated to accomplish more feasible,
secure, private, and agile systems. In most DLT-IoT-based
architectures, several crucial traits like enhanced trustworthi-
ness, fault tolerance aptitude, higher scalability, faster and
more effective processes, as well as scalability exist [15],
[16], and [23].

D. SECURITY IN DAG-BASED LEDGER IoT ECOSYSTEM
The configuration of adapted IoT systems is prone to security
and privacy risks. The ledger can make the cybersecurity
of these specific IoT devices more robust by conserving
critically sensitive security data they possess, as well as other
embedded security tokens. Cyber-physical systems (CPS)
maintain crucial security and privacy issues explicitly during
machine-to-machine (M2M) type communications. A state-
of-the-art ledger structure has been architectured amid the
public domain and the private domain to confront cybersecu-
rity matters [11]. Finally, security, trust, and transparency not
needing a third (trusted) party, or authority, is the first bonus
asset of co-developing DLT (IOTA) with IoT.

E. PRIVACY VS. CONFIDENTIALITY
To successfully retain the privacy issue, several symmet-
ric cryptosystems and asymmetric as well as cryptographic
tokenization have widely been utilized in all networking
systems. Therefore, in the paradigm of the IoT ecosys-
tem, cryptographic encryption is the conventional manner
of reassuring data confidentiality during device interaction.
In the Blockchain-based system, node parties can quite eas-
ily broadcast the identity of the rest of the nodes within
a networking system, and TXs data is possible to become
encrypted utilizing a public key or even with a (from before)
shared private key. The number of IoT devices per user is
so vast that it demands even more sophisticated cybersecu-
rity measurements. The solution for data preservation in the
BC-IoT instance, hence, could rely on the Attribute-based
encryption (ABE) methodologies, which were adapted to
marginally modify the ‘‘chain’’ protocol to guarantee better
privacy [12].

F. INTEGRITY
In the DAG-based IoT ecosystem(s), the hash result(s) of
versatile fields of a TX block(s) is a decent method in order
to retain information integrity. In [13], messages are securely
signed within the associated private key of the adjacent peer
to reassure trust as well as information integrity. Proof of
Trust (PoT) has been widely utilized in a multi-tier IoT
ecosystem(s) for increased data integrity verification and
validation. A framework based on the DLT-IoT technique
is well depicted in [14], which offers better-trusted data

integrity authentication, especially for the IoT Big Data of
mutually both the data creators/owners and data consumers.
This framework will not depend on third-party validations for
the ad-hoc verification of data integrity, whichmight decrease
credibility. Furthermore, it offers other merits such as the
preservation of consuming data with their data consumers
and the instantiating of pay-per-transaction data integrity
as-a-service (AS).

G. AVAILABILITY
Availability is a major challenge in the DAG-IoT
co-existence. It merely relies on manipulating the requests
from solely authorized nodes in a fully trusted environment
so that benign, or unfavorable, requests could be neglected.
Whereas in IoT, DDoS attacks are mainly very typical and
easy to launch, in the ledger environment is nearly infeasible
provided the participating peers in such a network are authen-
ticated and properly authorized, thus turning it impractical to
log in to the network by ‘‘pretension’’ attempts.

H. AUTHENTICATION
Due to the decentralization, the ‘‘chain’’ delivers default
authentication simply as the total environment is decentral-
ized, and every unique node or associated in the network is
atomically verified by other members independently. Proving
and ensuring Authentication in IoT instances is more trivial
and semantically insecure. Thus, there exist several research
contributions that distinguish and authenticate nodes in the
ledger-based IoT ecosystem. For example, a node could use
a ticket during start-up to self-authenticate and a special
object ID securely signed with its private key to be used for
validation.

I. AUTHORIZATION
IoT devices must hold strong and secure identities and user
ownership properties, which are presently not offered or
provided by default by their manufacturers. Many ‘‘chain’’-
based IoT lightweight frameworks have been studied to
provide registration-confirmation systems through which a
terminal will get a unique ID for authorization. More-
over, these models also re-assure reduced monetary cost-
ing for services using an atomic contract-based charging
system that is autonomous of versatile applications and
infrastructure.

J. NON-REPUDIATION AND ACCESS-CONTROL
A trusted third party is always a necessity to ensure correct
access control verification for the exponentially increasing
IoT devices. The essence of non-repudiation correlates to the
transparency of the transaction tracking that is verified by
both parties. In a non-repudiated ledger-based IoT system, all
the transactions are logged, stored, and recorded in the public
ledger domain so that, eventually, no one could negate the
fulfillment of a standalone transaction.

IV. IOTA COMPREHENSIVE SECURITY ANALYSIS
Nonetheless, there is ongoing research work related to the
security & privacy implications of applying Blockchain
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technologies inside the Internet-of-Things (IoT). Interacting
the ledger with IoT seems eminent in the banking sector,
software development, real estate, and smart grid, whereas
quite recently very important political bodies have started to
spotlight the IOTA digital prospects [102]. Quite similarly,
though, nearly all aforementioned surveys do not cover the
wider aspect of the Blockchain-IoT true interaction and stay
mainly on particular Cybersecurity concerns. We tend to
select some of those specific that tend to provide explicit
research contribution.

Authors in [103] highlight the systematic security attacks
and vectors that pose threat inside the ledger-IoT inter-
operability, whereas they propose security requirements,
countermeasures, and open challenges. In [44], the authors
implement a novel decentralized mixing protocol for the
IOTA digital ledger that combines the decryption of mixnets
and multi-signatures. They claim their system can guarantee
security and privacy even in the presence of benign entities
in the infrastructure. Authors in [104] refer to a customized
Blockchain solution for Internet-of-Things by overriding the
structural deficiencies of conventional IoT when applied
inside the ledger paradigm. In [29], they discuss the overall
security, privacy, and trust issues emerging on the practi-
cality concerns of the Blockchain universe. An Authenti-
cation and Access Control (AAC) reference, together with
an additional smart contract taxonomy illustration is being
depicted in [105]. The authors in [106] address very fre-
quent types of security vulnerabilities and threats on the
IOTA protocol and utilize the Common Vulnerability Scor-
ing System (CVSS v3.0) to practically examine their true
potential. Inside [27], their authors propose an alternative
system approach while interacting IOTA with the Blockchain
to reduce the transactional fees and power processing costs
while peering at the ledger network. In a recent article, [107],
an attempt to project the system evolution from Internet-
of-Everything to IoT/Ledger is being performed, mainly
from the application & applicability layer. The research
article in [108] addresses the key security attacks as well
as their security solutions that will help, according to the
authors, establish stronger Blockchain systems. The con-
fluence of the Internet of Drones (IoDT), artificial intelli-
gence (AI), and blockchain is being carefully analyzed in
most recent article [111]. The author’s implemented novelty
relies on monitoring pandemic outbreaks, with an additional
two-phase lightweight security mechanism being adapted for
authorization purposes. Another most latest work, in [110],
mentions federated learning-based blockchain intervention
for authentication purposes with strong differential-based
privacy presence. Finally, authors in [109] invest more in
the Privacy concerns of the Blockchain with the sugges-
tion of a privacy-enhancing content erasure mechanism
that aims to increase the anonymization concept of the
ledger.

Illustratively, Tables 2 and 3 depict our comprehen-
sive analysis in terms of Cybersecurity, starting from
(a) the conventional centralized IoT, (b) the promise of

(classical) Blockchain/IoT interaction, (c) the migration,
finally, or making of the next transition to the new IOTA era,
but also (d) the proposal of several challenges worth of future
research investigation (see Table 3, column 4). It is worth
noticing the two tables have an inheritance of transition or
technology migration property; while Blockchain Solutions
from the Table 2 seem to provide some benefits in terms
of the cryptographic consistency of the Internet-of-Things
inside the ledger, these solutions still lack paramount inter-
operability and performance trade-offs already mentioned in
earlier sections. Thus, Table 3 addresses the above limitations
of the novel IOTA concept.

Novel challenges from the next ledger generation, such
as threats and exploits, are presented in Table 2, together
with security mitigations per requirement. However, because
our study analysis is exhaustive, we can identify new cyber-
security directions that remain unattended by the research
community for the DAG-based ledger IoT. These types of
deficiencies are worth addressing in the future by improv-
ing hashing functionalities, like the Curl primitive, and the
dynamic network conditions of the DAG, and are selecting
the most optimal (Game-Theoretic) consensus algorithm or
Tangle for this ledger-based IOTA.

Surplus, by attaching typical nature-specific security and
privacy challenges that are apparent to the Internet-of-Things,
Table 2 aims to enlighten further several other cybersecurity
aspects. IoT devices often have low reconfigurability options
or none at all. Modifications in the DLT infrastructure and
protocols may turn IoT devices to either become detached
from the distributed ledger or to selectively have limited func-
tionality. A deprecated IoT system will frequently lack sup-
port from an updated patch version of the DLT, other security
concerns arise from the non-updated condition, so reliability
and trust for DLT-IoT is at stake. Power is an important issue
in IoT. Low-power IoT is unable to compensate or process
the full distributed ledger. From the security point of view,
classical IoT possesses distributed traits, and hence prone
to DDoS attacks it requires third parties as trusted nodes of
(inter)validation.

To mitigate those intrinsic IoT defects, the traditional,
or ‘‘decentralized’’ ledger blockchain solutions can offer
many security improvements. The ledger provides strong
auditability and trackability possibilities through complete
full transactional logging features. Together with the smart
contract andmore vigorous decentralized verification via dig-
ital signatures, data integrity, privacy, and a lack of reliance on
third parties from IoT devices improve significantly. Further-
more, as seen in Table 2, whenever an attacking IoT device
tries to penetrate the whole network on the ledger approach,
it cannot be achieved as it immediately gets detected (point
of attack) and thrown out of the Blockchain. Finally, resource
utilization, either in an idle system state or attack state,
is better stochastically normalized in the distributed ledger
rather than the centralized Internet-of-Things. This can have
security and privacy benefits for the whole system and the IoT
device itself.
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TABLE 2. Summary of weaknesses of IoT and (traditional) blockchain solutions.

TABLE 3. IOTA security and privacy considerations.

While leveraging IoT with DLT, through the IOTA API,
according to several studied literature items, there exist many
attack experimentations to either replay attack, brute force

or parasite attack the Tangle. An entirely novel and rising
popularity type of attack is on the main (post-quantum) crypt-
analysis components of the tangle hashing function (Curl).
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Also, during double-spending attacks, an attacker wishes
to nullify an already recorded transaction and recover the
spent money back. Table 2 illuminates the security solutions
for these exploitations against the Tangle, i.e. corresponding
cybersecurity frameworks for the mentioned attacks, as well
as limitations and challenges yet to be thoroughly investi-
gated. Based on our analysis of the literature, we can elaborate
that while the technical specifications of IOTA’s signature
scheme remain relatively obscure, we can understand from
the references that signatures operate on the hashes of trans-
action batches, rather than on the previous clusters. This,
combined with the mismatch of the Curl’s collision resis-
tance property creates an open vulnerability to IOTA for an
EU-CMA (Existential Unforgeability Chosen Message
Attack). It also appears that these moderate vulnerabilities are
not to blame due to the robust parameters used to initialize
Curl in the implementation of IOTA, i.e. permute or |r|,
but rather severe intrinsic structural issues with the new
variations of the sponge construction functions absorb &
transform [24].
Specifically, as per [17], in Table 3, the authors focus on

security attacks on the signature scheme of IOTA (used to
validate payments by users). Generically, the IOTA Signa-
ture Scheme (ISS) is established on Winternitz One-Time
Signatures [80]. The authors achieved fast creation of equal
length messages, by using differential cryptanalysis, which
hashes to the equally same value with Curl-P-27, thus, being
able to break the function’s cryptographic collision resis-
tance. They researched collision-type(s) attacks to generate
signature forgeries against IOTA. Their cryptanalysis after-
math is that IOTA Curl-P-27 is vulnerable to signature col-
lisions (however, no currently used for ISS), and generic
attacks, since they had been able, by using 80 cores, to create
colliding IOTA micro-payments in a time less than twenty
seconds (by average). To mitigate such signature security
weaknesses, they adapt a composed hash method and they
estimate (new) upper bounds on level one collision resistance
in the order magnitude of E[M ] ≤ 247.14, i.e. they can initiate
a brute force using only E[M ] such queries (47.14 bits).
In [21], the authors adopt an alternative to [17] type of
secondary-preimage attack, digest attack, and a constructive
full-state collision against Curl hash function, to basically
reach the same conclusion; that Curl is not cryptographi-
cally a secure hashing function for the IOTA protocol. Their
further stated conclusion(s), is that despite forgery as well
as chosen message attacks seem infeasible to implement in
practice, the work in [81] discusses practical scenarios for
their physical realizations, thus leaving future limitations,
gaps, or challenges to still become addressed. Dealing less
with integrity and authentication, and with more relevance
to network availability, compared to previous research crypt-
analysis, the authors in [23] address the effect of parasite
chain attack(s), which aims to disrupt the irreversibility and
immutability of the DAG-based ledger. Technically, they
build a customized Markov Chain model for the (IOTA)
Biased Random Walk (BRW) tip selection algorithm to

generate the parasite chain attack. Considering λ to be the rate
of arrival of benign transactions, and µ the rate at which the
malefic user (attacker) can add new transactions to the (IOTA)
parasite chain, their investigated attack model behavior is that
as long as µ ≤ λ, the corresponding attack will always fail.
Issues, however, that the authors still leave unaddressed, for
future work, would be how to effectively scale their attack
mitigation approach to confront higher-order parasite chain
attacks, i.e. with higher-order derivatives of the cumulative
graph weight of the Tangle.

Overall, [18]–[20], [22], and [50] works are equivalently
illustrated in the same table (Table 2), for the purpose of
identifying security cryptanalysis results for the IOTA, brief
technical & performance analysis of their attack models
and mitigation’s security frameworks, but also our contribu-
tion to spotting any potential security gaps that still remain
unresolved.

The novel IOTA Protocol is being divided into three layers:
the network, communication, and application layer(s). The
first (network) layer is responsible for the management of
the connections and transmissions packets between DAG
nodes. Inside this exact layer auto-discovery peer modules
build the connections between nodes based on the gossip
protocol. The next (communication) layer stores and con-
structs the communication information. Basically, the Tangle,
or ‘‘the distributed ledger,’’ the timestamps, and rate control
belong here. Finally, hashing transactional exchange infor-
mation lay in this layer. The last (application) layer is for
any application-related frameworks and control domains that
manipulate IOTA messages and objects generated from the
two previous lower layer(s). As shown in Figure 4, the full
security taxonomy of the IOTA protocol is well correlated
with Table 2 security class metrics.

V. PROPOSED SECURITY FRAMEWORK FOR IOTA
To address the open issues in the existing literature with
respect to the attacks against blockchain-based IoT systems,
we propose our security framework, as shown in Figure 5 to
address those limitations. Security parameters indicated in
Figure 5 can be used to calculate the Blockchain Vulner-
ability Index (BVI), which identifies the vulnerability of a
blockchain based IoT environment to external threats. This
vulnerability index is computed using the parameters col-
lected from blockchain-based IoT environment. By estimat-
ing BVI, the performance trend of a blockchain-based IoT
environment, from the cybersecurity perspective, can be eval-
uated. BVI is computed over a specified time frame and can
be collated with the benchmark index thresholds as obtained
from historical training data. Model training is realized by
collecting data, with presence and/or without the presence of
attacks, with and/or without control over a long time period.
The intra-comparison of the threshold index with the BVI is
utilized to activate the response framework in order to secure
the blockchain-based IoT environment [82] - [83].

Following are the detailed steps in the design and imple-
mentation of the proposed framework.
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FIGURE 4. IOTA security taxonomy.

Step 1 (Threat Modeling and Data Collection): Threat
models for the blockchain-based IoT environment will be
implemented in this step. A module for identifying and
collecting security threat attack data for the relative threat
scenarios/models system would also be implemented in this
phase. Blockchain based IoT is represented as a function:
f (x1(t), x2(t), . . . xn(t), v1(t), v2(t) . . . vn(t),
m1(t), m2(t), . . . mn(t), k(t), u(t)), where xn(t) repre-
sents the most significant attack (sensitive) parameters, vn(t)
represents the parameters which are less significant in terms
of representing the node(s) vulnerability, mn(t) defines the
mobility parameters, k(t) demonstrates the attack and u(t)
represents the main control input. xn′(t) depicts the modified
values of the most significant attack (sensitive) parameter

due to presence of the attack k(t) and the main control
input u(t).
Step 2 (Threat Detection): In this step, BVI at a node level

is evaluated by the BVI evaluation system using the exact
attack sensitive parameters, such as packet drop, energy con-
sumption, processor usage, memory usage, etc., xn′(t) [101].
The computed BVI(t) will then be contrasted with the thresh-
old values of the Blockchain Vulnerability Index BVI’. The
BVI limit thresholds (BVI’) are derived with the help of the
input training dataset, where each record state is labeled.
Step 3 (Response and Protection): Upon detection that

a node is vulnerable to a threat, the nodes are prone to
the response & protection algorithm [101]. This algorithm
isolates the attack, as well as the adversary, and trans-
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FIGURE 5. Proposed security framework for blockchain based IoT.

mits the control signal u(t) to protect the blockchain-based
IoT. The control signal u(t) is versatile depending upon
the exact type of the attack. This control signal read-
justs the blockchain-based IoT and modifies f (x1′(t + 1),
x2′(t+1), . . . xn′(t+1)) so that BVI(t+1) achieves the steady
normal state. It should, however, be derived that f (x1′(t +
1), x2′(t+1), . . . xn′(t+1)) also rely on new attack k(t+1).

Our security framework can be integrated with security
tools to the existing IOTA network. These tools are imple-
mented in a decentralized fashion and experimented with to
demonstrate their viability.

VI. FUTURE RESEARCH DIRECTIONS
IOTA is the most novel cryptocurrency that deploys dis-
tributed ledger technology based on the directed acyclic
graph (DAG) data structure. The security of cryptocurrencies
almost always tends to be criticized for lower security, degra-
dation of trust, and inheriting malicious operations. Although
IOTA systemically and automatically provides resilient secu-
rity controls, IOTA security is not currently yet thoroughly
explored. Many security and privacy issues seem to arise
not only in the deployment instances (network configura-
tions) but also inside the very cryptographic building blocks
themselves (e.g., hashes), making this transition of IoT from
conventional Blockchain ledger to the next generation of
DAG-based IOTA more difficult. While we provide con-
crete security recommendations to address most concerns, the
future scope is left for further mitigation analysis from the
research community.

In this work, we perform an intensive research case study
and analysis using full cybersecurity requirements point of
angle for the IOTA, or DAG-based ledger Internet-of-Things
cohabitation. Likewise, in our most recent related research
publication [101] we prototyped a Machine Learning (ML)
approach embedded with a mathematical background
formulation technique (sliding window with interpolation),

alongside a reinforcement-learning agent, that can create
security threat indexes based on anomalous resource con-
sumption observation status of each IOTA-Tangle nodes.
We also aim to project anomaly detection prediction, based
on ML, for mitigating security attacks mentioned earlier
against the IOTA. As per theoretical discussions in [112],
we estimate a run-time complexity of O(n3) in our typical
DAG-based scenario implementation, i.e. the IoT integration
inside IOTA. Our system prototyped solution is scalable and
transactive for the IoT paradigm. By leveraging the IOTA
protocol, we can find this research approach easy to scale
in larger networks and higher number of integrating nodes.
It is therefore attested that for the proof of concept our
network topology can become integrated in larger and more
complex cloud environment scenarios.We can project our full
Artificial Intelligence (AI)-enabled deployment framework
as shown in Figure 6. The brief description of the logic
diagram depicted in Figure 6 are as follows:
• Notably, all functional blocks are callable via
enable/disable flags. For example, activation of
(Reinforcement-Learning) RL-rule, or not.

• The functional flow of the diagram is rightwise and top-
down. Starting from item #1 until item #10.

• Specifically, the master main input is the first red dot
on the left part, whereas the master main output is
the (dashed) red dot on the (bottom) left part of the
schema.

• All green colored boxes are the PROCESSES: Their
name corresponds to the file_name of each Python func-
tion at the corresponding folder(s).

• All cyan colored boxes are the SUBPROCESSES: e.g.
{Block}, or {Stream mode} and {Game(s) Container}.

• The utility function is selecting the functionality among
+Anomaly Detection (+with OR +without RL-RULE)
OR +Anomaly Prediction (+with OR +without
RL-RULE).

46250 VOLUME 10, 2022



A. N. Bikos, S. A. P. Kumar: Securing Digital Ledger Technologies-Enabled IoT Devices

FIGURE 6. Proposed (extended) security framework for IOTA [101].

• The functionality of Principal Component Analy-
sis (PCA) is optional.

• The functionality of Binary Classifier EXPECTS bipolar
input(s) from {PCA caller} AND {+Sliding Window
caller OR +Logistic Regressor caller}.

The framework shown in Figure 6 manages to expand and
leverage Figure 5 framework in terms of further protecting
Blockchain (DLT)-based IoT (IOTA [101]).

As part of our future work, we will aim to investigate
most of these security attacks, such as double-spending com-
promises against the Tangle, or DDoS attempts to disrupt
the availability status of the leading network; by building an
attackmodel with real traffic data, deploying the real attack(s)
under a full attack propagation scenario, and proposing a
novel secure consensus algorithm, as well as prototyping a
security framework as described in Section V.), to enhance
security resistance of IOTA with complete evaluations and
experimental benchmarking. Based on our ongoing analysis,
we conclude that IOTA needs security as outlined in our study
and implement the proposed recommendations.

VII. CONCLUSION
In this survey paper, we presented a summary of the most
significant and state-of-the-art cybersecurity considerations
as well as pitfalls of the typical IOTA implementation.
We analyzed the most popular IoT-ledger-based consensus
algorithms in terms of security requirements, vulnerabilities
as well as attack resistance and also highlighted possible
areas of improvement. Notably, the IOTA protocol and its
underlying consensus technologies are garnering significant
research interest for providing its security. We hope the
current research analysis, research work recommendations,
future scope, and discussion points will help academics &
developers to raise their understanding of the blockchain
fundamentals to build better secure consensus designs for
secure DLT-IoT integration.
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