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Abstract: The advance of industrialization regarding the optimization of production to obtain greater
productivity and consequently generate more profits has led to the emergence of Industry 4.0, which
aims to create an environment called smart manufacturing. On the other hand, the Internet of Things
is a global network of interrelated physical devices, such as sensors, actuators, intelligent applications,
computers, mechanical machines, objects, and people, becoming an essential part of the Internet.
These devices are data sources that provide abundant information on manufacturing processes
in an industrial environment. A concern of this type of system is processing large sets of data
and generating knowledge. These challenges often raise concerns about security, more specifically
cybersecurity. Good cybersecurity practices make it possible to avoid damage to production lines and
information. With the growing increase in threats in terms of security, this paper aims to carry out a
review of existing technologies about cybersecurity in intelligent manufacturing and an introduction
to the architecture of the IoT and smart manufacturing.

Keywords: cybersecurity; industry; Internet of Things; literature review

1. Introduction

Industry 4.0 advocates are creating an intelligent manufacturing environment [1],
and the IoT can be considered a paradigm in this area with great technological potential.
The existence of different objects that communicate with each other intelligently, transmit-
ting large amounts of information, generates security risks, making cybersecurity a very
relevant issue of Industry 4.0 [2]. Bearing in mind that IoT solutions are applied in different
environments, as is the case of intelligent manufacturing that generates and shares large
amounts of information, which, if this is corrupted, can lead to production stoppages that
can cause damage. With the growth in the use of IoT, it is estimated that internet traffic by
the year 2022 will be around 45% [3,4].

There has been a significant investment by the industry to convert its production
lines to create innovative manufacturing, which, according to Rossmann [5], promotes
productivity growth by between 17% and 20% and gains in product quality of between 15%
and 20%. This evolution is based on the application of IoT, machine learning, and cloud
computing. Many of these developments seek to reduce costs and increase profits, leaving
aside cybersecurity, one of the most critical aspects that can jeopardize product. This is due
to the growing increase in cyber-attacks, poor understanding of vulnerabilities, and action
lack of concern about this problem [6].

This study reviews the leading cybersecurity technologies currently used in the IoT
paradigm in Industry 4.0 [7]. Aimed at the search for the most used cybersecurity tech-
nologies today in the Industry 4.0 and IoT paradigm, this study will show the added value
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these can bring to smart manufacturing and demonstrate how they can solve problems of
current attacks and the most common and the most common solutions. Two promising
strategies in combating cyberattacks will also be demonstrated.

2. Methods

In this scientific review, a systematic methodology was chosen, highlighting the most
critical points of the selected articles. In this systematic review, the research topic is based
on applying the IoT paradigm in Industry 4.0, specifically cybersecurity. A critical phase is
the choice of questions for the investigation since it will be based on the attempt to answer
these same questions. For this purpose, the following two questions were formulated:

• Q1: What are the challenges of IoT cybersecurity in smart manufacturing?
• Q2: What types of cybersecurity are used in IoT for smart manufacturing?

Based on the research topic, exploratory research was carried out using the Snowball
technique [8], which consists of selecting base articles focused on the research topic and the
continuous investigation of the cited articles. When determining a base of three articles,
they were read. The keywords were extracted, which were later used to create a query
for the research. The following was obtained: (“internet of things” OR “IoT”) AND
(“smart manufacturing” OR “smart industry” OR “smart factory” OR “industry 4.0”) AND
(“cybersecurity” OR “cyber security”).

Two online libraries were used for this research: IEEE and ScienceDirect. The IEEE
library obtained 221 results, and 69 published articles were selected. In the ScienceDirect
library, a result of 845 articles was obtained, and 108 papers were selected.

In the third stage of this review, selection, exclusion, and inclusion criteria were created.
The inclusion criteria selected articles with the keywords mentioned above, published in
journals, written in English, and published since 2016, utilizing more recent publications
since we are talking about an innovative topic. As for the exclusion criteria, duplicate
articles were removed whose titles followed a different theme from the intended one, and
abstract content which was not related. After applying the inclusion criteria, a list of
177 publications was obtained:

1. Removed for not being in English;
2. Six duplicate publications were discarded;
3. One hundred and twenty-four publications were excluded due to their title;
4. Sixteen publications were excluded due to their content (little relevance).

Thus, after applying this methodology, we obtained 30 scientific articles published
in journals that met the exclusion and inclusion criteria, which allowed us to answer the
previously defined research questions. All papers were analyzed to select the most relevant
to the topic in question.

In Figure 1, we can see the flowchart of the methodology used in the literature re-
view, presenting the result in graphical form as recommended by PRISMA (preferred
reporting items for systematic reviews and meta-analyses) [9]. Next, Table 1 summarizes
the cybersecurity methods and their analysis, where the majority are related to IoT and
industrial IoT.
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Study Cybersecurity Method Application

[10] Blockchain Smart manufacturing

[6] State of the art Smart manufacturing

[11] Physical Hash 3D Production by STL

[12] Blockchain IoT

[13] Innovative random hybrid neural
network (HDRaNN) Industrial IoT

[14] Random neural network (RaNN) Industrial IoT

[15] Cybersecurity Guidelines Smart manufacturing

[16] Authentication Mechanism Industrial IoT

[17] Convolution
Neural Network (CNN). IoT

[18]
Decision tree (DT), random forest

(RF), and extreme gradient
boosting (XGBoost)

Industry 4.0 and IoT
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Table 1. Cont.

Study Cybersecurity Method Application

[19] State of the art IoT

[20] State of the art IoT

[21] State of the art Authentication
Mechanism IoT

[2] A methodology to assess the impacts
of cyber-attacks Industry 4.0

[22] Collaborative Learning Model for
Cyberattack Detection Industry 4.0 and IoT

[23] Cyber security architecture Industry 4.0 and IoT

[24] Microsoft Threat Modelling Tool Smart manufacturing

[25] State of the art Industry 4.0 and IoT

[26] Deep Learning IIoT

[27]
Logistic regression, decision tree,

k-nearest neighbors, random forest,
and autoencoder

Industry 4.0

[28] State of the art, Blockchain Industry 4.0

[29] Protect machine-to-machine
communication IIoT

[30] State of the art IIoT

[31] State of the art, Blockchain Industry 4.0 and IoT

[32] Basic cybersecurity requirements Industry 4.0

[33] Testbed IoT

[34] State of the art, cybersecurity threats Industry 4.0

[35] Ontology-Based
Cybersecurity Framework IoT

[36] Hierarchical Network
Intrusion Detection IoT

[37] Deep Learning IoT

3. Results

The research in this scientific review resulted in many outcomes within Industry 4.0,
IoT, and cybersecurity. Currently, there is no standard technology to ensure cybersecurity,
as demonstrated in this study. The reviews focus on different computing areas, ranging
from machine learning to blockchain, these being the promising technologies mentioned in
several reviews. In Table 1, an overview of the articles included in the study, we can see the
list of selected papers and their main characteristics.

Among the 30 articles of the result, 11 are related to state of the art. Their content
focuses on presenting the main threats and possible solutions for them. Two of the studies
are related to blockchain technology, and eight articles related to machine learning were
obtained. Seven papers are related to attack detection models and attack response mecha-
nisms. One article is related to calculating the impact of cyberattacks. One of the articles is
focused on authentication technology.

The 28 articles present different technologies related to information on the topic.
The articles related to machine learning present actual tests and comparisons with other
existing technologies for the same purpose. However, none of the articles can be considered
a final product that can be applied in an industrial environment.
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The study by Latif et al. [14] aimed to demonstrate the great potential of integrating
blockchain technology in an IoT environment aimed at an intelligent industry, focusing
on creating a decentralized environment with ease of evolution. The author proposed
a blockchain-based architecture for the security and confidentiality of a smart industry
composed of two private blockchain modules. The first performs real-time asymmetric
cryptography with ARM Cortex-M processors. The second contains a scalable and IoT-
compatible system of proof of authentication (PoAh) implemented on the main blockchain
network, which makes the transaction process lighter.

For this purpose, a blockchain architecture composed of three layers was proposed:

• Physical layer—consists of several sensors, microcomputers, and actuators. The sen-
sors perform data collection and preprocessing, then send it through blockchain layers
to the actuators.

• Blockchain service layer—the most critical layer that contains all the modules and
services needed for the blockchain technology, it is subdivided into two parts, one
related to real-time asymmetric cryptography with ARM Cortex-M processors and
a private blockchain network which, through the proof of authentication (PoAh)
consensus algorithm, allows the easy addition of new transactions.

• Application layer—layer with a user interface that allows the control, management,
and visualization of systems and data.

In short, the author considers the proposed system as a secure, lightweight, and
decentralized blockchain-based IoT network that allows performing various tasks reliably.
Saxe et al. [12] studied trends in integrating blockchain technology with the IoT and the
challenges. The main security improvements in IoT using blockchain are access control that
allows for improving the general security of the network, data integration management,
privacy guarantee, and the improvement of IoT availability. Despite the advances in the use
of blockchain in the IoT, there are also significant challenges in their implementation, such
as the reliability of the information generated by the IoT; IoT restrictions on resources to
apply consensus algorithms, such as PoW, storage capacity, and scalability; smart contracts,
anonymity, and confidentiality. The main challenges of blockchain are immature systems to
compete with the speed of centralized systems, complex technical barriers, mobile networks
and their initial state in decentralization, exploitable gaps in contract encryption standards,
the need to carry out field tests, energy consumption, and mobile edge computing (MEC).

Tuptuk et al. [6] presented a state of the art exploration of the challenges of imple-
menting smart manufacturing safely, evaluating existing systems, the principal vulnera-
bilities of intelligent manufacturing, possible future attacks, possible solutions, and the
current weaknesses.

According to Brandman et al. [11], some technical equipment cannot withstand current
threats and the possibility of updating them. For this purpose, the method proposed by
Brandman et al. [11] consists of a physical hash directed to a 3D production through the
STL (Standard Language of the Triangle). The hash in this process aims to generate a
QR code with the input data, compare the predefined values with the obtained values,
and connect intervals to a string. This string is sent through a hash function compared
with the original if there is no match, the system is attacked, and the system aborts the
production. In conclusion, the author considers separating the monitoring system from
the machine itself a critical factor; another point is to ensure data transfer security between
these two systems. For this purpose, a physical hash system in a QR code was developed.
The proposed method was validated with three case studies, proving a robust mechanism
for detecting attacks.

Huma et al. [13] aimed to demonstrate and evaluate a system based on deep learning
that consists of an innovative random hybrid neural network (HDRaNN) for attacking IoT
and IIoT attacks. HDRaNN combines an arbitrary neural network and a multilayer pre-
ceptor with dropout regularization. The technique proposed by the author was evaluated
with two datasets related to IIoT security, DS2OS, and UNSW-NB15, and evaluated with
several performance metrics and compared with state-of-the-art attack detection systems.
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The proposed HDRaNN consists of a deep random neural network (DRaNN) and a mul-
tilayer perceptron (MLP). This model contains eight layers, one input, three RNN, three
MLP layers, and one output. The system was implemented and adjusted according to the
two initially proposed datasets DS2OS and UNSW-NB15. The performance was tested with
two different datasets, DS2OS with a set of 86,984 test data with seven different types of
attacks in which they obtained an accuracy of 98.56%, and with dataset UNSW-NB15 with
a collection of 23,250 test data with nine kinds of attacks achieved an accuracy of 99.19%.

Latif et al. [14] demonstrated a system similar to that of Huma et al. [13], which aimed
to create a system based on machine learning that consists of an innovative neural network
based on a random neural network (RaNN), whose purpose is the detection of different
cyber-attacks. After validating the proposed system, the authors performed tests with
a DS2OS dataset that contained 357,952 samples with seven different types of attacks,
reporting an accuracy of 99.20%.

Mullet et al. [15] presented a literature review that focuses on the practical aspects
of Industry 4.0 relating to cybersecurity, presenting the vulnerabilities and threats to the
network and devices, and the possible guidelines and solutions.

Srinivas et al. [16] propose a new user authentication approach with a user-authenticated
key in which only authorized users can access the services of IoT devices. In this scheme,
they demonstrate the technique for biometric verification with the possibility of applying
new devices after implementation. The proposed project includes pre-implementation, user
registration, login, authentication with password and biometrics, smart card revocation,
and dynamic IoT detection. So, in the pre-implementation phase, a gateway node (GWN)
is used, which stores the credentials in the database; in the registration phase, this is
carried out offline with the introduction of the name and the keyword, then two random
numbers are generated, and these are registered secretly in the GWN, after validation, it
secretly creates a smart card for this user, after obtaining the smart card, the user makes
their biometric registration in a specific terminal or mobile device and then everything is
processed secretly, assigning a new smart card id to complete the registration. Proceeding to
the login phase, the user must insert his card, access data, and perform the biometric reading.
If validated, access is allowed to a selected IoT device. The login message is transmitted to
the GWN, which makes the advance to authentication, reads the transfer order’s time and
date, and confirms all data. If everything is accepted, the user is authenticated. To validate
its section, start system, the user used the ruby-on-rails (ROR) model, which is used for
security analysis and based on various attacks, such as a man-in-the-middle attack, and
mutual authentication, which demonstrated its ability to deal with these attacks.

Jeon et al. [17] proposed using convolution neural network (CNN) and malware
analysis in IoT dynamically in the cloud, with the objective of dynamic research for IoT
malware detection (DAIMD). This reduces damage to IoT devices by detecting both well-
known and new IoT malware.

Trane et al. [18] proposed a new IoT architecture based on machine learning to detect
and remediate cyber-attacks and provide reliable online monitoring. The machine-learning
algorithm was random forest and allowed fault detection with an accuracy of 99.03%.
Lu et al. [19] carried out a systematic analysis of cybersecurity in IoT, presenting IoT
cybersecurity architecture and taxonomy, the primary enabling countermeasures and
strategies, the main applications in the industries, and research trends and challenges.
Similar to Lu et al., the authors Meneghello et al. [20] conducted a review to provide
an insight into IoT security risks. Nandy et al. [21] reviewed IoT security, particularly
authentication mechanisms and existing security verification techniques.

Corallo et al. [2] proposed a study that aims at a structured evaluation of critical
industrial objects in Industry 4.0 and their impacts on industry performance due to security
breaches, offering a 4-step cybersecurity policy to be implemented in a company’s decision-
making process. Thus, suggesting a methodology in which each step corresponds to an
assessment of the level of impact on the business. The first step consists of evaluating
the critical assets involved in cybersecurity. The second, which follows in parallel with
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the first, consists of characterizing the impacts of each breached security requirement on
an industry’s data and systems. The third step consists of defining an impact matrix and
evaluating assets affected by cyber threats and related commercial impacts. Finally, in the
last step, the level of impact on the business is defined, adopting the proposed quantitative
and qualitative assessment. In this way, it concludes that implementing this analysis
methodology will allow the characterization of critical data, defining and isolating the
impacts on the business. Khoa et al. [22] proposed a collaborative learning system to
detect intrusions efficiently in the IoT of Industry 4.0. This system creates a filter in the IoT
gateway to detect and prevent cyberattacks. The objective is training with deep learning
algorithms using data collected on the industry network. After completing the training,
this model will be shared with other IoT getaways to improve its accuracy in detecting
attacks. The authors conclude that the proposed solution can outperform current machine
learning models and allow the control of data and network traffic between IoT getaways.

Vijayakumaran et al. [23] presented a new cybersecurity architecture for the indus-
trial IoT environment that detects cybersecurity threats and vulnerabilities and allows the
exchange of information between devices automatically, protecting entities and network
traffic involved in a wireless IIoT environment. The proposed system provides authentica-
tion for all devices using secure key cryptography to create a defense point between the
external internet and the internal IIoT network. After analyzing the system, the author
states that it will reduce storage space both on the server and in the cloud and reduce the
overhead of transitions in the IIoT environment.

AbuEmera et al. [24] proposed a study that creates a catalog of components and a
database of threats based on rules that allow solving possible threats in a smart factory.
It uses STRIDE-based threat modeling (spoofing, tampering, repudiation, information
disclosure, denial of Service, and elevation of privilege) and threat modeling tools, such
as the Microsoft Threat Modeling Tool (TMT), are based on predefined rules to react to
different attack scenarios. This solution allows the creation a smart manufactory system
prepared for possible threats to identify potential vulnerabilities and a resolution of these
in less time.

Abdullahi et al. [25] presented a systematic study of artificial intelligence methods
to deal with current cyberattacks in the IoT environment in the Industry 4.0. The study’s
authors explored both machine learning and deep learning techniques that can be applied
to ensure cybersecurity. Of the studies reviewed, the author mentioned that support vector
machines (SVM) and random forest (RF) techniques were the most used because they guar-
antee better accuracy in attack detection. However, better performance techniques, such
as extreme gradient boosting, were also mentioned, as were (XGBoost), neural networks
(NN) and recurrent neural networks (RNN). After analyzing each of these techniques, the
authors consider that the use of artificial intelligence methods is the most promising in the
fight against cyber-attacks, allowing the detection and identification of threats.

Abdel-Basset et al. [26] aimed to demonstrate a deep learning model based on forensics
with the primary objective of identifying intrusions and cyber-attacks in the IIoT network,
giving the name Deep IFS to this system. This model uses LocalGrU to extract the local
representation of the traffic and introduces a multi-head attention layer that captures
the dependencies of this same traffic. One of the challenges of this project would be to
overcome the limitations that come from a large dataset in a Big IIoT. For this purpose, the
authors produced a programming environment in fog. This node is responsible for sharing
training parameters and aggregating the work node that performs the classification sent
to the platform cloud to mitigate the attacks. The authors concluded that the proposed
system allows for more straightforward and less burdensome communication, allowing
IIoT services to communicate securely and reliably.

Chang et al. [27] looked for an efficient and stable system for platforms to detect
fraudulent activities and fraud in digital payments adapted to the Industry 4.0. For this
purpose, five learning models were compared: logistic regression, decision tree, k-nearest
neighbors, random forest, and autoencoder. According to the authors, all models presented
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positive results in solving the proposed problems after carrying out the tests. However, the
random forest and logistic regression algorithms managed to overcome the results of
the other algorithms. Second, supervised algorithms were automated to improve fraud
classification and minimize modeling time and resources.

Leng et al. [28] aimed to demonstrate research to discuss how blockchain systems
can guarantee cybersecurity to achieve intelligence in the industry. The authors identified
eight cybersecurity issues in the industry and ten metrics for implementing blockchain
applications. Finally, the authors consider that based on the research carried out, they can
serve to create an intelligent industry protected by blockchain.

Dhirani et al. [29] conducted a study that presents a path to identify, align, map, con-
verge, and implement appropriate cybersecurity standards and tactics to secure machine
to machine communications in the IIoT. In addition to the knowledge gained through
research, the authors provide insights derived from the project of cybersecurity in Industry
4.0 that they are currently developing. The authors also mention the cybersecurity risks
exposed to IIoT regardless of security standards and protocols implemented. Finally, the
authors consider that their protection roadmap will provide guidelines that allow identify-
ing, evaluating, and mitigating threats, creating different layers of protection, providing
convergence and alignment, and finally helping to secure the heterogeneous production
environment.

Shah et al. [30] analyzed different cyberattacks that can be launched against IIoT
devices and described methods to mitigate these attacks. The authors divided IIoT into
five different layers, presenting the various components of each layer and the possible
cyberattacks and describing solutions that can be used as guides to ensure the cybersecurity
of IoT and IIoT devices.

ElMammy et al. [31] described the classification of the most critical cyberattacks of
the last decade in Industry 4.0 based on four classes, as well as protocols and blockchain
implementations are discussed, and finally, a comparative study of blockchain application
in Industry 4.0 to ensure secrecy, integrity, availability, privacy, and multi-factor authenti-
cation. The authors demonstrated that the use of hash function and cryptography proofs
are solutions that have proven to be viable against various types of cyberattacks in the IoT
environment. In conclusion, the authors made an application study of different blockchain-
based frameworks.

Ilhan et al. [32] described the main components of Industry 4.0 and analyze the
cyber threats in these components. In this way, the authors define the basic cybersecurity
requirements, which consist of inventory of systems and devices, inventory of software
and applications, secure configuration of software, malware protection, protecting network
boundaries, and managing user accounts, record keeping and monitoring, backup and
developing defense skills. The authors consider that this area is too broad and diversified,
making it impossible to provide definitive solutions.

Lee et al. [33] aimed to analyze an energy control system’s network configurations
and characteristics and present and implement a database to verify security technologies
applied to IIoT. For this purpose, several cyberattack scenarios were evaluated on the
internal network of a power plant using the proposed database called a testbed, which
allows the assessment of whether security technologies guarantee system availability.

Pereira et al. [34] presented reflections on the main cybersecurity challenges in Industry
4.0 to raise awareness of good security practices. The authors introduce the main threats that
Industry 4.0 needs to focus on to mitigate its impact. The mentioned threats are enterprise
cyber-espionage, confidential information, intellectual property, denial-of-service, supply
chain, extended systems and smart security, and the smart factory. The authors consider
it essential to make organizations aware of the impacts of attacks and the benefits of
implementing security solutions.

Mozzaquatro et al. [35] proposed an ontological-based cybersecurity framework to
improve IoT security adapted and appropriate to threats. The authors’ proposal separates
the framework into three layers: design time, run time, and IoTSec Ontology and a data
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integration layer. The author presents adequate security solutions for each of these layers
that can adapt and act in different IoT environments. Finally, the authors implemented
their proposal and evaluated it based on knowledge of known cybersecurity issues and the
corresponding prevention measures.

Bovenzi et. al. [36] proposed a hierarchical network intrusion detection adapted for
IoT scenarios that are capable of detecting known and unknown attacks, subdivided into
two stages; the H2ID (hierarchical network intrusion detection) performs attack detection
through a lightweight solution based on a MultiModal Deep AutoEncoder (M2-DAE) and
secondly performs attack classification with smooth output classifiers. The authors consider
their innovative system that performs a hybrid task of attack classification detection and
open-set attack classification. To evaluate the system, a BotIoT dataset was used with four
types of attacks and unknown attacks, based on this evaluation the system showed very
high performance for anomaly detection and attack recognition as well as being advanta-
geous due to being suitable for distribution and privacy preservation, high efficiency, and
good flexibility that is needed in IoT scenarios.

Nascita et al. [37] presented a work to evaluate attack classifiers in traffic based on state-
of-the-art deep learning with multimodal and monomodal architecture and its comparison
with traditional machine learning approaches. The authors evaluated the effectiveness
of different systems in detecting attacks in an IoT environment with an IoT-23 database
with various scenarios corresponding to malware samples or benign traffic. The results
obtained showed that the ML mechanisms present a satisfactory result superior to the DL
mechanisms; however, the authors used a multimodal traffic classifier called MIMETIC
based on Dl which presented a very high precision, about 92%. In this way, the authors
managed to shed some light on the main works of DL architecture in attack classification.

4. Discussion
4.1. Analysis of the Analyzed Studies

Based on the articles evaluated and their publication dates, we conclude that cyberse-
curity has been a growing concern due to increasingly sophisticated threats and greater
automation of manufacturing processes. Lately, the security of an industry is a significant
factor in its productivity: an undetected cyber-attack can lead to production stoppages,
damage to the producer, and theft of confidential information. Today’s security technolo-
gies are well known to cybersecurity professionals and cybercriminals, making it difficult
to protect an industry. In this way, the contents above demonstrate current trends in
cybersecurity and the IoT.

These are in line with blockchain technology solutions and the machine learning
paradigm, which are innovative and promising technologies that ensure high accuracy in
cybersecurity. Based on the review, many current threats and their solutions were obtained.
However, little relevant content was obtained regarding future innovative technologies
that would allow better detection and resolution of attacks, with most studies mentioning
widespread technologies.

4.2. Relation with Industry 4.0 and the IoT

The industry is part of the economy that produces material goods automated. Industry 4.0
introduces grid-related intelligent systems that make self-regulated production sustain-
able [38]. Industry 4.0 was first initiated and promoted by the German government in
2011, taking this trend to all industrialized countries to enable cybernetic production sys-
tems. These changes and solutions need significant investments, sometimes leading to
long implementation periods [39,40]. One of the main reasons for the emergence of a
new industrial revolution is the need to strengthen the competitiveness of the European
economy, which, with its increasing price of labor and progressive globalization, is losing
its share in industrial production [41].

The Internet of Things consists of a network of devices, vehicles, physical objects,
software, and sensors and is connected to a network that can collect and exchange data [7].
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The IoT environment has allowed companies to become more efficient, reducing errors and
accelerating processes. This technology represents the future of computing and commu-
nications, and its evolution depends on innovation and dynamic techniques [42]. IoT is
constantly evolving, being the most promoted concept in the world of technologies; it
projects the vision of a global infrastructure of networked physical objects, giving connec-
tivity to anything anywhere [43].

IoT is a technology with a rapid growth rate that contributes to the realization of
Industry 4.0. IoT and Industry 4.0 can provide many solutions, quickly generating personal,
professional, and economic opportunities and benefits [44].

The traditional architecture of an IoT solution is organized into three layers: perception
layer, network layer, and application layer. Each of these layers has vulnerabilities that can
be exploited by hackers [45]. In the following section, the architectural reference model and
the most common vulnerabilities in each layer are described.

There are several opinions regarding the number of layers used in IoT architecture.
Each layer is defined with the devices and functions used in that layer. According to [46–48],
an IoT solution comprises three layers: The perception layer, the network layer, and the
application layer as observed in Figure 2. According to each one of the layers, the most
widespread threats used for each one of them are presented.
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4.2.1. Perception Layer

This layer corresponds to the various sensors of the IoT solution, consisting of a large
set of sensors linked together in a self-organized network through wireless communica-
tions. It is the layer that connects the IoT solution and the real world [49]. Security has
become an enormous challenge that hinders the development of the IoT. In the case of the
perception layer, the security challenges are even more significant due to the sensors having
limited processing and data storage capabilities, making them more vulnerable. The most
frequent attacks at this level are: node capture attacks, malicious code injection attacks,
false data injection attacks, side-channel attacks [20], eavesdropping and interference, sleep
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deprivation attacks, booting vulnerabilities, hardware exploitation, software exploitation,
denial of service attack, and distributed denial of service (DDoS) attack [50–52].

4.2.2. Network Layer

This layer corresponds to the communication infrastructure, consisting of several
private wired and wireless communication networks (WiFi, Bluetooth, WiMAX, and Lo-
RaWAN, 2G, 3G, 4G, and 5G mobile networks). The network layer’s primary function is to
transport information from the perception layer to an information processing system [53].
The most frequent attacks at the network layer level are traffic analysis attacks, RFID
spoofing, RFID cloning, RFID unauthorized access, sinkhole attacks, man-in-the-middle
attacks, denial of service, routing information attacks, and Sybil attacks [50,52,54].

4.2.3. Application Layer

This layer is responsible for interacting with the end-user and providing various
services. It has implementations in several areas, e.g., smart homes or smart factories, with
CoAP, MQTT, and XMPP [55]. The main application layer security threats are malicious
software such as phishing attacks, viruses, worms, trojan horses, spyware and aware, denial
of service, malicious scripts, and encryption attacks [50].

4.3. Most Common Security Solutions Applied in the IoT Architecture

Following the previous topic, some possible solutions used in an IoT architecture will
be presented. These are subdivided according to each IoT layer and their brief description.

4.3.1. Authentication on the Perception Layer

Authentication is how to identify and verify the authenticity of users’ identification,
allowing access to confidential data only to authorized personnel. Encryption processes
allow sensor data security in the IoT, key and hash generation (maps varied data into fixed
data), signature, and hash verification. Below are some of the security solutions used at
this level:

• Triple data encryption algorithm (3DES or TDES)—a type of encryption where encryp-
tion algorithms are applied three times to each block of data;

• Advanced encryption standard (AES)—uses only a single key to encrypt and decrypt
the information and is widely used for secure authentication [56];

• Asymmetric cryptography, or public-key cryptography, uses a pair of keys to encrypt
and decrypt information, where one of the keys is public, and the other is private [57];

• Elliptic curve digital signature algorithm (ECDSA) is a digital signature algorithm that
uses keys derived from elliptic curve cryptography, widely used on the web [58];

• Transport layer security (TLS) is a protocol whose objective is to guarantee commu-
nication security in a computer network. Transport layer security pre-shared key
cipher suites (TLS-PSK) are a set of cryptographic protocols that allow secure transmis-
sion using pre-shared keys. TLS-DHE-RSA uses Rivest–Shamir–Adleman (RSA) key
exchange, which is a public-key encryption system, and the Diffie–Hellman (DHE) pro-
tocol, which is a secure public key exchange system, to perform authentication [59,60];

• Multi-factor authentication, which uses biohashing, which that incorporates tax tokens,
such as smart cards, and anonymity that allows hiding the identity of third parties, is
another method that enables the performance of a secure authentication [59];

• A blockchain is a database that contains a distributed record so that there is not just
one computer that includes the entire chain. Instead, users have a copy of the string.
Blockchain allows the recording of transactions or any other digital interaction. It was
designed to be safe and resistant to interruptions [61].

4.3.2. Secure Communication Solutions/Network Layer

The use of security protocols in an IoT network allows for secure communication
and data protection in wireless and wired networks. One of the solutions is the use of
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a virtual private network (VPN), which consists of a private communication network
that uses the protocols: secure socket layer/transport layer security (SSL/TLS), which
validates the transfer of data between servers, systems, applications, and users; media
access control security (MACsec), which is a network security standard that provides point-
to-point security over ethernet links; or datagram transport layer security (DTLS), which is
a security protocol for applications that allows the prevention of eavesdropping, tampering,
or the forging of messages [56]. Hash encryption is also a solution to guaranteeing data
integrity and end-to-end message secrecy, ensuring data confidentiality and allowing it to
be read-only by the person to whom the information is intended [62]. Private pre-shared key
(PPSK) is a secure method used to connect to WiFi networks in a business environment [60].

The most common systems should also be mentioned, such as a firewall, which allows
the analysis of traffic to guarantee the secure transmission of information and may be based
on hardware or software, and an intrusion detection system/intrusion prevention system
(IDS/IPS)—IDS responds to attacks using the firewall or other network devices, and IPS
protects in real-time [56,60].

4.3.3. Application Security/Application Layer

IoT applications need to ensure their security using various techniques for this purpose,
such as:

• Secure coding corresponds to a good software development practice to avoid the
accidental introduction of security vulnerabilities;

• The secure boot protects against malicious attacks that can happen before the operating
system starts;

• Access control list (ACL), which allows the specification of an object or user with
access to a specific part of the system, allows only authorized processes [56];

• Firewall and IDS [63];
• Secure software updates correspond to software updates to ensure security [63].

4.4. Promising Cyber Security Techniques

After a systematic review of existing technologies today, we chose to demonstrate
in more depth two technologies that, in our opinion, could be the future of cybersecurity,
allowing a stable operation of an intelligent factory. These technologies could be the future
of cybersecurity once they can gain greater confidence from industries. In this way, we
present the terms of blockchain and machine learning in cybersecurity more in-depth.
These two areas allow an innovative way to protect the IoT in intelligent manufacturing
and quickly and effectively detect current threats.

4.4.1. Blockchain

Blockchain is a decentralized technology that guarantees the security and confiden-
tiality of an intelligent industry and greater automation. Blockchain has emerged as a
promising technology that promises to provide secure, distributed support and IoT ecosys-
tems [64]. This technology was first mentioned in 1991 by Haber et al. It was defined as “a
cryptographically protected blockchain” [65]. However, the greatest interest in blockchain
emerged after the emergence of Bitcoin, which led to its promising recognition in various
areas such as finance, agriculture, security, etc. [66].

Blockchain records information called blocks connected and protected using crypto-
graphic algorithms [67]. This innovative technology promises a high level of responsibility.
Several sectors are testing this innovation, which has key features such as transparency,
decentralization, immutability, pseudonymization, non-repudiation, and traceability [12].

The increasing number of physical devices connected to the internet network conse-
quently presents an increase in vulnerabilities in IoT systems. Devices are at high risk of
being targets of different attacks like spying, DDoS, etc. [68]. One of the ways to improve
IoT security is by implementing a blockchain-based IoT framework that will allow the
prevention of various types of attacks [69], excluding dependence on third-party secu-
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rity. In this way, it can introduce blockchain-based security improvements in IoT, such as
providing blockchain access control that allows for improved overall network status [70],
data management [71], ensuring privacy [72], and improving IoT availability, all through
blockchain [73]. However, integrating IoT with blockchain can present several challenges.
In the case of security, the blockchain can guarantee data immutability, but it can present
certain threats if the entered data is corrupted: it will remain registered on the blockchain.
Thus, it can have consequences in communication, such as in devices and in blockchain IoT
communication, due to communication protocols [12].

Based on the articles reviewed in Chapter 3, we were able to identify two of the
articles that used blockchain techniques to ensure cybersecurity in an IoT environment;
the authors, Latif et al., proposed a blockchain-based architecture for security and confi-
dentiality composed of two private blockchain modules, which, after their development
and implementation, proved to be safe, lightweight, and decentralized with the ability to
perform various tasks reliably. Saxe et al. presented a study on the integration of IoT with
blockchain in which they mentioned that the use of blockchain would improve the security
of a network and ensure data integrity as well as improve the privacy and availability of
the IoT.

Thus, we can conclude that it is a promising technology that can bring many benefits.
However, the IoT still needs to be refined, which can be resolved with studies already being
carried out on this subject.

4.4.2. Machine Learning

Machine learning (ML) can be considered a subset of artificial intelligence, aim-
ing to improve computer algorithms based on experience or data, building a model
based on training data to make predictions or decisions without being programmed [74].
Machine learning creates behavior models based on mathematical techniques and a large
amount of training data, making it possible to predict the future based on the data en-
tered. These techniques are used where humans cannot use their knowledge, such as
speech recognition, malicious code detection, pattern recognition for industrial use, and
even cybersecurity.

Most of the existing solutions to ensure the security of IoT systems generates a sizeable
computational load for IoT devices, such as sensors. A possible technique that could reduce
this computational load is machine learning. Lately, it has been widely used in different
areas, such as network security, authentication, access control, and malware detection [75].
The generation of large data sets by the IoT allows the broad use of ML (machine learning)
technologies to make intelligent decisions. ML techniques can identify malicious code in
software and applications and detect DDoS attacks through the behavior analysis, authen-
tication, detection, and mitigation of attacks and intrusions [76]. The existence of several
machine learning techniques that can be used to solve different security problems allows a
more appropriate choice for our situation based on the accuracy of the chosen design.

The use of ML techniques has been extensively studied and implemented in different
environments, which can be confirmed by our review that presents eight studies focused
on cybersecurity using ML systems, which proves a growing interest in this type of sys-
tem. However, its implementation can present specific challenges. The different ways of
performing similar tasks can take longer times when discovering the correct method to
achieve training or when a sufficient explanation and vision for a model or system does
not yet exist.

5. Conclusions

With the new industrial revolution, which led industries to seek greater digitalization
and advance towards Industry 4.0, equipment that previously operated in isolation under-
went a transformation that allowed their integration and communication to bring greater
productivity, integrity, flexibility, and quality of industries. The use of the IoT paradigm
by industries permitted the integration of different equipment in a production line that
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communicates with each other to create more intelligent production lines and, in this way,
increases productivity. This industrial revolution faces a significant challenge: its security,
as cyber-attacks can cause great damage to organizations and customers.

Current cyber-attacks are increasingly efficient, with more incredible difficulty in
being detected and resolved, which leads to the search for more effective and innovative
solutions to guarantee a company’s security. Despite several cybersecurity techniques,
these can often be unviable in financial terms, leading to significant investments that many
organizations do not make in this area. To create new technologies in cybersecurity, given
that there has been a growing concern regarding this problem, industries are looking for
more innovative and productive ways to detect threats and prevent them, such as the
promising blockchain technology and machine learning techniques.

After the analysis of the eleven studies presented in this systematic review, we can find
answers to our main questions. Regarding Q1: “What are the challenges of IoT cybersecurity
in smart manufacturing?”, we verified that in most of the articles analyzed, the biggest
challenge is the rapid detection of attacks and their identification to act more effectively,
thus reducing severe consequences, as we are talking about an IoT environment that
consists of several connected sensors. Usually, low processing capacity makes it difficult to
protect them. Researchers seek to create innovative tools that can overcome these obstacles
while keeping IoT sensors protected to solve this problem. A significant challenge is linked
to the evolution of increasingly innovative and sophisticated attacks, leading industries
to seek innovative solutions to combat current and future attacks. As security evolves,
cyberattacks evolve too.

Regarding Q2: “What types of cybersecurity are used in IoT for smart manufacturing?”,
the studies analyzed show several forms of protection against cyberattacks in different
industry layers. The cybersecurity of intelligent manufacturing has to be developed in
a personalized way. There is no common method of use, although the concept presents
variations with similarities. However, the most promising are based on machine learning
and blockchain.

This article sought to obtain knowledge in cybersecurity and the latest trends in a
smart manufacturing environment to be applied in future work that involves developing a
threat detection system in an IoT architecture within smart manufacturing. This work’s
contribution consists of providing several perspectives for solving cybersecurity problems
in an industrial environment linked to IoT. For this purpose, an analysis of 28 articles was
made that resulted in a large set of possible threats and solutions for these threats and some
technologies that can be applied in the future at different levels of IIoT.

The main message of this work was the discovery of current solutions applied to
classify and deter different types of attacks in the Industry 4.0 in an IoT environment,
including identifying current works in this area, identifying the existing attacks, and the
solutions that can be applied to combat these attacks, as well as a vision for solutions that
are growing and with greater interest.

Based on knowledge to be obtained in future work, we would propose a tool based
on machine learning that will allow the detection of attacks on IoT sensors in a smart
manufacturing environment.
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