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Attacks on network systems are becoming more and more common, the current state of increasingly sophisticated attack
methods, the emergence of intrusion prevention technology is the inevitable result of the development of computer technology
and network technology, and research on intrusion prevention has become a new focus of network security technology
research in recent years. In order to ensure the security of computer network confidential information, the authors propose a
semisupervised clustering intrusion detection algorithm. An overview of machine learning, followed by an explanation of the
theory of cluster analysis, simulation experiments were carried out using the K-means algorithm and the semisupervised
clustering algorithm proposed by the author, for 10,000 records, the K-means clustering algorithm and the semisupervised
clustering algorithm described in this paper are used, respectively, and intrusion detection data tests were performed. At the
same time, different K values were selected, three datasets were selected from “kddcup.newtestdata_10_percent_corrected,” the
test data were tested separately, and their average value was taken as the test result. From the simulation results, the detection
rate of the semisupervised clustering algorithm is higher than that of the K-means clustering algorithm, and the false alarm
rate and K-means algorithms have also been improved. Therefore, the author’s semisupervised algorithm enhances the stability
of the system, and the performance of the K-means algorithm is improved to a certain extent. When the value of K gradually
increases, the false alarm rate also increases; however, when K is 20, the detection rate is maximized, from this, it can be
known that when K is 20, its detection rate reaches 91.76%, and the false alarm rate is 8.54%. The detection rate of the
author’s algorithm is significantly higher than the other two algorithms, the false positive rate is slightly higher than K-means,
and the false positive rate is lower than that of the other algorithm, proving the superior performance of our algorithm.

1. Introduction

With the continuous updating of computer Internet tech-
nology, it has gradually been applied in various fields, it
has had a huge impact on people’s lives and work, a large
amount of data information has exploded, and it involves
a lot of private information. Aerospace transportation, as
an extremely important information industry in the devel-
opment of modern society, it is related to classified informa-
tion security and aerospace security and is also closely
related to the stable development of social security. The
spread of the Internet, so that everyone will be exposed to
the Internet in their daily lives, personal information data

security also has certain threats and risks. Therefore,
strengthening the management and protection of computer
network information security is a very important project
[1]. In the process of designing and implementing computer
network information security protection, Bayesian classifi-
cation algorithm is one of the most common methods and
has achieved significant research results, considering the
growing maturity of big data clustering algorithm, the scope
of application is also getting wider and wider, and more
well-known technical achievements are gradually born [2].
At present, the research on computer network information
security protection strategies is still in its infancy, especially
the correlation between different target attributes, the
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proportion of nonlinear relationship occupies more than
half, if the conventional method is used, it is difficult to fully
reflect the actual relationship, and in the process of analysis,
there will also be contradictions, and disorders are likely to
occur. In the process of computer network information
transmission, because the network itself has certain security
risks, this is also a relatively common information security
risk, it is also affected by human factors, there will be more
and more unsafe factors in the existence of information [3].
The most common network information security problems
are as follows: the first is the vulnerability of TCP/IP, the
second is the insecurity of the network structure, the third
is the possibility of information being stolen, and the fourth
is the weak awareness of safety management of relevant staff
[4]. Computer network technology is inseparable from the
TCP/IP protocol, TCP/IP is vulnerable, the main reason is
that the protocol does not pay enough attention to com-
puter network security issues, and the TCP/IP protocol
reflects the openness of the network more. This also gives
attackers an opportunity to take advantage of, attackers
open up the environment through the network, find loop-
holes, and attack the network, resulting in various informa-
tion security problems. The computer network system has
security risks, mainly because the network system is com-
posed of countless local area networks, this also makes the
computer network very large, if there is a communication
behavior, there may be a risk of being attacked, the attacker
only needs to pass a host, can operate, steal information and
data, and continue to carry out the next attack. Computer
network information has great security risks and is easy to
be stolen, the main reason is that in the computer network,
a large amount of data information has not been encrypted,
when users use the computer network, they also use some
free software, there will be some security risks, and gives
attackers an opportunity to exploit vulnerabilities to eaves-
drop. During the operation of computer users, due to the
lack of security awareness, there will also be greater security
risks, although the current computer network also has cer-
tain security protection mechanisms and measures; how-
ever, users do not make full use of security protection
mechanisms and measures [5]. For example, some users
think that the firewall is very troublesome and affect their
use of some software, so they choose to close the firewall,
in the case of not obtaining the authentication of the firewall
proxy server, and the PPP connection, as a result, the fire-
wall is useless, and the potential security risks may break
out at any time [6]. There are many factors that threaten
the security of computer network information, among
which, hacking is one of the most common factors, hackers
are one of the biggest threats to modern computer network
systems, if the network is attacked by hackers and the server
is damaged, it cannot provide normal services for users, as a
result, the network is paralyzed, resulting in very serious
consequences. Intrusion prevention system combines the
functions of intrusion detection and firewall, it can monitor
network traffic, timely interruption, adjustment or isolation
of intrusion behavior is an active and resourceful intrusion
defense system [7]. Figure 1 shows the application deploy-
ment of intrusion prevention.
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2. Literature Review

In recent years, with the improvement of hardware perfor-
mance and the gradual improvement of medical networks,
a large number of breast cancer diagnosis and treatment
plans based on machine learning algorithms have been pro-
posed, for example, Xiong et al. applied SVM classifier and
Naive Bayes classifier to diagnose breast cancer data [8].
Kim et al. propose a breast cancer diagnosis scheme that
mixes k-means clustering algorithm and SVM classifier.
The scheme first uses the k-means clustering algorithm to
identify the hidden patterns of benign and malignant breast
cancer and set up an effective value to measure the clustering
effect to determine the optimal number of clusters. Then, the
similarity between the data and the hidden pattern is mea-
sured by the membership function, the dimensionality
reduction of the data is realized, and finally, the breast can-
cer data is classified and diagnosed through the SVM classi-
fier [9]. Al-Salhi et al. based on logistic regression algorithm
and decision tree algorithm, analysis of prognostic factors
for breast cancer [10]. Qian et al. proposed a safe outsour-
cing drug detection system based on DT-PKC encryption
system, the system classification is completed by the SVM
algorithm, and privacy protection is achieved by designing
a secure multiparty protocol [11]. Yao et al. based on the
fully homomorphic encryption algorithm, in the ciphertext
domain, the minor allele frequencies and chi-square detec-
tion in genome-wide association analysis are calculated and
support the calculation of Hamming distance and approxi-
mate edit distance for encrypted DNA sequences [12]. Meng
et al. based on the BGV fully homomorphic encryption
scheme, a secure mobile medical model using edge comput-
ing technology is proposed, provide health data diagnosis
and analysis for members of the smart medical system, the
calculation types are k-means clustering and fuzzy c-means
clustering [13]. Monteith et al. proposed differential privacy
protection technology, which is a strictly defined privacy
protection model, it is resistant to all attacks based on back-
ground knowledge assumptions. The main principle is to
achieve privacy protection by adding random noise to dis-
tort the original data, but at the same time, it does not affect
the statistical properties of the original data [14]. Kiruba-
karan and Ilangkumaran proposed a fully dynamic fully
homomorphic encryption scheme, and the scheme no longer
limits the number of allowable parties [15]. Based on the
BGV encryption scheme, Ge et al., a BGV-type multikey
fully homomorphic scheme CZW is constructed, and the
security of the scheme is based on the LWE problem on
the ring. Compared with the GSW-type multikey fully
homomorphic scheme, the CZW scheme has simpler
ciphertext expansion, and the encryption method is no lon-
ger by bit encryption, but can encrypt ring elements. In addi-
tion, the scheme also supports technical acceleration such as
batch processing, and the computational efficiency is higher
than that of the GSW-type multikey fully homomorphic
encryption scheme [16]. Based on the BCP encryption algo-
rithm with double decryption mechanism, Cui et al., an out-
sourced secure multiparty computation framework is
proposed. The scheme uses two noncollusion cloud servers,
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FIGURE 1: Application deployment of intrusion prevention.

one for storage and computing, a master private key that
contains decryptable user data, realizes computing outsour-
cing by constructing a secure protocol [17]. This paper is
an overview of machine learning, followed by an explanation
of the theory of cluster analysis. Analyzing the author’s
intrusion detection method, and comparing it with several
other common intrusion detection algorithms, for example,
the correct can be established to improve the detection accu-
racy, the false alarm rate is reduced, and the robustness of
the system is enhanced. In the author’s algorithm, a small
number of labeled samples provide correct guidance for
the initial formation of normal and abnormal cloud models.
The dynamic weighting method is used to solve the problem
that high-level data is difficult to process, enable the data to
learn from each other, and gradually form a relatively stable
cloud model, and over-reliance on prior knowledge of the
data is avoided. In contrast, the performance of the author’s
algorithm relative to the general clustering algorithm has
greatly improved, for a certain extent, it solves some prob-
lems existing in the current intrusion detection.

3. Methods

3.1. Overview of Machine Learning. With the development of
computers, machine learning has penetrated into many
fields such as pattern recognition, data mining, and com-
puter graphics. Machine learning is based on different classi-
fication basis, and there are different classification methods.
According to whether the training sample data used in the
training process has label information, machine learning
can be divided into unsupervised learning, supervised learn-
ing, supervised learning, and semisupervised learning [18].

3.1.1. Unsupervised Learning. Unsupervised learning is a
kind of unclassified data information for analysis and recog-
nition, at the same time, cluster-related knowledge can be
applied to unsupervised learning, in order to analyze the
sample data and predict the category information of the
sample. In unsupervised learning, a set of known samples:

X= (X1 %505 %,)- (1)

The sample is independent and identically distributed,
thus, a research method for unsupervised learning is to
define a (n x d) matrix whose rows represent samples:

X= (xiT)iTe[n]‘ (2)

The purpose of unsupervised learning is to discover the
different structural information and laws contained in the
matrix X.

Unsupervised learning does not pretrain on training
samples, there is also no supervision information available,
and the feature library of the samples cannot be established.
If the classifier continues to accept a large number of edge
test samples, it may affect the classification accuracy, result-
ing in misclassification [19].

3.1.2. Supervised Learning. Supervised learning is a tradi-
tional machine learning method, and it utilizes the prior
knowledge provided by the system (such as the labeled class
information of the sample, pairwise constraint information,
and prior probability), learns the known training sample
set, adjusts the parameters of the classifier, and establishes
a sample learning model, then, the classification of unknown



samples is realized according to the sample model [20]. In
supervised learning, the sample set X and the class label of
the sample:

Y=(y100 V) (3)

This is known, where y, is the class label corresponding
to sample x;, and data pair (x;, y,) constitutes the training
set of samples needed to construct the learner. Supervised
learning, hoping to find the mapping relationship between
x and y through the known training set, constructs the
required learner accordingly.

Labeled data is often difficult to obtain in supervised
learning, and it is necessary to establish a feature library in
the training phase of supervised learning, and this will easily
lead to the features of the new data may not match the fea-
tures in the library, resulting in the possibility of
misclassification.

3.1.3. Semisupervised Learning. Semisupervised learning is a
method between unsupervised learning and supervised
learning, the data set used in its learning process usually
contains a small amount of labeled information, through
these samples of identification information, constraints
guide the learning of unknown samples [21].

In semisupervised learning, the entire dataset X = (x,,
Xy, ., x,) is divided into two parts: known labeled dataset
X =(x,%,,..,%;), corresponding labeled Y =(y,,5,,..,¥),
and unknown labeled datasets:

Xu = (xl+1’ X142 '”’xl+u)' (4)

The main content to be studied in semisupervised learn-
ing, it is how to comprehensively utilize labeled samples and
unlabeled samples.

According to different learning methods, common semi-
supervised learning algorithms can be classified into the fol-
lowing categories:

(1) Generative Model Algorithm. Such algorithms usu-
ally use generative models as learners, the probability
of dividing unlabeled samples into each class is
regarded as a set of missing parameters, then apply
the EM (expectation—maximization; expectation
maximization) algorithm, estimate feature labels
and model parameters. This algorithm is a widely
used method in the early days and can be regarded
as clustering within the range of a small number of
labeled samples

(2) Based on the Graph Regularization Algorithm. This
kind of algorithm usually adopts the manifold
assumption and generally builds a graph based on
the training samples and the relationship between
them, the connecting line in the figure represents
the similarity between samples, then, define the
objective function to be optimized, based on the
smoothness of the graph as regularization, use the
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decision function to find the optimal model
parameters

(3) Cotraining Algorithms. These methods use two or
more classifiers and improve classification accuracy
through collaboration between classifiers. The classi-
fier trained each time marks the unlabeled samples
and selects samples with higher confidence to add
to each other’s training sets, this is continuously
updated until a certain condition is met, thereby,
the classification interface is gradually updated

3.2. Cluster Analysis Theory

3.2.1. Definition of Cluster Analysis. A class or cluster is a
collection of data objects, the data objects in the same cluster
are similar to each other, unlike objects in other clusters.
From a machine learning point of view, cluster analysis is
a type of supervised learning [22]. Before performing cluster
analysis on the data, we do not know how many categories
we will eventually divide into, instead, it is clustered accord-
ing to the similarity of information between the data; finally,
the similarity between individuals of the same class is maxi-
mized, while the similarity between individuals of different
classes is minimized.

3.2.2. Basic Steps of Clustering. The clustering methods
adopted for different problems are also different, but they
are all based on a specific process frame, as shown in
Figure 2, broadly speaking, most clustering methods have
four steps: feature selection or feature extraction, clustering
algorithm design or selection, cluster confirmation, and
result interpretation. It is also a process of transforming use-
less data into useful knowledge. In a narrow sense, clustering
includes the design and selection of clustering algorithms,
the process of clustering confirmation, and the interpreta-
tion of results.

3.2.3. Classification of Clustering Methods. (1) Partitioning
method: this kind of method is easy to describe and simple
to implement, and it is also the most studied clustering
method, the division method requires a given number of
clusters k to be divided into, when classifying, it is first nec-
essary to obtain a set of k initial divisions, then adopt the
method of iterative relocation, and improve the quality of
partitioning by moving data objects from one cluster to
another [23]. The process can be represented as a binary
hierarchical tree, the leaf node represents a data object, the
middle point indicates that the dataset is split into two dis-
tinct classes, or a class is merged from its two subclasses.
Density-based methods break through this limitation, the
main idea is to give a density threshold, as long as the point
in the region is higher than the threshold, it is assigned to
the cluster close to it, that is, the purpose of clustering is
achieved by finding high-density regions divided by low-
density. (2) Grid-based method (grid-based method): grid-
based methods first quantify the object space and are divided
into a certain number of cells, which are called grids, and the
next clustering operation is performed in this quantized grid
structure. (3) Model-based method: assuming that a given
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data distribution has underlying regularities, then, model-
based methods try to find out this pattern, find some kind
of mathematical model, and fit it to the given data.

3.3. K-Means Algorithm. The K-means algorithm is the most
classic division method, K-means is a centroid-based tech-
nique, it takes k as a parameter and divides n objects into k
clusters, in order to have a high similarity within the class,
and the intraclass similarity is lower. The flow of the K
-means algorithm is as follows.

Algorithm 1. Input: Parameter k, n data objects.

Output: k clusters.

Step:

(1) Select k points as the initial centroids

(2) repeat

(3) Assign n data objects to the nearest centroids to form
k clusters

(4) Recalculate the centroid of each cluster

(5) until the centroid no longer changes.

The K-means algorithm has the advantages of simple
use, fast convergence, and low memory overhead, at the
same time, there are some shortcomings, such as the perfor-
mance of the algorithm depends on the initialized k cluster
prototypes, and the clustering performance is unstable, sen-
sitive to noise outliers, etc.

3.4. Semisupervised Clustering Algorithm. Semisupervised
clustering is a new clustering method, and it combines the
characteristics of supervised learning and unsupervised
learning, using a small amount of labeled data as supervision
information improves the quality of clustering [24].
Depending on how supervised information is used, semisu-
pervised clustering can be divided into three categories:

(1) Such methods use clustering to constrain the search
process of clusters using supervisory information
and guide the algorithm to obtain good clustering
results. Typical algorithms include COP-K-means
method, seed-K-means, and constrained-K-means

(2) Distance-Based Semisupervised Clustering Method.
Such methods utilize identifying data, train a simi-
larity metric that satisfies constraint information or
categories, and then use distance-based clustering
algorithm for clustering

(3) Method Based on Constraint and Distance Fusion
(Constraint and Distance-Based Semisupervised Clus-
tering Method). This type of method combines the
above two methods to use, one of the typical algo-
rithms is MPC-K-means algorithm

Semisupervised clustering algorithms have been widely
used in practical fields, and these include biological informa-
tion processing, image processing, text classification, and
intrusion detection [25]. According to the needs of the subse-
quent intrusion detection algorithm, the semisupervised clus-
tering algorithm process adopted by the author is as follows.

Algorithm 2. Input: Parameter k, labeled dataset S;, unlabeled
dataset S,,.

Output: k clusters

(1) Use the labeled data in S; to determine L initial clus-
ter centroids

(2) Vx €S, calculates the minimum distance from each
cluster centroid, take the data point corresponding to the
maximum value of the minimum distance, as the centroid
of the next cluster, record it as the L +1 centroid

(3) Vx €S, calculates its distance from each cluster cen-
troid, assign x to the cluster to which the centroid with the
smallest distance belongs, and update the centroid of each
cluster

If the cluster centroid is k, repeatedly assigning each data
point in §; and S, to the cluster to which the cluster centroid
with the smallest cluster distance belongs, recalculate the
centroid of each cluster, otherwise turn to step (2);

(4) Cluster the k cluster centroids until the cluster cen-
troids no longer change

(5) Output k clusters.

In the initial stage of the above algorithm, the initial clus-
ter center is generated by using the label information of the



data, make the initial cluster center controllable, the robust-
ness of the system is enhanced by the method of gradually
generating cluster centers, and the convergence speed and
accuracy of the clustering algorithm have been improved.

3.5. Cloud Model-Based Semisupervised Clustering Intrusion
Detection Algorithm. Whether it is a K-means clustering
algorithm or a semisupervised clustering algorithm, there is
a problem of threshold division in the intrusion detection
algorithm, the value of the threshold directly affects the
detection result, and in practice, it cannot flexibly respond
to intrusion situations. Furthermore, the application of gen-
eral cloud model classifiers in intrusion detection, it is often
implemented through an association rule generator, which is
slow in processing, considering the properties of network
data is not comprehensive, in practical applications, it can-
not cope with the complex and changing network environ-
ment. Based on the above methods, the author combines
the algorithm of semisupervised clustering and the charac-
teristics of cloud model, this aspect does not require thresh-
olding after the initial clustering, extract relevant data
directly from a small amount of identification information,
build a cloud model classifier, and use a dynamic weighting
method in the classification process, and the flexible use of
real-time detection data makes the weighting method more
reasonable. After a certain data is classified, the data record
and other data learn from each other, continuously adjust
the cloud model, enhancing its classification ability, the clas-
sifier can adapt to the changing network environment.

3.5.1. Relative Proximity of Clouds. Cloud relative closeness
is proposed on the basis of cloud model theory, it reflects
the degree of similarity between clouds and fully express
the randomness and ambiguity of evaluating language con-
cepts, and it is in line with people’s subjective feelings and
has greater objectivity. Its specific definition is as follows.

Suppose there are two clouds A1(Ex1, Enl, Hel) and A
2(Ex2,En2,He2) in the universe of discourse space U,
define D,, =|Exl — Ex2|, then, D, reflects the relative
closeness of the two clouds.

3.5.2. Weighted Intrusion Detection Algorithm. The reverse
cloud generator obtains the digital features of the cloud from
the real training set, form judgment rules, realize normal
modeling, in practice, this method requires a large amount
of training data and training time, the cloud digital eigen-
values obtained from the training data does not reflect the
actual situation at the time of the invasion, and the calcula-
tion of attribute weights in the article is too subjective, at the
same time, it is very difficult to determine the threshold
value during detection.

The author first uses a semisupervised clustering algo-
rithm to cluster the dataset, then, the results of the clustering
are arranged in order of the size of the clusters, at the same
time, the normal data clusters and abnormal data clusters
are preliminarily screened out according to the tag informa-
tion, use the data in the cluster to build a normal cloud
model and an abnormal cloud model, with the improved
1D inverse cloud generator and X-condition cloud genera-
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tor, build a cloud model classifier to classify the remaining
data objects, at the same time, the classification adopts the
method of continuously updating the cloud model and recal-
culating the weight of each attribute, in order to guide the
classification of data. Since the relative closeness of the cloud
has greater objectivity, the author refers to this concept for
the setting of attribute weights, that is, assuming that the
normal cloud is Al in intrusion detection, the abnormal
cloud is A2, then, when building a cloud model for each
dimension attribute, the size of D , reflects the degree of dif-
ference between normal clouds and abnormal clouds and the
relative importance of this attribute in the classification pro-
cess. Using this method to weight attributes is in line with
people’s cognition of the concept of things, the dynamic
weighting method can make full use of the implicit informa-
tion of the data itself, and the weighting method is more
scientific.

The steps of the intrusion detection method based on
semisupervised clustering are as follows.

Algorithm 3. Input: A dataset S containing nd-dimensional
data, S=S,US, (labeled dataset S;, unlabeled dataset S,,).

Output: The data type of data xe€S§, (normal or
abnormal).

(1) Use the semisupervised clustering algorithm in 4.4 to
cluster the dataset S

(2) Arrange the clustering results in ascending order
according to the size of the clusters

(3) Combined with the label information of the data, the
initial normal clusters and abnormal clusters are screened
out as C, and C,, respectively, the rest of the data is allocated
into C,

(4) For each dimension of data in C,, the corresponding
cloud digital eigenvalue (Ex1;,Enl; Hel;),i=1,---,d is
obtained by using the reverse cloud generator

(5) For each dimension of data in C,, use the reverse
cloud generator to obtain the corresponding cloud digital
eigenvalue (Ex2,, En2;, He2;),i=1,---,d

(6) Use formula (5) to calculatse the weight of each attri-
bute

_|Ex1; - Ex2/] 5
W= (5)
Zj:I‘Exlj—Eij’

(7) Take a data object x from C, in turn, according to the
X-condition forward cloud generator using the formula, the
abnormal and normal cloud classification models are calcu-
lated:

If 4, > u, then x belongs to the normal class, assign it to
C,, after returning to step (4) to update the normal cloud
model, go to step (6) to recalculate the weight of each attri-
bute, otherwise, assign x to C, and return to step (5) after
updating the abnormal cloud model, then, go to step (6) to
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recalculate the weight of each attribute until all data classifi-
cation ends.

4. Results and Analysis

4.1. Semisupervised Clustering Algorithm Experimental Data
Selection and Preprocessing. Since the original dataset is too
large, we select some representative data for experiments, a
subset U was selected for testing from “kddcup.newtest-
data_10__percent_corrected,” and selected 500 records as
identification data records, 10000 records as test data,
among them, 758 were DoS attacks, 15 were R2L attacks,
42 were U2R attacks, and 92 were probe attacks.

In the experiment, we use the experimental platform
based on MATLAB, the KDDCUP99 dataset contains sym-
bolic data attributes, which cannot be recognized by
MATLAB; therefore, it is necessary to renumber the attri-
bute value of the symbol type and use the natural number
set to renumber the seven values, taking protocol_type as
an example, tcp, udp, and icmp are replaced by natural num-
bers 1, 2, and 3, respectively. And so on, the original data will
become a numeric type. There are two types of numerical
variables, one is a continuous attribute characteristic vari-
able, and the other is a discrete attribute characteristic vari-
able. For continuous attribute feature variables, attribute
characteristics of different attributes may have different met-
rics, if before experimenting, if the data is not preprocessed,
there may be a problem of large numbers eating decimals, as
a result, the attribute characteristics of some values are
masked, thereby affecting the experimental results, therefore,

number of detected attacks

Detection rate =

total number of attacks

False positive rate =

7
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FIGURE 4: Comparison of false positive rate detection results.

in the process of data preprocessing, it is necessary to nor-
malize and normalize attribute values.

4.1.1. Standardization.

4.1.2. Normalization.

) X;—min (xij)

" max (xij) — min (xij) '

Xjj

Amongi=1,--,n;j=1,--,1.

4.2. Simulation Experiment and Result Analysis. The experi-
ments were run on a machine with CPU 2.2 GHz, 2.00 GB,
Microsoft Windows XP, and adopt MATLAB7.8.0 to realize.
In order to evaluate the performance of intrusion detection
methods, the experiment adopts detection rate and false
alarm rate as the metrics of algorithm performance. Its def-
inition is as follows:

(10)

the number of normal samples that were falsely reported as intrusions

the number of normal samples
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TaBLE 1: Experimental test data table.
Test data Quantity DoS (%) R2L (%) U2R (%) Probe (%)
Dataset 1 5844 3.56 0.87 0.55 1.18
Dataset 2 5836 3.72 0.87 0.46 1.18
Dataset 3 5737 3.78 0.89 0.45 1.29
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FiGURE 5: Detection rate under different K values.

For the above 10,000 records, the K-means clustering
algorithm and the semisupervised clustering algorithm
described by the author were used, respectively, intrusion
detection data tests were performed, Figures 3 and 4 show
that under different K values, average detection rate and
false positive rate under the K-means clustering algorithm
and the authors’ semisupervised clustering algorithm.

By comparison, it can be seen that the detection rate of
the author’s semisupervised clustering algorithm is higher
than that of the K-means clustering algorithm, and the false
alarm rate and K-means algorithms have also been
improved. Therefore, the author’s semisupervised algorithm
enhances the stability of the system, and the performance of
the K-means algorithm is improved to a certain extent.

4.3.  Experimental Data Selection of Semisupervised
Clustering Intrusion Detection Algorithm. Experimental sim-
ulation of semisupervised clustering intrusion detection
algorithm for cloud model, three sets of data sets were
selected for testing from “kddcup.newtestdata_10_percent
corrected,” at the same time, 500 pieces of data are selected
as identification data records. The test data types and distri-
butions are shown in Table 1.

Among them, the attacks of Do S are smurf and neptune;
the attacks of R2L are guess passwd; U2R’s attack is buffer_
overflow, land module, perl, and rootkit; and probe’s attack
is port sweep.

4.4. Simulation Experiment and Result Analysis. Different K
values were selected to test the above three sets of data,
respectively, take their average as the detection result.
Figures 5 and 6 show the detection results of the cloud
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FiGure 7: Comparison of detection rate results under different K
values.

model semisupervised clustering algorithm under different
K values.

From the experimental results in the figure, it can be
seen that, when the value of K gradually increases, the false
alarm rate also increases; however, when K is 20, the detec-
tion rate is maximized. From this, it can be known that when
K is 20, the semisupervised clustering algorithm based on
cloud model can obtain better intrusion detection effect, its
detection rate reaches 91.76%, and the false alarm rate is
8.54%. In the cloud model-based semisupervised clustering
algorithm, the detection rate and false alarm rate when K
takes different values are compared with the K-means algo-
rithm, as shown in Figures 7 and 8.

As can be seen from the above figure, in the case of differ-
ent values of K, the author’s algorithm is significantly higher
than the K-means algorithm in terms of detection rate, the
false positive rate is slightly higher than that of K-means, but
this false positive rate is within an acceptable range.
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The detection results of the cloud model-based semisu-
pervised clustering algorithm, and the comparison results
of the general clustering algorithm and the general cloud
model classifier, are shown in Figure 9.

The above figure shows the comparison between the
detection results of the author’s algorithm and several other
algorithms, by comparison, it can be found that the detec-
tion rate of the author’s algorithm is significantly higher
than the other two algorithms, and the false positive rate is
slightly higher than that of K-means, the false positive rate
is lower than that of the other algorithm, proving the supe-
rior performance of our algorithm.

5. Conclusion

The author proposes a research on computer network
confidential information security based on big data cluster-
ing algorithm, intrusion detection data has the characteris-

tics of high-dimensional attributes, currently, cloud model
classifiers can only handle one-dimensional and two-
dimensional data, and the traditional intrusion detection
method based on semisupervised learning relies heavily on
prior knowledge. In order to solve the above problems, the
author proposes a semisupervised clustering intrusion detec-
tion algorithm based on cloud model, a new cloud model
classifier is constructed, and make full use of a small number
of labeled samples and unlabeled samples to guide the classi-
fication of data. For the semisupervised clustering intrusion
detection algorithm proposed by the author, the simulation
experiment of the intrusion detection method based on cloud
model semisupervised clustering is done. Analyzing the
author’s intrusion detection method and comparing it with
several other common intrusion detection algorithms, the
results show that the method proposed by the author
improves the performance of the intrusion detection system,
the detection accuracy is improved, the false alarm rate is
reduced, and the robustness of the system is enhanced. In
the author’s algorithm, since there are few labeled samples,
it provides correct guidance for the initial formation of nor-
mal and abnormal cloud models. The dynamic weighting
method is used to solve the problem that high-level data is
difficult to process and enable the data to learn from each
other and gradually form a relatively stable cloud model,
and over-reliance on prior knowledge of the data is avoided.
In contrast, compared with the general clustering algorithm,
the author’s algorithm has a great improvement in perfor-
mance, to a certain extent, solve some problems existing in
the current intrusion detection, however, there are still some
problems, such as the false positive rate is still high, and it is
sensitive to some data with special distribution and cannot
obtain a good classification effect, in future research, further
improvements to the algorithm are still needed.

Data Availability

The data used to support the findings of this study are avail-
able from the corresponding author upon request.
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