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Notes on the 6™ edition

Since the first edition in 2005, On Their on Terms has reported language that reflects
the scope of U.S. information policy. Now in its sixth edition, the Lexicon features new terms
that further chronicle the federal narrative of information and its relationship to national
security, intelligence operations, freedom of information, privacy, technology, and surveillance,
as well as types of war, institutionalized secrecy, and censorship. This edition also lists
information terms of note that arise from popular culture, the scholarly literature, and I find
interesting to federal information policy and the study of information.

This edition of the Lexicon emphasizes the historical aspects of U.S. information policy
and associated programs in that it is a testament to the information politics of specific
presidential administrations, of particular the Bush-Cheney and Obama years; there is also a
look back to historical agency record keeping practices such as the U.S. Army’s computerized
personalities database, discovered in a 1972 congressional hearing on military surveillance of
civilians' and the 1970s DoD program Project Camelot, which has parallels with Project Minerva
efforts to recruit academics.? Including these programs alongside contemporary federal

" Does CIFA (the Counterintelligence Field Activity) have roots in the Army’s Counterintelligence Records
Information System (CRIS), also called the Fort Monroe Data Bank? OrTalon? | leave it to FOIA researchers
and historians to answer these questions; for more information, see Army Surveillance of Civilians: A
Documentary Analysis (https://bkofsecrets.wordpress.com/2009/06/17/army-surveillance-doc/) and
Uncle Sam is Watching You: Highlights from the Hearings of the Senate Subcommittee on Constitutional
Rights (Washington: Public Affairs Press, 1971).

2 For additional discussion of the role of academia and the military and university as “hypermodern
militarized knowledge factory,” see John Armitage, “Beyond Hypermodern Militarized Knowledge
Factories,” Review of Education, Pedagogy, and Cultural Studies 27 (2005):219-239 and Henry A. Giroux’s



https://bkofsecrets.wordpress.com/2009/06/17/army-surveillance-doc/

information initiatives and public policy critiques furthers the “history of govermentality, ” an
inquiry put forth by Michel Foucault (1994,1978: 219-222) that examines the “ensemble
formed by the institutions, procedures, analyses, and reflections, the calculations and tactics
that allow the exercise of this very specific albeit complex form of power.” This latter thought
suggests an active, genealogical role for FOIA researchers, archivists, historians, information
professionals, and public interest groups in not only rescuing lost histories, but integrating
findings into existing understanding of federal information practices. In this edition of the
Lexicon, links have been verified and replaced. In the spirit of historical and archival
importance, in certain instances where Web pages and documents have been removed by the
issuing federal agency, links to the original source can be located at the Wayback Machine.

Introduction

On Their Own Terms is a lexicon of information-rich terms created by the U.S.
legislative, regulatory, and policy process, and routinized by various branches of the U.S.
government. These terms represent a virtual seed catalog to federal informationally-driven
procedures, policies, and practices involving among other matters, the information life cycle,
record keeping, ownership over information, collection and analysis of intelligence information,
security classification categories and markings, censorship, citizen right-to-know, deception,
propaganda, secrecy, technology, surveillance, threat, national security, forms of warfare, and
a myriad of ways of controlling information.

The abundance of federally produced information terms as reported in the Lexicon
illustrates the sheer weight that rests on federal agencies in grappling with every aspect of
information: communication, control, integrity, management, organization, preservation,
production, and security. Lexicon terms reflect the role agencies and nongovernmental bodies
play in constructing a somewhat standardized, specialized language that orchestrates

government policies and communicates national and international interests among fellow

The University in Chains: Confronting the Military-Industrial-Academic Complex (Boulder, CO: Paradigm
Publishers, 2007).



agencies, with Congress, the public, and the international community. While language provides
a group the means to identify within a given culture or political entity (Mueller 1973: 18),
theorists such as David John Farmer (1995:1) claim that language “more than a tool for
thinking, for conceiving and communicating thoughts;” it is also a “factory of ideas, approaches,
intuitions, assumptions, and urges” that mirrors and shapes the lifeworld.

In his “Glossary of Dispossession,” writer Paul de Rooij reminds us that “words frame
issues, palliate, mollify, exculpate or even hide sordid acts.” Many terms reported in the
Lexicon meet de Rooij’s description, representing a federal language of control that often
downplays the significance of government actions, policies, and programs. “Firstfruits,”

“National Censorship,” “Public Diplomacy,” and “Rendition,” couch questionable policies and
practices, and serve to legitimate authority and control over information. Described by Claus
Mueller (1973:24)® as “distortion” because “conditions and policies are quite different from their
meanings,” many Lexicon terms constitute a political language that “is designed to make lies
sound truthful and murder respectable and to give an appearance of solidity to pure wind”

(Orwell 1950:92). Another way of viewing this is that “language often masks administrative

evil” (Adams and Balfour 1998:15).*

Information Terms as Bureaucratic Vocabulary: A Review

Mueller powerfully illustrates his concept of distortion by offering examples of “reformulated
language,” from the Meyers Lexicon published in the Weimar Republic in 1924, under National Socialist
Germany in 1936, as Language Regulations issued by the Office of the Press (Reichspressant).

4 For example, the Central Intelligence Agency’s term “extraordinary rendition,” ia term that masks the
chilling dimensions of “outsourcing” torture and human rights violations, brings to mind George Orwell's
thought from his essay "Politics and the English Language": "in our time, political speech and writing are
largely the defense of the indefensible." See Essays, edited and introduced by John Carey (New York: Alfred
A. Knopf, 2002).



Robert P. Watson (1998:389) observes “despite the widespread use of bureaucratese,
there has been insufficient research devoted to the study of the language of bureaucracy, and
little is known about its effect.” Srikant Sarangi and Stefan Slembrouck (1996:7) go further,
guestioning if the language of bureaucracy is a [sic specialized] language used in bureaucratic
settings, or if is it language used in a particular way. In response to Watson, Sarangi and
Slembrouck, | pose that Lexicon terms comprise a specialized, evolving language that is created
and employed across bureaucratic® settings by federal agencies, which should really be thought
of as “information societies.” With origins in law, regulation, territory, customary practices
(relics or habits’), power, “hidden arrangements” (Sjoberg, Vaughn and Williams, 1984:446), and
rational legal authority, these terms communicate and direct government policy across
agencies, to the Congress, and the public. The terms listed in this work, which form the
“language of bureaucracy,” permeate every aspect of the federal information system. At times,
this system affronts citizen and congressional understanding of federal information practices,

and has serious consequences for what James Russell Wiggens has outlined as the right-to-

5 Bureaucracy as used in this work follows Max Weber’s (1958: 196-198) description of “ideal”
bureaucracy. That is, activity, authority, and the fulfillment of duties are distributed in a fixed way to
constitute bureaucratic authority. This system is found in all bureaucratic structures as well as large party
organizations and in management of the modern office, or bureau, which is based upon written
documents (“the files”).

5 Definitions of information society include: spectacular technological innovation; involvement in
knowledge production, new knowledge; reliance on those workers skilled in information handling and
technology; spatial considerations wherein information networks, computer and communications
technologies provide infrastructure for monitoring/governing; cultural acceptance and response to
government information-saturated environments (for example, e-government, “digital governance,” e-
permitting, e-filing of taxes, etc.). Based in part on Webster (1995:6-23) and Weber, who Beniger
(1986:6) believes was the first social scientist to see bureaucracy as a type of "critical new machinery.”
" See Anthony Giddens (1994: 101).



know. ®A review of the sociological, legal, policy, and political science literature is helpful in

positioning the problem of language in bureaucracy as a critical research problem:®

o In general, the language of bureaucracy can be thought of as technique. Robert Merton
(1964: vi) writes in the foreword to Jacques Ellul’s The Technological Society that
technique is “any complex of standardized means for attaining a predetermined result.”
With its contribution to precision, standardization of office practices and efficiency of
transactions, especially related to information handling and information distribution, the
information-laden language of federal information societies surely qualifies as
technique.

o Max Weber’s work in Economy and Society, which lends itself to the notion put forth in
this work that language reflects the qualities of the office, or bureau, specifically the
“technical superiority” of the bureaucracy as a form of human organization with goals of
administrative precision, efficiency, and certainty. The two pillars of government,
written laws and budget, require the merging of the files'™ by highly skilled bureaucrats
who have the technical knowledge and skills to navigate the administrative landscape
(Weber 1958: 196).

8 Wiggens believes “the people’s right to know is really a composite of several rights: It has at least five
broad, discernible components: 1. the right to get information; 2. the right to print without prior restraint;
3. the right to print without fear of reprisal not under due process; 4. the right of access to facilities and
material essential to communication; and 5. the right to distribute information without interference by
government acting under law or by citizens acting in defiance of the law.” See Freedom or Secrecy? (New
York: Oxford University Press,1956). 3-4.

9 Denhardt (1981: 632) calls for a "critical theory of public organizations" that would "(1) examine the
technical basis of bureaucratic domination and the ideological justifications justifications for this condition
and (2) ask in what ways members and clients of public bureaucracies might better understand the
resultant limitations placed upon their actions and, in turn, develop new modes of administrative praxis."
' For the purposes of this work, think information and its transmission occurring in all formats,
incarnations and states, not only its physicality as represented in Weberian paperbound files.

" Robert Denhardt (1981:629) writes while Weber "saw bureaucratic structures as the most rational way of
organizing to attain social ends, he described the increasing dependence on such structures as the
"rationalization" of society. Lacking Marx's dialectical perspective, Weber saw this development not only as
func-tional but also as natural and inevitable, leading society in-to an "iron cage" in which freedom and
individuality would be severely limited. Curiously, while attempting to document this threat, Weber may
have implicitly provided a source of legitimation for the increasing bureaucratiza-tion of society."



o Perrow, Reiss and Wilensky (1979:26) believe organizations develop a set of concepts
influenced by a technical vocabulary, which include classification schemes that permit
ease of communication within levels of the bureaucratic structure. Anything that does
not fit into these “set” concepts, or procedural language, is not easily communicated.

o Claus Mueller (1973:14-15,18) theorizes that language acts as a “cultural and political
guidance system into which values handed down from the past“ that “enables” group
identity, political stability, cohesion of values, and unification of interests. Extending
Mueller’s idea to Lexicon, it is posited that bureaucratic and agency specific language,
along with conveying legal directive for action and policy, reflects the cultural heritage
of federal agencies, such as member agencies of the Intelligence Community and U.S.
Department of Defense.'

o In part, bureaucratic languages are based in rulemaking and law. As Karl Olivecrona
(1971: 254) writes, legal language is a “directive language” that is used for conveying
information. | argue that directive (codified) language as reported in this work also acts
to institutionalize specific categories of information, information-handling practices,™
forms of censorship, information gathering, thus influencing information restriction
and quality, including that of secreting and distorting information.

In addition to conveying information about the administrative aspects of government,
bureaucratic language also bestows authority over ownership of information to individual
agencies, extending property rights over of information production, access, and dissemination
of select types of information. The term information owner, “an official with statutory or
operational authority for specified information and responsibility for establishing the controls
for its generation, collection, processing, dissemination, and disposal” (Committee for National
Security Systems 2003), is one such term that supports the idea of information as agency

property with intrinsic rights in controlling access to information.

2 See Rob Johnston’s “disfavored” publication pulled from the CIA website in early 2006 Analytic Culture
in the U.S. Intelligence Community: An Ethnographic Study, [Washington, D.C., Central Intelligence
Agency, 2005], online at FAS, http://www.fas.org/sgp/news/secrecy/2006/04/042806.html

8 By “information handling practices,” | include the mechanical aspects of information processing,
preservation, access, classification.



http://www.fas.org/sgp/news/secrecy/2006/04/042806.html

In addition, contrasting EO 13292 with the Office of Management and Budget’s definition of
information as “any communication or representation of knowledge such as facts, data or
opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative
or audiovisual,” " creates dissonance that involves federally competing notions of public
information. | also speculate the language of the bureaucracy is tied to the rise of
governmentality, which Michel Foucault (1994:220-221) defines as a complex process

occurring primarily in countries of the West,

“...transformed into the administrative state during the fifteenth and sixteenth centuries
and gradually became ‘governmentalized,’ ” into an “ensemble formed by the
institutions, procedures, [sic, language and discourse] analyses, and reflections, [which
include] the calculations and tactics that allow exercise of a very specific albeit complex
form of power. “

o Following Michel Foucault’s work in discourse analysis, Dryzek (2005:9-10) writes that
discourse is “a shared way of apprehending the world.” Discourses are “embedded in
language,” and enable those who “subscribe to it interpret bits of information and put
them into coherent stories or accounts.” Discourses allow for the construction of
“meaning, and relationships, and define legitimate knowledge,” and rest on
“assumptions, judgments, and contentions that provide the basic terms for analysis,
debates, agreements and disagreements.” We might then ask if the information-laden
language of federal agencies qualifies as discourse?

o Reflecting Pierre Bourdieu’s (1991:45) idea that language is bound to the state, and
“imposes itself on the whole population as the only legitimate language,” terms reported
in the Lexicon direct and regulate the affairs of government and moderate
understanding of policy across all spheres of influence.

o At it most elemental level, it can be conjectured the language of bureaucracy is
communicative action, or “that form of social interaction in which the plans of action of
different actors are coordinated through an exchange of communicative acts, that is,

™ Circular No. A-130, Management of Federal Information Resources, February 8, 1996,
http://www.whitehouse.gov/omb/circulars/a130/a130.html



http://www.whitehouse.gov/omb/circulars/a130/a130.html

through a use of language orientated towards reaching understanding” (Habermas
1981:44).

o Postmodern (PM) expression permeates the federal information machine, most notably
represented by the language created by the U.S. military and intelligence community
(IC). For these entities, information acts:

“...as a weapon, as a myth, as a metaphor, as a force multiplier, as an edge, as a
trope, as a factor, as an asset, information (and its handmaiden-computers to
process it, multimedia to spread it, systems to represent it) has become the
central sign of postmodernity.” (Gray 1997:22) *

Postmodern federal language reflects the multifarious nature of information activities,
including the rise of the “new global optics” of surveillance and spying (Virilio 2000:61).
Information gathered from a labyrinthine amount of electronic devices and telecommunication
sources is re-patterned from intelligence, surveillance, and forecasting tools into a type of
Postmodern War, or Wisdom Warfare. '® Provocative terms such as the Department of the
Army’s Information Fratricide suggests a link to Orwell’s 7984; and the U.S. Air Force term
Modus Operandi Database is reminiscent of Philip K. Dick’s Minority Report’s analytical

machinery “recording prophecies...carefully” listening.

The Regulatory and Statutory Basis of Federal Language

'® Postmodernity (PM) is a controversial notion; for example, Jean-Francois Lyotard’s definition of PM as
the "incredulity toward metanarratives” embodies the idea of the fusion of the self and personal life with
“relations of time-space” (Giddens 1994: p. 59). We are caught up in “everyday experiments” whose
outcomes are as open as those affecting humanity as a whole - these experiments should be seen as the
“displacement and reappropriation of expertise under the impact of the intrusiveness” of abstract
technological systems (Giddens 1994: 59-60).

6 See David Lyons’ various works, especially Surveillance after September 11 (Polity; Malden, MA , 2003);
Christopher Dandeker’s Surveillance, Power, and Modernity : Bureaucracy and Discipline from 1700 to the
Present Day (New York: St. Martin's Press, 1990); Jay Stanley and Barry Steinhardt’s Bigger Monster,
Weaker Chains : the Growth of an American Surveillance Society. (New York, NY : American Civil Liberties
Union, 2003), http://www.aclu.org/Files/OpenFile.cfm?id=11572.
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Harold C. Relyea (2005:1-2) reports the Housekeeping Statute of 1789, codified in
1875, and also known as 5 U.S.C. 22, " authorized federal department heads to “prescribe
regulations regarding custody, use, and preservation of records, papers, and the property of
their entity.” "® U.S. laws such as the Administrative Procedure Act, the Atomic Energy Act of
1946 & 1954, the Antiterrorism and Effective Death Penalty Act of 1996, the National Security

Act of 1947, the Classified Information Procedures Act, the Homeland Security Act of 2002, the

7 Now codified as Title 5 > Part | > Chapter 3 > § 301.

'® See Amending Section 161 of the Revised Statutes with Respect to the Authority of Federal Officers and
Agencies to Withhold Information and Limit the Availability of Records. [85" Congress, 2d Session. H.R.
Rep. No. 85-1461 to accompany H.R. 2767. (March 6, 1958). Serial Set no. 12072, “House Miscellaneous
Reports on Public Bills I"]. The housekeeping statute was “enacted to help General Washington get his
administration underway by spelling out the authority for executive officials to set up offices and file

government documents...the statute has been cited as authority to refuse information...but concealment
has been the result of the application of 5 to an area where Congress has neglected to act over the years,
while executive officials have let every file clerk become a censor” comments of Mr. Dawson (1-2). The
report is compelling for its debate challenging an unequivocal right to know; see Clare E. Hoffman’s (24)
comments that total right to know would end any “confidential exchange of ideas.” Also see Availability of
Information from Federal Departments and Agencies. [Hearings before a subcommittee of the Committee
on Government Operations, House of Representatives, Eighty-fourth Congress, first session-Eighty-fifth
Congress, second session. Washington, D.C.: U.S. Government Printing Office, 1958; Y4.G7:IN3/],
especially Parts 11 and 14 testimony on the Housekeeping Statute.

In addition, John J. Mitchell’s (1958:200) research on the “custody, use, and preservation” language in the
Housekeeping Act is interesting for its insight into the intent of the Act. Mitchell writes that various
definitions are the same today as they were in 1789: “custody” denotes guarding or safekeeping; “use”
involves application or employment; “preservation” implies protection from injury or destruction. These
definitions do not justify any withholding or limiting of the availability of records. The substitution in the
statute of any word or phrase from any of the above definitions cannot conceivably give rise to a right to
withhold information or deny access to records. In fact, the definitions would imply availability of records,
and that was the intent of Congress. Mitchell notes that although secrecy and claims of privilege have
been the result of the Housekeeping Statute, “an exhaustive search of legislative history reveals no intent
to provide for secrecy or the withholding of information.” Mitchell argues “...the key words which have
been so tortured are custody, use, and preservation.” The definitions of these words are the same today as
they were in 1789: “custody denotes guarding or safekeeping”; “use involves application or employment”;
“preservation implies protection from injury or destruction. These definitions do not justify any
withholding or limiting of the availability of records. The substitution in the statute of any word or phrase
from any of the above definitions cannot conceivably give rise to a right to withhold information or deny


http://www.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5_10_I_30_3.html
http://www.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5_10_I.html
http://www.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5.html

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism (USA PATRIOT Act), and Presidential Records Act of 1978 (44 U.S.C. R2201-
2207), along with agency regulations, numerous Presidential Decisions Directives, Executive
Orders (EO), most notably 8381, 10104, 12356, 12958, 13292, and 13526, Memoranda, and
Freedom of Information Act exemptions enable agencies to carve out information policy and
territory. This complex system of laws and regulations gives rise to specialized information
categories, restrictions on information, information-handling practices, and information
policies, some formalized, some not, that ultimately determine interagency, public, and

congressional access to information.

The Secret Side of the Language *

As much as this Lexicon is an administrative-regulatory dictionary of information terms,
it is also a guide to the language of secrecy in that it pays homage to Daniel Patrick Moynihan’s
(1997) thought that two [information] “regimes” exist today in the United States. The first
regime according to Moynihan, is public regulation for disclosure, discovery, and due process,
and is under constant scrutiny. The second regime is “concealed within a vast bureaucratic
complex,” wherein “some congressional oversight may take place and some Presidential
control.” In this latter regime, the public is not excluded altogether, but the system is fraught
with secrecy and “misadventure.”® Secrecy, as supported by the multitudinous classifications,
designations, and markings as listed in the Lexicon attest to the complexity of the U.S. secrecy
system and the language that enables its authority and power over information. The language

of secrecy can be thought of as a form of jargon, where information is “replaced with classified,

access to records. In fact, the definitions would imply availability of records, and that was the intent of
Congress.”

® For a deep review of government secrecy, see Maret and Goldman, Government Secrecy: Classic and
Contemporary Readings. Libraries Unlimited, 2009.

2 From the Congressional Record May 1, 1997.



which makes things less conspiratorial and at the same time creates visions of busy, efficient
people classifying documents in a scientific way” (Bolinger 1980: 132).

Moreover, ambiguous information security markings, or “pseudo-classifications,” many
defined here in the Lexicon, practically serve as de facto firewalls preventing information access
and creating information asymmetries from agency to agency, Congress, and citizens. It has
been suggested that pseudo-classifications also have “persistent and pernicious” effects on the
flow of threat information.?" In its 2004 Report to the President, the Information Security
Oversight Office wrote:

Limitations on dissemination of information that are designed to deny information to
the enemy on the battlefield can increase the risk that our own forces will be unaware of
important information, contributing to the potential for friendly fire incidents or other
failures.

Likewise, imposing strict compartmentalization of information obtained from human

agents increases the risk that a Government official with access to other information

that could cast doubt on the reliability of the agent would not know of the use of that
agent's information elsewhere in the Government.

The National Commission on Terrorist Attacks Upon the United States noted that while it
could not state for certain that the sharing of information would have succeeded in
disrupting the 9/11 plot, it could state that the failure to share information contributed
to the government's failure to interrupt the plot. Simply put, secrecy comes at a price.?

Organization of this Work
For most entries, terms are direct quotes from U.S. government agency-produced

unclassified open sources and declassified information available in print and on the Web.

2 Rep. Christopher Shays, “Emerging Threats: Overclassification and Pseudo-Classification.” Hearing
before the Subcommittee on National Security, Emerging Threats, and International Relations Committee
on Government Reform. House of Representatives, 109th Congress, First Session, March 2, 2005,
http://www.fas.org/sgp/congress/2005/0302050verclass.html

2 Information Security Oversight Office. 2004 Report to the

President, .http://www.archives.gov/isoo/reports/2004-annual-report.html
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http://www.fas.org/sgp/congress/2005/030205overclass.html

Among other federal publications, the Federal Register, Code of Federal Regulations, and the
U.S. Code, were consulted in order to provide additional views of codified interpretations of
information language and information-related activities. For government publications sources
available exclusively in print, the SuDoc (Superintendent of Documents) call number is included,
wherein documents in print and microfiche format can be located in government publications
sections of most libraries.?® | deliberately employed an “in their own words” format to
demonstrate language at work. In addition to these elements, multiple agency interpretations
and definitions are provided to illustrate how agencies have interpreted, often widely, the same
Executive Orders, public laws, regulations, memoranda, and internal directives in devising their
own agency-specific information language. This scenario holds most true in the case of

information security-related terms. As the Joint Security Commission (1994) reports,

“US Government security policies and practices have evolved in an ad hoc manner over
the last four decades. Security policy is enunciated in a collection of documents
(Executive Orders, National Security Decision Directives, National Security Directives,
Presidential Decision Directives, legislation, and individual department or agency
directives and orders) prepared at different times, by different people, in response to
different requirements and events, not as part of a coherent planned effort. “

Every effort was made to verify and accurately report origins and sources of terms. In
verifying terms, especially the Byzantine words and definitions arising from the Intelligence
Community, | hope to clear up significant problems | see with accurate interpretation, historical
context, and accurate citation of sources often lacking in popular works and on Web sites.
Lastly, mirroring Gilles Deleuze’s observation that “a concept sometimes needs a new word to

express it, sometimes it uses an everyday word that gives it a singular sense,” included are

2 Federal Web pages, Web sites, and documents come and go. This ephemeral condition of information
presents a challenge in compiling the Lexicon. | remain grateful to the Federation of American Scientists
(FAS), National Security Archive (NSA), OMB Watch, EPIC, EFF, and the many public interest groups that
preserve critical historical documents, and hence the public right to know.



terms from my research that | hope further elucidates information categories and concepts not
well represented in the scholarly literature.?

Practically speaking, the Lexicon is intended for use by citizens, students, and
researchers who struggle to understand the complex language of the federal information
machine. The Lexicon is also geared to those individuals who, in using the Freedom of
Information Act (FOIA) to request government information, may be unfamiliar with specific
history or terms related to files, records, and the more occult areas of security classification and
markings.?® To this end, it is my hope the Lexicon contributes to further understanding of
access to government information, encouraging citizens and researchers alike to look beyond
the often emblematic language of bureaucracy to the essence of words and actions, and their

relationship with direct democracy.
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100 Percent Shred Policy
Every Airman, civilian and contractor on base is responsible for destroying paper they create or use in
their workspaces when they no longer need it.

The 100 percent shred policy requires a 3/8 inch crosscut shredder or better. People who do not have a
shredder in their work center should work with their unit's OPSEC coordinator and resource advisor to find
or procure one...

Source: USAF, Malstrom Air Force Base, Getting into the Habit: 100 percent Shred Policy Begins March 17,
http://www.malmstrom.af.mil/news /story.asp?id=123139099

201 File
The CIA opens a 201 file on an individual when it has an “operational interest” in that person (p.45).

Source: Assassination Review Board, Final Report of the Assassination Records Review Board, September
1998, http://www.archives.gov/research/jfk/review-board/report/

Able Danger

See Data Mining, Social Network Analysis

In summer 2005, news reports began to appear regarding a data mining initiative that had been carried
out by the U.S. Army's Land Information Warfare Agency (LIWA) in 1999-2000. The initiative, referred to as
Able Danger, had reportedly been requested by the U.S. Special Operations Command (SOCOM) as part of
larger effort to develop a plan to combat transnational terrorism. Because the details of Able Danger
remain classified, little is known about the program. However, in a briefing to reporters, the U.S.
Department of Defense characterized Able Danger as a demonstration project to test analytical methods
and technology on very large amounts of data. The project involved using link analysis to identify
underlying connections and associations between individuals who otherwise appear to have no outward
connection with one another. The link analysis used both classified and open source data, totaling a
reported 2.5 terabytes. All of this data, which included information on U.S. persons, was reportedly
deleted in April 2000 due to U.S. Army regulations requiring information on U.S. persons be destroyed
after a project ends or becomes inactive.
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http://www.malmstrom.af.mil/news/story.asp?id=123139099

Source: Seifert, Jeffrey W. “Data Mining and Homeland Security: An Overview.” CRS Report for Congress
RS20748. January 27, 2006. FAS Website, http://www.fas.org/sgp/crs/secrecy/RS20748.pdf.

2. For a background and history of the Able Danger program, see the IG report listed below.
Figures 1-3, pages 8-9 have a very interesting social network analysis chart of alleged A-Qaeda cell links.

Source: DoD Office of the Inspector General (IG). Report of Investigation. September 18, 2006. FAS
Website, http://www.fas.org/irp/agency/dod/ig-abledanger.pdf and Rep. Curt Weldon, Weldon Rejects
DoD Report on Able Danger and Harassment of Military Office.
http://www.fas.org/irp/news/2006/09/weldon092106.html

Access

1. The ability and means necessary to store data in, to retrieve data from, to communicate with, or
to make use of any resource of a system; 2. To obtain the use of a resource; 3. capability and opportunity
to gain detailed knowledge of or to alter information or material; 4. capability and means to communicate
with (i.e., input to or receive output from), or otherwise make use of any information, resource, or
component in an AIS. Note [for 3 and 4]: An individual does not have “access” if the proper authority or a
physical, technical, or procedural measure prevents him/her from obtaining knowledge or having an
opportunity to alter information, material, resources, or components, and 5. An assigned portion of
system resources for one data stream of user communications or signaling.

Source: NTIA. Federal Standards Telecommunications,
http://www.its.bldrdoc.gov/fs-1037/dir-001/_0104.htm

2. The ability or opportunity to gain knowledge of classified information.

Source: Executive Order 12958 Classified National Security Information, Amended.
http://www.archives.gov/isoo/policy-documents/eo-12958-amendment.html#1.2

Access to Classified Information

The ability and opportunity to obtain knowledge of classified information. Persons have access to
classified information if they are permitted to gain knowledge of the information or if they are in a place
where they would be expected to gain such knowledge. Persons do not have access to classified
information by being in a place where classified information is kept if security measures prevent them
form gaining knowledge of the information.

Source: U.S. Department of Defense. Dictionary of Military and Associated Terms. JP 1-02. 12 April 2001
As Amended Through 31 October 2009, http://www.bits.de/NRANEU/others/jp-
doctrine/jp1_02%281009%29.pdf

Accountability
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(IS) Process of tracing IS activities to a responsible source;(COMSEC, or Communications Security) Principle
that an individual is entrusted to safeguard and control equipment, keying material, and information and
is answerable to proper authority for the loss or misuse of that equipment or information.

Source: Committee for National Security Systems (CNSS). National Information Assurance Glossary.
Instruction 4009. June, 2006.
http://jitc.fhu.disa.mil/pki/documents/committee_on_national_security_systems_instructions_4009_june
2006.pdf_

Accountability Information
A set of records, often referred to as an audit trail, that collectively provides documentary evidence of the
processing or other actions related to the security of an Automated Information System.

Source: U.S. U.S. Department of Energy. Office of Security Affairs. Office of Safeguards and Security.
Safeguards and Security Glossary of Terms. December 18, 1995,
https://archive.org/details/termsa_j

Acknowledged Special Access Program (SAP)

See Special Access Program

An existing SAP whose overall purpose is identified and its specific details, technologies, materials,
techniques, etc., of the program are classified as dictated by their vulnerability to exploitation and risk of
compromise.

Source: DoD Directive 5205.7 Special Access Program (SAP) Policy. January 5, 2006,
http://www.dtic.mil/whs /directives/corres/html/520507.htm

Actionable Medical Information Review

See Prepublication Review

Since 2006 U.S. Army censors have scrutinized hundreds of medical studies, scientific posters, abstracts
and Powerpoint presentations authored by doctors and scientists at Walter Reed and other Army medical
research centers—part of a little- known prepublication review process called "Actionable Medical
Information Review." The program is intended to deny Iragi and Afghan insurgents sensitive data such as
combat injury and death rates. But dozens of studies reviewed under the program did not involve research
directly related to combat operations. Instead, they described controversial topics like the effects of war
on soldiers' children, hospital-acquired infections, post-deployment adjustment issues, refugees, suicide,
alcoholism, vaccines, cancer among veterans and problems with military health care databases.

Source: EPI Medical News & Expose. “U.S. Army delays, alters medical studies under a little-known
scientific censorship program.” 2009. Wayback Machine,
http://wayback.archive.org/web/20090131063607 /http://www.epinews.com/AMI.html
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Advanced Question and Answering for Intelligence (AQUAINT)

The ultimate goal of the AQUAINT Program is not to develop question and answer capabilities for only
single, isolated, factually based questions whose answers can be found as a s