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the role oF legal counsel in social Media strategy

Lisa McGrath 
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After over two years since the FTC issued the Revised 
Guides, companies have been largely noncompliant. 

Eighty percent of social media users monitored in  
company programs do not follow through on marketing 

disclosures and the FTC has taken note.

As companies rush to deploy social 
media technologies, legal departments 
have been left without a seat at the strat-
egy table.  A 2011 study of 144 enterprise-
class social media programs was con-
ducted.  Of the 14 companies identified 
as advanced in social business, none had 
legal as part of their corporate social me-
dia team.1  Marketing and corporate com-
munications departments house over 75 
percent of the formalized customer-facing 
social media efforts, and many times, in-
house or other counsel do not understand 
social media well enough to inject legal 
programmatic review or training.2  Only 
within the last few years have companies 
recognized the critical role of legal in 
corporate social media strategy and ad-
dressed ways to bridge the lawyer-social 
media manager divide.3  This social media 
law update will shine a light on some of 
the most pressing legal issues corporate 
clients are facing in modern social media 
markets.
Social media marketing 

In October 2009, the Federal Trade 
C o m m i s s i o n 
(“FTC”) revised 
the Guides Con-
cerning the Use of 
Endorsements and 
Testimonials in 
Advertising (“Re-
vised Guides”) to 
include promo-
tions on blogs 
and online social 
networks such 
as Facebook and 
Twitter.4  Specifi-
cally, the Revised Guides require disclo-
sure of material connections (cash and 
in-kind payments) between advertisers 
and endorsers of an advertised product 
if the connection is not reasonably ex-
pected by the audience.5  Advertisers are 
subject to liability for failing to disclose 
material connections between themselves 
and their endorsers, and both advertisers 
and endorsers may be liable for false or 
unsubstantiated statements made through 
endorsements.6 
Clear and prominent disclosure

After over two years since the FTC is-
sued the Revised Guides, companies have 
been largely noncompliant. Eighty per-
cent of social media users monitored in 

company programs do not follow through 
on marketing disclosures and the FTC has 
taken note.7  In 2010, the FTC found that 
Reverb Communications, Inc. (“Reverb 
Communications”), a public relations 
and marketing company hired by video 
game developers, engaged in deceptive 
advertising by having employees pose as 
ordinary consumers posting game reviews 
at the online iTunes store and failing to 
disclose that the reviews came from paid 
employees working on behalf of the de-
velopers.8  In addition to requiring Reverb 
Communications to take reasonable steps 
to remove any previously posted endorse-
ment that misrepresented the authors as 
independent reviewers or endorsers, the 
FTC also prohibited the company from 
making any representation about a prod-
uct or service unless they disclose “clearly 
and prominently” a material connection 
when one exists.9 
Advertiser monitoring

More recently, the FTC fined Leg-
acy Learning Systems, Inc. (“Legacy”) 
$250,000 for using misleading online 
consumer and independent reviews.10  
Specifically, Legacy advertised using an 
online affiliate program through which 
it recruited “review ad” affiliates to pro-
mote its courses through endorsements 
in articles, blog posts, and other online 
materials.  Without clearly disclosing that 
the affiliates were paid for every sale they 
generated, the FTC found that Legacy 
disseminated deceptive advertisements by 
representing that online endorsement writ-
ten by affiliates reflected the views of or-
dinary consumers or independent review-
ers.11  Most importantly, despite the fact 
that Legacy required its affiliates to sign 
a contract requiring them to comply with 
the Revised Guides, the FTC concluded 
that the contract without monitoring was 
insufficient because Legacy failed to im-

plement a reasonable monitoring program 
to ensure that the affiliates clearly and 
prominently disclosed their relationship 
to Legacy.12

In addition to the $250,000 fine, for 
the next 20 years, Legacy is required to 
monitor and submit monthly reports to the 
FTC about their top 50 revenue-gathering 
affiliate marketers and make sure that they 
are following disclosure guidelines.13 
Safe harbor

Had Legacy implemented a reasonable 
monitoring program, it may have avoided 
liability through a safe harbor provision in 
the Revised Guides.  Specifically, the Re-
vised Guides state that “[t]he Commission 
. . . in the exercise of its prosecutorial dis-
cretion, would consider the advertiser’s 
efforts to advise these endorsers of their 
responsibilities to monitor their online 
behavior in determining what action, if 
any, would be warranted.”14   This issue 
was central to the FTC’s investigation 
of AnnTaylor Stores Corporation (“Ann 
Taylor”).15 

In that case, Ann Taylor’s LOFT di-
vision provided gifts to bloggers in ex-
change for them posting blog content 
about the LOFT’s Summer 2010 collec-
tion.16  The FTC initiated the investigation 
when the bloggers failed to disclose that 
they received gifts for blogging about the 
event.  Ultimately, the FTC determined 
not to recommend enforcement action, 
among other reasons, because LOFT post-
ed a sign at the preview that told bloggers 
that they should disclose the gifts if they 
posted comments about the preview, and 
more importantly, LOFT adopted a writ-
ten policy in February 2010 stating that 
LOFT will not issue any gift to any blog-
ger without first telling the blogger that 
the blogger must disclose the gift in his 
or her blog.17  In a letter to Ann Taylor’s 
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It is important for employers to obtain employee 
agreements regarding social media account ownership, 

and to retain social media account and  
website access information.      

attorney, the FTC stated that it “expects 
that LOFT will both honor that written 
policy and take reasonable steps to moni-
tor bloggers’ compliance with the obliga-
tion to disclose gifts they receive from 
LOFT.”18

Brand protection
Fines aside, noncompliance with the 

Revised Guides can irreparably damage 
corporate brands.  If one googles “Reverb 
Communications” and “Legacy Learn-
ing Systems,” the majority of the search 
results are splashed with FTC investiga-
tion and deceptive advertising headlines.  
Before leveraging Facebook, Twitter, and 
blogs to execute a paid promotion, com-
panies, public relations firms, and adver-
tising and marketing agencies should have 
legal disclosure provisions in their social 
media policies and monitoring programs 
in place for all relevant employees and 
emerging media platforms.  
Social media account ownership

When CNN fired controversial radio 
host Nick Sanchez, did Sanchez or CNN 
own his Twitter account with over 140,000 
followers?19  The cases below attempt to 
answer that question. 
Social media account  
ownership agreements

In the 2011 case, Ardis Health, LLC v. 
Nankivell, an employee (“Nankivell”) re-
sponsible for producing videos, websites, 
blogs, and social media pages was termi-
nated.20  Upon termination, Nankivell re-
fused to provide her employer with pass-
words for its social media accounts and 
Websites.  Prior to termination, Nankivell 
signed an agreement with her employer 
transferring ownership in her work prod-
uct to the employer and requiring the re-
turn of all confidential information to the 
employer upon the employer’s request.  
The employer sued, seeking injunctive 
relief.  Relying on the written agreement, 
the court held that it was uncontested that 
the employer owns the rights to the social 
media accounts and Website access infor-
mation and that the employer’s inability 
to access and update their sites constitutes 
irreparable harm.21  The court ordered 
Nankivell to provide the access informa-
tion pending the resolution of the suit.22 
Misappropriation of trade  
secrets and conversion

In another case, PhoneDog v. Kravitz, 
PhoneDog gave former employee Noah 
Kravitz (“Kravitz”) the Twitter account 
“@PhoneDog_Noah” (the “Account”) to 
transmit written and video content to fol-
lowers, with the Account eventually gen-

erating over 17,000 followers.23  Kravitz 
later ended his employment with Phone-
Dog.  PhoneDog requested that Kravitz 
relinquish use of his Twitter Account and 
in response, Kravitz changed the Account 
handle to “@noahkravtiz,” and continued 
to use the Account.  PhoneDog alleged 
that it had suffered at least $340,000 in 
damages as a result.24  In a preliminary rul-
ing, the court declined to dismiss the law-
suit, finding that PhoneDog’s allegations 
that Kravitz misappropriated PhoneDog’s 
trade secrets and converted its property by 
retaining control over the Account were 
sufficient to state a claim.25 
Unauthorized use

Most recently, in Maremont v. Susan 
Fredman Design Group, Ltd., Maremont 
sued her former employer for unauthor-
ized access of her social media accounts.26   
Maremont created a Facebook account 
and blog for her employer and subse-
quently suffered an accident.  While Ma-
remont was in the hospital, her employer 
accessed and posted from Maremont’s ac-
counts.  Maremont sued her employer for, 
among other things, violations of the Lan-
ham and Stored Communications Act.27  
The court recently denied her employer’s 
motion for summary judgment on the ba-
sis of lack of evidence of damages, and 
the case is moving forward.28 

It is important for employers to obtain 
employee agreements regarding social 
media account ownership, and to retain 
social media account and Website access 
information.  The only company I have 
seen address this issue correctly in its so-
cial media policy is Dell as set forth be-
low:  

Social Media Account Ownership
This section isn’t a Social Media Prin-
ciple, but it’s still important enough to 
be in this policy. If you participate in 
Social Media activities as part of your 
job at Dell, that account may be con-
sidered Dell property. If that account 
is Dell property, you don’t get to take 
it with you if you leave the company 
– meaning you will not try to change 
the account name or create a similar 

sounding account or have any owner-
ship of the contacts and connections 
you have gained through the account. 
That doesn’t apply to personal accounts 
that you may access at work, but would 
certainly apply to all Dell branded ac-
counts created as part of your job.29 

National Labor Relations Board
The National Labor Relations Board 

(“NLRB”) has been aggressive in investi-
gating and prosecuting unfair labor prac-
tices related to employees’ use of online 
social networks.  The NLRB reviewed 
over 129 cases involving social media 
in 2011.30  In August 2011, the NLRB is-
sued a report of the most significant social 
media cases in 2011 in order to provide 
guidance to employers and practitioners 
on how the National Labor Relations Act 
(“NLRA”) applies to employees’ rights 
on online social networking platforms.31  
Most frequently before the NLRB were 
cases alleging that an employer’s social 
media policy was overbroad and restricted 
employee use of social media, or that an 
employer unlawfully discharged or disci-
plined one or more employees over con-
tents of social media posts. 
Social media cases

Section 7 of the NLRA, which applies 
to both unionized and non-unionized em-
ployees, protects employees’ rights “to 
engage in . . . concerted activities for the 
purpose of . . . mutual aid or protection.”32  
In American Medical Response of Con-
necticut, the NLRB filed a complaint that 
alleged, among other things, that an em-
ployer maintained numerous overbroad 
policies that prohibit employees from 
“making disparaging, discriminatory, or 
defamatory comments when discussing 
the company, or the employee’s superiors, 
co-workers, and/or competitors.”33  The 
complaint also alleged that the employer 
asked an employee to prepare a written 
incident report and denied the employee’s 
request for union representation.34  After 
this incident, the employee, along with 
other employees, criticized her supervisor 
on Facebook and the employer terminated 
her. 
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The Division of Advice (the “Divi-
sion”) issued a memorandum, finding that 
the employee engaged in protected ac-
tivity “by discussing supervisory actions 
with coworkers in her Facebook post,” 
and that the employer’s social media pol-
icy was overbroad and unlawful because 
it prohibited employees from making dis-
paraging comments “while discussing the 
employee’s superiors, co-workers, and/
or competitors” without making it clear 
that it did not apply to Section 7.35  On 
February 8, 2011, the employer reached 
a settlement agreement with the NLRB, 
agreeing to “revise its overly-broad rules 
to ensure that they do not improperly re-
strict employees from discussing their 
wages, hours, and working conditions 
with co-workers and others while not at 
work, and that they would not discipline 
or discharge an employee for engaging in 
such discussions.”36

In Lee Enterprises, Inc. d/b/a/ Ari-
zona Daily Star, the managing editor of a 
newspaper told his reporter-employee to 
“stop airing his grievances or commenting 
about the employer in any public forum,” 
instructed him not to tweet about anything 
work-related, and told him to “refrain 
from using derogatory comments that may 
damage the goodwill of the company.”37  
Despite this, the reporter posted unpro-
fessional tweets to a work-related Twit-
ter account and the employer discharged 
him.  Although the Division found that 
the managing editor’s collection of state-
ments to the employee could be inter-
preted to prohibit activities protected by 
Section 7, it stopped short of finding the 
statements overbroad, orally promulgated 
rules.  The statements did not constitute 
overbroad policies, according to the Di-
vision, because they were “made solely 
to the [employee] in the context of disci-
pline, in response to specific inappropriate 
conduct,” and they were not communicat-
ed to other employees or characterized as 
new rules.38 

The Division also found that the em-
ployer did not violate Section 8(a)(1) of 
NLRA by terminating the reporter for his 
unprofessional tweets.39  Section 8(a)(1) 
provides that it is an unfair labor practice 
for an employer . . . to interfere with, re-
strain, or coerce employees in the exercise 
of the rights guaranteed in section 7 … 
.”40  Some of the tweets that the reporter 
posted included: 1) “You stay homicid-
al, Tucson, See Star New for the bloody 
deets”; 2) “What?!?!? No overnight ho-
micide? WTF? You’re slacking Tucson”; 
and 3) “I’d root for daily death if it al-
ways happened in close proximity to Gus 
Balon’s.”41  The discharge did not violate 
Section 8(a)(1), the Division found, be-

cause his tweets did not involve protected 
concerted activity.  Specifically, the posts 
did not relate to the terms and condition 
of employment or seek to involve other 
employees in issues related to employ-
ment.42 
Conclusion

In 2010 alone, the U.S. Equal Employ-
ment Opportunity Commission saw more 
than 99,000 charges of discrimination filed 
as a result of social-media-background 
checks.43  In 2011, the FTC proposed sig-
nificant revisions to the Children’s Online 
Privacy Protection Rule to account for the 
evolution of social media technology.44  
As new laws continue to be made in re-
sponse to online activity in 2012 and be-
yond, the role of legal in corporate social 
media strategy is critical to legal compli-
ance for you and your clients. 
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