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This edition of NFPA 1600, Standard on Disaster/Emergency Management and Business Continu-
ity Programs, was prepared by the Technical Committee on Emergency Management and
Business Continuity and released by the Technical Correlating Committee on Emergency
Management and Business Continuity. It was issued by the Standards Council on October 27,
2009, with an effective date of December 5, 2009, and supersedes all previous editions.

This edition of NFPA 1600 was approved as an American National Standard on December 5,
2009.

Origin and Development of NFPA 1600

The NFPA Standards Council established the Disaster Management Committee in January
1991. The committee was given the responsibility for developing documents relating to pre-
paredness for, response to, and recovery from disasters resulting from natural, human, or
technological events.

The first document that the committee focused on was NFPA 1600, Recommended Practice for
Disaster Management. NFPA 1600 was presented to the NFPA membership at the 1995 Annual
Meeting in Denver, CO. That effort produced the 1995 edition of NFPA 1600.

For the 2000 edition, the committee incorporated a “total program approach” for
disaster/emergency management and business continuity programs in its revision of the
document from a recommended practice to a standard. They provided a standardized basis
for disaster/emergency management planning and business continuity programs in private
and public sectors by providing common program elements, techniques, and processes. The
committee provided expanded provisions for enhanced capabilities for disaster/emergency
management and business continuity programs so that the impacts of a disaster would be
mitigated, while protecting life and property. The chapters were expanded to include addi-
tional material relating to disaster/emergency management and business continuity pro-
grams. The annex material was also expanded to include additional explanatory material.

For the 2004 edition, the committee updated terminology and editorially reformatted the
document to follow the 2003 Manual of Style for NFPA Technical Committee Documents, however, the
basic features of the standard remained unchanged. In addition, the committee added a table in
Annex A that created a crosswalk among FEMA CAR, NFPA 1600, and BCI & DRII professional
practices. The committee added significant informational resources to Annexes B, C, D, and E.

The document continues to be developed in cooperation and coordination with represen-
tatives from FEMA, NEMA, and IAEM. This coordinated effort was reflected in the expansion
of the title of the standard for the 2000 edition to include both disaster and emergency
management, as well as information on business continuity programs.

The 2007 edition incorporated changes to the 2004 edition, expanding the conceptual
framework for disaster/emergency management and business continuity programs. Previous
editions of the standard focused on the four aspects of mitigation, preparedness, response,
and recovery. The 2007 edition identified prevention as a distinct aspect of the program, in
addition to the other four. Doing so brought the standard into alignment with related disci-
plines and practices of risk management, security, and loss prevention.

The technical committee also expresses its appreciation to the U.S. Department of Home-
land Security (DHS), IAEM, and NEMA for their continued support in the development of
the standard, and for the use of their logos on the cover of the 2007 edition.

NFPA 1600, NFPA, and National Fire Protection Association are registered trademarks of the National Fire Protection Association, Quincy, Massachusetts 02169.



1600-2 DISASTER/EMERGENCY MANAGEMENT AND BUSINESS CONTINUITY PROGRAMS

\

The 2010 edition of NFPA 1600 has been reordered and expanded. Chapter 4, Program Management, was ex-
panded to emphasize the importance of leadership and commitment; includes new requirements for defining perfor-
mance objectives; and includes new requirements for records management. Finance and administration was also
moved to the program management chapter. The most noticeable change from the 2007 edition is the rewriting of
Chapter 5 into four chapters addressing planning, implementation, testing and exercises, and program improvement.
The ordering of these chapters follows a typical program development process and is consistent with “plan, do, check,
act” or continuous improvement processes. Requirements for business impact analysis, which had been previously
been covered under the heading of “risk assessment” are now a separate section within Chapter 5. Chapter 6, Imple-
mentation, includes a new section on employee assistance and support. Testing and exercising was expanded within
the new Chapter 7, and evaluations and corrective action have been incorporated into a new Chapter 8 on program
improvement.

The long list of resources included with the annexes of prior editions was pared down, recognizing the difficulty of
keeping information up to date in a triennial publication. Annex C includes a self-assessment checklist to help users
evaluate conformity with the standard, and Annex D provides a crosswalk between NIPA 1600 and management system
program elements.

In November of 2009, NFPA 1600 received designation and certification as anti-terrorism technology under the
SAFETY Act. the technical committee extends its appreciation to the U.S. Department of Homeland Security for
authorizing the use of the SAFETY Act Certified™ seal on the cover of the 2010 edition.

The technical committee also expresses its appreciation to the Association of Contingency Planners (ACP), Disaster
Recovery Institute International (DRII), and IAEM for their continued support in the development of NFPA 1600, and
the use of their logos on the cover of the 2010 edition.
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IMPORTANT NOTE: This NFPA document is made available for
use subject to important notices and legal disclaimers. These notices
and disclaimers appear in all publications containing this document
and may be found under the heading “Important Notices and Dis-
claimers Concerning NFPA Documents.” They can also be obtained
on request from NFPA or viewed at www.nfpa.org/disclaimers.

NOTICE: An asterisk (*) following the number or letter
designating a paragraph indicates that explanatory material
on the paragraph can be found in Annex A.

Information on referenced publications can be found in
Chapter 2 and Annex E.

Chapter 1 Administration

1.1* Scope. This standard shall establish a common set of cri-
teria for all hazards disaster/emergency management and
business continuity programs, hereinafter referred to as “the
program.”

1.2* Purpose. This standard provides the fundamental criteria
to develop, implement, assess, and maintain the program for
prevention, mitigation, preparedness, response, continuity,
and recovery.

1.3* Application. This document shall apply to public, not-for-
profit, non-governmental organizations (NGO), and private
entities on a local, regional, national, international, and glo-
bal basis.

Chapter 2 Referenced Publications

2.1 General. The documents or portions thereof listed in this
chapter are referenced within this standard and shall be con-
sidered part of the requirements of this document.

2.2 NFPA Publications. (Reserved)
2.3 Other Publications.

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-
Webster, Inc., Springfield, MA, 2003.

2.4 References for Extracts in Mandatory Sections. (Reserved)

Chapter 3 Definitions

3.1 General. The definitions contained in this chapter shall
apply to the terms used in this standard. Where terms are not
defined in this chapter or within another chapter, they shall
be defined using their ordinarily accepted meanings within
the context in which they are used. Merriam-Webster’s Collegiate
Dictionary, 11th edition, shall be the source for the ordinarily
accepted meaning.

3.2 NFPA Official Definitions.

3.2.1*% Approved. Acceptable to the authority having jurisdic-
tion.

3.2.2*% Authority Having Jurisdiction (AHJ). An organization,
office, or individual responsible for enforcing the require-
ments of a code or standard, or for approving equipment,
materials, an installation, or a procedure.

3.2.3 Shall. Indicates a mandatory requirement.

3.2.4 Should. Indicates a recommendation or that which is
advised but not required.

3.2.5 Standard. A document, the main text of which contains
only mandatory provisions using the word “shall” to indicate
requirements and which is in a form generally suitable for
mandatory reference by another standard or code or for adop-
tion into law. Nonmandatory provisions shall be located in an
appendix or annex, footnote, or fine-print note and are not to
be considered a part of the requirements of a standard.

3.3 General Definitions.

3.3.1 All-Hazards. An approach for prevention, mitigation,
preparedness, response, continuity, and recovery that ad-
dresses a full range of threats and hazards, including natural,
human-caused, and technology-caused.

3.3.2% Business Continuity. An ongoing process to ensure that
the necessary steps are taken to identify the impact of poten-
tial losses and maintain viable recovery strategies, recovery
plans, and continuity of services.

3.3.3 Continual Improvement. Recurring process of enhanc-
ing the management program in order to achieve improve-
ments in overall performance consistent with the entity’s
policy, goals, and objectives.

3.3.4% Continuity. A term that includes business continuity,
continuity of operations [COOP], operational continuity, suc-
cession planning, continuity of government [COG], which
support the resilience of the entity.

3.3.5 Crisis Management. The ability of an entity to manage
incidents that have the potential to cause significant security,
financial, or reputational impacts.

3.3.6 Damage Assessment. An appraisal or determination of
the effects of the incident on humans, on physical, opera-
tional, economic characteristics, and on the environment.

3.3.7 Disaster/Emergency Management. An ongoing process
to prevent, mitigate, prepare for, respond to, maintain conti-
nuity during, and recover from an incident that threatens life,
property, operations, or the environment.

3.3.8 Entity. A governmental agency or jurisdiction, private
or public company, partnership, nonprofit organization, or
other organization that has emergency management and con-
tinuity of operations responsibilities.

3.3.9% Exercise. Activity in which the entity’s plan(s) is re-
hearsed in part or in whole to ensure that the plan(s) contains
the appropriate information and produces the desired result
when put into effect.

3.3.10 Impact Analysis [Business Impact Analysis (BIA)]. A
management level analysis that identifies the impact of losing
the entity’s resources.

(3]
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3.3.11%* Incident. An event that has the potential to cause in-
terruption, disruption, loss, emergency, crisis, disaster, or ca-
tastrophe.

3.3.12 Incident Action Plan. A verbal plan, written plan, or
combination of both, that is updated throughout the incident
and reflects the overall incident strategy, tactics, risk manage-
ment, and member safety that are developed by the incident
commander.

3.3.13* Incident Management System (IMS). The combination
of facilities, equipment, personnel, procedures, and commu-
nications operating within a common organizational struc-
ture, designed to aid in the management of resources during
incidents.

3.3.14 Interoperability. The ability of diverse personnel, sys-
tems, and organizations to work together seamlessly.

3.3.15 Mitigation. Activities taken to reduce the impacts from
hazards.

3.3.16% Mutual Aid/Assistance Agreement. A prearranged
agreement between two or more entities to share resources in
response to an incident.

3.3.17 Preparedness. Ongoing activities, tasks, and systems to
develop, implement, and maintain the program capabilities.

3.3.18* Prevention. Activities to avoid an incident or to stop
an incident from occurring.

3.3.19* Recovery. Activities and programs designed to return
conditions to a level that is acceptable to the entity.

3.3.20* Resource Management. A system for identifying avail-
able resources to enable timely access to resources needed to
prevent, mitigate, prepare for, respond to, maintain continu-
ity during, or recover from an incident.

3.3.21* Response. Immediate and ongoing activities, tasks,
programs, and systems to manage the effects of an incident
that threatens life, property, operations, or the environment.

3.3.22 Risk Assessment. Process of hazard identification, prob-
ability analysis, vulnerability analysis, and impacts analysis.

3.3.23 Situation Analysis. The process of collecting, evaluat-
ing, and disseminating information related to the incident,
including information on the current and forecasted situa-
tion, and on the status of resources for management of the
incident.

3.3.24 Vital Records. Information critical to the continued
operation or survival of an entity.

Chapter 4 Program Management

4.1* Leadership and Commitment.

4.1.1 The entity leadership shall demonstrate commitment
to the program to prevent, mitigate the consequences of, pre-
pare for, respond to, maintain continuity during, and recover
from incidents.

4.1.2 The leadership commitment shall include the following:

(1) Policies, plans, and procedures to develop, implement,
and maintain the program
(2) Resources to support the program

\
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(3) Reviews and evaluations to ensure program effectiveness
(4) Correction of deficiencies

4.1.3 The entity shall adhere to policies, execute plans, and
follow procedures developed to support the program.

4.2% Program Coordinator. The program coordinator shall be
appointed by the entity and authorized to develop, imple-
ment, administer, evaluate, and maintain the program.

4.3* Program Committee.

4.3.1* A program committee shall be established by the entity
in accordance with its policy.

4.3.2 The program committee shall provide input for, and/or
assist in, the coordination of the preparation, development,
implementation, evaluation, and maintenance of the program.

4.3.3* The program committee shall include the program co-
ordinator and others who have the expertise, the knowledge
of the entity, and the capability to identify resources from all
key functional areas within the entity and shall solicit appli-
cable external representation.

4.4 Program Administration. The entity shall have a docu-
mented program that includes the following:

(1) Executive policy, including vision, mission statement, roles
and responsibilities, and enabling authority

(2)*Program scope, goals, objectives, and method of program
evaluation

(3) Program plans and procedures that include the following:
(a) Anticipated cost
(b) Priority
(¢) Time schedule
(d) Resources required

(4) Applicable authorities, legislation, regulations, and indus-
try codes of practice as required by Section 4.5

(5) Program budget and schedule, including milestones

(6) Records management practices as required by Section 4.8

4.5 Laws and Authorities.

4.5.1* The program shall comply with applicable legislation,
policies, regulatory requirements, and directives.

4.5.2* The entity shall establish and maintain a procedure(s) to
comply with applicable legislation, policies, regulatory require-
ments, and directives.

4.5.3% The entity shall implement a strategy for addressing the

need for revisions to legislation, regulations, directives, poli-
cies, and industry codes of practice.

4.6 Performance Objectives.

4.6.1* The entity shall establish performance objectives for
program requirements in accordance with Chapter 4 and pro-
gram elements in accordance with Chapters 4 through 8.

4.6.2 The performance objectives shall depend on the results
of the hazard identification, risk assessment, and business im-
pact analysis.

4.6.3* Performance objectives shall be developed by the entity
to address both short-term and long-term needs.

4.6.4%* The entity shall define the terms short term and long term.
4.7* Finance and Administration.

4.7.1 The entity shall develop financial and administrative
procedures to support the program before, during, and after
an incident.
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4.7.2 There shall be a responsive financial management and
administrative framework that complies with the entity’s pro-
gram requirements and is uniquely linked to response, conti-
nuity, and recovery operations.

4.7.3 There shall be crisis management procedures to pro-
vide coordinated situation-specific authorization levels and
appropriate control measures.

4.7.4 The framework shall provide for maximum flexibility to
expeditiously request, receive, manage, and apply funds in a
non-emergency environment and in emergency situations to
ensure the timely delivery of assistance.

4.7.5 The administrative process shall be documented
through written procedures.

4.7.6 The program shall be capable of capturing financial
data for future cost recovery, as well as identifying and access-
ing alternative funding sources and managing budgeted and
specially appropriated funds.

4.7.7 Procedures shall be created and maintained for expe-
diting fiscal decisions in accordance with established authori-
zation levels, accounting principles, and other fiscal policy.

4.7.8* The procedures specified in 4.7.7 shall include the fol-
lowing:

(1) Establishment and definition of responsibilities for the
program finance authority, including its reporting rela-
tionships to the program coordinator

(2) Program procurement procedures

(3) Payroll

(4)*Accounting systems to track and document costs

(5) Management of funding from external sources

4.8* Records Management.
4.8.1 The entity shall develop a records management program

4.8.2 Policies shall be created, approved, and enforced to
address the following:

(1) Records classification

(2) Maintenance of confidentiality

(3) Maintenance of integrity incorporating audit trail
(4) Record retention

(5) Record storage

(6) Record archiving

(7) Record destruction

(8) Access control

(9) Document control

4.8.3 The entity shall apply the program to existing and
newly created records.

4.8.4 The entity shall develop and enforce procedures coor-
dinating the access and circulation of records within and out-
side of the organization.

4.8.5 The entity shall execute the records management pro-
gram.

Chapter 5 Planning

5.1 Planning Process.

5.1.1* The program shall follow a planning process that devel-
ops strategic, crisis management, prevention, mitigation, emer-
gency operations,/response, continuity, and recovery plans.

5.1.2 Strategic planning shall define the vision, mission, and
goals.

5.1.3 Crisis management planning shall address issues that
threaten the strategic, reputational, and intangible elements
of the entity.

5.1.4 The entity shall include key stakeholders in the plan-

ning process.
5.2 Common Plan Requirements.

5.2.1%* Plans shall identify the functional roles and responsi-
bilities of internal and external agencies, organizations, de-
partments, and positions.

5.2.2 Plans shall identify lines of authority.

5.2.3 Plans shall identify lines of succession for the entity.
5.2.4 Plans shall identify interfaces to external organizations.
5.2.5 Plans shall identify the process for delegation of authority.

5.2.6 Plans shall identify logistics support and resource re-
quirements.

5.2.7% Plans shall address the health and safety of personnel.

5.2.8* Plans shall be individual, integrated into a single plan
document, or a combination of the two.

5.2.9* The entity shall make sections of the plans available to
those assigned specific tasks and responsibilities therein and
to key stakeholders as required.

5.3* Planning and Design.

5.3.1*% The program shall include the requirements specified in
Chapters 4 through 8, the scope of which shall be determined
through an “all-hazards” approach, and the risk assessment.

5.3.2* The program requirements shall be applicable to pre-
vention, mitigation, preparedness, response, continuity, and
recovery.

5.4* Risk Assessment.

5.4.1%¥ The entity shall conduct a risk assessment in accor-
dance with Section 5.4 to identify strategies for prevention
and mitigation and to gather information to develop plans for
response, continuity, and recovery.

5.4.2% The entity shall identify hazards and monitor those haz-
ards and the likelihood of their occurrence.

5.4.2.1* Hazards to be evaluated shall include the following:

(1) Natural hazards (geological, meteorological, and biologi-
cal)

(2) Human-caused events (accidental and intentional)

(3) Technologically caused events (accidental and intentional)

5.4.2.2 The vulnerability of people, property, the environment,
and the entity shall be identified, evaluated, and monitored.

5.4.3* The entity shall conduct an analysis of the impact of the
hazards identified in 5.4.2 on the following:

(1) Health and safety of persons in the affected area at the
time of the incident (injury and death)

(2) Health and safety of personnel responding to the incident

(3)*Continuity of operations

(4)*Property, facilities, assets, and critical infrastructure

(5) Delivery of the entity’s services

(6) Supply chain

(3]
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(7) Environment

(8)*Economic and financial condition

(9) Regulatory and contractual obligations
(10) Reputation of or confidence in the entity

5.4.4* The analysis shall evaluate the potential effects of re-
gional, national, or international incidents that could have
cascading impacts.

5.5* Business Impact Analysis.
5.5.1 The entity shall conduct a business impact analysis (BIA).

5.5.2 The BIA shall evaluate the potential impacts resulting
from interruption or disruption of individual functions, pro-
cesses, and applications.

5.5.3% The BIA shall identify those functions, processes, and
applications that are critical to the entity and the pointin time
when the impact(s) of the interruption or disruption becomes
unacceptable to the entity.

5.5.4* The BIA shall evaluate the potential loss of information
and the point in time that defines the potential gap between
the last backup of information and the time of the interrup-
tion or disruption.

5.5.5 The BIA developed in Section 5.5 shall be used in the
development of plans to support the program.

5.5.6 The impact analysis required by 5.4.3 and the BIA re-
quired by Section 5.5 shall be permitted to be conducted in
conjunction with each other or separately.

5.6 Prevention.

5.6.1* The entity shall develop a strategy to prevent an inci-
dent that threatens life, property, and the environment.

5.6.2% The prevention strategy shall be based on the informa-
tion obtained from Section 5.4 and shall be kept current using
the techniques of information collection and intelligence.

5.6.3 The prevention strategy shall be based on the results of
hazard identification and risk assessment, impact analysis, pro-
gram constraints, operational experience, and cost benefit
analysis.

5.6.4 The entity shall have a process to monitor the identified
hazards and adjust the level of preventive measures to be com-
mensurate with the risk.

5.7 Mitigation.

5.7.1* The entity shall develop and implement a mitigation
strategy that includes measures to be taken to limit or control
the consequences, extent, or severity of an incident that can-
not be prevented.

5.7.2* The mitigation strategy shall be based on the results of
hazard identification and risk assessment, impact analysis, pro-
gram constraints, operational experience, and cost benefit
analysis.

5.7.3* The mitigation strategy shall include interim and long-
term actions to reduce vulnerabilities.

Chapter 6 Implementation

6.1* Resource Management.

6.1.1* The entity shall conduct a resource management needs
assessment based on the hazards identified in 5.4.2.

\
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6.1.2 The resource management needs assessment shall in-
clude the following:

(1)*Human resources, equipment, training, facilities, fund-
ing, expert knowledge, materials, technology, informa-
tion, intelligence, and the time frames within which they
will be needed

(2) Quantity, response time, capability, limitations, cost, and
liability connected with using the involved resources

(3) Resources and any needed partnership arrangements es-
sential to the program

6.1.3* The entity shall establish procedures to locate, acquire,
store, distribute, maintain, test, and account for services, hu-
man resources, equipment, materials, and facilities procured
or donated to support the program.

6.1.4% Facilities capable of supporting response, continuity,
and recovery operations shall be identified.

6.1.5 Resource management shall include the following tasks:

(1) Establishing processes for describing, taking inventory of,
requesting, and tracking resources

(2) Resource typing or categorizing resources by size, capac-
ity, capability, and skill

(3) Mobilizing and demobilizing resources in accordance
with the established IMS

(4) Conducting contingency planning for resource deficiencies

6.1.6 A current inventory of internal and external resources
shall be maintained.

6.1.7 Donations of human resources, equipment, material,
and facilities shall be managed.

6.2* Mutual Aid/Assistance.
6.2.1 The need for mutual aid/assistance shall be determined.

6.2.2 If mutual aid/assistance is needed, agreements shall be
established.

6.2.3* Mutual aid/assistance agreements shall be docu-
mented in the program.

6.3* Communications and Warning.

6.3.1* The entity shall determine communications and warn-
ing needs, based on required capabilities to execute plans.

6.3.2* Communications and warning systems shall be reliable,
redundant, and interoperable.

6.3.3* Emergency communications and warning protocols
and procedures shall be developed, tested, and used to alert
stakeholders potentially impacted by an actual or impending
incident.

6.3.4 Advisory and warning systems shall be integrated into
planning and operational use.

6.3.5% The entity shall develop and maintain the following
capabilities:

(1) Communications between the levels and functions of the
organization and outside entities

(2) Documentation of communications

(3) Communications with emergency responders

(4) Central contact facility or communications hub

6.3.6 The entity shall establish, implement, and maintain
procedures to disseminate warnings.
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6.3.7 The entity shall develop procedures to advise the pub-
lic, through authorized agencies, of threats to life, property,
and the environment.

6.3.8% The entity shall disseminate warning information to
stakeholders potentially impacted.

6.3.9 The entity shall document issued warnings.
6.4 Operational Procedures.

6.4.1 The entity shall develop, coordinate, and implement
operational procedures to support the program and execute
its plans.

6.4.2*% Procedures shall be established and implemented for
response to and recovery from the impact of hazards identi-
fied in 5.4.2.

6.4.3* Procedures shall provide for life safety, property conser-
vation, incident stabilization, continuity, and protection of the
environment under the jurisdiction of the entity.

6.4.4 Procedures shall include the following:

(1) Control of access to the area affected by the incident

(2) Identification of personnel engaged in activities at the in-
cident

(3) Accounting for personnel engaged in incident activities

(4) Mobilization and demobilization of resources

6.4.5 Procedures shall include a situation analysis that incor-
porates a damage assessment and a needs assessment to iden-
tify resources to support activities.

6.4.6 On activation of a local emergency operations center
(EOC), communications and coordination shall be estab-
lished between the IMS and the EOC.

6.4.7* Procedures shall allow for concurrent activities of re-
sponse, continuity, recovery, and mitigation.

6.5 Emergency Response.

6.5.1* Emergency operations/response plans shall assign re-
sponsibilities for carrying out specific actions in an emergency.

6.5.2% The plan shall identify actions to be taken to protect
people (including those with special needs), property, opera-
tions, and the environment and to provide incident stabilization.

6.5.3 The plan shall include the following:

(1) Communication and warning in accordance with Sec-
tion 6.3

(2) Crisis communication and public information in accor-
dance with Section 6.8

(3) Protective actions for life safety

(4) Direction and control in accordance with Section 6.8

(b) Resource management in accordance with Sections 6.1
and 6.2

(6) Donation management in accordance with 6.1.7

6.6* Employee Assistance and Support.

6.6.1* The entity shall develop a strategy for employee assis-
tance and support to include the following:

(1) Communications procedures

(2)*Contact information, including emergency contact out-
side anticipated hazard area

(3) Accounting for persons affected, displaced, or injured by
the incident

(4) Temporary, short-term, or long-term housing, and feed-
ing and care of those displaced by an incident

(5) Mental health and physical well-being of individuals af-
fected by the incident

(6) Pre-incident and post-incident awareness

6.6.2 The strategy shall be flexible for use in all incidents.
6.7 Business Continuity and Recovery.

6.7.1* The continuity plan shall identify stakeholders that need
to be notified; critical and time-sensitive applications; alternative
work sites; vital records, contact lists, processes, and functions
that must be maintained; and personnel, procedures, and re-
sources that are needed while the entity is recovering.

6.7.2 The recovery plan shall provide for restoration of func-
tions, services, resources, facilities, programs, and infrastruc-
ture.

6.8* Crisis Communications and Public Information.

6.8.1* The entity shall develop a plan and procedures to dis-
seminate and respond to requests for pre-incident, incident,
and post-incident information to and from the following:

(1) Internal audiences, including employees
(2) External audiences, including the media and special
needs populations

6.8.2% A capability shall be established and maintained to in-
clude the following:

(1)*Central contact facility

(2) System for gathering, monitoring, and disseminating in-
formation

(3) Procedures for developing and delivering coordinated
messages

(4) Pre-scripted information bulletins or templates

(5) Protocol to coordinate and clear information for release

6.8.3 The entity shall establish a physical or virtual informa-
tion center.

6.9 Incident Management.

6.9.1* The entity shall develop an incident management sys-
tem to direct, control, and coordinate response and recovery
operations.

6.9.2% The incident management system shall describe spe-
cific organizational roles, titles, and responsibilities for each
incident management function.

6.9.3 The entity shall establish procedures and policies for
coordinating mitigation, preparedness, response, continuity
and recovery activities.

6.9.4 The entity shall coordinate the activities specified in
6.9.3 with stakeholders in the mitigation, preparedness, re-
sponse, continuity, and recovery operations.

6.9.5* Emergency operations/response shall be guided by an
incident action plan or management by objectives.

6.10* Emergency Operations Centers (EOCs).

6.10.1* The entity shall establish primary and alternate EOCs
capable of managing response, continuity, and recovery op-
erations.

6.10.2* The EOCs shall be permitted to be physical or virtual.

y
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6.11* Training and Education.

6.11.1%* The entity shall develop and implement a training and
education curriculum to support the program.

6.11.2 The goal of the curriculum shall be to create aware-
ness and enhance the knowledge, skills, and abilities required
to implement, support, and maintain the program.

6.11.3 The scope of the curriculum and frequency of instruc-
tion shall be identified.

6.11.4 Personnel shall be trained in the entity’s IMS and other
components of the program to the level of their involvement.

6.11.5 Records of training and education shall be maintained
as specified in Section 4.8.

6.11.6 The curriculum shall comply with applicable regula-
tory and program requirements.

6.11.7* A public education program shall be implemented to
communicate the following:

(1) Potential hazard impacts
(