


DISASTER RECOVERY: 
SOMETHING EVERYBODY NEEDS, 
BUT NEVER WANTS TO USE



²Ƙŀǘ 5ƻ ²Ŝ aŜŀƴ .ȅ ά5ƛǎŀǎǘŜǊΚέ

Á{ŀȅƛƴƎ άŘƛǎŀǎǘŜǊέ ƻŦǘŜƴ 
invokes visionsof twisters 
and floods

ÁDisasters (and recovery 
strategies that address them) 
come in many forms



The U.S.DƻǾŜǊƴƳŜƴǘΩǎ ¢ŀƪŜ1

IT riskmanagement covers three categories:

ÁNatural (hurricaƴŜΣ ǘƻǊƴŀŘƻΣ ŦƭƻƻŘΣ ŦƛǊŜ Χύ

ÁHuman (operator error, sabotage, implant of malicious 
ŎƻŘŜΣ ǘŜǊǊƻǊƛǎǘ ŀǘǘŀŎƪǎ Χύ

ÁEnvironmental (equipmentfailure, software error, 
ǘŜƭŜŎƻƳ ƴŜǘǿƻǊƪ ƻǳǘŀƎŜΣ ŜƭŜŎǘǊƛŎ ǇƻǿŜǊ ŦŀƛƭǳǊŜ Χύ



SMB DR Preparedness Survey Results2

Á82% report satisfaction with their DR plans

Á84% report IT systems are protected to some extent

ÁAverage SMB experienced 3 outages in past 12 
months due to human, power, and natural causes

Á47% report no plan to handle such disruptions

Á1 in 5 do daily backups; 40% backup monthly or less!



¢ƘŜ {ƘŀǊŜtƻƛƴǘ 5w ά/ƻƳƳŀƴŘƳŜƴǘǎέ 

ÁProtect your content

ÁTrack your changes

ÁKnow your constraints

ÁCoverSharePoint

ÁYou ŎŀƴΩǘdo it alone!



Content is king; protect your king.

SharePoint Content
SharePoint Customizations

SharePoint Servers

SQL Server

IIS

Windows Server

Network

You



{ƘŀǊŜtƻƛƴǘΩǎ [ƻƎƛŎŀƭ IƛŜǊŀǊŎƘȅ
Farm

Servers
Web Front End, APP, SQL

Web Applications
Central Admin, SSP Admin, Content

Databases
Content, Config, SSP, Search

Site Collections
ά/ƻƴǘŀƛƴŜǊέ ƻŦ {ƛǘŜǎ

Sites/Webs
Internet, Intranet Portal, Wikis, Blogs, Team, Doc, Mtg

Lists
5ƻŎ [ƛōΣ tŀƎŜǎΣ 9ǾŜƴǘǎΣ 5ƛǎŎǳǎǎƛƻƴǎΣ {ǳǊǾŜȅǎΣ ŜǘŎΧ

Items
Files, Calendar Items, Contacts, Customers, Images, Custom
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Items
Files, Calendar Items, Contacts, Customers, Images, Custom

Service Applications
Search, State Svc, etc.

2010 Alert!



Trackyour changes!

ÁDocument your original configuration

ÁDocumentALL configuration changes

ÁA restore will require all configuration changes 
to be re-executed

ÁRecord everything about each change

ÁConfiguration-only backup/restore

2010 Alert!



DR Plans Begin With Targets

ÁDR is driven by business owners and stakeholders as 
part of a larger strategy

Á¢ƘŜ ǳƭǘƛƳŀǘŜ ƳŜŀǎǳǊŜ ƻŦ ŀ 5w ǇƭŀƴΩǎ ǎǳŎŎŜǎǎ ƛǎ 
whether or not it hits business-supplied targets

ÁDR targets are described in juicy DR terms

ÁTargets + Costs + Resources = Constraints



RPO

ÁThefull term is
άRecoverytƻƛƴǘ hōƧŜŎǘƛǾŜέ

ÁMeasured in time

ÁDescribes maximumamount 
of acceptable data loss

timeline



RTO

ÁThe full term is
άRecovery¢ƛƳŜ hōƧŜŎǘƛǾŜέ

ÁAlso measured in time

ÁDescribes maximum amount 
of time that can be taken to 
restore a system or 
functionalitytimeline



Coverage Tools And Techniques

ÁWhatdo they cover?

ÁWhatŘƻƴΩǘ ǘƘŜȅ ŎƻǾŜǊΚ

ÁGranularity

ÁUsability

ÁViability (with given RPO & RTO targets)



Commonly Available Tools

ÁSharePoint Designer

ÁCA backup/restore

ÁSTSADM backup/restore

ÁSQL backups



SharePoint Designer

ÁThe ŀŘƳƛƴΩǎnemesis

ÁBest case: end user content 
protection

ÁWhat can it do?

ÁStructural migration

ÁSite template creation

ÁContent migration

2010 Alert!

Migration support unlikely



Central AdministrationBackup/Restore

ÁUse case: one-off backups

ÁWhat can it do?

ÁFarm

ÁWeb applications

ÁContent databases

ÁRemember, content is king



Central AdministrationBackup/Restore

ÁSite collection backups

ÁUnattached DB recovery

Áno more recovery farms

ÁGranular export support

Áto the list level

ÁStill no scheduling built-in

2010 Alert!



STSADM.EXE Backup/Restore

ÁUse case: regularly 
scheduled backups

ÁWhat can it do?

ÁFarm

ÁWeb applications

ÁContent databases

ÁSite collections

ÁDid I mention that 
content is king?



STSADM.EXE Backup/Restore

ÁSTSADMǎǘƛƭƭ ǎǳǇǇƻǊǘŜŘΣ ōǳǘΧ

ÁProbably on its way out

ÁLearnPowerShell

Á>500 cmdletsfor SP2010

ÁPowerful, object-based

ÁGenerally more efficient

2010 Alert!



SQL Server Database Backups

ÁUse case: scheduled backups 
for larger farms

ÁWhatcan it do?

ÁContentdatabases

ÁNevera bad thing

ÁSupport for SQL snapshots

2010 Alert!



Virtual Machine Snapshots



Additional Techniques And Strategies

ÁDifferent techniques for different requirements

ÁClustering

ÁLoad balancing

ÁDatabase mirroring

ÁTransactionlog shipping

ÁReal-time replication

Á!ǎ ƳŜƴǘƛƻƴŜŘ ŜŀǊƭƛŜǊΣ ƴƻ άƻƴŜ ǎƛȊŜ Ŧƛǘǎ ŀƭƭέ

2010 Alert!



Third-Party Tools

ÁLǘΩǎ ŀ ŎƻƳǇŜǘƛǘƛǾŜ ƳŀǊƪŜǘ

ÁCanthey do everything?

ÁHowlow (into your farm) 
can they go?

Áhttp:// tinyurl.com/SPDR
Products

http://tinyurl.com/SPDRProducts
http://tinyurl.com/SPDRProducts
http://tinyurl.com/SPDRProducts
http://tinyurl.com/SPDRProducts

