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DISASTER RECOVERY:
SOMETHING EVERYBODY NEEDS,
BUTNEVER WANTS TO USE
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Invokes visionsf twisters
and floods

A Disasters (andecovery
strategies that address them)
come in many forms
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IT riskmanagement covers three categories:
ANatural (hurricgf ST 02Ny I R2% Ff22R
A Human (operator error, sabotage, implant of malicious
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A Environmental (equipmerfailure, software error,
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SMB DR Preparedness Survey Results

A 82% report satisfaction with their DR plans
A 84% report IT systems are protected to some extent

A Average SMB experienced 3 outages in past 12
months due to human, power, and natural causes

A 47% report no plan to handle such disruptions
A 1in 5 do daily backups; 40% backup monthly or less!
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A Protect yourcontent

A Track youchanges

A Know yourconstraints
A CoverSharePoint
AYouO | yi&italone!
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Content Isking; protect your king.

| SharePoint Content |

SharePoint Customizations
SharePoint Servers
SQL Server
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Files, Calendar dtems; Contacts; Customers; Images; Cust
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Web Applications Service Applications
Central/Admin, SSP/Admin, Conte Search, State Sve, et

Databases
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A Document your original configuration

Trackyour changes

A DocumentALL configuration changes

A A restore will require all configuration changes
to be reexecuted

A Recordeverythingabout each change

A Configuratioronly backup/restore
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DR Plans Begin With Targets

A DR is driven by business owners and stakeholders as
part of a larger strategy

ACKS dzZf GAYIF OGS YSIFadaNs 27T |
whether or not it hits businessupplied targets

A DR targets are described in juicy DR terms

A Targets + Costs + Resources = Constraints
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RTO = 24 hours (1 day)
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(t=0)

recovered 1
(t + 18hrs)

timeline

recovered 2
(t + 28hrs)

A The full term is v
ORecoveryt AYS hoege

A Also measured in time

A Describes maximum amout
of time that can be taken to

restore a system or
functionality
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Coverage Tools And Techniques

A Whatdo they cover?

AWhatR2y QU GKSé& 02 3dSNK
A Granularity

A Usability

A Viability (with given RPO & RTO targets)



N T2 V7 -7

>, Savmg SharePoint

Sean P. McDonough

Commonly Available Tools

4 N

A SharePoint Designer

A CA backup/restore

A STSADM backup/restore
A SQL backups
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SharePoint Designer

Microsoft
SharePoint Designer 2010

Starting...

CCCCC

Migration support unlikely

A Thel R Y Mngh@sis
A Best case: end user content
protection
A What can it do?
A Structural migration
A Site template creation
A Content migration
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Central AdministratiolBackup/Restore
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Central Administration

Xv Central Administration

Home Operations Application Management

Administrator Tasks

\

A Use case: oneff backups
A What can it do?

A Farm

A Web applications

A Content databases
A Remember, content is king
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o7 Favorites @ Home - Central Administration

e Share & Track Edit

%Central Administration

y.]

Hom.e : = Application Manag
Application Management | “4=%  Mznage web applicatiol
System Settings ____o Create site collections
Manage service applice

Manitoring Manage content databz
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A Site collection backups
A Unattached DB recovery
A no more recovery farms
A Granular export support
A to the list level
A Still no scheduling buiin
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STSADM.EXE Backup/Restore

A Use case: regularly
oo L2 WINDDWS system32', cmd.exe S C h e d u | e d b aC ku ps

C:sProgram Files“Common Files“Microsoft Sharedsuweh =g

o

Uolume in drive C has nuBéigE—%éFF A What Can It dO?

Jolume Serial Mumber is

Directory of C:sProgram Files“Common Files“HMicrosoft n
ns\12\BIN A Farm

:31 PH 879,859 zpanishdict.t
33 PHM 35,1288 SPURITER.EXE

:34 PM 494,424 STSADM.EXE b ppl '

:33 PM 14,688 STSCFG.EXE A We a Icatlons
:33 PM 97,688 STSMMC.DLL

:17 AM 79,764 STEPRTID.®ML

:34 PM 1,915,184 STSWEL.DLL A Conteﬂt databases

? File(s>» 3.515.767 bhytes
A Dirds>» 472.685.963.776 hytes free

A Site collections

A Didl mention that
content is king?
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STSADM.EXE Backup/Restore

ASTSADM O A f f a&dzL
A Probably on its way out
A LearnPowerShell
A >500cmdletsfor SP2010
A Powerful, objectbased
A Generally more efficient
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SQL Server Database Backups
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\
Microsoft
ﬁ Microsoft*
~ SQLServer2008
Management Studio
/

A Use case: scheduled backups
for larger farms

A Whatcanit do?
A Contentdatabases
A Nevera bad thing
A Support for SQL snapshots
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Additional Technigues And Strategies
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A Differenttechniquesfor different requirements
A Clustering
A Load balancing
A Database mirroring
A Transactioriog shipping
A Realtime replication
Al & YSYUA2YSR SIENIASNE y?2
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Third-Party Tools

A Cant
A How
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ney do everything?

ow (into your farm)

cant
A

ney go?
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