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Welcome to Houston SharePoint Saturday 

ÅPlease turn off all electronic devices or set them to vibrate. 

ÅIf you must take a phone call, please do so in the hall so as not 
to disturb others. 

ÅThanks to our Platinum Sponsors: 

Thank you for being a part of the first ever 
SharePoint Saturday for the greater 

Houston area! 



DISASTER RECOVERY:  
 SOMETHING EVERYBODY NEEDS,  
 BUT  NEVER WANTS TO USE 
 



What Do I aŜŀƴ .ȅ ά5ƛǎŀǎǘŜǊΚέ1 

 
ÁNatural (hurricane, tornado, 
ŦƭƻƻŘΣ ŦƛǊŜ Χύ 

ÁHuman (operator error, 
sabotage, implant of 
malicious code, terrorist 
ŀǘǘŀŎƪǎ Χύ 

ÁEnvironmental (equipment 
failure, software error, 
telecom network outage, 
electric power failure Χύ 



SMB DR Preparedness Survey Results2 

Á82% report satisfaction with their DR plans 

Á84% report IT systems are protected to some extent 

ÁAverage SMB experienced 3 outages in past 12 
months due to human, power, and natural causes 

Á47% report no plan to handle such disruptions 

Á1 in 5 do daily backups; 40% backup monthly or less! 

 



¢ƘŜ {ƘŀǊŜtƻƛƴǘ 5w ά/ƻƳƳŀƴŘƳŜƴǘǎέ  

ÁProtect your content 

ÁKnow your constraints 

ÁCover SharePoint 

ÁYou ŎŀƴΩǘ do it alone! 

ÁTrack your changes 

ÁConstantly be testing 



Content is king.  Protect your king. 

  

SharePoint Content 
SharePoint Customizations 

SharePoint Servers 

SQL Server 

IIS 

Windows Server 

Network 

You 



{ƘŀǊŜtƻƛƴǘΩǎ [ƻƎƛŎŀƭ IƛŜǊŀǊŎƘȅ 

   

Farm 

Servers 
Web Front End, APP, SQL 

Web Applications 
Central Admin, SSP Admin, Content 

Databases 
Content, Config, SSP, Search 

Site Collections 
ά/ƻƴǘŀƛƴŜǊέ ƻŦ {ƛǘŜǎ 

Sites/Webs 
Internet, Intranet Portal, Wikis, Blogs, Team, Doc, Mtg 

Lists 
5ƻŎ [ƛōΣ tŀƎŜǎΣ 9ǾŜƴǘǎΣ 5ƛǎŎǳǎǎƛƻƴǎΣ {ǳǊǾŜȅǎΣ ŜǘŎΧ 

Items 
Files, Calendar Items, Contacts, Customers, Images, Custom 



{ƘŀǊŜtƻƛƴǘΩǎ [ƻƎƛŎŀƭ IƛŜǊŀǊŎƘȅ 

   

Farm 

Servers 
Web Front End, APP, SQL 

Web Applications 
Central Admin, SSP Admin, Content 

Databases 
Content, Config, SSP, Search 

Site Collections 
ά/ƻƴǘŀƛƴŜǊέ ƻŦ {ƛǘŜǎ 

Sites/Webs 
Internet, Intranet Portal, Wikis, Blogs, Team, Doc, Mtg 

Lists 
5ƻŎ [ƛōΣ tŀƎŜǎΣ 9ǾŜƴǘǎΣ 5ƛǎŎǳǎǎƛƻƴǎΣ {ǳǊǾŜȅǎΣ ŜǘŎΧ 

Items 
Files, Calendar Items, Contacts, Customers, Images, Custom 

Service Applications 
Search, State Svc, etc. 

2010 Alert! 



DR Plans Begin With Targets 

ÁDR is driven by business owners and stakeholders as 
part of a larger strategy 

Á¢ƘŜ ǳƭǘƛƳŀǘŜ ƳŜŀǎǳǊŜ ƻŦ ŀ 5w ǇƭŀƴΩǎ ǎǳŎŎŜǎǎ ƛǎ 
whether or not it hits business-supplied targets 

ÁTargets + Costs + Resources = Constraints 

ÁDR targets are described in DR terms 



RPO 

ÁThe full term is  
άRecovery tƻƛƴǘ hōƧŜŎǘƛǾŜέ 

ÁMeasured in time 

ÁDescribes maximum amount 
of acceptable data loss 

timeline 



RTO 

ÁThe full term is 
άRecovery ¢ƛƳŜ hōƧŜŎǘƛǾŜέ 

ÁAlso measured in time 

ÁDescribes maximum amount 
of time that can be taken to 
restore a system or 
functionality 

timeline 



Coverage Tools And Techniques 

ÁWhat do they cover? 

ÁWhat ŘƻƴΩǘ ǘƘŜȅ ŎƻǾŜǊΚ 

ÁGranularity 

ÁUsability 

ÁViability (with given RPO & RTO targets) 

 



Commonly Available Tools 

ÁSharePoint Designer 

ÁCA backup/restore 

ÁSTSADM backup/restore 

ÁSQL backups 



SharePoint Designer 

ÁThe ŀŘƳƛƴΩǎ nemesis 

ÁBest case: end user content 
protection 

ÁWhat can it do? 

ÁStructural migration 

ÁSite template creation 

ÁContent migration 

2010 Alert! 

Migration support removed 



Central Administration Backup/Restore 

ÁUse case: one-off backups 

ÁWhat can it do? 

ÁFarm 

ÁServices 

ÁWeb applications 

ÁRemember, content is king 



Central Administration Backup/Restore 

ÁSite collection backups 

ÁUnattached DB recovery 

Áno more recovery farms 

ÁGranular export support 

Áto the list level 

ÁStill no scheduling built-in 

2010 Alert! 



STSADM.EXE Backup/Restore 

ÁUse case: regularly  
scheduled backups 

ÁWhat can it do? 

ÁFarm 

ÁServices 

ÁWeb applications 

ÁSite collections 



STSADM.EXE Backup/Restore 

ÁSTSADM ǎǘƛƭƭ ǎǳǇǇƻǊǘŜŘΣ ōǳǘΧ 

ÁProbably on its way out 

ÁLearn PowerShell 

Á>500 cmdlets for SP2010 

ÁPowerful, object-based 

ÁGenerally more efficient 

2010 Alert! 



SQL Server Database Backups 

ÁUse case: scheduled backups 
for larger farms 

ÁWhat can it do? 

Á(Content) databases 

ÁNever a bad thing 

ÁSupport for SQL snapshots 

2010 Alert! 



Virtual Machine Snapshots 

 

* Exercise caution and TEST! 



High Availability Options (within farm) 

 ÁSQL Server Clustering 

ÁTwo or more physical servers 
present as a single virtual server 

ÁFailure of one node results in 
other node(s) taking over 

ÁLoad Balancing 

ÁWeb requests are balanced 
between two or more WFEs 

ÁFailed WFEs stop receiving web 
requests 

 


