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Sean P. McDonough
A little about me2

National Office 365 Solution Manager
Å Responsible for business productivity (primarily 

Office 365 and EMS) strategy, capabilities 

development, etc., at a national level

Å Have been spending a lot of time providing 

education, guidance, and POC development with 

Microsoftõs EMS

Microsoft MVP for Office Development, Office 

Servers and Services



Growth Locations TechnologyFounded

400+ FTEs
20% YOY growth

$60M 2015 revenue

Cincinnati 
Columbus
Charlotte
Raleigh
Tampa

Cloud
Data
Web

Mobile

Founded in 1996
Cincinnati, Ohio

Cardinal Solutions Group
Who we are3



ÅWhy Iõm talking about EMS

ÅWhatõs driving EMS?

ÅEMS capabilities and solutions

ÅSummaries and comparisons
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Many of you have probably heard of EMS
Å Microsoft is spending lot of time talking about EMS and 

adding capabilities to it

Å Despite knowing that EMS stands for òEnterprise Mobility 
Suite,ó many people donõt know what EMS really is

Confusion about Office 365, EMS, and other 
offerings
Å Where does Office 365 stop and EMS start?

What can I actually do with EMS?

ãģïŖĖ cƯǲģ ŖģïƱĘ ƃĺ ǉŖïǉ į
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ÇŖģ čǘƱƱģŷǉ ŚĘģŷǉŚǉǺ ƱģïŪŚǉǺį
ÚŖïǉƯƶ ĘƱŚǲŚŷŋ F~ÂƧ

Our current reality



61% of workers mix personal 

and work tasks in their 

devices*

>80% of employees admit 

to using non-approved 

software-as-a-service (SaaS) 

applications in their jobs**

>75% percent of network 

intrusions exploited weak or 

stolen credentials***

We live in a mobile -first/cloud -first world
ÚŖïǉƯƶ ĘƱŚǲŚŷŋ F~ÂƧ



IT

Employees CustomersBusiness Partners

Devices Apps DataUsers

Axes of protection
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At itõs core, EMS is about security

Å Enhancing existing identity security

Å Strengthening device security

Å Protecting data, not just systems

Å Extending security to on-premises systems

EMS is also about convenience

Å Can be used by itself to easily enable SSO to cloud-based 

and on-premises applications

Å Maximum capability with minimum configuration

Å Natural complement to Office 365

Security is the name of the game
ÚŖïǉƯƶ ĘƱŚǲŚŷŋ F~ÂƧ11



Identity

Application

Device

Data

A multi -axis protection example
ÚŖïǉƯƶ ĘƱŚǲŚŷŋ F~ÂƧ



EMS is cross-platform

Å iOS, Android, Windows

Å1000s of SaaS apps

ÅLOB apps, RemoteApp 

Real-world solutions must go cross -platform
ÚŖïǉƯƶ ĘƱŚǲŚŷŋ F~ÂƧ



ÅAlways up to date

ÅWorks with what you have

ÅSimple to set up and connect

£ǉ ǉŖģ ģŷĘ ƃĺ ǉŖģ ĘïǺĖ ƬŚǉ šǘƶǉ ǳƃƱŧƶƮ
ÚŖïǉƯƶ ĘƱŚǲŚŷŋ F~ÂƧ



EMS CAPABILITIES AND SOLUTIONS



The Mobility Suite
EMS capabilities and solutions

Microsoft IntuneMicrosoft Azure 
Active Directory 

Premium

Microsoft Azure Rights 
Management Premium

Mobile Device & 
App Management

Identity & Access 
Management

Information 
Protection

Behavior based 
threat analytics

Advanced Threat 
Analytics

Easily manage identities 
across on -premises and 
cloud.  Single sign -on & 

self -service for any 
application

Manage and protect 
corporate apps and data 

on almost any device with 
MDM & MAM

Encryption, identity, and 
authorization to secure 

corporate files and email 
across phones, tablets, and 

PCs

Identify suspicious activities 
and advanced threats in near 

real time, with simple, 
actionable reporting



AZURE ACTIVE DIRECTORY PREMIUM



Self-service Single
sign on

ČČČČČČČČČČČ

Username

Integrated Identity as the control plane
Azure Active Directory Premium

Simple 
connection

Cloud

SaaS
Azure

Office 365Public
cloud

Other 
Directories

Windows Server
Active Directory

On-premises Microsoft Azure Active Directory

One common identity 



Å Single sign-on (SSO) support for over 

2600 SaaS applications in a variety of 

different categories

Å Many of the most common SaaS 

applications in-use today are supported

Å Salesforce

Å WorkDay

Å Dropbox

Å GoToMeeting

Application Support
Azure Active Directory Premium



Å With Office 365

Å Self-service password management

Å With EMS

Å Self-service password reset

Å Self-service group management

Å Alleviates many of the day-to-day calls 

that first-level support personnel deal with 

in a typical organization

Self -Service Capabilities
Azure Active Directory Premium



Azure Active Directory

Exposing On-Premises Applications (like SharePoint)

Å Connectors are deployed on corporate 

network

Å Multiple connectors can be deployed for 

redundancy and scale

Å The connector(s) auto connect to the 

cloud service

Å User connects to the cloud service that 

routes their traffic to the resources via the 

connector(s) C
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https://sales-contoso.msappproxy.net

http://sales

https://sales.contoso.com

Azure Active Directory Premium



Security Benefits with Application Proxy

Å All HTTP/S traffic is terminated in the cloud 

blocking most HTTP level attacks such as the 

Heartbleed bug. 

Å Unauthenticated traffic filtered in the cloud ðwill 

not arrive on-premises.

Å No incoming connections to the corporate 

network ðonly outgoing connection to the Azure 

AD Application Proxy service

Å Internet facing service always up to date with 

latest security patches and server upgrades

Å Login abnormalities detection, reporting and 

auditing by Azure AD

Azure Active Directory

App AppApp
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Å With Office 365

Å Basic two-factor authentication

Å With EMS

Å On-premises MFA server

Å Additional MFA methods

Å Robust reporting

Å One-time bypassing

Å Customizable phone calls

Å ê and more

Multi -Factor Authentication
Azure Active Directory Premium



INTUNE



Å On pure device management, AirWatchis king.

Å Microsoftõs strategy is more comprehensive, cloud-

centric, and cost-effective. It is also not a òpoint 

solutionó

Å òOrganizations that should consider Intune are those 

that want to extend the Office 365 services to 

mobile devices and ConfigMgr customers that value 

client management and EMM integration over best-

of-breed EMM functionality.ó

Å òThe combination of Azure Active Directory 

Premium, Azure Rights Management and Intune 

addresses some useful mobile scenarios, for 

example, changing an Active Directory password 

from a mobile device.ó

How Gartner Sizes It Up
Intune



Maximize mobile productivity and protect corporate resources 

with Office mobile apps ðincluding multi-identity support

Extend these capabilities to your existing line-of-business apps 

using the Intune App Wrapping Tool

Enable secure viewing of content using the Managed Browser, 

PDF Viewer, AV Player, and Image Viewer apps

Managed apps

Personal appsPersonal apps

Managed apps

ITUser

Corporate 
data

Personal
data

Multi -identity policy

Intune

Mobile application management


