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A little about me

Sean P. McDonough

-

Microsoft®

Most Valuable
Professional

National Office 365 Solution Manager

A Responsible for business productivity (primarily
Office 365 and EMS) strategy, capabilities
development, etc., at a national level

A Have been spending a lot of time providing
education, guidance, and POC development with
Mi crosoftos EMS

Microsoft MVP for Office Development, Office
Servers and Services



Who we are

Cardinal Solutions Group

Founded Growth Locations Technology

Founded in 1996 400+ FTEs Cincinnati Cloud
Cincinnati, Ohio 20% YQOY growth Columbus Data
$60M 2015 revenue Charlotte Web

Raleigh Mobile

Tampa
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AWhy 1 6m tal kin b EMS
AWhat s driving S ?

A EMS capabilities and solutions

A Summaries and comparisons




Qn

c U~

CEurciW £50I1 C F-~



URA cUy CiUtSyn £AB{GUl F-~A

49g7 RE cUDzy Rgi OE bl | Ril |

Many of you have probably heard of EMS

A Microsoft is spending lot of time talking about EMS and
adding capalbilities to it

A Despite knowing that EMS
Suite,d6 many people donodt

Confusion about Office 365, EMS, and other
offerings
A Where does Office 365 stop and EMS start?

What can | actuallyo with EMS?
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Our current reality

am WindowsServer

Private Cloud

Managed devices
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We live in a mobile -first/cloud -first world

= s

61% of workers mix personal >80% of employees admit >75% percent of network
and work tasks in their to using nonapproved intrusions exploited weak or
devices* software as-a-service (SaaS) stolen credentialg™**

applications in their jobs**
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Axes of protection

Devices

Employees Business Partners Customers
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Security Is the name of the game

t itds cor e, EMS 1| s
Enhancing existing identity security
Strengthening device security
Protecting data, not just systems
Extending security to ofpremises systems

To o o o I>

EMS is also about convenience

A Can be used by itself to easily enable SSO to clebdsed
and on-premises applications

A Maximum capability with minimum configuration
A Natural complement to Office 365

ab
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A multi -axis protection example

iPad &

= O\ Inbox D

Focused Other 4 Quick Filter Final: Monthly budget

Glenn McConnell Douglas Fife Id g
* EMS Roadmap To Chris Paul v e ntlty

® Glenn McConnell Monthly business budget.xlsx >~ DeVICe

System Center Customer-Product T...
Hey Chris,

Dana Hudspeth We just finalized our monthly budget numbers, so please take a look and let me know what you A | H H
Team lunch after work? think. We will share this with the rest of the leadership team tomorrow. p p I Catl O n
Douglas

Douglas Fife
Final: Monthly budget

Douglas Fife
Budget status

Steve Madigan
Azure AD Application Proxy notes
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Real-world solutions must go cross -platform

Dﬂ

EMS is crosplatform
A i0S, Android, Windows n m
A 1000s of SaaS apps m m
A LOB apps, RemoteApp
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A Always up to date
A Works with what you have

A Simple to set up and connect




EMS CAPABILITIES AND SOLUTIONS



EMS capabilities and solutions

The Mobility Suite

Identity & Access Mobile Device & Information Behavior based
Management App Management Protection threat analytics
Microsoft Azure Microsoft Intune Microsoft Azure Rights Advanced Threat
Active Directory Management Premium Analytics
Premium
Easily manage identities Manage and protect Encryption, identity, and Identify suspicious activities
across on-premises and corporate apps and data authorization to secure and advanced threats in near
cloud. Single sign -on & on almost any device with corporate files and email real time, with simple,
self-service for any MDM & MAM across phones, tablets, and actionable reporting
PCs

application



AZURE ACTIVE DIRECTORY PREMIUM



Azure Active Directory Premium

Integrated Identity as the control plane
One common identity

Simple Selfservice Single

connection sign on
- \ _l _l
EE || =22 || B2
Windows Server II
Active Directory Username

Other
Directories

@ On-premises Microsoft Azure Active Directory Cloud
1



Azure Active Directory Premium

Application Support

APPLICATION GALLER'

Add an application for my organization to use

FEATURED APPLICATIONS (17)
CUSTOM

ALL (2622)

BUSINESS MANAGEMENT (122)
COLLABORATION (313)
CONSTRUCTION (3)

CONTENT MANAGEMENT (96)
CRM (113)

DATA SERVICES (108)
DEVELOPER SERVICES (86)
E-COMMERCE (69)

EDUCATION (81)

ERP (39)

FINANCE (224)

HEALTH (49)

HUMAN RESOURCES (197)

IT INFRASTRUCTURE (131}
MAIL (26)

MARKETING 172}

“ Do by Salesforce
D Salesforce

D Salesforce Sandbox
O Salesforce.com test

Salesfarce{ x

do

NAME Do by Salesforce
PUBLISHER Salesforce

APPLICATION httpsy//www.do.com/
URL

P

Use Microsoft Azure AD to enable user

access to Do by Salesforce.

Requires an existing Do by Salesforce
subscription.

DISPLAY NAME

]

A Single sigron (SSO) support for over
2600 SaaS applications in a variety of
different categories

A Many of the most common SaaS
applications inuse today are supported

Salesforce

WorkDay

Dropbox

GoToMeeting

To Do Do o



Azure Active Directory Premium

Self-Service Capabillities

Microsoft Azure smcdanough@cardinalsolutionscom | Cardinal Solutions A Wlth Offl ce 365
ApEdien  Grevs  agpel (e A Selfservice password management
»
A With EMS
A Seltservice password reset
." A Seltservice group management
i A Alleviates many of the dayto-day calls

that firstlevel support personnel deal with
in atypical organization




Azure Active Directory Premium

Exposing On-Premises Applications (like SharePoint)

A Connectors are deployed on corporate Azure Active Directory

network ,
A Multiple connectors can be deployed for

redundancy and scale

A The connector(s) auto connect to the
cloud service

A User connects to the cloud service that
routes their traffic to the resources via the
ConneCtor(S) Conndctor =
' D
s

arelodiod )l zing



Azure Active Directory Premium

Security Benefits with Application Proxy

A

All HTTP/S traffic is terminated in the cloud
blocking most HTTP level attacks such as the
Heartbleed bug.

Unauthenticated traffic filtered in the cloud will
not arrive onpremises.

No incoming connections to the corporate
network d only outgoing connection to the Azure
AD Application Proxy service

Internet facing service always up to date with
latest security patches and server upgrades

Login abnormalities detection, reporting and
auditing by Azure AD

https://salescontoso.msappproxy.net

Application Proxy

AR

Azure Active Director
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Azure Active Directory Premium

Multi - Factor Authentication

Microsoft Azure smecdonough@cardinalsolutions.com . .
A With Office 365

multi-factor authentication
A Basic twefactor authentication

ST A With EMS
On-premises MFA server
Additional MFA methods
Robust reporting
One-time bypassing
Customizable phone calls

A

€ and mor e

users  service settings

verification options fiesrn mere

To Do Bo o o Ix
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Intune

How Gartner Sizes It Up

Figure 1. Magic Quadrant for Enterprise Mobility Management Suites

A On pure device managementAirWatchis king.
A Microsoftés strategy is more comprehensive,

centric,andcoste f f ect i ve. |l t i s also not a oOopoint
solutiono o

A 60rganizations that should consider I dL.une
that want to extend the Office 365 services to oy

SAP | GoodTechnology @ @ citrix

mobile devices andConfigMgr customers that value
client management and EMM integration over best
o-breed EMM functionality.o

A 0The combination of Azure Active |Dir®~gtor vy
Premium, Azure Rights Management and Intune @ Lvies o
addresses some useful mobile scenarios, for
example, changing an Active Directory password
from a mobile device.o

BlackBerry . . Soti

Globo @

ABILITY TO EXECUTE

COMPLETENESS OF VISION ~ ———> As of June 2015

Source: Gartner (June 2015)



Intune

Mobile application management

Multi -identity policy

Managed apps

Corporate
B
Personal
User E E data
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° Maximize mobile productivity and protect corporate resources
with Office mobile appsd including multiidentity support

03

Extend these capabilities to your existing lhod-business apps
using the Intune App Wrapping Tool

Personal apps

° Enable secure viewing of content using the Managed Browser,
PDF Viewer, AV Player, and Image Viewer apps

[9lm



