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A Bit About PAIT Group

A Microsoft Partner i Collaboration & Content

A Focus: SharePoint Services and strategy for Office 365

A Three Microsoft MVPs -Mi crosoftés top recognition f
and community support

A Microsoft Certified Consultants

A Strong SharePoint community presence locally and nationally
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Our Agenda

A Initial Words

A Scripting for SharePoint Online :

A DSC and SharePoint Configuration|_ ¥ |

A Quick Look and Newer Tricks and [
Techniques (PowerShell 4 &&f
we have time!

A Conclusion and Wrapp
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About This Talk

A No (minimal) training wheels

A Good link in references for learning
A Remember to us&et- Help for syntax

A Focus on never) PowerShell capabilities

A Lots of Goodness in PowerShell 4 & 5
A 2KFEiQa dzaSTdzd (2 {akddeiBlap&rss yi | RYAYA &

A A variety of script samples and walicoughs

A UsingPowershellntegrated Scripting Environment (ISE)
A For both onpremises and SharePoint Online
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Setting Up Your Environment

A 2dzQff YySSR I FTS¢ U(KAYy3Ia
A SharePoint environment (could be SP (oo won: s

An editor; e.g., PowerShell ISE or VS Caure ™
Windows Management Framework 5.0  wnewsee

o o T I>,,

2012
A WI I I I n g n eSS to eXp I O re ar@ e re d Windows Server Al_l' WMF 4.0 and .NET Framework 4.5 or Win7AndW2K8R2-KB3134760-
2008 R2 SP1 i;‘;:pt sbove are installed 64

: ? X64:Wing.1AndW2K12R2-
Pro KB3134758-x64.msu
A I l | l I I P Windows 8.1 '
CO eCtI g to S O Hnaey Enterprise X86:Wing.1-KB3134758-
A6 ms

A Presents some slightly different challeng:

WMF 4.0 and .NET Framework 4.5 or
ndows 7 SP1 All o an femework KB3134760-x64.msu

versus orpremises scripting |
A Some cmdlet differences
A 2SQff aKATU 02 O2@OSNI UKAa Ay | oAl
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Good Hygiene and Technique

| 2 AR | d h 2
A ¢KS jdzS§adiArzy Aay
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. SYNOPSIS
Assigns licenses to one or more users 1n an Office 365 tenant

7 based on selective criteria.

QO
N &
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.DESCRIPTION
The default action for this script is to assign a selected
Ticense type to any user in a tenant who (&) isn't disabled, and
(b) doesn't already have a license assigned. Several switches
allow the user to manually specify an inclusion or exclusion

environmentcA 0 Q&8 @ KS I
production environment SRR et Sl
Use- whatif on test runs if available with cmdlety  icims st
Where possible, build test/triaiun capabilities iNto | . ccmrme
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.PARAMETER tenantName
The name of the Office 365 tenant (e.g., contoso) against which
actions should be taken.

[=QT-N-]

Up

.PARAMETER TicenseType
The name (as recognized by Office 365) of the 1icense to be
asszigned. For a reference of individual skus, Took online (e.g.,
http://adaptivedge. com/2016/04/13/granular-11censing-of-office-3§
For more common skus, consider ENTERPRISEPACK for Office 365 E3
and ENTERPRISEPREMIUM for Office 365 E5, and
0365_BUSINESSPREMIUM for Small Business Premium.

[= e N T T YR T T

. PARAMETER inclusionC5V
A path to a C5V that contains the specific accounts to which
Ticenses should be assigned. The C5V must contain a column with
a header of "UPN" (no quotes) that specifies the accounts for
inclusion by user principal name (e.g., bobBcontoso.com). This
parameter cannot be used with the -exclusionlsV parameter.

Be a Good Admin and Digital Citizer

Add a header block and commenting to scripts
Enhances thget - help experience for users

S Y

=

. PARAMETER exclusionC5V
A path to a C5V that contains the specific accounts to which
Ticenses should not be assigned; i.e., licenses will be assigned
to all accounts except those that appear in this file. The C5V

[=JT- N

o Too
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Scripting for
SharePoint Online
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Connecting to SPO

A Preparing to talk to SPO
A 2dzQff YySSR I F¥S¢ RSLISYRS
A Microsoft Online Services SignAssistant
A SharePoint Online Management Shell
A Windows Azure AD Directory Module (recommende
A Others may also include
A Exchange Online cmdlets
A Security & Compliance Center cmdlets
A Skype for Business Online cmdlets
A  See references at end for links
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Making the Connection

A Connect to SPO

A Easy to do by itself (replaggourTenantName> below)

1 Import-Module Microsoft.Online.Sharepoint. PowerShell
fcredential Get-credential
Connect-5P05Service -url https://<yourTenantMamexl-admin.sharepoint.com -Credential %credential

A Consider connecting to all related services

A Usually need more than just an SPO connection

A Azure Active Directory and SPO go hamtland

A Try to remember to close out remote sessions when done

A SeeConnectToMsolServices.ps1l script for connect/disconnect assistance
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Common SPO Activities

A License Reporting
A {GNAOGE e aLsSk(iAy3azT y2i
A Repetitive tasks, so PowerShell is a natural fit
A DEMOGetMsolUsersAndState.psl

19

1

. LINK
http://SharePointInterface. com

Fx

# Prompt for credentials
fcredential Get-Credential

# Setup credentials and import necessary module

Write-Output ™"
Write-Output "Opening and connecting to ME0OnTline ..."

Import-Module MsOnline
(Copnect-MsolService -Credential Scredentizll g

A (Conditional) License Assignment
A rtaaidy | fA0OSyasS 02 Sd
A Conditionally assign licenses to a subset of users

either specific users (inclusion group) or all users|:

except a specific group (exclusion group)
A DEMOAssignMsolUserLicense.psl

| = e I RN B i RV - B B oy T B S WA N (=]

e By By Ty sy Iy Iy s By I B LS L LS FYIR WY G Y Y T CET SET S R R O K

| == I - ] J M P b Pl

File Name : AssignMsolUserLicense.psl
Author : Sean McDonough - sean@sharepointi
Last Update: December 3, 2016

. LINK
http://SharePointInterface. com

=

—parami

Parameter (Mandatory=%true)
5tring] $tenantMName
Parameter (Mandatory=%true)
5tringl $11censeType
5tring]l $inclusionCsv="""
String] fexclusionCsv="""
Boolean]fisTest=%true

)

cl=

# Setup some variablez we'll be using. We need to
# Just in case the script is run multiple times (w

fusingExclusions ifalse
fusingInclusions ifalse
A I

N
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Common SPO Activities

A (Sub)site Creation

A PowerShell represents a much quicker and [ 7 CTERTE RS SRR T e e v

1t ($i1sTest ftrue)

efficient way to bulkcreate sites and subites T " Write-output "= Running in test mode

freason "Test mode 1= TRUE; skippi

A Highlight a few different techniques and BT M o ncessary e st coe

concepts that are important for scripts: Scomtoxt. Credentiate — Sopocrchintss

A A more developeoriented approach to ot S Sowing Suberae &
PowerShell scripting A G

A [ SOSNI IAy 3T { KSideiBbjeet A \: b eeSon " Test mode 15 FALSE] subss

Model (CSOM) S
A Structured exception handling s5onething went wrong. Tndicate a proble
A DEMOCreateSpoSubSites.ps1 165 | Sreeson =S Exception Message

h
} catch {

b= =
sy Oy Ty Ty Ty O I sy Ry Ty T
e R ey TV R AT SR 3
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DSC and SharePoint| < -
Configuration e
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What is DSC?

DSC = Desired State Configuration Jhoce .
A A new way of managing the configuration on nodes = | maintaned
(computers, VMs, services, etc.) using the following 1
types of components: e uration Mencer
Configurations Declarative PowerShell scripts which Ul 2 AL
define and configure instances of resources.

A ResourcesBuilding blocks which model various Configuration
components of a system (e.qg., file, service, Reqistry,
etc.)

A Local Configuration ManageiThe engine that
facilitates interactions between configurations and @ §
resources to impact VMs, services, etc. | Resources i
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What can DSC do?

A Ensures that the nodes in your data

center have the correct configuration
A Allows for continuous deployment 1

A Prevents configuration drift T {d tﬁmi oduTetane TPSpesiredstat
A Very important:operates in an idempotent manﬂer?z _ Fi1e Destomentrotder
A Some examples of what DSC can ¢ i

A Manage groups and user accounts p  oIneTonash = TEAADschenotunt
A Deploy software o pleomen

A Enable and disable server roles and features gggfﬁzgiﬂj;tﬁ T et
A Manage files and directories S ettt
A Manage Registry settings by peswee
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Using DSC 101

1. Create a configuration script (e.g., DscConfigDemo1l.psl)
2. Execute configuration script to generate MOF file
3. Review/Updatd_ocalConfigurationManagekettings

A Get- DscLocalConfigurationManager
A Build LCM configuration script and generate special MOF
A Set - DscLocalConfigurationManager

4. Apply the configuration script/MOF

A Start - DscConfiguration
5. Monitor the configuration actions

DEMODscConfigDemol.psl
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DSC and SharePoint

Wh at ab O ut P5 E:“Tapping the Power in PowerShell\dsc» Get-DscResource -Module SharePointDsc

ImplementedAs Name ModuleName i Properties

L] Power Shell SPAccessServiceApp SharePointD5C

, Power Shell SPAlternatelr] Shar ePointDsC

I Power Shell SPAntivirussettings SharePointDsC

L} Power Shell SPAppCatalog SharePointD5C

Power Shell SPAppDomain SharePointDsC

. . . Power Shell SPAppManagementServiceApp SharePointDsC

DSC IS h Ig h Iy extenSI ble Power5Shell SPAppStoreSettings SharePointD5C
Power Shell SPBCSServiceApp SharePointD5C

Power Shell SPBlobCacheSsettings SharePointDsC

Power Shell SPCacheAccounts Shar ePointDsC

bevond the basiC resources [t Shar chointDsC
Power Shell SPContentDatabase Shar ePointDsSC

i Power Shell SPCreateFarm Shar ePointDsC

Power Shell SPDatabas eAAG Shar ePointDsC

p rOVI e Power Shell SPDes1gnerSettings SharePointD5C
Power Shell SPD1agnosticlogging5et... SharePointDSC

Power Shell SPDistributedCacheService SharePointDsSC

{ApplicationPool, DatabaseServer, Name, Depends..
{webAppUrl, Zone, DependsOn, Ensure...}
{5canOnDownload, AllowDownloadInfected, Attempt..
{51teUr1, DependsOn, InstallAccount, PsDscRunAs..
{AppDomain, Prefix, DependsOn, InstallAccount...
{ApplicationPool, Name, DatabaseName, Databases..
{wWebAppUrl, AllowAppPurchases, AllowAppsForOffi..
{ApplicationPool, Name, DatabaseName, Databases5..
{EnableCache, WebAppUrl, Zone, DependsOn...}
{SuperReaderAlias, SuperUserAlias, WebAppUrl, D..
{Ensure, DatabaselUpgradeDays, DatabaselUpgradeTi..
{Name, WebAppUrl, DatabaseServer, DependsOn...}
{Admi nContentDatabaseName, DatabaseServer, Farm..
{AGName, DatabaseName, DependsOn, Ensure...}
{5ettings5cope, Url, AllowCreateDec]arativeWork..
{LogPath, LogSpaceInGB, AppAnalyticsAutomaticUp..
{Cache5izeInMB, CreateFirewallRules, Mame, Serv..
{ApplicationPool, Name, CachingOfUnusedFilesEna..
{Name, DependsOn, InstallAccount, Members...}
{LiteralPath, Name, DependsOn, Deployed...?}
{FeatureScope, Mame, Url, DependsOn...}
{Enabled, Name, DependsOn, FixAutomatically...}
{BinaryDir, ProductKey, DataPath, DependsOn...}
{BinaryDir, BinaryInstallDays, BinaryInstallTim..
{InstallerPath, OnlineMode, AppFabric, Depends0..
{Ensure, DependsOn, InstallAccount, PsDscRunAsC..
{Database5erver, FarmConfigDatabaseName, Passph..
{AccountName, Account, DependsOn, EmailMotifica..
{ApplicationPool, Name, ContentTypeHubUrl, Data..
{Explicit, HostHeader, RelativeUrl, WebAppUrl...
{DnsName, Zone, DependsOn, Ensure...}
{Characterset, FromAddress, ReplyToAddress, SMT..
{MailAddress, DaysBeforeExpiry, DependsOn, Inst..
{ApplicationPool, Name, DatabaseName, Databases5..
= n = E1 003 = [15 E1na 3 B

A TheSharePointDsproject — [EEECHEEE ISR, cha:

Power Shell SPFarmSoTlution Shar ePointDSC

= Power Shell SPFeature Shar ePointDsC

eXtendS DSC to I nCI Ude a Power Shell SPHealthAnalyzerRuleState SharePointDSC
Power Shell SPInstall Shar ePointDsSC

Power Shell SPInstalllLanguagePack SharePointDsC

- Power Shell SPInstallPreregs SharePointDsC

Wea t O neW S are POI nt Power Shell SPIrmSettings SharePointD5C
Power Shell SPloinFarm Shar ePointDsSC

Power Shell SPManagedAccount SharePointDsC

Power Shell SPManagedMetaDataServi... SharePointDsC
resou rces Or use I n Power5hell SPManagedPath SharePo1ntD5C
Power Shell SPOfficeOnlineServerBi... SharePointDsC
Power Shell SPOutgoingEmai15ettings SharePointDsC

configuration management |se=si s ot

A DEMOSDscConfigDemoz.ps;l‘, Dsc(‘Z‘on-figDemo?;.psl

[ e e e e e e e e T e T L e T e e e e e e e e e e N e
v
O o o o O N A
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The (slightly) darker side of DSC

N

[2YS UNRdzof SaK220AVY 3 LI2A

1» L] CorruptedFileRecovery-Client | Operational Number of events: 630 (!} New events availal
4 4 X~ = £4 2 /7 4 N~ 1 [ CorruptedFileRecovery-Server -
2 | u 02 dzy RSN&AU I R -tefdod?Qa | oo T 7
. b - Crypto-NCrypt WY Error 12/8/2016 2:536:47 AM  Desired State Co y
b " DAL-Provider (i) Information  12/8/2016 2:55:23 AM  Desired State Co
. . . . o =

A E V A I L » | DatalntegrityScan (@ Information  12/8/2016 25447 AM  Desired State Co
vent viewer Applications an ervices LogsS o @irirtion AGEAATAM Dttt

4[] Desired State Configuration (i) Information  12/8/2016 2:54:47 AM  Desired State Co

| DeviceSetupManager

Microsoft>Windows> Desired State Configuration e
AR § > VNNl U 2 RSUSNyAHﬁMM{%M ;
messages when you apply a configuration e

ALT &2dz a0oNBF 1€ @2dzNJ aé & (| v

ConfigurationStatus

2/3/2016 5:.00 PM File folder
2/8/2016 3:04 AM  File folder

A DSC stores its files @\ Windows\ System32Configuration ‘ e ,
the MOF files in this folder and all the MOF + JSON fil - """ s s
in the ConﬁgurationStatu$ubfo|der_ oRch e seheme e o e
A Like everything else (with SharePoigthances are the
problem Is permissions!

Al File folder

MetaConfig.backup.mof 2/8/2016 3:04 AM MOF File 2KB
MetaConfig.mof 2/8/2016 304 AM  MOF File 2KB

1
12/8/20
DSCStatusHistory.mof 12/8/2016 3:04 AM MOF File 2KE
1
1
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Quick Look and Newer il 1§
Tricks and Techniques |
(PowerShell 4 & 5) TEREE
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So é whatodos new?

Entirely too much to cover in the time we have left!
ALQY 32Ay3 G2 LAO]T I FSg 2F GKS 06AITISNJI
A For an exhaustive list, see the references at the end of this presentation

Some of the additions that caught my eye:

A DSC (which we already discussed)

A Class , Enum and other objecbriented keywords

A Windows PowerShell Workflow

A ConvertFrom - String cmdlet

A PowerShell Gallery integration wiffind - Module, Find - Script , etc.

52y Q0 0SS | TN} AR (G2 SELX 2NEB
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t 26 SN KSff AayQid edzad | aa
AwSOSYil t26SNIKStt n 9 p IRRAIUAZYEA KI @S
workflow, configuration management, online management, and more.

t 2 SNI KStf AayQild edzad F2NJ
A Many of the newer features may even be more attractive to developers
ALT €2dzONB |y L¢ tNRSXZ SELI YR &2dzNJ NBI OK

1 620S ffX R24Q0G 0SS I FNJ AR
Atftle gA0K GKS &ONARLIIA LQY aKFENARY3I 6AlK
A Find a problem or two to solve with PowerShell in your-ttaglay work
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Weekend Scripter: The Best Ways to Learn PowerShell

A https://blogs.technet.microsoft.com/heyscriptingguy/2015/01/04/weekesdripterthe-bestwaysto-learnpowershell/

Visual Studio Code

A https://code.visualstudio.com/

Announcing PowerShell language support for Visual Studio Code and more!
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A https://www.microsoft.com/enus/download/details.aspx?id=50395
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