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SPO’s current
implementation



Welcome to the farm!

« A farm is the basic unit of el
int deployment

narePoin
» SharePoint Online has Tenants
within a Farm i.e. Multi-Tenant & i
. SPO contains most of the ‘
components youd expect to &

find on-premises

« Don't make any assumptions
oeyond this point ...

¢

il




Big Differences with SPO
* MinRole deployments -
+ WFEs — not two or three, but S
100's on average
» High availability
(multiple farms)

» Redundancy
(across datacenters)

« Bottom line: extremely large
Sscale versus on-premises




Load Testing

 Load testing is futile.

» Any load testing numbers you
might get are temporary.
+ It you attempt to load test,

Microsoft will detect it anc
throttle your load generators.




Service improvements



Traditional Connectivity
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Direct Egress to Microsoft
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Network devices identity Office
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Network at every location

Bypass network security stack
with trusted Saa$ traffic



Bringing SharePoint On\i.ne to you
O »

TS :
*
SharePoint SharePoint O“
.

Datacenter

*
Datacenter .

High bandwidth; low latency datacenter
connectivity

g>

Hser Datacenter SharePoint
‘ Datacenter ‘
Globally distributed edge Microsoft Global s
nodes provide low latency Network ShareFoint
connectivity to the Datacenter

Microsoft Network



Connectivity
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UK User
Short TCP Connection
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Fdge — Latency and Hops

Tracing route to prodnetl6364-10388ipv4a0000.sharepointonline.com.akadns.net [46.168.182.25]
over a maximum of 3@ hops: CIAWINDOWS\system32>tracert .sharepoint. com
1 ms ms
<1 ms ms
1 ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms

mz'racing route to b-8681.b-msedge.net [13.167.6.151]
over a maximum of 38 hops:

ms <1 ms
ms <1 ms
ms 1 ms
ms <1 ms
ms 1 ms
ms 2 ms
ms 4 ms
ms 8 ms
ms 11 ms
ms 18 ms

cusred@lBca982-tengiged-0085-12 . network.microsoft.com [16.121.236.3]
cusredll6cn948-ethernet2-18.network.microsoft.com [16.260.172.21]
18.248.128.66

cusredl16f3781-een-in-2.network.microsoft.com [16.246.128.43]
18.248.128.45

167.228.32.118

18.22.24.91

be-61-8.ibr@l.stb.ntwk.msn.net [184.44.8.64]
be-6-8.1ibr8l.cnré2.mwhel.ntwk.msn.net [164.44.4.160]
aeb3-8.cyse4d-96cbe-1c.ntwk.msn.net [164.44.9.263]

ms ms ms 8 ms 287 .46.47 .47

ms ms ms g ms 18.254.2086.16

ms ms * * ; Request timed

ms ms * * ; Request timed

ms ms * * ; Request timed

ms ms 7 ms 13.167.6.151

ms ms

ms ms Trace complete.

ms ms 49.1098.182.25
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Using SharePoint CDN’s

« Tenant level control with folder level (origins) opt-in
« Auto origins for Publishing

« HTTPZ

« Automatic URL rewrite

* 15min update worldwide

» SharePoint referrer

Public (Site Assets) Private (Content) Public Common

* Anonymous access  User cookie on first access <script
* SharePoint « 60 min lifespan src=http://ajax.aspnetcdn.com/ajax
* Slower than Public ~100ms /

jquery-2.1.1js> </script>



Demo
Configure CDN's

SCOtt



CDN Command set

Get-Command *TenantCdn*

Set-SPOTenantCdnEnabled -Enable $true -CdnType <Both, Private, Public>

(without any params will configure all default settings including both public and private
and default origins)

If you don’t’ want the default origins you can add the -NoDefaultOrigins switch

Get-SPOTenantCdnEnabled

Add-SPOTenantCdnOrigin
Example: Add-SPOTenantCdnOrigin -CdnType Public -OriginUrl "*/masterpage®

Get-SPOTenantCdnOrigins
Remove-SPOTenantCdnOrigin

Get-SPOTenantCdnPolicies
Set-SPOTenantCdnPolicy



CDN's and SPFx

EX ‘Wndows PowerShell - = x

Public

omp ] standards that differ from the
through this ser do not conform to
Trust Center 1ance boundaries.

operation " Tenant CDN" on
Yes to All ] N [L] No to Al

Public

¥ sppnp.sharepoint.com
> _layouts/13
g sites/Group
* ™ outlook.office365.com
» Y portal.office.com
¥ publiccdn.sharepointonline.com
¥ sppnpsharepoint.com/sites/apps/ClientSidelssets/3509e0ac-1986-4464-1294-28141800e2ca
k . hello-world-web-part_f439063644c9c5844b42329d1818f225.)5
# Y rlresoffice385.com
» Y spoprod-a.akamaihd.net

kY staticZ.sharepointenline.com

» O https://outlock.office385.com/owa/SuiteServiceProxy.aspxlsuiteServiceUserName=vesaj%40spp

# O https://webshell.suite.office.com/iframe/TokenFactorylframe?origin=https %347 2F% 2 Fsppnp.sh:

O cnePageRescurceloader [aboutklank]




Public non-Microsoft CDNSs

Customer accessing the asset from their own library

URL Received aker Initiator

|_catalogs/masterpage/javascript/iquery-2.1.1.min.js  82,98KB J 1,515 |
https:[/cdn.sharepointonline.comf12413/ layouts/15/16 18,98KBE 156 ms <script>

/ScriptResource. axd?d=M1vNi_atA2vtkOenP45i9-peGfx 100.80KB 2.04s <script >

Using the publicly published version

Received aker
wez740 [esms
ACR203DSKbMX2SdwmSKlipDx9vMeMkztZon,,,  22.33KB .o

| _layouts/15/images/spcommon. png?rev=38 2056KB 1.15s

https://ajax.aspnetcdn.com/ajax/iQuery/iquery-2.1.1.min.js
W EDH 50U 3=y 7 Y4 I COWIILS | =GLALQIV Jy SRV




What contributes to poor
performance?



The Good, the Bad and the Ugly

Structural Navigation Large Images
Security Trimming CBQ vs CSWP
 Further impacted by broken M U
Role Inheritance
CDN'’s not configured -arge laxonomy
Hierarchy



SharePoint Online is a shared service

ow to avoid being Throttled?

« Do not load test

« Don't build code that utilizes a single service account
«  Optimize custom code

« Follow recommended guidelines

User throttling is rare

Background tasks
- Migration

« Backup

« Search

¢ Sync




Classic or Modern

D

Why Classic Publishing?
Team sites — why publishing? -

Active Directory
Desktop Support

Exchange
Networking
Marketing
Yl Modern
Home Documents Pages Site contents Edit
+ New Vv

Executive Team ~ T - Marketing Planning

Home

Welcome to Your Publishing Site
These links will help you get started.

['m the Information Architect

Set up site permissions
Manage users' permission levels.

Make your site multilingual

Sales

Use the variations feature to manage sites and navigation across languages.

Define content types

Create content types for the page, document, and item types in this site.

Configure navigation

Why not Modern?



Strategies for good
performance



Avoid “too many, too big”

On-prem
« Low-latencies
 High bandwidth

SPO

Minimize file sizes
« Reduce file counts.
« Number of calls back to SPO




Avoid “too many, too big”

«  Minity files

« Resize Images

« Compress Images
« Use sprite sheets




Avoid "“too many, too big”

 Use SharePoint’s Image
Renaition service.

» Leverage a toolkit like Font
Awesome in place of
individual icons and similar
files.




Caching

Shared Multi-Tenant

Bottom line: You cannot use
Object Cache

Jse Browser Cache

Blob Cache
Cachability headers (24 hours)

|
\
‘A




Leverage Search

« Replace Content Query Web
Part (CBQ)

« Use Content Search Web Part
(CSWP)

*if you have SPO Plan 2 or an E3/G3/etc. plan.




Navigation

St
(Not Recommenc
s extremely ine’

Use Managed navigation
without secur

\_/

.

\_/

ructural navigation

ed)

Ticient

ity trimming

se Search-driven navigation
se a Custom provider




Site Structure and scalability

Traditional design Modern design

Top Parent Site Collection Site Collection
——————— >Root Site (Rootweb) ------->Root Site (Rootweb)
——————— —->Subsites (Subwebs)
—————————— D e,
v + v

* L4 %
[fSitelfSubA) ‘ /Site 1f5ubBJ /Site1/SubC d J
J o J

v
P
E’Site 3/5u bAJ USiteE J/Sub BJ




Web Parts

« Are you a web part junkie? If
SO, it's time to talk rehab.

»  Make sure you don't have
closed web parts on pages
(?contents=1)

« Switch to client-side code
(e.g. SPFx) instead of using
server-side processing.




Async code

+ Use good asynchronous
development techniques.

 For long-running operations,
ensure users have a visual

iNdi
the

goil

cator (e.g. a spinner) to let
m know something is

ng on.

 For users, appearing slow ana
being slow are no different.



Know your JS libraries

» Lots of legacy JS code out
there.

« Much of it works with SPQ,
out should you use it?

« Profile libraries to understana
now they work to ensure you
aren't introducing slowdowns.

« SPServices example ...




Know your JS libraries

» $().SPServices.SPGetCurrentUser()

» Necessary in 2007, but no longer
necessary (i.e. we have UPA to
supply the information).

« SPGetCurrentUser() does “screen
scraping” of a rendered profile
page and is dead-slow!




Gathering diagnostic tools
and data



Tools Overview

 Page Diagnostics for
SnarePoint «wew

« Browser (F12)
- Fiddler
« Wireshark

« Message Analyzer




Demo
Page Diagnostics for SharePoint

SCOtt



Browser (F17

 Strengths

Easy to use

All major browsers have debug tools ...
... SO present on all systems

Wide variety of inspectors and analyses
Can export results for further analysis

eaknesses

Limited ability to shape data and requests
Goes fairly deep in some areas, but not many

um-Up
Excellent first-line tool for determining where
problems may exist.

bitstreamfoundry.sharepoint.com,

Office 365 SharePoint

bitstream

BROWSE
A Bitstream Foundry LLC # EDIT LINKS hid
RF OSSN piicieam Found ry LLC
Clients
Network (> Memory
L I U I i Y %= Y- Contenttype
ers | Body Parameters Cookies  Timings
Name Protocol  Method  Result Contenttype  Received Time Initiator . B R 3
Request UR harepoint.comy/Sit
WsaUpload.ashx HTTPS  POST 200 text/plain 1228 10362 ms  XMLrttoRequest "
- . ok Request Meth
itst ou harepoint.com/ lay.. oK
Wialpload.ashx HTTPS  GET 200 (from cache) 0s Status Lode Ok
hitps://bitstreamfoundry.sharepoint.com/_lay. oK
Home.aspx HTTPS  GET 200 text/html 347.51ms  document mage/jir, */*
hitps://bitstreamfoundrysharepoint.com/Site.. oK
corevl5.css?reveySuloajc3VeSDANCEXPC... HTTPS  GET 200 text/ess 47.95 KB 6949 ms  link e
itstreamfoundry.sharepoint.com/_lay... oK -
corevlS.css?rev=ySuloajc3VeSDANCEXPC... HTTPS  GET 200 text/ess (from cache) 0s be

nnection: K

s
=
o

initstrings.js HTTP/2  GET 200 application/java... 1231ms  script Cockie: FedAu dXRmLTgiPz48...

tatic.sharepointonline,

Host: bits

initjs HTTP/2  GET 200 application/java... 3388ms  script Referer: hitps
hi static.share .
. " User-Agent: Moz
themingjs HTTP/2  GET 200 application/java... 1225ms  script =
, taticsharepointontine. . 4 Response Headers
sposuitenavjs HTTP/2  GET 200 application/java.. 1216ms  script
h tatic. tonline. /_layou...
ScriptResource.axd?d=j50Zq_mg8783Cm... HTTPS  GET 200 application/x-ja... 25.01KE 66.05ms  script
h nfoundry.sharepoint.com, oK
HTTP/2  GET 200 application/java... 1294ms st
tonline. layou...
0j8TNFTRAOtZIKG... HTTPS  GET 200 application/x-ja... 8.75 KB 13848 ms  script AFB1jdYLIQCM
ok DS R ADM C
HTTPS  GET 200 image/x-icon 162 KB S171ms  image
iay oK
spcommon.pngirev=d4 HTTPS  GET 200 image/png 188 KB 13477 ms  image
h f nfoundry.sharepoint.com/ lay... oK
Full%20Logo%20{transparent%20with%20... HTTPS  GET 200 image/png 254KB 1107 ms  image
hi itst ou sharepoint.com/Site. oK
spcommon.png HTTPS  GET 200 image/png 18.8 KB 10203 ms  image
h nfoundry.sharepoint.com/ lay... oK
SPRequestGuid:
WebResource.axd?d=X7XEG4dOUWSRISB... HTTPS  GET 200 application/i-ja... 5.87 KB 6437ms  script : R
hitps/7bits [ Strict-Transport-Securi
ps3//bi point.com/ oK
HTTP/2  GET 200 application/java.. 1.88ms  scipt
i epointonine. u..
corevl5.cssTreveySulojc3VeSDANCEPC... HTTPS  GET 200 text/ess 47.95 KB 7136 ms
hi oundry.sharepoint. ' lay oK
loadingcirclests16.giffrev=44 HTTPS  GET 200 image/gif 4208 166.22 ms  image .
P Py v EORIGIN
< > ~

YoM IrminbaAnm: 1 Ramie

2k

0 errors 112 requests 50047 KB transferred 23.96 5 taken (DOMContentLoaded: 2,56 5, load: 4.7 5)



Demo
F12 Dev Tools

Sean



Fiddler

€ Progress Telerik Fiddler Web Debugger - O X
g 99

File Edit Rules Tools View Help

22 WinConfig () #4 Replay X - b Go | Stream

Decode | Keep: All sessions = &5 Any Process 43 Find [l Save | I8, (3) @ Browse ~ g Clear Cache [T TetWizard | [H Tearoff | MSDN Searc

) Online X

 Strengths

P ResUlt  Protocol Host URL A () Statistics L4 tnspectors # AutoResponder  Composer [T Fiddler Orchestra Beta
[B29 20 HIEs tweetdeck. bnitter.con  /metrics “| FiddlerSaript [ Log [ Filters = Timeline
& v T . 5 Eai <] [Frd... | | classview
$RET 200  HTTPS api.twitter.com /1. 1/sctivity/about_me.json?model_version=78since_id=15263859030006, .. - et T =
. _ i pubTic static ContextAction'Decode Selected Sessions™)

. 32 w0 HTTRS api.twitter.com /1. 1/favorites/list.json?count=408include_my_retweet=18since_id=99281... FlnctSon DofenoveEncoding (oSeszions: Session |\ | ~

B33 20 HrEs www. facebook.com  fajax/bz for (var x:int x < oSessions_Length: {
: elatively easy to use :
g3 oSessions ] .utilDecodeResponse
L &5 - HTTPS 0.dient-channel.google.com fd\Entmannelfmannellbmd’aulﬁus ctype =hangoutsaprop=gmail&ap... 1
&3 TP Tunnel to scss 1 UL actUpdateInspector (true, true);
}
L 5 - HTTPS scss-prod-uel-notif-19.a. fapufv lfnuhﬁ(ahnns’hase\_lr htms%}A%ZF%ZFstss adobesc.comaz =589 ’
) — [E%] 200 HTTPS mobile. pipe aria.microsoft...  /Collector/3.0/ static function OnBeforeRequest(oSession: Session)
@ o i o N Sample Rule: Color ASPX requests_in RED
83 B / if (oSession.uriContains(”.aspx”)) { oSession["ui-color"] = "red”; }
B4 20 Hes mail.googie.com  fmail Simczbs 1502d285sver =GAFHaMvhdiw.en. Bcbimgmal_fe_...
h - // Sample Rule: Flag POSTs to Fwdd er2.com in italics
Pcount=: -
HTTPS api twitter.com /1. /statuses/home _timelne,fson?count=2008incuce_my,_retweet=18sinc... B o et nnals Conm, ot or ety £8 a5essson. HTTPMethodTs ("POST™)) {

HTTPS api.twitter.com /1. 1/statuses/mentions_timeline json?count=2008indude_my_retwest=18&...

/ Sample Rule: Break requests for URLs containing "/sandbox/"
i (oSession.uriContains("/sandbox/")) {

["x-breakrequest"] = “yup"; // Existence of the x-breakreq

. Extensible; includes FiddlerScript engine
. Can import traces from other tools

o eaknesses

oSession. oFlags
HTTPS api.twitter.con /L. 1/favorites st json?count=408indude_my_retwes

HTTPS  mobile.pipe.aria.microsoft... (Callector/2.0/

if ((null = gs_ReplaceToken) && (oSession.url.indexof(gs_ReplaceToken)-
“oSession. drT < oSession. url.Replace(gs ReplaceToken, gs_ReplaceTokenwith):;

HTTPS  mobile pipe.ariz.microsoft... (Collector/3.0/ 1

iF ((null '= gs_OverridenHost) &% (oSession.host.tolowerCase() = gs_OverridenHost
HTTPS api.twitter.com /1. 1/dm/user_updates.json?cursor =GRwmisC26diapPcaFor AunYmgT3GiUA. .. oSession["x-overridehost”] = gs_OverrideHostwith;
HTTPS tweetdeck. twitter.com  jmetrics }
HTTPS api.twitter.com /L, 1/statuses/home_timeline. json?count=2008incude_my_retweet=18sinc. .. iF ((nul1!-bpRequestURT) & oSession. uriContains(bpRequestURT)) |
2008indude_my_retuee 9963... oSession_"x-breakreques Ui’

HTTPS api.twitter.com /L. 1lists/statuse

HTTPS

oy

HTTPS api.twitter.com /1. 1ffaverites/ist.json?count

if ((nulli=bpMethod) && (oSession H'I'FPMEtHudIs(bpMethud-" 1
HTTPS  mobile.pipe.aria.microsoft... {Collector/3.0/ . “oSession’ "x-breakresuest” - method”
HTTPS api.twitter.com /L, 1/statuses/home_timeline. json?count=2008incude_my_retweet=18sinc. .. :

if ((nu11/=uiBoldURI) &% oSession.uriContains(uiBoldURT

HTTPS api.twitter.com /L, 1/activity/about_mejson?model_version=7&since_id=15263855030004..

e . 65essionui-bold"]="QuickExec”;
- : 1
. . LIPS HTTPS api.twitter.com /1. 1/favorites/list. json?count=408incude_my_retweet=18since_id=99281... .
’ i if eModem) |
«  SSL analysis requires additional setu e JEEE e
HTTPS  mobile.pipe.aria.microsoft... (Collector/3.0/ USESSW" “request- etk esdelay] 00"
HTTPS api.twitter.com /1. 1/statuses/mentions_timeline . json?count=2008include_my_retwest=18... Delay receives by 150ms per KB dnrm Daded
. bSession"response-trickle-delay”] - 15

HTTPS api.twitter.com /L, 1/dmjuser_updates.json2cursor =GRumisC26diapPcaFor Atun¥maT3GIUA. .

. More difficult to learn and use

« Sum-Up

o } o eounte - ‘ if (m_DisableCaching’
HTTPS api.twitter.com /1, 1/statuses/home_timeline, json?count=2008indude_my_retweet=18sinc... OSescion. oRequest . headers. Remova (" Tf-Nona-tatch™);
HTTPS api.twitter.com /1. 1lists/statuses. json?cour ZUU&mdude my_retweet=18since_id=9963... oSession. oRequest. HEddEr‘S Rgmuvg -1 Mu(hﬁed Since
HTTPS . N - oSession.oRequest "Pragma”] - “no-cache”
HTTPS twit k
HTTPS  mobile.pipe.aria.microsoft...  [Collector/3.0f / u,e;]Agent Gwer‘mde;
i, bwi i = veet= id =1 1 -
HTTPS api.bwitter.com /1. 1/favorites/list.json?count =408indude_my_retweet=18since_id=99281,.. Naession. DREquESt “User-Agent™] = sUA;
HTTPS tweetdeck. twitter.com  /metrics 1
HTTPS api.twitter.com /1, 1/statuses/home_timeline, json?count=2008indude_my_retweet=18sinc...

if (m_Japanese) {
oSession. oRequest [ "Accept-Languag

WITPS  mobie ppe.arismicosoft... [Colecior/3.0/

HTTRS api.twitter.com iF (m_Autosuth) |

pipe.skype 7 Automatically respond to any authentication challenges using the
i qsp = —type =applications: i current Fiddler user's credentials. You can change (default
11 1 HTTPS pipe.skype.com  [Collector/3.0/?qsp=true&content-type =application %2Fband-compact-bina... T Homain e eernane ipacoward String if areforrod.
[ ] rea I IeX S e OO e Ol l rowse r HTTPS api.twitter.com /L. /activity/about_me.json?model_version=78since_id=15263859030006....
HTTPS api.twitter.com /1. 1/dm/fuser_updates.json?cursor =GRwmisC 26diapPcaFor AtunYmaT3GiUA. WARNING: This setting poses a security risk if remote

connections are permitted!
oSession["X-AutoAuth”] = " (default)

_15242675258seq=48partition =-28dientid =2c0354d8&ch. .. 1

HTTPS  S-dge-chat.facebook.com  fpullPchannel
HTTPS  mobile.pipe.aria.microsoft... (Collector/3.0/

F12 capabilities

if (m_AlwaysFresh && (oSession.oRequest.headers.Exists("If-Modified-Since™) || oSe
HTTPS api.twitter.com /L. 1/statuses/home_timeline json?count=2008indude_my_retweet=1sinc... 7
HTTPS api.twitter.com /1. 1lists/statuses. json?cour zuuamdude_my retwee! &smce_ud=996 oSession. utilCreateResponseAndBypassServer ();
it b - oSessiol esponseCode 30

HTTPS

oSession "ui-backcolor”] = “Lavender”

08indude_my_retweet=18... 1

HTTPS api.twitter.com /1. 1/statuses/mentions_timeline json2count ol
HTTPS api.twitter.com /L. 1/favorites st json?count=408&include_my_retwest=18since_id=99281... ‘
HTTPS tweetdeck. twitter.com  fmetrics // This function is called immediately after a set of request headers has

HTTP T

Bo 200 HrPs beacons.gcp.gvt2.com

been read from the client, This is typically too early to do much useful
7 work, since the body hasn't yet been read, but sometimes it may be useful.

/ For instance, see
http://blogs.msdn. com/b/Fiddler /archive/2011/11/05 /http-expect-continue-delays-tran ¥
>

5 Capturing = All Processes %0 CustomRules. js was loaded at: Tue May 15 11:26:12 EDT 2018




Wireshark
 Strengths

. Low-level protocol analysis

. Watch network packets coming/going

. Built-in expert system capability

. Goes very, very deep in providing visibility

o eaknesses

. Need to develop some experience to
use effectively

. Knowledge of network protocols a must
(although the tool can lend a hand)

. As much an art as a science

« Sum-Up
. Great "next step” tool beyond browser
F12 capabilities

sElEaaa®

BRE Res=

- ] Expression... +

1241
1242

1245
1246
1247
1248
1249
1258
1251
1252
1253
1254
1255

1257

Source
16.692282 157.248.18.35
16.692282 157.248.18.35
.692370 18.163.281.2

16.715687 16.163.281.2
16.717687 164.244.42.2
16.717688 164.244.42.2
16.717721 16.163.281.2
16.722854 164.244.42.2
16.722855 164.244.42.2
16.722899 16.163.281.2
16.758517 164.244.42.2
16.758519 164.244.42.2
16.758579 16.163.281.2
16.763383 16.163.281.2

Destination
18.163.281.2
18.163.281.2
157.248.18.35

52.14.32.166
16.163.281.2
16.163.281.2
164.244.42.2
16.163.281.2
16.163.281.2
164.244.42.2
16.163.281.2
16.163.281.2
164.244.42.2
1684.244.42.193

16.163.281.2

Protocol
TLSwv1.
TLSwv1.
TCP

2
2

(SIS

(SIS

(SIS

Length Info

388 Application Data
86 Application Data
54 53852 > 443 [ACK]

30086 + 443 [ACK]
1518 Application Data
347 Application Data

54 208276 =+ 443 [ACK] 5eq=2522 Ack=15815 Win=2885 Len=08
1518 Application Data

565 Application Data

54 208276 =+ 443 [ACK] 5eq=2522 Ack=17782 Win=2885 Len=08
1518 Application Data

145 Application Data

54 208276 =+ 443 [ACK] 5eq=2522 Ack=19329 Win=2885 Len=08
1356 Application Data

353 Application Data, Application Data

16.819574 1684.244.42.193 TLSv1.2
1258 16.821329 16.163.281.87 239_355_255_3258 S550DP 179 M-SEARCH * HTTP/1.1
1268 16.859485 16.163.281.2 1684.244.42.193 TCP 54 208267 =+ 443 [ACK] 5eq=7695 Ack=1759 Win=2319 Len=@
1261 16.898988 16.163.281.2 1684.146.238.68 TLSv1.2 2363 Application Data l
1262 16.939812 1684.146.238.68 16.163.281.2 TCP 68 443 -+ 58938 [ACK] Seq=1 Ack=231@ Win=513 Len=0 |
1263 17.822618 1684.146.238.68 16.163.281.2 TLSv1.2 1147 Application Data .
1264 17.839292 16.163.281.2 1684.146.238.68 TLSv1.2 2219 Application Data —
1265 17.839448 16.163.281.2 1684.146.238.68 TLSv1.2 5387 Application Data —
1266 17.839573 16.163.281.87 16.163.255.255 uop 385 54915 + 54915 Len=263 |
1267 17.862979 16.163.2681.2 1684.146.238.68 TCP 54 58988 =+ 443 [ACK] Seq=231@ Ack=1894 Win=252 Len=@ —
£ >
Frame 1: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface @
Ethernet II, Src: AsustekC ec:92:ac (14:dd:a9:ec:92:ac), Dst: Ubiquiti_9b:96:9d (44:d9:e7:9b:96:9d)
Internet Protocol Version 4, Src: 18.163.201.2, Dst: 23.63.193.176
Transmission Control Protoccl, Src Port: 53888, Dst Port: 443, Seq: 1, Ack: 1, Len: 1
0082 44 d9 e7 9b 96 9d 14 dd a9 ec 92 ac @3 @@ 45 @@ o
@@ 29 33 52 490 @2 50 @6 @8 @@ @a a3 c9 @2 17 3f JBRE ?
cl b@ cf 18 @1 bb le c¢9 4c 89 81 64 e8 ea 5@ 1@ L--d
@1 @@ ac be e@ @@ oo
0 td wireshark_29C02CB0-8489-4119-A%02-C072C7AAQ1B0_20180516012723_a31136.pcapng Packets: 1286 - Displayed: 1286 (100.0%:) Profile: Default
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 Strengths

Evolution of NetMon
Tremendous capabilities ...
OMS and other support
Very little it can't do

eaknesses

Tough tool to learn
Overkill for most purposes

um-Up

The network tool to rule them all ...

- Message Analyzer

&, Administrator: Microsoft Message Analyzer - a X
File Session Tools Help O -
r_:; New Session /! Favorite Scenarios ¥ | Open kel Save % New Viewer ~ 4 Edit Session b u a % Shift Time =]l Aliases ¥

Q New Union ::'I—J Window Layout ¥
tart Page ® B Local Network In, X
V' Add Filter ~ .v;_} Viewpoints ¥ E Flat Message List
oﬂi Add Columns =& Color Rules ¥ m, Find Message _'L Go To Message = Layout ¥ L= Find In Grouping V bd Export ~
W & Remove V¥ Apply Enter a filter expression, such as: X
- § tep.port==80
'S Library ¥ History ¥ *address==192.168.1.1
X
% MessageNumber Q Timestamp TimeElapsed Source Destination Module Summary
ra 797 2018-05-16702:25:04.7528043 ©0.0000619 104.146.230.68 10.163.201.81 TLS Records: [Appli
r?j 799 2018-05-16702:25:04.7626123 10.163.201.2 239.255.255.250 SSDP Request, Methoc
& se3 2018-05-16T02:25:05.1352041 Windows_Kerne.. Process_V4_Type
& sea 2018-05-16T02:25:05.1550479 Windows_Kerne.. Process_V4_Type
’j 800 2018-05-16T02:25:05.1692967 10.163.203.20 10.163.255.255 uopP SrcPort: 50496,
fa 801 2018-05-16702:25:05.1692974 10.163.203.20 10.163.255.255 upp SrcPort: 50495,
& 802 2018-05-16T02:25:05.2092448 10.163.201.87 10.163.255.255 upbpP SrcPort: 54915,
& ses 2018-05-16T02:25:05.4000647 Windows_Kerne.. Process_V4_Type
& 806 2018-05-16T02:25:05.4304075 Windows_Kerne.. Process_Terminz
& so7 2018-05-16T02:25:05.4306631 Windows_Kerne.. Process_Va4_Type
z}j 808 2018-05-16T02:25:05.4505552 Windows_Kerne.. Process_Terminz
ﬁ 809 2018-05-16T02:25:05.4514063 Windows_Kerne.. Process_V4_Type
& 810 2018-05-16T02:25:05.4523287 Windows_Kerne.. Process_Terminz
& 811 2018-05-16T02:25:05.4547422 Windows_Kerne.. Process_Va_Type
r& 812 2018-05-16T702:25:05.5000595 10.163.201.81 239.255.255.250 SSDP Request, Methoc
a 813 Ity 2018-05-16T02:25:05.5009778 10.163.201.2 239.255.255.250 SSDP Request, Methoc
& 814 7)) 2018-05-16T02:25:05.5011727 FE80:0:0:0:1056.. FF02:0:0:0:0:0:.. SSDP Request, Methoc
v?j 815 2018-05-16702:25:05.5749849 10.163.201.81 13.91.52.255 TLS Records: [Appli
ra 816 2018-05-16T702:25:05.5750268 ©.0619253 10.163.201.81 13.91.52.255 TLS Records: [Appli
& 817 C) 2018-05-16702:25:05.5763091 10.163.201.2 239.255.255.250  SSDP Request, Methoc
Message Stack 1 X Details 1 X Field Data X
» = {=} | 1 origin » - F ¥4 Enter search text here.. J
#4814 : SSDP 7 Name Value
Request, Method: NOTIFY, URI: *, Version: * Method NOTIFY
#814 : UDP uri )
SrcPort: 58867, DstPort: SSDP(1900), Lengt! Version 1.1
Headers map{LOCATION=http://[fe80,HOST=[FFI
£814 - IPv6 Pt pe//fes0,HosTal

Next Protocol: UDP, Payload Length: 344

#5814 : Ethernet
Type: IPvé

& 814 : NdisEtwProvider

Payload: binary[51,51,0,0,0,12,20,221,169,2¢
@814 : NdisEtwProvider
Session Total: 3,158

rﬁ 814: Request, Method: NOTIFY, URI: *, Version: 1.1
Available: 2,535 Selected: 1

Viewpoint: Default

%Y Field Data L2} Message Data 1

» Session Explorer
Truncated Ses  Build: 4.0.8112.0
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elpful Links

0365 Performance Tuning
https://aka.ms/tune

Tune SharePoint Online Performance
https://go.microsoft.com/fwlink/?linkid=873107

Navigation options for SharePoint Online
https://go.microsoft.com/fwlink/?linkid=873247

Using Content by Search Web Part

https://go.microsoft.com/fwlink/?linkid=873245

SharePoint Developer Community

https://docs.microsoft.com/en-us/sharepoint/dev/community/community

SharePoint PnP Solution Guidance

https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/office-365-development-patterns-and-practices-solution-guidance

How to avoid being throttled in SharePoint Online?

https://docs.microsoft.com/en-us/sharepoint/dev/general-development/how-to-avoid-getting-throttled-or-blocked-in-sharepoint-online
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