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Course Introduction

Course Opening Brief
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Course Objective

ñTo explore, identify and work with

accounts and users creation, application, offering, quota and reports 

management Acronis Cyber Platform APIs for 

Acronis Cyber Cloudò

Acronis Backup 

Cloud

Acronis Disaster 

Recovery Cloud

Acronis Files 

Cloud

Acronis Notary 

Cloud

#CyberFit

Developer 
Business Automation
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Stas Pavlov

Principal Technical Evangelist for Cyber Platform

I help developers, ISVs and service providers to be 

successful with Acronis Cyber Platform.



7
Dual headquarters 

in Switzerland and Singapore É Acronis #CyberFit Academy 2020

Course Information

ÁInstructor-led developer training with hands-on and demos

ÁDesigned as basic level API training for ISVs and software developers

ÁOnline exam at the end of the course:

ÅNeed to be registered at the Acronis Partner Portal

Å40 MCQ questions

Å120 minutes

Å70% passing grade

Å2 attempts given

ÅOpen book
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Dual headquarters 

in Switzerland and Singapore

Acronis Cyber Platform 
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Business Automation
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1. Getting started with Acronis Cyber Platform API

2. Authorization basics

3. Manage tenants

Á Manage trials for customers

4. Manage applications, offering items and quotas for tenants

5. Manage users. 

Á Create and activate a user, enable services for users, user roles

6. Get a tenant usage

7. Manage reports. 

Á How to read the report: OIs to SKU mapping

8. Manage locations and storages

Module Outline
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Getting Started with
Acronis Cyber Platform API 
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Getting Started ïBase Requirements

ÁTo start working with APIs, you will need:

ÅAccess to a Partner tenant1, Partner Administrator credentials will be required for 

Management Portal operations within the tenantôs hierarchy

ÅPostman or any other suitable API/REST development tool installed on your computer

ÅFirefox web browser or Chrome with JSON Formatter browser extension2

a) Enable Web developer tools > Network for your web browser.

1 Easiest way to get access would be to request for an Acronis Cyber Cloud sandbox from the Acronis Developer Portal https://developer.acronis.com

2Search for ñjson formatterò or ñjson viewerò extension in the Chrome Web Store

https://developer.acronis.com/


12
Dual headquarters 

in Switzerland and Singapore É Acronis #CyberFit Academy 2020

Getting Started ïREST API Basics

ÁAcronis REST API uses 4 main HTTP methods:

ÅGET: Retrieve resource

ÅPOST: Create resource

ÅPUT: Update/Replace existing resource

ÅDELETE: Delete resource.

ÁWorks by sending a request (textual HTTP message) using 1 of the HTTP methods to 

an API location with an endpoint and a request body (JSON mostly) and 

thereafter receiving a response

ÁResponse will include response code to indicate status of the response and 

response body (JSON mostly).
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Getting Started ïAPI Documentation (1 of 4)

ÁAcronis uses RAML for documenting available API requests:

ÅRAML Viewer is available at Settings > Integration > RESTful API after logging in to the 

Management Portal

ÅAlternatively, browse to https://<datacenter_url>/api/2/doc

ÅRAML provides descriptions of the API requests available and the RAML viewer has a 

Try It section to try out the API requests.

ÁAPI documentation is also available at the Acronis Developer Portal 

https://developer.acronis.com/doc/

https://developer.acronis.com/doc/
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Getting Started ïAPI Documentation (2 of 4)

Click on the desired HTTP method 

to see the API request description
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Getting Started ïAPI Documentation (3 of 4)

1. Open a new browser window with URL: 

https://<datacenter_url>/api/2/doc

2. Find the desired resource (use Ctrl+F)

3. Select the method to use (if more than 1 is available)

4. Go through the description, required parameters and 

available responses

5. Try the request with necessary parameters

6. Copy the request to your API client application.
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RAML Documentation Demo

API Documentation
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Getting Started ïAPI Documentation (4 of 4)

https://developer.acronis.com/doc/

https://developer.acronis.com/doc/
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ADN Documentation Demo

API Documentation
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Getting Started ïAPI/REST Development Tools

ÁAPI/REST Development Tools such as 

Postman, Swagger UI, Advanced REST, etc., 

are used for testing and developing API 

requests:

ÅSending API requests with multiple parameters

ÅKeep history of past API requests

ÅUse variables to simplify repeated API requests

ÅTest API requests in different environments.



20
Dual headquarters 

in Switzerland and Singapore É Acronis #CyberFit Academy 2020

Postman Demo

API/REST Development Tools
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Getting Started ïBrowsers Development Tools

Chrome browser with 

More Tools > Developer Tools
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Browser Development 
Tools Demo

API/REST Development Tools
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Getting Started ïAudit Log > JSON Tab

Select an event and 

click on the JSON tab 

to view parameters
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Audit Log Demo

API/REST Development Tools
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Authorization Basics
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User Authentication

ÁEach request to an API endpoint must contain information about the 

authentication method and credential to be used to access the endpoint

ÁAuthentication methods available:

ÅBasic authentication: Uses Base64 encoded username:password pair

ÅToken authentication: Uses a Bearer Token generated from credentials sent to /idp/token

endpoint.
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User Login ïBasic Authentication

ÁTo login using basic authentication1, specify the following header field in the request:

ÅAuthentication: Basic <credentials> where <credentials> is a Base64 encoded login_id:password

string

ÁTo send a request with basic authentication:

ÅEncode login_id:password string using Base64 (www.base64encode.org), e.g., JohnDoe:password123

becomes Sm9obkRvZTpwYXNzd29yZDEyMw==

ÅConstruct a header field with the encoded string:

Authorization: Basic Sm9obkRvZTpwYXNzd29yZDEyMw==

ÅSpecify the header field in the request

ÅTools like Postman, PowerShell and curl can do the entire procedure automatically.

1 For security reasons, avoid using Basic authentication except for 2 one-time requests, finding the UUID of a tenant where a user resides and (to use in) authorizing 

a 3rd-party application (client) to act on the userôs behalf in this tenant.

http://www.base64encode.org/
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User Login ïToken Authentication

ÁTo login using token authentication1, specify the following header field in the request:

ÅAuthentication: Bearer <token> where <token> is a token received from /idp/token endpoint

ÁTo send a request with token authentication:

ÅConstruct a header field with the token string:

Authorization: Bearer Sm9obkRvZTpwYXNzd29é.yZDEyMw==

ÅSpecify the header field in the request

ÅTools like Postman can do a part of the process automatically.

1 Remember that a token has a live-time.
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Basic Authentication Flow

ÁUsing Management Console UI to generate an API client client_id and client_secret

ÁUsing Basic Authentication with client_id and client_secret issue a token:

POST /idp/token

ÁUse this token for following request and renew when needed using either client_id and 

client_secret, or refresh_token if available in response.

Create an API Client using Management Console
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Advanced Authentication Flow

ÁUsing Basic Authentication with username and password take a your self information 

included tenant id info:

GET /users/me

ÁUsing Basic Authentication with username and password create an API Client:

POST /clients

ÁUsing Basic Authentication with client_id and client_secret issue a token:

POST /idp/token

ÁUse this token for following request and renew when needed using either client_id and 

client_secret, or refresh_token if available in response

ÁIf 2FA authentication is enabled, a user service account should be used for Basic 

Authentication calls where itôs required.

Create an API Client by an API call
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Authentication ïCreate an API Client
ÁTo create API client, send a POST request to /clients:

ÅBody type: raw with the following JSON:

{

"type": ñapi_client",

"tenant_id": ñ<tenant_id_for_wich_you_create_client>",

"token_endpoint_auth_method": "client_secret_basic",

"data": {

ñclient_name": ñ<client_name>"

}

}

ÁIf successful, the response will include the ñclient_idñand ñclient_secretñ strings which can

then be used in subsequent requests to create an authorization token

ÁNormally, creating an API Client is a one-time process. As the API client is used to access 

the API, treat it as credentials and store securely. As well, do not store login and password 

in scripts itself.
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Authentication ïIssue a Token (1 of 2)

ÁTo login using token authentication, send a POST request to /idp/token:

ÅBasic Authentication using ñclient_idñ and ñclient_secretñ

ÅBody type: x-www-form-urlencoded with the following parameter:

grant_type=client_credentials

ÁIf successful, the response will include the ñaccess_tokenñstring which can then be used in 

subsequent requests:

ÅFor Postman: 

a) Specify Authorization: Bearer Token and use the ñaccess_tokenñ string from the /idp/token response

ÅFor other tools: 

a) Construct a header field with the token string (access_tokenñ string from the /idp/token response)

Authorization: Bearer Sm9obkRvZTpwYXNzd29é.yZDEyMw== and 

b) Specify the header field in the request.
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Authentication ïIssue a Token (2 of 2)

ÁFor security reasons, the token expiration is set to 2 hours. 

ÅYou can use expires_on JSON filed inf /idp/token response to check the end-of-life time

ÁWhen token expires, API with respond with a 401 error status. 

ÁA new token will need to be issued and used before the expiration of the current 

one.
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Create an API Client and 
Issue a Token Demo
Authorization Basics
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Manage Tenants
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Recap: API Structure of Tenants & Users

ÁIn API, Tenants and User accounts are represented as JSON objects:

ÅWithin each tenant, services, also known as Applications in API and their corresponding 

Offering Items (Data Sources, Locations, etc) can be enabled/disabled

ÅUser accounts have Access Policies (roles) for access to Applications within a tenant and 

Personal Tenants for user account usage quotas and usage info.

Partner

Tenant

Partner Admin

Read-only Admin

Folder 

Tenant

Folder Admin

Read-only Admin

Customer

Tenant

Customer Admin

Backup User

Unit

Personal Tenant

Personal Tenant

Backup User

Backup User

é
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Find an API Client Root Tenant

ÁTo find a root tenant id for a tenant, for which an API Client was created, use:

GET /clients/{client_id}

ÁThe return is a full API Client JSON which contains a root tenant_id for the API 

Client:

{

é

"status": "enabled",

"created_at": "2020-02-26T11:20:39+00:00",

ñtenant_id": "53b471e1-50dd-4557-ae6d-f687923121d4",    

é

}
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Create a Tenant

ÁTo create a tenant only a name, a parent tenant id and a kind are required:

POST /tenants with body JSON:

{

"name": "{my_tenant_name}",

"parent_id": "{parent_tenant_id}",

"kind": ñkind_of_tenant"

}

ÁA tenant name must be unique in your hierarchy 

ÁThe following kind of tenant are supported partner, folder, customer, unit

ÁCustomer tenants are created in the trial mode. This mode means that usage data for the 
created tenant will not be included in monthly service usage reports for billing

ÁThe created tenant doesnôt contain any enabled applications or offering items

ÁThe return is a full tenant JSON.
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Tenant UUID and tenant big int ID

ÁThe current id of a tenant is GUID/UUID

ÁThe previous version (API v1) uses big int as a tenant id

ÁSome other APIs still use big int tenant id: Alerts, Activities & Task, Resources 

and Policy

Á2 options to make the mapping

ÅUse API v1 GET /api/1/group/{any_id} or GET /api/1/group/{any_id}/children calls, 

resolves big int IDs to UUIDs and vise-versa

ÅUse API v2  POST /api/2/tenants:resolve_ids call, resolves big int IDs to UUIDs

ÁPreffered way is to use API v2, as API v1 is outdated and will be discontinued
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Create a Tenant Demo 

Manage Tenants
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A Tenant JSON Example

{

"ancestral_access": true,

"brand_id": 3579,

"contact": {

"address1": "366 5th Ave",

"address2": null,

"city": null,

"country": null,

"email": "foo.bar@example.com",

"firstname": "",

"lastname": "",

"phone": "1-541-754-3010",

"state": null,

"zipcode": null

},

"customer_id": null,

"customer_type": "default",

"default_idp_id": "11111111-1111-1111-1111-111111111111",

"enabled": true,

"has_children": false,

"id": "0fcd4a69-8a40-4de8-b711-d9c83dc000f7",

"internal_tag": "some.unique.tag.value",

"kind": "customer",

"language": "en",

"name": "Foobar",

"owner_id": null,

"parent_id": "ede9f834-70b3-476c-83d9-736f9f8c7dae",

"update_lock": {

"enabled": false,

"owner_id": null

},

"version": 1

}
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Update a Tenant

ÁTo update a tenant only a current version is required and you can specify only 

changed values:

PUT /tenants/{tenant_id} with body JSON:

{

ñenabled": ñfalse",

é..

ñversion": "{current_version}"

}

ÁThe return is an updated tenant JSON.
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Basic Flow to Update a Tenant

ÁGet a current tenant info:

GET /tenants/{tenant_id}

ÁTo update a tenant only a current version is required and you can specify only changed 

values:

PUT /tenants/{tenant_id} with body JSON:

{

ñenabled": ñfalse",

é..

ñversion": "{current_version}"

}

ÁThe return is an updated tenant JSON.
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Update a Tenant Demo 

Manage Tenants
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Basic Flow to Delete a Tenant
ÁGet a current tenant info:

GET /tenants/{tenant_id}

ÁDisable the tenant:

PUT /tenants/{tenant_id}} with body JSON:

{

ñenabled": ñfalse",

ñversion": "{current_version}"

}

ÁGet a current tenant info to have a new version (or just +1 if you sure that there were not another changes 

between calls):

GET /tenants/{tenant_id}

ÁDelete a tenant specifying a current version:

DELETE /tenants/{tenant_id}?version={current_tenant_version}

ÁThere is no any content body return in case of success and HTTP code is 204.
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Delete a Tenant Demo 

Manage Tenants
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Basics Informational Tenants Calls

Procedure Notes

GET: /tenants/{tenant_id} Fetching information of a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/clients Fetching information on available API clients for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/users Fetching information of users for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/children Fetching information of children for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/reports Fetching information on available reports for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/infra Fetching information on available storages for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/locations Fetching information on available locations for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/brand Fetching branding options for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/identity_providers Fetching information on available identity providers for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/mfa/status
Fetching information on the MFA status for tenant and TOTP enablement by users progress 

for a tenant by ñtenant_idò

GET: /tenants/{tenant_id}/legal_documents Fetches legal documents owned by a tenant by ñtenant_idò
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Request a Tenant Information 
Demo 
Manage Tenants
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Search for a Tenant

ÁTo search for tenants or a users:

GET /search

ÁWith the following query parameters: 

Åtenantïthe root tenant for tenants hierarchy to search

Åtextïtext to search

Ålimit ïlimit output (default 10).
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Search for a Tenant

ÁThe following property values are checked in tenants:

ÅTenant name ïname

ÅCustomer ID ïcustomer_id (Custom Id from Management Console)

ÅFirst name ïfirstname in the contact object

ÅLast name ïlastname in the contact object
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Batch Tenants Hierarchy Request

ÁTo get tenements hierarchy batch use

GET /tenants

ÁWith the following query parameters: 

Åsubtree_root_id ïthe root tenant for tenants hierarchy

Åwith_offering_items ïinclude offering items information for each tenants

Åwith_contactsïinclude contacts information for each tenants

Åupdated_sinceïreturn only tenants updated since specified time (in UTC timezone)
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Search & Navigating Through 
Tenants Demo 
Manage Tenants
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Manage Trials for Customers
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Customer Tenants to Pricing Modes

ÁCustomer tenants are created in the trial mode. This mode means that usage data for the 

created tenant will not be included in monthly service usage reports

ÁA customer tenant that is using services in the trial mode can be switched to the production 

mode only once

ÁIf you switch the mode from trial to production in the middle of a month, the entire month 

will be included in the monthly service usage report. For this reason, we recommend that 

you switch the mode on the first day of a month

ÁThe mode is automatically switched to production when the tenant remains in the trial mode 

for one full month

ÁThe tenant mode is available in the tenant pricing settings

ÁSwitching a tenant mode is not a reversible operation.
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Switching a Customer Tenant to Production

ÁTo switch to production mode you need to update pricing for a customer tenant

ÁFirst, get current pricing model:

GET /tenants/{tenant_id}/pricing

{

"mode": "trial",

é

"version": 1582133391607

}

ÁUpdate mode filed to ñproductionò and send JSON using specifying received version:

PUT /tenants/{tenant_id}/pricing

{

"mode": "production",

"version": 1582133391607

}
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Production Start Date for a Tenant

ÁAttribute production_start_date in the tenant's pricing endpoint 

GET /api/2 /tenants/{tenant_id}/pricing 

Current tenant status Meaning of production_start_date Value 

Trial Timestamp when the tenant will be switched to production status 

(applicable to customer tenants only)

Production Timestamp when the tenant was switched to production status 

Suspended Timestamp when the tenant was switched to production status
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Switch to Production Demo 

Manage Trials for Customers
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Manage Applications, Offering 
Items and Quotas
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Applications & Offering Items (1 of 5)

ÁThe following Applications can be enabled for a tenant:

ÅCyber Protection

ÅFiles Sync & Share

ÅCyber Infrastructure

ÅPhysical Data Shipping

ÅNotary.

ÁFor Cyber Protection service, 1 or more editions can be selected:

ÅPartner and Folder tenant: Select 1 or more editions which will then be available for selection when 

child Customer tenants are subsequently created

ÅCustomer tenant: Only 1 edition can be selected.
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Applications & Offering Items (2 of 5)
Edition name Edition parameter/value in API

1 Cyber Protect (per gigabyte) pck_per_gigabyte

2 Cyber Protect (per workload) pck_per_workload

3 File Sync & Share (per gigabyte) fss_per_gigabyte

4 File Sync & Share (per user) fss_per_user

5 (Legacy) Cyber Backup ïStandard Edition standard

6 (Legacy) Cyber Backup ïAdvanced Edition advanced

7 (Legacy) Cyber Backup ïDisaster Recovery Edition disaster_recovery

8 (Legacy) Cyber Protect ïStandard Edition cyber_protect_std

9 (Legacy) Cyber Protect ïAdvanced Edition cyber_protect_adv

10 (Legacy) Cyber Protect ïDisaster Recovery Edition cyber_protect_dre

11 (Legacy) Cyber Protect Edition per_workload

12 (Legacy) Cyber Backup Edition per_gigabyte

13 (Legacy) File Sync & Share fss_legacy
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Applications & Offering Items (3 of 5)

Edition Prefix for an offering item name in API Example of an offering item name in API

1 Cyber Protect (per gigabyte)
pg_base pg_base_workstations

pg_pack_<pack_prefix> pg_pack_adv_backup_workstations

2 Cyber Protect (per workload)
pw_base pw_base_workstations

pw_pack pw_pack_adv_backup_workstations

3 File Sync & Share (per gigabyte)
pg_base_fc pg_base_fc_storage

pg_pack_<pack_prefix> pg_pack_adv_fc_notarizations

4 File Sync & Share (per user)
pu_base_fc pu_base_fc_storage

pu_pack_<pack_prefix> pu_pack_adv_fc_notarizations
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Applications & Offering Items (4 of 5)

Edition Prefix for an offering item name in API Example of an offering item name in API

1 (Legacy) Cyber Backup ïStandard Edition n/a workstations

2 (Legacy) Cyber Backup ïAdvanced Edition adv adv_workstations

3 (Legacy) Cyber Backup ïDisaster Recovery Edition dre dre_workstations

4 (Legacy) Cyber Protect ïStandard Edition p p_workstations

5 (Legacy) Cyber Protect ïAdvanced Edition p_adv p_adv_workstations

6 (Legacy) Cyber Protect ïDisaster Recovery Edition p_dre p_dre_workstations

7 (Legacy) Cyber Protect 

Edition

Backup Standard pw pw_workstations

Protect Advanced pw_p_adv pw_p_adv_workstations

Protect Standard pw_p pw_p_workstations

8 Protect Essential pw_p_ess pw_p_ess_workstations

9 (Legacy) Cyber Backup Edition pg pg_workstations

10 (Legacy) File Sync & Share fc fc_storage
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Applications & Offering Items (5 of 5)

ÁDepending on the Acronis Data Center that the Service Provider is based in and settings made in 
parent tenant, some services/editions may not be available

ÁServices can be customized by disabling/enabling its corresponding offering items which will 
determine the functionalities available to the tenant

ÁOptional attribute check_usage is in the offering_items structure allows to prevent the disabling 
of offering items that are in use. 

If someone tries to disable offering items through PUT /api/2/tenants /{tenant_id}/offering_items
with check_usage set to true, 400 code will be returned if some of the offering items are used by 
tenants or sub-tenants. 

ÁThe set of services and offering items configured for a tenant is known as the offering

ÁThe offering determines what will be shown in Management Portal1 as well as what is available 
when creating child tenants

ÁOffering items also have quotas that can be used to further refine the offering.

1 Disabled services and offering items will not be shown in Management Portal and services consoles.
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Reference Book for Offering Items

ÁEndpoint /api/2/offering_items/ is a "reference book" (aka thesaurus) for all the 

offering items that are available in the system and also corresponding editions, 

usage names. 

ÁReturns an array of objects, each containing 

Åoffering item name ("name"), 

Åname of related edition ("edition_name"), 

Åname of related usage ("usage_name").
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Get Offering Items Available for a Child Tenant

GET
/tenants/{tenant_id}/offering_items/available_for_child?edition

={edition}&kind={kind}}

Ákind can be partner, folder, customer, unit

Áedition can be standard, advanced, disaster_recovery, 

cyber_protect_std,        cyber_protect_adv, 

cyber_protect_dre, and * (unfiltered)

ÁThe return is a offering items JSON array of with root 

ñitemsò

ÁAn example of an offering item JSON.

{

"application_id": 

"6e6d758d-8e74-3ae3-ac84-

50eb0dff12eb",

"edition": "standard",

"infra_id": "debe7865-fa8d-

4c16-8e26-adcf8d7fd23d",

"locked": false,

"measurement_unit": 

"bytes",

"name": "dr_storage",

"quota": {

"overage": null,

"value": null,

"version": 0

},

"status": 1,

"type": "infra",

"usage_name": 

"dr_storage"

}
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Offering Items Initial Set Flow

ÁGet offering items available for a child tenant:

GET /tenants/{tenant_id}/offering_items/available_for_child?edition={edition}&kind={kind}

ÁFilter received offering items based on your criteria locations, storages, editions, offering 

items, add quotas if needed

ÁSet offering items for a child tenant:

PUT /tenants/{child_tenant_id}/offering_items

with JSON body, with ñoffering_itemsò root and list of filtered OIs from the previous call.

All required applications will be enabled for a child tenant automatically.
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Set Offering Items for a Tenant 
Demo 
Manage Applications, Offering Items and Quotas
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Limiting Legacy Edition Usage
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Limiting Legacy Edition Usage

It is possible to limit the usage of óLegacyô editions in the Management Portal UI using API:

ÁProhibit creation of a new customer in a óLegacyô edition

ÁProhibit switching of an existing customer from new licensing to a óLegacyô edition

This can be managed by using the hide_legacy_editions setting on the tenant level 

using API

Set the value of the hide_legacy_editions parameter to true to limit legacy edition 

usage

This allows you to maintain your existing customer and partner base and disable manual 

legacy edition creation through UI under the same root tenant
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Get the current óHide Legacy Editionsô value

Retrieve the current value of hide_legacy_editions parameter:

GET 

/ api /2/applications/{ applicaton_id }/settings/tenants/{ tenant_UUID }}/ hide_legacy_editions

where application_id is Management Portal application id 7459244f - 68f3 - 3bf4 - 9f53 - 5f63ecc1d91f and

tenant_UUID is a tenant UUID for which you need to retrieve hide_legacy_editions value

{

"own": null,

"effective": {

"lock": false,

"owner": {

"id": "b7670f62 - cb1e - 41ec - ad20 - e43e05d1e4df",

"type": "tenant"

},

"value": false

},

"name": " hide_legacy_editions "

}
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Set current óHide Legacy Editionsô value

Set the value of the hide_legacy_editions parameter to true to limit legacy edition usage:

PUT 

/ api /2/applications/{ applicaton_id }/settings/tenants/{ tenant_UUID }}/ hide_legacy_editions

where application_id is Cyber Protection application id 6e6d758d - 8e74 - 3ae3 - ac84 - 50eb0dff12eb and

tenant_UUID is a tenant UUID for which you need to retrieve hide_legacy_editions value

{

"value" : true

}
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Limiting Legacy Edition Usage 
Demo 
Manage Applications, Offering Items and Quotas
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Get Offering Items for a Tenant

GET /tenants/{tenant_id}/offering_items

ÁThe return is a offering items JSON array, which were set, with root ñitemsò available for a 

tenants identified by tenant_id

ÁBy default, this endpoint returns offering items of the Cyber Backup - Standard Edition

ÁYou can fetch all offering items available for the tenant or user account by providing * or 

edition name in the edition query string parameter:

GET /tenants/{tenant_id}/offering_items?edition={edition}
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Update Offering Items for Tenant

PUT /tenants/{tenant_id}/offering_items

with JSON body, with ñoffering_itemsò root and list of filtered Ois.

ÁThe return is a offering items JSON array, which were set, with root ñitemsò

ÁAll required applications will be enabled for a child tenant automatically.
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Enable/Disable Offering Items Flow

ÁGet offering items available for a tenant:

GET /tenants/{tenant_id}/offering_items

ÁFind needed offering items to enable or disable by application_id, infra_id, type or name 

and modify status fields accordingly. 0 ïdisable, 1 ïenable.

ÁDisable or enable to send an array of modified offering items JSON with ñoffering_itemsò 

root:

PUT /tenants/{tenant_id}/offering_items

The return is the updated offering items JSON array with root ñitemsò.

Note: Offering items cannot be disabled or enabled for a personal tenant

Note: Only one storage can be enabled for a customer sub-tenant



76
Dual headquarters 

in Switzerland and Singapore É Acronis #CyberFit Academy 2020

Enable/Disable Offering Items 
for a Tenant Demo 
Manage Applications, Offering Items and Quotas
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Switch Editions Flow

ÁCheck if possible to switch to a specific edition using a dry run call :

GET /tenants/{tenant_id}/edition?application_id={application_id}&target_edition={target_edition}

ÁResolve all blockers

ÁPerform a switch edition call

PUT /tenants/{tenant_id}/edition

{

"application_id": "{application_id}",

"target_edition": "{target_edition}"

}
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Switch Editions Flow (OLD ïstill work)

ÁGet current edition offering items available for a tenant:

GET /tenants/{tenant_id}/offering_items?edition={current_edition}

ÁSet status fields to 0 for all offering items with edition field set to {current_edition}

ÁGet a new edition offering items available for a tenant:

GET /tenants/{tenant_id}/offering_items?edition={new_edition}

ÁSet status fields for all offering items with edition field set to 1, remove all offering items 

with editionfield doesnôt set (equal null)

ÁCombine the arrays of modified offering items JSON with ñoffering_itemsò root:

PUT /tenants/{tenant_id}/offering_items

The return is the updated offering items JSON array with root ñitemsò.
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Switch Editions for a Tenant 
Demo 
Manage Applications, Offering Items and Quotas
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Quotas Basics for Offering Items (1 of 2)

ÁQuotas enable you to limit the ability to use the service. The quota is managed 

through the offering items which represent the set of services and service 

features

ÁThe user account quotas are controlled via user account personal tenants

ÁThere are two types of quotas: "soft" and "hard":

ÅHard Quota = Quota Value + Quota Overage

ÅThe quota is considered "soft" when you do not set a quota overage. It means you allow 

an unlimited quota overage. As result, restrictions on using the service are not applied

ÅThe quota is considered "hard" when you set a quota overage. It means you allow a 

limited quota overage.  An overage allows to exceed the quota by the specified value. 

When the overage is exceeded, restrictions on using the service are applied.
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Quotas Basics for Offering Items (2 of 2)

ÁThe quota limits are removed by setting the value (quota value) and/or overage

(quota overage) attributes to null

ÁSetting the value (quota value) to 0 will set it to zero. This means that the offering 

item will not be accessible to the tenant since the quota will be already exceeded

ÁSetting the value (soft quota) limit to null will reset the version to 0 and the 

overage to null

ÁDisabled offering items do not have the quota object.
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Basic Offering Items Quota Set Flow

ÁGet offering items available for a tenant:

GET /tenants/{tenant_id}/offering_items?edition={current_edition}

ÁFind needed offering items to set a quota by application_id, infra_id, type or 

name and modify quota collection fields overage and value accordingly. Remain 

the same value for version field as you received at previous GET call

ÁUpdate quotas to send an array of modified offering items JSON with 

ñoffering_itemsò root:

PUT /tenants/{tenant_id}/offering_items

The return is the updated offering items JSON array with root ñitemsò.
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Offering Items Quotas Demo 

Manage Applications, Offering Items and Quotas
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Get List of All Available Applications

GET /applications

ÁThe return is a JSON array of application with root ñitemsò

ÁAn application JSON example:

{

"name": "Cyber Infrastructure",

"id": "cc29685d-a9ca-3e87-a83d-069f18b588f0",

"api_base_url": "/hci/",

"usages": [

"hci_cifs_storage",

"hci_compute_points",

"hci_iscsi_storage",

"hci_nfs_storage",

"hci_s3_storage",

"hci_storage",

"hci_total_cifs_storage",

"hci_total_compute_points",

"hci_total_iscsi_storage",

"hci_total_nfs_storage",

"hci_total_s3_storage",

"hci_total_storage",

"hci_total_vm_provisioned_cpu",

"hci_total_vm_provisioned_ram",

"hci_total_vm_storage",

"hci_total_vtl_storage",

"hci_vm_provisioned_cpu",

"hci_vm_provisioned_ram",

"hci_vm_storage",

"hci_vtl_storage"

],

"type": "hci"

}
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Get List of All Available Applications for a Tenant

GET /tenants/{tenant_id}/applications

ÁThe return is a JSON array of application_id with root ñitemsò

ÁA return JSON example:

{

"items": [

"6e6d758d-8e74-3ae3-ac84-50eb0dff12eb",

"b71b2c18-590a-303c-9d5a-8444fbe713ac",

"dfd85a5f-a464-32ab-81fd-99bcc66a070f",

"f9c5744e-bd1a-36b6-b0f0-ecd7483e1796",

"7459244f-68f3-3bf4-9f53-5f63ecc1d91f"

]

}
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Enable/Disable an Application for a Tenant

ÁTo enable an application for a tenant:

POST /applications/{application_id}/bindings/tenants/{tenant_id}

ÁTo disable an application for a tenant:

DELETE /applications/{application_id}/bindings/tenants/{tenant_id}

ÁDisabling an application is not a reversible operation and results in the following:

ÅThe service becomes unavailable and stops operating within this tenant and all its sub-

tenants

ÅAll offering items of the service are disabled for this tenant and all its sub-tenants

ÅAll service-related data (e.g., backups, synced files) that belongs to users of this tenant 

and all its sub-tenants are deleted.
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Applications Demo 

Manage Applications, Offering Items and Quotas
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Manage Users
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Users Basics

ÁAll operations with user accounts in the cloud platform are located under the 

/users endpoint

ÁUser accounts represent the users registered on the platform

ÁUser accounts created in Customer tenant have a personal tenant. Personal 

tenant represents a tenant bound to a specific user account, and is used only to 

control user account quotas and to collect user account real usage

ÁAll users are created inactivated. To activate a user you need either to send an 

activation e-mail, or set a password.
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User Creation Flow

ÁCheck if username is available:

GET /users/check_login?username={login}

ÁBuild a JSON a login, and e-mail:

{   

"tenant_id": "{tenant_id}",

"login": "{login}",

"contact": {

"email": "{e-mail}ò

}

And send it to POST /users

The result is a user JSON.
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An User JSON Example

{

"id": "948efcf2-b740-4c40-bb2d-4e4a46adfd87",

"version": 2,

"tenant_id": "0ef03214-6e47-4e50-87f2-a5955ba6095c",

"login": "mylogin",

"contact": {

"email": "me@mysite.com",

"address1": "1440 River Drive #100",

"address2": "",

"country": "USA",

"state": "CA",

"zipcode": "12345",

"city": "Rivertown",

"phone": "123456789",

"firstname": "John",

"lastname": "Doe"

},

"activated": true,

"enabled": true,

"terms_accepted": false,

"created_at": "2019-07-25T07:11:02.807354+00:00",

"language": "en",

"idp_id": "e6f73a28-ff2e-4728-8f78-49eb74b20fce",

"external_id": "S-1-5-21-917267712-1342860078-1792151419-500",

"personal_tenant_id": "2f8ad2e2-28f2-11e7-aad1-5ffe2ad47151",

"business_types": [],

"notifications": [

"quota",

"reports",

"backup_error",

"backup_warning",

"backup_info",

"backup_daily_report"

],

"mfa_status": "setup_required"

}



92
Dual headquarters 

in Switzerland and Singapore É Acronis #CyberFit Academy 2020

Update a User

ÁTo update a user only a current version are required and you can specify only changed 

values:

PUT /users/{user_id} with body JSON

{

ñenabled": false,

é..

"id": "{user_id}",

ñversion": "{current_version}"

}

ÁFor collections, like notifications, you should support all needed collection fields

ÁThe return is an updated user JSON.
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Disable/Enable a User Flows

ÁGet a current user info:

GET /users/{user_id}

ÁGet current version field value and build a JSON, where enabled is ñtrueò to 

enable and ñfalseò to disable:

{

ñenabled": false,

ñversion": "{current_version}"

}

ÁSend it to PUT /users/{user_id}
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Delete a User

ÁWhen deleting a user account, all data associated with this user account will be 

deleted. This operation is not reversible!

GET /users/{user_id}

ÁTo delete a user only a current version and user id are required:

DELETE /users/{user_id}?version={current_user_version}
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Create a User Demo 

Manage Users
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Activate Users
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Activating a User Account

ÁAfter the user account has been successfully created on the platform, it is 

necessary to perform one of the account activation steps

ÁThere are 2 ways to activate a user account:

ÅSend an email with the account activation link. The user will have to open the activation 

link sent to his/her email address and set the password, in order to be able to log in

ÅSet a password for the user account using API. The user will be able to log in to the 

service console using his/her password. This can be useful when implementing custom 

user account provisioning methods.
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Sending an Activation Email

ÁClients can send activation email only to user accounts located in sub-

tenants. This also means that the client cannot perform this operation within its 

parent tenant

ÁTo send activation e-mail use:

POST /users/{user_id}/send-activation-email
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Activation by Setting a Password

ÁThe platform enforces the following rules for user account passwords:

ÅPassword may contain any unicode and special characters

ÅPassword may be empty. The user will not be able to log in using login/password authorization, but it 

still will be possible to log in using external login URL.

ÁClients can change password of user accounts in sub-tenants. This also means that 

the client cannot perform this operation within its parent tenant

ÁTo activate a user by setting a password, build a JSON:

{

"password": "newUserPassword312"

}

And set it using POST /users/{user_id}/password with this JSON as a body.
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Activate a User Demo 

Manage Users
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Enable Services for Users, 
User Roles
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User Roles Basics

ÁThe roles are used to manage user account access to the services available 

in the same tenant

ÁAll operations with the user account roles are located under the 

/users/{user_id}/access_policies endpoint

ÁSetting a role with higher access level, like partner_admin, will override all other 

roles related to the service(s)

ÁUpdate request overwrites the current user roles with request content.
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User Roles of a Partner Tenant

Role name Description

partner_admin The "ultimate" administrator (full access to all services available within 

a tenant, no need to assign other roles) 

accounts_admin The administrator of Management Portal

accounts_ro_admin The read-only administrator of Management Portal

protection_admin The administrator of the Cyber Protection services

protection_ro_admin The read-only administrator of the Cyber Protection service

readonly_admin [Obsolete] The non-granular read-only administrator role.

sync_share_admin The administrator of Cyber Files
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User Roles for a Customer Tenant
Role name Description

company_admin The "ultimate" administrator (full access to all services available within a tenant, no 

need to assign other roles) 

accounts_admin The administrator of Management Portal

accounts_ro_admin The read-only administrator of Management Portal

protection_admin The administrator of the Cyber Protection services

protection_ro_admin The read-only administrator of the Cyber Protection service

backup_user The user of the Cyber Protection service

sync_share_admin The administrator of the Cyber Files services

sync_share_user A user of the Cyber Files services

notary_admin The administrator of the Cyber Notary services

notary_user A user of the Cyber Notary services

readonly_admin [Obsolete] The non-granular read-only administrator role.
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Get Roles Available for a Tenant

ÁThis call can be used to find all available roles for a tenant including a personal 

tenant for a user:

GET /tenants/{tenant_id}/applications/roles

ÁThe result is a JSON array with available roles with root ñitemsò

ÁAn example of a role JSON:

{

"is_default": true,

"application_id": "6e6d758d-8e74-3ae3-ac84-50eb0dff12eb",

"type": "application_user",

"role": "backup_user"

}
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Basic Flow to Set  Roles for a User (1 of 2)

ÁGet a user info:

GET /users/{user_id}

ÁGet the current roles for a user:

GET /users/{user_id}/access_policies
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Basic Flow to Set  Roles for a User (2 of 2)

ÁAnalyze existing roles, generate an array of JSON roles using some existing by default 

roles like ñbackup_userô etc:

{

"id": "00000000-0000-0000-0000-000000000000",

"issuer_id": "00000000-0000-0000-0000-000000000000",

"role_id": "{role_id}",

"tenant_id": "{user_personal_tenant_id}",

"trustee_id": "{user_id}",

"trustee_type": "user",

"version": {current_role_version or 0}

}

ÁSet roles for a user using built a JSON role array with root ñitemsò:

PUT /users/{user_id}/access_policies
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Advanced Flow to Set Roles for a User (1 of 2)

ÁGet a user info:

GET /users/{user_id}

ÁGet the current roles for a user:

GET /users/{user_id}/access_policies

ÁGet roles available for a user personal tenant or a tenant which a user belongs :

GET /tenants/{tenant_id}/applications/roles
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Advanced Flow to Set Roles for a User (2 of 2)

ÁAnalyze existing roles, generate an array of JSON roles using information from calls above:

{

"id": "00000000-0000-0000-0000-000000000000",

"issuer_id": "00000000-0000-0000-0000-000000000000",

"role_id": "{role_id}",

"tenant_id": "{user_personal_tenant_id}",

"trustee_id": "{user_id}",

"trustee_type": "user",

"version": {current_role_version or 0 in case of adding a new role}

}

ÁSet roles for a user using built a JSON role array with root ñitemsò:

PUT /users/{user_id}/access_policies
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Manage a User Roles Demo 

Enable Services for Users, User Roles
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Search for a User

ÁTo search for tenants or a users:

GET /search

ÁWith the following query parameters: 

Åtenantïthe root tenant for tenants hierarchy to search

Åtextïtext to search

Ålimit ïlimit output (default 10).
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Search for a User

ÁThe following property values are checked in user accounts:

ÅAccount login ïlogin

ÅFirst name ïfirstname in the contact object

ÅLast name ïlastname in the contact object

ÅEmail address (not displayed in search results) ïemail in the contact object.
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Search A User Demo 

Manage Tenants
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Get Tenants Usages
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Tenants Usage Basics

ÁTenants and personal tenants provide metrics of service usage on level of 

offering items

ÁPersonal tenant represents a tenant bound to a specific user account, and is 

used only to control user account quotas and to collect user account real usage 

of a service

ÁWarning: The information about a service usage of the tenant, provided by the 

/tenants/usages endpoint, is updated on average every 5-6 hours.
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Get a Tenant Usages

GET /tenants/{tenant_id}/usages

ÁThe return is JSON array of usage items for an offering items level with root ñitemò

ÁAn example of an usage JSON:

{

"tenant_uuid": "53b471e1-50dd-4557-ae6d-f687946821d4",

"tenant_id": 1400794,

"type": "infra",

"application_id": "6e6d758d-8e74-3ae3-ac84-50eb0dff12eb",

"name": "storage",

"edition": "standard",

"usage_name": "storage",

"range_start": "2020-02-01T00:00:00",

"absolute_value": 0,

"value": 0,

"measurement_unit": "bytes",

"offering_item": {

"status": 1,

"quota": {

"value": null,

"overage": null,

"version": 0

}

},

"infra_id": "019097a6-114f-4418-bd54-e01ef049f209"

},
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Get a Tenant Usage Demo 

Enable Services for Users, User Roles
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Manage Reports
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Reports Basics (1 of 8)

ÁReports allow you to have detailed statistics of the usage of your services

ÁAll operations with the reports in the cloud platform are located under the /reports endpoint

ÁThe reports use bytes and Management Console shows usages in gigabytes (GB), which 

are 1024^3 bytes, or gibibytes (GiB) as measurement units for storage space

ÁThe platform enforces the following rules for the report period:

ÅReport period must not be in future

ÅIf the tenant was renamed, the report will contain the latest name of the tenant within the provided 

period.

ÁTo create a report you need to build a report JSON object and 

POST /reports 

as a request body.
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Reports Basics (2 of 8)

Name Value Type Description

recipients array of UUID strings
An array of UUIDs of the user accounts which should receive the report by email. Must be 

used only when result_action is set to send

parameters report parameters object
An object of report parameters which allow to configure the report. Refer to the table for 

report parameters JSON object structure

schedule report schedule object
An object that allows to configure scheduling of the report. Refer to the table for report 

schedule JSON object structure

generation_date string ISO 8061 date when the report should be generated (only one-time reports)

result_action string Action to be done with the report. Refer to the table of available report result actions

ÁReport JSON object structure:
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Reports Basics (3 of 8)

ÁReport parameters JSON object structure:

Name Value Type Description

tenant_id UUID string The UUID of the tenant that will be the subject of this report

level string Level of report detail. Refer to the table of available report levels

kind string Kind of report. Refer to the table of available report kinds

formats array of strings Report formats. Refer to the table of available report formats

period
report period parameter 

object

An object that allows to set desired period of the report. Refer to the table for report period 

parameter JSON object structure
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Reports Basics (4 of 8)

ÁAvailable report levels:

Value Description

direct_partners The report will include direct customers and partners

all_partners The report will include all partners

all_customers The report will include all customers and partners

accounts The report will include all customers and partners (including user account details)
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Reports Basics (5 of 8)

ÁAvailable report kinds:

Value Description

usage_daily This kind of report will contain the service usage metrics day-by-day for provided period

usage_summary

This kind of report will contain the service usage metrics for the end of the specified period, and the difference between the 

metrics in the beginning and at the end of the specified period. The usage information is actual for 23:59:59 UTC of the 

start date and the end date of the selected time period

usage_current

This kind of report will contain current service usage metrics. The usage metrics are calculated within each of the child 

tenantsô billing periods. If the tenants included in the report have different billing periods, the parent tenantôs usage may

differ from the sum of the child tenantsô usages. The usage information is actual for 23:59:59 UTC of the previous day

usage_breakdown
This kind of report will contain the service usage metrics and their changes for each day of the specified period. The usage 

information is actual for 23:59:59 UTC of each of the days of the selected time period
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Reports Basics (6 of 8)

ÁAvailable report formats:

Value Description

csv The report will be generated in table-formatted CSV format

html The report will be generated in HTML format

json_v1 The report will be generated in API v1 compatible JSON format

csv_v2_0 The report will be generated in CSV format

json_v2_0 The report will be generated in API v2 compatible JSON format
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Reports Basics (7 of 8)

ÁReport period parameter JSON object structure:

Name Value Type Description

start string ISO 8061 date when the report starts

end string ISO 8061 date when the report ends

Name Value Type Description

enabled boolean Flag indicating whether the report is enabled (scheduled reports only)

type string Type of report schedule. Refer to the table of available report scheduling types

ÁReport schedule JSON object structure:
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Reports Basics (8 of 8)

ÁAvailable report scheduling types:

Value Description

once The report will be generated only once on generation_date

monthly
The report will be generated at 23:59:59 by UTC time on the first day of a month and sent on the second day of that month to 

administrators of your tenant who have the reports attribute in notifications

ÁAvailable report result actions:

Value Description

save The report will be saved on the server when generated and it will be possible to download it

send The report will be sent by email when generated
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An Example of a Report JSON Body to Create 

{

"recipients": [

"ca451758-b48a-45d9-9ae6-8f1059f67619",

"ab00e527-219b-481b-b01b-311b5be0ed3c"

],

"parameters": {

"kind": "usage_summary",

"tenant_id": "2a91a14d-ffd3-4ac1-9b4d-3990162c5acc",

"level": "accounts",

"period": {

"start": "2017-05-01",

"end": "2017-05-07"

},

"formats": [

"csv",

"json_v1",

"csv_v2_0",

"json_v2_0"

]

},

"schedule": {

"type": "monthly"

},

"generation_date": "2017-05-08",

"result_action": "send"

}
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Create a Report Demo 

Manage Reports
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An Example of a Report JSON Object Result

{

"id": "9968c4df-f0cb-4e15-aab4-9ee44e7f321f",

"recipients": [

"ca451758-b48a-45d9-9ae6-8f1059f67619",

"ab00e527-219b-481b-b01b-311b5be0ed3c"

],

"parameters": {

"kind": "usage_summary",

"tenant_id": "2a91a14d-ffd3-4ac1-9b4d-3990162c5acc",

"level": "accounts",

"period": {

"start": "2017-05-01",

"end": "2017-05-07"

},

"formats": [

"csv",

"json_v1",

"csv_v2_0",

"json_v2_0"

]

},

"schedule": {

"type": "monthly"

},

"generation_date": "2017-05-08",

"result_action": "send",

"version": 1

}
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Stored Reports

ÁIn case of result_action set to save to download your reports your need query stored

reports:

GET /reports/{report_id}/stored

The result is an array of JSON stored report objects with root ñitemsò.

ÁStored report JSON object structure:

Name Value Type Description

id UUID string The UUID of the stored report

created_at string ISO 8061 date when the stored report was generated

size number Size of the compressed stored report in bytes

status string Report generation status

report_format string Stored report data format. Refer to the table of available report formats
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Get Stored Reports Demo 

Manage Reports
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A Stored Report Object Example

{

"id": "af5946c3-7e5b-4480-8835-518efe1c3522",

"created_at": "2019-08-08T07:36:57+00:00",

"size": 3605,

"status": "saved",

"report_format": "csv"

}
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Download a Stored Report Flow

ÁRequest stored reports information for a specific report:

GET /reports/{report_id}/stored

ÁParse the received JSON array and find needed stored report GUIDs

ÁThen, to download stored report you need to build the following URL:

GET /reports/{report_id}/stored/{stored_report_id}

The result is a gzipped octet stream, so you need to use corresponding tooling to 

receive the final un-gizpped report file.
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Download a Stored Report 
Demo 
Manage Reports
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Get Available Reports for a Tenant

Procedure Notes

GET: /tenants/{tenant_id}/reports Fetching information on available reports for a tenant by ñtenant_idò

[200], OK

{

"items": [

"a567235f-efb9-4380-b438-e97dffe64b6e"

]

}

Successful response means items array with IDs of all available 

reports will be shown.

Successful response means items array with tenant IDs of all child 

tenants will be shown
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Get Information on a Usages Report

Procedure Notes

GET: /reports/{report_id} Fetching information on a usage report by report ID

[200], OK

{

"generation_date": "2019-11-02",

"result_action": "send",

"id": "a567235f-efb9-4380-b438-e97dffe64b6e",

"parameters": {

é

"recipients": [

"82725b1a-38d5-49df-a9ad-613e61f5ba73",

"cea3bc5e-ad9a-41fd-b850-99b14c764d12"

],

"version": 1,

"schedule": {

"enabled": true,

"type": "monthly"

}

}

Successful response means report JSON object will be shown
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Update a Scheduled Usages Report

Procedure Notes

PUT: /reports/{report_id}

Body: JSON

{

"recipients": [

"82725b1a-38d5-49df-a9ad-613e61f5ba73",

],

"parameters": {

"kind": "usage_current",

"level": ñdirect_partners",

}

}

In the JSON object for the PUT request, specify the new values for 

ñkindò, ñlevelòand recipients.

Only scheduled reports can be updated.

Only ñkindòand ñlevelòparameters can be changed for the report and 

ñrecipientsòmust be used if ñresult_actionòis set to send

[200], OK

{

é

"parameters": {

"kind": "usage_current",

"level": ñdirect_partners",

é}

Successful response means modification was accepted and response 

body will show JSON object with updated parameter values
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Disable/Enable a Scheduled Usages Report

ÁTo disable/enable a usage report:

Procedure Notes

PUT: /reports/{report_id}

Body: JSON

{

"schedule": {

ñenabled": false

}

}

In the JSON object for the PUT request, specify ñenabledò: falsefor 

the schedule object.

Only scheduled reports can be updated

[200], OK

{

é

"schedule": {

"enabled": false,

"type": "monthly"

}

é}

Successful response means report was disabled and response body 

will show JSON object with updated parameter values
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Delete a Usages Report

Procedure Notes

DELETE: /reports/{report_id}

?version={current_version_value}

Body: none

In the DELETE request, specify the current version value for the 

usage report to be deleted using a query parameter (?) for the 

/reports/{report_id} endpoint

[204], No Content Successful response means the usage report has been deleted
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Managing Reports Demo 

Manage Reports
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Offering Items to SKUs 
Mapping
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How to Map Offering Items in Reports to SKUs

SKU Product Name name edition infra.backend_typeapplication.nameis_range
GB based:

SPBAMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ {ǘŀƴŘŀǊŘ ς !ŎǊƻƴƛǎ IƻǎǘŜŘ όǇŜǊ D.ύstorage standard acronis backup FALSE

SP3AMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ {ǘŀƴŘŀǊŘ ς DƻƻƎƭŜ IƻǎǘŜŘ {ǘƻǊŀƎŜ όǇŜǊ D.ύstorage standard google backup FALSE

SQ2AMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ {ǘŀƴŘŀǊŘ ς !ȊǳǊŜ IƻǎǘŜŘ {ǘƻǊŀƎŜ όǇŜǊ D.ύstorage standard azure backup FALSE

SPBBMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ {ǘŀƴŘŀǊŘ ς IȅōǊƛŘ όǇŜǊ D.ύstorage standard backup FALSE

SQAAMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ !ŘǾŀƴŎŜŘ ς !ŎǊƻƴƛǎ IƻǎǘŜŘ όǇŜǊ D.ύadv_storage advanced acronis backup FALSE

SQBAMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ !ŘǾŀƴŎŜŘ ς DƻƻƎƭŜ IƻǎǘŜŘ {ǘƻǊŀƎŜ όǇŜǊ D.ύadv_storage advanced google backup FALSE

SQCAMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ !ŘǾŀƴŎŜŘ ς !ȊǳǊŜ IƻǎǘŜŘ {ǘƻǊŀƎŜ όǇŜǊ D.ύadv_storage advanced azure backup FALSE

SQDAMSENS!ŎǊƻƴƛǎ .ŀŎƪǳǇ /ƭƻǳŘ !ŘǾŀƴŎŜŘ ς IȅōǊƛŘ όǇŜǊ D.ύadv_storage advanced backup FALSE

SEBAMSENS!ŎǊƻƴƛǎ 5ƛǎŀǎǘŜǊ wŜŎƻǾŜǊȅ /ƭƻǳŘ τ !ŎǊƻƴƛǎ IƻǎǘŜŘ όǇŜǊ D.ύdr_storage standard backup FALSE

SQ3AMSENS!ŎǊƻƴƛǎ 5ƛǎŀǎǘŜǊ wŜŎƻǾŜǊȅ /ƭƻǳŘ τ IȅōǊƛŘ όǇŜǊ D.ύdr_storage standard backup FALSE

SP1AMSENS!ŎǊƻƴƛǎ CƛƭŜǎ /ƭƻǳŘ ς !ŎǊƻƴƛǎ IƻǎǘŜŘ όǇŜǊ D.ύfc_storage acronis files_cloud FALSE

SP2AMSENS!ŎǊƻƴƛǎ CƛƭŜǎ /ƭƻǳŘ ς IȅōǊƛŘ όǇŜǊ D.ύ fc_storage files_cloud FALSE

SCVAMSENSSPLA - Acronis Cyber Infrastructure (per GB) hci_total_storage FALSE

SQYAMSENS!ŎǊƻƴƛǎ 5ƛǎŀǎǘŜǊ wŜŎƻǾŜǊȅ /ƭƻǳŘτ !ŎǊƻƴƛǎ IƻǎǘŜŘ π м ŎƻƳǇǳǘŜ Ǉƻƛƴǘ όǇŜǊ ǊǳƴƴƛƴƎ ƘƻǳǊύdre_compute_points disaster_recoveryacronis backup TRUE

SEDAMSENSDR IP - Acronis Hosted dre_public_ips disaster_recoveryacronis backup FALSE

SQ4AMSENSAcronis Notary - Notarization (per notarization) notarizations notary TRUE

SQ5AMSENSAcronis Notary - eSignature (per signature) esignatures notary TRUE

SQ6AMSENSAcronis Notary Cloud Storage - Acronis Hosted (per GB) notary_storage notary FALSE

SEGAMSENSAcronis Cyber Cloud Physical Data Shipping to Cloud, 1 disk drives_shipped_to_cloud notary FALSE

../OI2SKU/API_to_SKU_table_8.0v4.xlsx
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Manage Locations and 
Storages
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Locations and Storages Basics

ÁLocations are the groups, registered on the platform, which 

incorporate infrastructure components

ÁStorage is represented as infrastructure component, like Acronis-hosted cloud 

storage or partner-hosted storage, that can be registered on the platform, and 

offered in the form of an offering item

ÁForce deleting a storage will delete all data related to the storage and this 

operation are irreversible

ÁTo delete a location you first need to delete or move storage.
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Get Available Locations and Storages

ÁTo have a possibility to filter offering items based on locations and storages you 

need to know list of locations and storages available for you in your DC

ÁTo have list of all locations available, you need to perform the following request 

for your main (root) tenant:

GET /tenants/{tenant_id}/locations

The result is an JSON array of locationsô GUIDs with ñlocationsò root

ÁTo have list of all storages available, you need to perform the following request 

for your main (root) tenant:

GET /tenants/{my_tenant_id}/infra

The result is an JSON array of locationsô GUIDs with ñinfrasò root.
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Get a Location Information

ÁTo build a smart logic with a location filtering you need more details regarding a 

location

ÁYou can perform request for 1 location or batch request

ÁTo request information regarding a location use:

GET /locations/{location_uuid}

The result is a location JSON object

ÁTo request information regarding batch of location use:

GET /locations/uuids={location_uuid1}, {location_uuid2}é

The result is an array of location JSON object with root ñitemsò.
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Get Available Storages in a Location

ÁTo build a smart logic with locations and storages filtering you need more details 

regarding storages available in a location

ÁTo request information regarding storages in a specific location use:

GET /locations/{location_uuid}/infra

The result is an array of storage JSON object with root ñitemsò.
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Get a Storage Information

ÁTo build a smart logic with a storage filtering you need more details regarding a 

storage

ÁYou can perform request for 1 storage or batch request

ÁTo request information regarding a storage use:

GET /infra/{infra_uuid}

The result is a storage JSON object

ÁTo request information regarding batch of storages use:

GET /infra/uuids={infra_uuid1}, {infra_uuid2}é

The result is an array of storage JSON object with root ñitemsò.
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Register a Storage

ÁFor registering "Files & Sync" storage you can use API call 

POST /api/2/infra or use tooling, see Acronis Files Cloud: how to register storage

ÁFor the information on how to register a "Backup" storage, see "Acronis Cyber 

Infrastructure Quick Start Guideñ.

https://kb.acronis.com/content/59899
https://dl.acronis.com/u/software-defined/html/AcronisCyberInfrastructure_3_abgw_quick_start_guide_en-US/index.html
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