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Preface

he creation of any new institution or agency can be expected to entail

a phase of growth and development. When a new agency is formed

in a time of crisis, its evolution is further complicated by circum-
stance. Furthermore, if the agency is constructed from previously existing
components along with newly created entities, both designers and new lead-
ership face major challenges, and many roadblocks can be expected. This
was the context for the Department of Homeland Security (DHS) when
the nation responded to the harrowing events of September 11, 2001, by
forming this new cabinet secretariat. Over the past decade, the agency has
been learning and evolving slowly into its adolescence, and in the course
of this evolution, it recognized a need to focus special attention on its most
valuable asset—its employees.

Health and medical leadership in the department’s Office of Health
Affairs (OHA) recognized that balancing the need for centralized authority
and component agency autonomy in carrying out the full measure of its
responsibilities posed particular challenges. It was critical to respect the
prerogatives and character of the components while striving to instill a
department-wide ethos through commonality of purpose. This balance was
deemed critical to building and maintaining the quality and morale of the
workforce.

With this need for balance in mind, OHA sought assistance from the
Institute of Medicine (IOM) regarding how best to organize, across the
department, the varied and complex programs and services designed to
protect the occupational health of the DHS workforce and prepare it to
fulfill its many operational missions. The committee empaneled to respond

x
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X PREFACE

to this request comprised 14 members selected to represent a broad range
of expertise that included occupational and environmental health, health
systems management, health economics, health information technology
and data management, metrics/measurement/program evaluation, workers’
compensation/liability, human resources, and operational medicine. This
broad range of backgrounds was necessary to bring proper attention to
the task. During the course of this study, the members worked diligently
to bring their expertise to bear, learning from and assisting one another
to appreciate the complexity of the committee’s charge. As a result, the
committee was able to develop recommendations that reflect and respect
the needs of the agency and the complex, multidimensional missions with
which it is tasked.

It should be noted that several committee members have had previous
experience serving in leadership roles within DHS. This experience proved
invaluable in grounding our work. We are particularly grateful to Dr. Jeff
Runge, who served as liaison from the IOM Committee on Department of
Homeland Security Workforce Resilience and shared his wealth of experi-
ence from his tenure as the DHS Chief Medical Officer.

Throughout our deliberations, we sought a common understanding
of the full range of responsibilities faced by the department both within
and across its many component units. We examined the work of other
federal agencies as well as institutions in the private sector with reason-
ably analogous organizational challenges. In so doing, we came not only
to better appreciate the difficulties faced by DHS but also to understand
a variety of ways in which the same objectives might be met. Early on we
received valuable input from Dr. J. D. Polk, Acting Chief Medical Officer
at DHS, who provided his insights into the problems and challenges that
represent the primary needs to be addressed by OHA. Our efforts were
further enhanced by input from many researchers, agency personnel, and
representatives of interested groups who graciously dedicated their time to
responding to our inquiries and provided their insights and perspectives
during our deliberations. Appreciation also is extended to those individuals
who served as reviewers of this report.

Chairing this committee has been an education and a rewarding experi-
ence, the task made much easier by the friendly and supportive atmosphere
of the committee meetings. Over the course of the study, we depended
greatly on the high-quality intellectual and administrative skills of the IOM
staff, under the able direction of study director Autumn Downey and her
colleague Frank Valliere. Their energy and commitment were evident from
the outset. Their tireless efforts in developing the necessary background
information, undertaking a variety of research tasks, and regularly inter-
acting with the committee members are reflected throughout the report.
Their work was ably supported by project assistant Crysti Park. Additional
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PREFACE xi

thanks are owed to Rona Briere for carefully editing and improving the
structure of the report.

Finally, I wish to offer thanks and acknowledgment to my fellow
committee members, all of whom gave generously of their time in ad-
dressing a stimulating and challenging task. I am confident that our con-
clusions and recommendations will help DHS achieve its overarching
goal of a healthy, safe, ready, and resilient workforce, regardless of
where they serve and what their missions may be.

David H. Wegman, Chair
Committee on Department of Homeland Security
Occupational Health and Operational Medicine Infrastructure
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Absenteeism

Chargeback

Disability management

Health promotion

Glossary

Habitual absence from work.!

Mechanism by which costs incurred under the
Federal Employees’ Compensation Act (FECA)
for most injuries and deaths are billed to
agencies.?

A set of practices designed to minimize the
disabling impact of injuries and health conditions
that arise during the course of employment.?

A comprehensive social and political process
that embraces actions directed at strengthening
the skills and capabilities of individuals and
changing social, environmental, and economic

'TOM (Institute of Medicine). 200S. Integrating employee health: A model program for
NASA. Washington, DC: The National Academies Press.

2DOL (Department of Labor). 2014. Division of Federal Employees’ Compensation
(DFEC) Procedure Manual. http://www.dol.gov/owcp/dfec/regs/compliance/DFECfolio/FECA-
PT5/#50700 (accessed January 27, 2014).

3Hunt, H. A. 2009. The evolution of disability management in North American workers’
compensation programs. Kalamazoo, MI: W.E. Upjohn Institute.

XX1
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xxil

Integrated employee
health system

Lagging indicators

Leading indicators

Medical readiness

Medical threat
assessment

Occupational health

GLOSSARY

conditions to relieve their impact on individual
and public health.*

An infrastructure that would support all
employee health activities; provide a way to link
information about all aspects of the health of
employees; and make this information available
to leadership at all levels for the purposes of
decision making, accountability, continuous
improvement, surveillance, and other questions
related to health.’

Retrospective measurements of system
performance linked to outcomes.®

Prospective measures linked to actions taken to
prevent accidents.”

The extent to which members of the operational
workforce are free of health-related conditions
that would impede their ability to participate
fully in operations and achieve the goals of their
mission.?

A process for risk management in the context of
operational medicine that involves the creation
of a comprehensive mission preplan based on
available intelligence and information on the
nature of the response.’

An overarching term for activities aimed at
maintaining and promoting workers’ health,

4IOM. 2005. Integrating employee health: A model program for NASA. Washington, DC:

The National Academies Press.

SAdapted from Cecchine, G., E. M. Sloss, C. Nelson, G. Fisher, P. R. Sama, A. Pathak, and
D. M. Adamson. 2009. Foundation for integrating employee health activities for active duty
personnel in the Department of Defense. Santa Monica, CA: RAND Corporation.

®Manuele, F. A. 2013. On the practice of safety. Hoboken, NJ: John Wiley & Sons.

“Manuele, F. A. 2013. On the practice of safety. Hoboken, NJ: John Wiley & Sons.

8DoD (Department of Defense). 2013. Joint publication 1: Doctrine for the Armed Forces
of the United States. Washington, DC: DoD.

9CA POST (California Commission on Peace Officer Standards and Training). 2010. Tactical
medicine: Operational programs and standardized training recommendations. Sacramento,

CA: CA POST.
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GLOSSARY xxiii

ensuring the work environment is conducive
to safety and health, and developing work
organizations and cultures that support health
and safety at work.'?

Occupational A clinical specialty dedicated to the prevention

medicine and management of occupational injury, illness,
and disability and the promotion of the health
and productivity of workers, their families, and

communities.!!
Occupational safety Activities aimed at ensuring safe and healthful
and health working conditions, thus preventing work-

related illness, injury, and death.!?

Operational medicine  Preventive and responsive medical and health
support services provided outside of conventional
workplaces during routine, planned, and
contingency operations to employees and others
under an organization’s control.!3

Organizational Workforce perceptions of organizational
climate practices.'#
Presenteeism On-the-job productivity loss that is related

to, for example, conditions such as allergies,
asthma, chronic back pain, migraines, arthritis,
and depression; also, productivity loss resulting

1OGOHNET (Global Occupational Health Network). 2003. GOHNET newsletter. Ge-
neva, Switzerland: WHO. http://www.who.int/occupational_health/publications/newsletter/
en/gohnetSe.pdf (accessed December 22, 2013).

1TACOEM (American College of Occupational and Environmental Medicine). 2013. What
is OEMz?: Careers in occupational and environmental medicine. http://www.acoem.org/OEM
careers.aspx (accessed November 8, 2013).

12Qccupational Safety and Health Act of 1970.

13Adapted from Fabbri, W. 2013. Operational medicine in other organizations: FBI. Pre-
sentation at IOM Committee on DHS Occupational Health and Operational Medicine Infra-
structure: Meeting 2, June 10-11, Washington, DC.

14Rousseau, D. M. 2011. Organizational climate and culture. In Encyclopedia of Occupational
Health and Safety, edited by J. M. Stellman. Geneva, Switzerland: International Labour Or-
ganization. http://www.ilo.org/oshenc/part-v/psychosocial-and-organizational-factors/macro-
organizational-factors/item/29-organizational-climate-and-culture?tmpl=component&print=1
(accessed December 17, 2013).
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XXV

Public health

Resilience

Workforce health
protection

GLOSSARY

from caregiving, lack of job satisfaction, and
organization culture.'

All organized measures designed to prevent
disease, promote health, and prolong life among
the population as a whole.!®

The ability to withstand, recover, and grow in
the face of stressors and changing demands.!”

The full scope of occupational health and
operational medicine activities carried

out to sustain and protect the health and
effectiveness of deployable forces and members
of the workforce exposed to nontraditional
environments.

ISIOM. 200S. Integrating employee health: A model program for NASA. Washington, DC:

The National Academies Press.

16WHO (World Health Organization). 2013. Public health. http://www.who.int/trade/
glossary/story076/en (accessed December 23, 2013).

17Chairman of the Joint Chiefs of Staff. 2011. Chairman’s total force fitness framework.
CJCSI 3405.01. http://www.dtic.mil/cjcs_directives/cdata/unlimit/3405_01.pdf (accessed Janu-

ary 27,2014).
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Summary

he more than 200,000 men and women who make up the Depart-

ment of Homeland Security (DHS) workforce have been entrusted

with the ultimate responsibility—ensuring that the homeland is safe,
secure, and resilient against terrorism and other hazards. Every day, these
dedicated individuals take on the critical and often dangerous challenges of
the DHS mission: countering terrorism and enhancing national security, se-
curing and managing the nation’s borders, enforcing and administering U.S.
immigration laws, protecting cyber networks and critical infrastructure,
and ensuring resilience in the face of disasters. DHS, in turn, is responsible
for protecting the health, safety, and resilience of those on whom it relies
to achieve this mission, as well as ensuring effective management of the
medical needs of persons who, in the course of mission execution, come
into DHS care or custody.

Since its creation in 2002, DHS has been aggressively addressing the
management challenges of integrating seven core operating component
agencies' and 18 supporting offices and directorates. One of those chal-
lenges is creating and sustaining a coordinated health protection infrastruc-
ture. Seeking strategic advice on how to strengthen mission readiness while
better meeting the health needs of its workforce, DHS’s Office of Health

'DHS operating component agencies include U.S. Citizenship and Immigration Services,
the U.S. Coast Guard, Customs and Border Protection, the Federal Emergency Management
Agency, Immigration and Customs Enforcement, the U.S. Secret Service, and the Transportation
Security Administration. Although the National Protection and Programs Directorate, which
includes the Federal Protective Service, is officially a headquarters-level directorate, the
committee considers it to be functionally an operating component.
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Affairs (OHA) asked the Institute of Medicine (IOM) to provide recommen-
dations for better integrating occupational health and operational medicine
infrastructures throughout the department into a coordinated, DHS-wide
system with the necessary centralized oversight authority. This report pres-
ents the findings, conclusions, and recommendations of the IOM committee
empaneled to respond to this request.

A FRAMEWORK FOR WORKFORCE HEALTH PROTECTION

Protecting the homeland is physically and mentally demanding and
entails many inherent risks, necessitating a DHS workforce that is mission
ready. Among other things, mission readiness depends on (1) a workforce
that is medically ready (free of health-related conditions that would impede
its ability to participate fully in operations and achieve mission goals),
and (2) the capability, through an operational medicine program, to pro-
vide medical support for the workforce and others who come under the
protection or control of DHS? during routine, planned, and contingency
operations.

Meeting these two requirements necessitates implementing an over-
arching workforce health protection strategy encompassing occupational
health and operational medicine functions that serve to promote, protect,
and restore the physical and mental well-being of the workforce. To guide
such a strategy, the committee developed a workforce health protection
framework in which the essential and interconnected functions necessary to
support an operational workforce are defined within two pillars:

1. Ensure medical readiness through injury and illness prevention,
readiness assessment, disability management, and health promo-
tion functions (occupational health).

2. Provide medical support for operations through medical threat
assessment, preventive medicine, ambulatory medical care, and
emergency medical services functions (operational medicine).

The function of measurement and evaluation spans both pillars and serves
as a foundation for the framework, which is designed to achieve

2Throughout this report, the concept of operational medicine is addressed primarily in terms
of how DHS is prepared to care for its employees in field and other operational settings. The
committee recognizes that the department is often required to provide emergency and urgent
care to those in its custody and, in some cases, members of the public. The principles and
recommendations for operational care outlined in this report are equally applicable to care
provided to nonemployees.
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a prevention-focused approach to workplace injury and illness;
ongoing readiness assessment to ensure an individual’s continued
ability to carry out his/her responsibilities fully and safely;

e proactive medical case management to restore employees to a state
of health and readiness as rapidly as possible;

e adequate and effective medical support services available when
needed;

e promotion of physical fitness and healthy lifestyle choices to opti-
mize human performance and readiness; and

e ongoing measurement and evaluation for decision making, account-
ability, situational awareness, and continuous quality improvement.

The underlying infrastructure that serves to integrate these functions in-
cludes the doctrine (plans, policies, and standards), organizational con-
structs (reporting structures, governance mechanisms), and resources
(qualified personnel, budgets, information management systems) that en-
able mission capability.

WORKFORCE HEALTH PROTECTION AT DHS

With its strong focus on securing national borders and protecting
critical infrastructure against acts of terrorism and other hazards, DHS
often is referred to as a “guns, guards, and gates” organization—about
half of its workforce is made up of law enforcement and security personnel.
The other major operational arm of the DHS workforce comprises rescue
and emergency response personnel. This large operational workforce with
diverse worksites and mission requirements poses significant challenges for
agency programs designed to keep workers, as well as others for whom the
department assumes responsibility, healthy and safe. DHS has the highest
rate of occupational injury and illness of all cabinet-level federal agencies,
in part a result of the hazardous nature of the work being performed, but
also indicating the need for stronger health protection systems and pro-
grams. In fiscal year 2011, the actuarial liability? for workers’ compensa-
tion at DHS surpassed $2 billion—4.4 percent of the department’s overall
appropriation. Furthermore, data from the 2012 Federal Employee View-
point Survey* reveal that only 62 percent of DHS employees felt protected

3Actuarial liability is the projected amount that the Department of Labor would have to
pay to cover all existing cases to resolution of the injury or death if an agency ceased to exist
today. DHS is ultimately responsible for these costs.

#This survey, administered by the Office of Personnel Management, is a tool that measures
employees’ perceptions of whether, and to what extent, conditions characterizing successful
organizations are present in their agency (http://www.fedview.opm.gov).
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from health and safety hazards on the job—a significantly lower proportion
than the government-wide average of 77 percent.

Protection of the health and safety of the workforce, DHS’s most im-
portant asset, must be a key role and responsibility of agency leadership.
At headquarters, responsibility for workforce health protection currently is
divided between OHA and the Office of the Chief Human Capital Officer.
The Secretary of DHS has delegated authority to the Assistant Secretary
for Health Affairs, who is also the DHS Chief Medical Officer (CMO), for
exercising oversight over all medical and public health activities. Yet several
key health functions that intersect with personnel programs, including oc-
cupational safety and health, workers’ compensation (specifically, return-
to-work/disability management), and health promotion, are being overseen
by the Chief Human Capital Officer, with little or no strategic input from
the CMO. Current OHA activities related to workforce health protection
focus primarily on programs for medical quality management, operational
medical support, medical countermeasures, and employee resilience.

It should be noted that occupational injury and illness rates are not
uniformly high across DHS’s component agencies. This variability reflects
both differing missions and operational conditions and differences among
employee health, safety, and medical programs. The components have
developed varying infrastructures and policies for carrying out the key
workforce health protection functions; the administration of programs that
support these functions is segregated in some and aligned in others.

The committee concludes that the current workforce health protection
infrastructure at DHS is fragmented and uneven across the component
agencies. Although some components, such as the Coast Guard, have a
comprehensive occupational health and operational medicine infrastruc-
ture, others have not dedicated sufficient resources to providing their em-
ployees with even the most basic occupational health support services,
let alone what is required to carry out the functions necessary to ensure
mission readiness. Given the myriad potential impacts of this shortfall—
mission failure, employee turnover and low morale, high health-related
costs, liabilities—strengthening workforce health protection is critically
important to achieving readiness and meeting mission requirements.

OPPORTUNITIES TO ADVANCE WORKFORCE HEALTH AT DHS

Through a review and assessment of the current occupational health
and operational medicine infrastructure at DHS, the committee identified a
number of opportunities for the department to significantly improve its mis-
sion readiness by promoting and sustaining the health, safety, and resilience
of its workforce. Acknowledging the diversity among the DHS component
agencies, the committee does not endorse a fully centralized approach to
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the management and execution of workforce health protection programs.
Many health, safety, and medical challenges are unique to individual agen-
cies, and the components should have the flexibility to address these unique
needs through programs tailored to their operational requirements. At the
same time, however, there is a need and clear role for an empowered cen-
tralized health authority at DHS, with continuing support from the Secre-
tary, to provide for and oversee the implementation of policies, standards,
and programs designed to protect employee health and safety, promote
efficiency and interoperability, and achieve cost savings. This authority also
needs to serve as an advocate for workforce health protection, communi-
cating clearly that these health- and safety-related functions are essential
to mission readiness. Maintaining the health, safety, and resilience of every
man and woman in the DHS workforce—whether they execute or support
the mission—must be an organizational priority.

Strategic Alignment Through Committed Leadership

Assessments of employee health and safety programs in both the pri-
vate and public sectors have demonstrated significant increases in employee
morale, efficiency, and effectiveness with the implementation of robust
programs fully supported by leadership. The committee believes that strong
leadership providing clear direction is essential to both the design and de-
livery of the health, safety, and medical policies and programs of a large,
diverse organization such as DHS. A formal strategy, guided by a vision
statement directly linked to the organizational mission, can provide that
direction while also demonstrating the commitment of senior leadership.
Although a DHS Workforce Strategy was issued for fiscal years 2011-2016,
this strategy does not address the promotion and protection of employee
health, safety, and resilience as a critical means of sustaining an engaged
workforce. The committee found no evidence that the Secretary of DHS has
made such a clear and high-level statement of the value of protecting and
enhancing the health and safety of the workforce. The committee concludes
that DHS lacks a unified vision and strategy for ensuring the delivery of
key health, safety, and medical support services across DHS in an efficient
and coordinated manner.

Recommendation 1: Demonstrate leadership commitment to employee
health, safety, and resilience through a unified workforce bealth pro-
tection strategy.

The Secretary of the Department of Homeland Security (DHS) should

demonstrate a robust commitment to the safety, health, and resil-
ience of the workforce, essential to mission readiness, by adopting and
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promoting a unified workforce health protection strategy. To guide this
strategy, the committee recommends the adoption of the same vision
statement proposed by the Institute of Medicine Committee on Depart-
ment of Homeland Security Workforce Resilience:

“A ready, resilient and sustainable DHS workforce working to
ensure a safe, secure, and resilient nation.” (IOM, 2013, p. 65)

Visible leadership commitment to this vision, demonstrated routinely
across all levels of DHS, is essential to success. Heads of federal agencies
have ultimate responsibility for their employees. Therefore, the strategy
should communicate the Secretary’s commitment to the health, safety, and
resilience of those charged with achieving the DHS mission, while holding
leadership of the operating components accountable for implementing and
adequately resourcing workforce health protection programs that are con-
sistent with DHS policies and standards.

Organizational Alignment and Coordination

The fragmentation of workforce health protection functions and the
absence of formal mechanisms for coordination and communication have
resulted in siloed workforce health protection functions, contributing to
inefficiency, a lack of accountability and transparency, and missed opportu-
nities to achieve synergy through integration. The committee concluded that
achieving the vision of a ready and resilient DHS workforce will require
the organizational alignment of health, safety, and medical functions and
resources throughout the department.

Alignment of Headquarters Oversight Functions

The committee was asked to consider the centralized oversight au-
thority necessary to ensure an integrated workforce health protection in-
frastructure. Although many organizations with effective integrated health
and safety programs employ a lead official who is not a physician, DHS
is responsible for numerous operational medicine programs in addition to
traditional workplace health, safety, and compensation programs. Thus,
the committee believes there would be significant benefit to having a CMO,
supported by a multidisciplinary team with collective backgrounds span-
ning occupational health, operational medicine, and health systems man-
agement, lead an aligned health protection infrastructure. Although the
Secretary has delegated authority to the CMO for exercising oversight over
all medical and public health activities for DHS, the CMO lacks visibility
and strategic input on workforce health protection functions currently
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administered through the Office of the Chief Human Capital Officer and
within component agencies. The resulting ambiguity regarding the au-
thority of the CMO to exercise the delegated oversight responsibility has
compromised the CMO?’s ability to align critical health protection functions
across DHS for coordinated execution.

Recommendation 2: Align and integrate all occupational bealth and
operational medicine functions under the Chief Medical Officer.

The Secretary of the Department of Homeland Security (DHS) should
design and implement a single reporting structure that effectively aligns
and integrates all DHS employee health- and safety-related functions.
The Secretary should designate and empower the Chief Medical Officer
as the lead agency official responsible for establishing DHS-wide health,
safety, and medical policies, standards, and programs and ensuring that
component agency programs are implemented in a manner consistent
with these policies and standards.

Implementation of this new aligned reporting structure will require reallo-
cation of positions from the Office of the Chief Human Capital Officer to
OHA. Additionally, alignment of occupational safety and health programs
under the CMO will require that the CMO be designated as or report (di-
rectly or indirectly) to the Designated Agency Safety and Health Official.’
Responsibilities for the CMO in this aligned reporting structure should
include but are not limited to

e promulgating department-wide policies and standards for inte-
grating and coordinating all occupational health and operational
medicine functions, including occupational safety and health, fit-
ness for duty, disability management, and health promotion;

e developing a process for ensuring the implementation of DHS-wide
health, safety, and medical standards;

e providing advice and guidance to the Secretary and component
agency leadership on all matters related to health, safety, and
medicine;

e overseeing component agencies’ medical quality assurance pro-
grams and ensuring that all DHS and outsourced providers of med-
ical services are appropriately educated and trained and routinely

3The Designated Agency Safety and Health Official is designated by the head of a govern-
ment agency as the individual responsible for its occupational safety and health program. As
specified by Executive Order 12196 (1980), this person should have “sufficient authority to
represent the interest and support of the agency head.”
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evaluated through credentialing, baseline training requirements,
and a standardized competency assessment process;

e analyzing resource allocations and requesting budgetary adjust-
ments as necessary; and

e submitting an annual measurement and evaluation report to the
Secretary on the health, safety, and readiness of the DHS workforce.

Recommendation 3: Ensure that the Chief Medical Officer has au-
thority commensurate with the position’s responsibilities.

The Secretary of the Department of Homeland Security (DHS) should
review the organizational context of the Chief Medical Officer (CMO)
position and make necessary changes to ensure that the CMO has
adequate authority, influence, and resources to carry out the essential
function of ensuring the health, safety, and readiness of the more than
200,000 members of the DHS workforce.

To empower the CMO, the DHS Secretary should clearly establish,
through both policy (revision of Delegation #5001) and action (holding
component heads accountable for compliance with policies and standards
promulgated through OHA), that the CMO has oversight responsibility for
all DHS health and safety programs. Further, the CMO should be included
as a member of DHS enterprise-wide governing bodies, such as Investment
Review and/or Program Review Boards. The organizational context of the
CMO position should support these interactions and should be evaluated
in this regard.

Organizational Alignment Within DHS Component Agencies

Within the component agencies, the degree of organizational alignment
varies widely. In components with aligned or partially aligned organiza-
tional structures in which health, safety, and/or medical programs and func-
tions are collocated, the committee found evidence of increased information
sharing and synergy. With the notable exception of the Coast Guard,
however, component agencies lack a single point of accountability for all
health, safety, and medical activities. Fragmentation of workforce health
protection functions at the component level not only limits intracomponent
coordination but also poses challenges for oversight at the headquarters
level. The committee concludes that the current fragmented structure and
distribution of health, safety, and medical authorities within DHS compo-
nent agencies impedes the CMOQ’s ability to orchestrate a comprehensive
and integrated workforce health protection strategy. Having a single point
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of accountability for health, safety, and medical functions within each of
the components would enhance the effectiveness of the CMO.

Recommendation 4: Establish Component Lead Medical Officers to
align and integrate occupational health and operational medicine
functions.

The Secretary of the Department of Homeland Security (DHS) should
direct each component agency head to design and implement a single
reporting structure that effectively aligns and integrates all compo-
nent occupational health and operational medicine functions, and as-
sign oversight responsibility for these functions to a Component Lead
Medical Officer. That individual would be responsible for ensuring
that these functions are implemented in a manner consistent with
DHS-wide standards and policies. The Component Lead Medical Of-
ficer, through a clear position description, should be held responsible
for the following:

e reporting to the component head and/or component Designated
Safety and Health Official on the execution of health, safety, and
medical policies and programs within the component;

e applying the policies and standards promulgated by the Chief
Medical Officer (CMO) in the context of the unique operational
requirements of the component;

e developing a reporting structure and coordination processes
to ensure the integration of occupational safety and health,
medical, workers’ compensation, and health promotion efforts;
and

e ensuring that a federal medical officer, under the guidance of
the CMO, is responsible for all component health, safety, and
medical services, including those services provided by contract
and/or interagency agreement.

Establishment of a Coordinated Approach to Workforce Health
Protection Across DHS

To promote integration, the CMO requires mechanisms for ensuring
that critical programs are standardized and implemented consistently across
DHS. Until recently, the CMO has had limited visibility on health and med-
ical programs and challenges within component agencies. This lack of vis-
ibility has interfered with the CMO’s ability to monitor the readiness of the
DHS workforce and to address department-wide health and medical issues
through policy and program initiatives. The committee heard throughout
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its information-gathering process that directives and proposed standards
from OHA are disconnected from the needs and realities of the component
agencies. The committee concludes that a mechanism is needed to enable
the CMO to engage components in the development of medical and public
health policy and to provide senior-level direction for an integrated DHS
workforce health protection strategy.

Recommendation 5: Establish a Medical and Readiness Committee to
promote information sharing and integration.

The Chief Medical Officer (CMO) should establish and chair a Medical
and Readiness Committee with membership comprising the Compo-
nent Lead Medical Officers to promote information sharing and inte-
gration. Responsibilities of the proposed committee should include but
not be limited to

e recommending and validating department-wide health and med-
ical standards;

e providing briefs on the specific health and medical issues/needs
of the components;

¢ identifying best practices and sharing lessons learned;

e advising the CMO on resource needs for program implementa-
tion and execution;

e contributing subject-matter expertise to aid the CMO in pro-
viding medical guidance to the Secretary and component
leadership;

e identifying and sharing education and training resources to help
all component agencies achieve strategic goals;

e identifying opportunities to achieve efficiencies through con-
solidation and centralization of common services, including out-
sourced services (see Recommendation 9); and

e developing new tools and recommending core metrics for evalu-
ation and trend analysis of health and medical programs (see
Recommendation 10).

The committee envisions the Medical and Readiness Committee as the
key to the development of department-wide medical standards and policies
responsive to the operational requirements of the components. The pro-
posed committee would create formal channels for information sharing
among components and the CMO, promoting both horizontal and vertical
integration. However, although the proposed committee would play a key
advisory role, the CMO should retain sole authority for setting DHS-wide
medical policy.
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A Governance Framework for Enterprise-Level Integration

Workforce health protection is a critical element of an agency’s mission
support architecture and needs to function as part of a larger management
system that also includes human resources, financial management, informa-
tion systems and communications, acquisition planning and management,
facilities management, and logistics. These elements together enable mission
execution. Despite its clear role in mission support, however, workforce
health protection has not been fully integrated into the DHS management
infrastructure.

DHS headquarters and component agencies share responsibilities for
complex programs supporting the health, safety, and mission readiness of
the workforce, as well as providing for the medical needs of those who
come under DHS control or protection during operations. Many workforce
health protection functions span the intersection of health and human re-
sources and therefore require coordination between the CMO and the Chief
Human Capital Officer. Input from other members of the DHS management
team® may be required to ensure appropriate resourcing and management
of occupational health and operational medicine programs. The committee
found, however, that governance mechanisms put in place to facilitate the
coordinated development of department-wide policy and practices related
to employee health and safety are not currently functioning.

Recommendation 6: Create a governance framework to engage De-
partment of Homeland Security management officials and component
leadership in employee bealth, safety, and resilience to support mis-
sion readiness.

The Secretary of the Department of Homeland Security (DHS) should
develop and implement an effective governance framework for work-
force health, safety, resilience, and readiness programs to ensure coor-
dination, collaboration, and participation of DHS management and
component leadership. This framework should include reconstitution
of the existing, but inactive, Health, Safety, and Medical Council.

DHS’s Health, Safety, and Medical Council was established to facilitate
a coordinated approach to achieving health, safety, and medical program
objectives. Although it has not been active in recent years, the committee
believes that its reconstitution with the participation of the CMO, key

¢The management team (located within the Management Directorate) consists of the Chief
Human Capital Officer, Chief Financial Officer, Chief Procurement Officer, Chief Information
Officer, Chief Security Officer, and Chief Administrative Services Officer, and it is led by the
Under Secretary for Management.
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members of the DHS management team, and component leadership” is
critical to achieve department-wide consensus on strategies for addressing
overarching and cross-cutting health, safety, and medical issues, as well
as to engage component leadership in the development and implemen-
tation of policies that support the readiness of their workforce. Addi-
tionally, this senior-level Council would be responsible for managing the
department-wide portfolio of health protection programs—assessing and
prioritizing investments, eliminating redundancies among programs, and
ensuring program alignment. In its vetting and decision-making process, the
council should draw on recommendations and other information provided
by program-level committees, including but not limited to the Medical
and Readiness Committee proposed in Recommendation 5 and the Safety
Managers Committee.

Functional Alignment

The committee noted significant variability in the implementation
and resourcing of workforce health protection programs across DHS.
Although variability is not unexpected for such a large and diverse orga-
nization, the committee identified the paucity of global health and medical
policies and standards designed to set clear expectations and ensure that
core quality and performance requirements are met by all components
as a major barrier to the realization of an integrated health protection
infrastructure.

A Common Approach to Ensuring Medical Readiness

Mission readiness depends on a workforce that is medically ready. The
committee found that mechanisms for assessing, promoting, and sustaining
medical readiness vary widely across DHS, and the CMO has promulgated
few standards and policies designed to ensure consistency and interoper-
ability. The committee concludes that a common approach to medical
readiness is needed to enable the disparate component agencies to achieve
appropriate mission readiness outcomes.

Recommendation 7: Develop a common employment life-cycle-based
framework for achieving mission readiness.

7Component representatives on the Health, Safety, and Medical Council should have
decision-making authority. Components should therefore be represented by agency heads or
component Designated Safety and Health Officials, who by definition have sufficient authority
to represent the agency head.
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The Chief Medical Officer should establish a common approach to
identifying and mitigating limitations on individual readiness, to be
implemented by the components and adapted as necessary. Such an
approach should include

e developing health-related functional standards (including spe-
cific medical standards when mission-critical) for job series that
are common across multiple component agencies, allowing flex-
ibility for reasonable modification where justified by unique
duty requirements within components;

e monitoring, assessing, and promoting individual readiness across
the entire employment life cycle, from entry into the workforce
to the time of separation or retirement; and

e reestablishing readiness, to the extent feasible, when individuals
are identified as having limitations.

Job performance requirements® will drive the evaluation of readiness;
it follows, then, that the frequency and content of job-related health and
fitness evaluations should be consistent for similar job series across the
department. Additionally, one of the main objectives of an employment life-
cycle approach is the early identification of health-related conditions that
impede individuals’ ability to carry out the responsibilities of their position
fully and safely, so that they can be returned to a state of mission readiness.
To meet this objective, components should establish early intervention and
injury/illness case management programs that operate in close coordina-
tion with fitness-for-duty, injury/illness prevention, health promotion, and
workers’ compensation programs.

A Comprehensive Capability for Providing Medical Support for
Operations

Federal agencies are equally responsible for the health and safety of
workers operating in the field and those stationed in more conventional
workspaces. Operational medicine programs are a means by which occu-
pational health and medical services are made available to those operating
outside of conventional workspaces, and are essential to mission readiness.
The lack of access to basic preventive and responsive medical services in
field situations can result in preventable illness or injury, lost productivity,
and logistical challenges that lead to mission failure. Additionally, the
provision of timely and quality medical treatment to those in DHS care or
custody is a legal responsibility of the department, and failure to meet this

8Derived from a job task analysis validated by an occupational health professional.
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requirement may expose DHS to liability. The committee concluded that
current operational medical support services are not adequately meeting the
medical and operational needs of the DHS workforce and those in DHS
care or custody. The CMO, working with relevant component agencies,
should institute additional measures to ensure that all DHS components
conducting operations outside of conventional workspaces meet standards
of oversight and performance consistent with those of other public safety
agencies.

Recommendation 8: Establish a comprebensive operational medicine
capability to ensure consistent, bigh-quality medical support during
operations.

The Chief Medical Officer (CMO), with input from the Medical and
Readiness Committee, should establish a coordinated, department-wide
operational medicine capability to ensure that timely and effective
preventive and responsive medical services are available to all compo-
nent employees and others under Department of Homeland Security

(DHS) control during routine, planned, and contingency operations.
To achieve this capability, the CMO should

e ensure that all DHS and outsourced providers of medical sup-
port for operations are appropriately educated and trained and
routinely evaluated through centralized credentialing, baseline
training requirements, and a standardized competency assess-
ment process;

e develop baseline treatment protocols to be applied by all compo-
nent medical providers, and authorize component-specific treat-
ment exceeding the baseline;

e develop, mandate, and maintain uniform reporting methods and
system performance criteria for all operational medicine activi-
ties across the department to ensure the quality of medical care
rendered to all patients;

e identify and provide programmatic support to address signifi-
cant deficiencies in human (staffing levels and skill sets) and
physical resources required to ensure that the medical support
needs of the workforce and their non-DHS charges are met;
and
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e delegate component-level implementation and oversight’ of
operational medical support to the Component Lead Medical
Officers.

Medical support for all routine, planned, and contingency operations,
including those activities in which care of persons in custody is anticipated,
should be explicitly addressed in component operational plans. The CMO
should review such plans to ensure the engagement of medical personnel
trained and equipped in a manner appropriate to the mission. Addition-
ally, the CMO should assess compliance with policy and protocol and the
quality of care rendered to all patients according to prospectively deter-
mined outcome measures. Although responsibility for execution of the
operational medicine program should be delegated to Component Lead
Medical Officers, the Secretary should hold component agency heads ac-
countable for the effectiveness of such programs and their compliance with
department-wide policies and standards.

Centralization of Common Services

Because of the wide variation among their missions, each of the com-
ponent agencies has specific needs that are best served by support programs
tailored to its operational functions. However, some common services
should be centralized to promote efficiency and interoperability while en-
suring the necessary level of service quality.

Recommendation 9: Centralize common services to ensure quality and
to achieve efficiencies and interoperability.

To ensure that health, safety, and medical programs at the component
level are effective, efficient, and of high quality, the Office of Health Af-
fairs should develop and deliver certain health-related services common
to all components. Centralized common services, to be recommended
by the proposed Medical and Readiness Committee and approved by
the Chief Medical Officer, should be adopted and implemented by the
components unless a component-developed business case demonstrates
otherwise. These actions would facilitate integration, department-wide

9The committee noted extensive contractor involvement in the direction of medical opera-
tions in some components. The role of contractors in the direction and oversight of medical
operations should be delineated more clearly following analysis by the DHS General Counsel
to ensure compliance with legal requirements set by the Federal Acquisition Regulations re-
garding inherently governmental functions.
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efficiencies, and evaluation against common objectives using common
standards and metrics.

The authority of the CMO to centralize common health-related services
for purposes of quality, efficiency, and interoperability should be clearly
articulated in the revised Delegation to the Assistant Secretary for Health
Affairs and Chief Medical Officer. Common services the CMO should
consider centralizing include but are not limited to

e medical quality management, including credentialing, maintenance
of certification, and licensure;

e health information management capabilities as outlined in Recom-
mendation 11;

e health professions education and training;

e medical logistics, including purchasing and distribution;

e public health services and consultations (e.g., immunization pro-
grams, travel medicine, risk communication, wellness programs);
and

e requirements and technical oversight for contracts, interagency
agreements, and memorandums of understanding with outside enti-
ties providing health and medical services to DHS and its compo-
nent agencies.

Health and Safety Information Management

The CMO must be able to brief the Secretary regarding the health,
safety, and readiness of the DHS workforce and to advocate for needed
investments in prevention and health protection programs. Requisite to car-
rying out this charge is the capability to maintain situational awareness re-
garding the health and medical status of the DHS workforce and the major
health and safety risks that impede readiness. This capability currently does
not exist at OHA or anywhere else within the department. The September
2013 report of the IOM Committee on Department of Homeland Security
Workforce Resilience identifies as a major gap the lack of a strategy, frame-
work, and common set of metrics to support a comprehensive evaluation of
workforce readiness and resilience. The findings of the present committee
support that conclusion and also highlight the inadequacy of the current
health and safety information management infrastructure, including the
department’s informatics capability. Without such a system, integration of
the DHS health protection infrastructure cannot be achieved.

Recommendation 10: Collect core metrics for accountability, con-
tinuous quality improvement, and readiness assessment.
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The Chief Medical Officer, in collaboration with the proposed Com-
ponent Lead Medical Officers, should develop a common core set
of performance and outcome metrics to allow analysis of activities,
outcomes, and trends in the areas of workplace safety and health,
workforce medical readiness, and quality of medical services. Ongoing
monitoring and analysis of these metrics as part of a measurement and
evaluation framework are essential to drive continuous improvement
and accountability.

An informatics and information technology capability is essential
for implementation of the measurement and evaluation framework de-
scribed in Recommendation 10 and for information sharing and knowledge
management.

Recommendation 11: Establish a bealth and safety informatics and
information technology infrastructure.

The Health, Safety, and Medical Council should charter a Health and
Safety Informatics and Information Technology Governance Board
to develop and oversee the implementation of a strategic plan for
building a health and safety informatics and information technology
infrastructure. The Governance Board should be led by a Chief Medical
Information Officer designated by the Chief Medical Officer (CMO),
and should include representatives from the offices of the CMO and the
Chief Information Officer, as well as each of the components. The stra-
tegic plan should be reviewed and approved by the CMO; the Health,
Safety, and Medical Council; and department leadership.

The Governance Board should be supported by an operational-level
Steering Committee to manage the implementation of the strategic plan,
and both the Governance Board and the Steering Committee should be
supported by appropriate experts in health and safety informatics and
information technology from within DHS and other federal agencies.
Lead agencies from which to seek expert guidance might include, but
are not limited to, the National Library of Medicine, the Office of the
National Coordinator for Health Information Technology, the Agency
for Healthcare Research and Quality, and the Patient-Centered Out-
comes Research Institute.

The strategic plan should provide the blueprint for a robust health and
safety informatics and information technology infrastructure incorporating
medical, public health, and consumer informatics capabilities. Elements of
the plan should include
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a workforce strategy for relevant informatics and information tech-
nology personnel, including requisite responsibilities;

a knowledge management structure within each unit and, where
relevant, across the department; and

a business case analysis demonstrating the return on investment.

CONCLUDING THOUGHTS

The DHS mission to protect the homeland is of critical importance,
but the ability to achieve that mission is undermined by a workforce health
protection infrastructure that is marginalized, fragmented, and uneven.
The fragmented DHS health protection system is just one instance of an
overarching management problem that the organization has worked dili-
gently to overcome since its inception. DHS is not the first federal agency

10.

11.

BOX S-1
Summary of Recommendations for Integrating
Workforce Health Protection at DHS

. Demonstrate leadership commitment to employee health, safety, and resilience

through a unified workforce health protection strategy.

. Align and integrate all occupational health and operational medicine functions

under the Chief Medical Officer.

. Ensure that the Chief Medical Officer has authority commensurate with the

position’s responsibilities.

. Establish Component Lead Medical Officers to align and integrate occupational

health and operational medicine functions.

. Establish a Medical and Readiness Committee to promote information sharing

and integration.

. Create a governance framework to engage Department of Homeland Security

management officials and component leadership in employee health, safety,
and resilience to support mission readiness.

. Develop a common employment life-cycle-based framework for achieving mis-

sion readiness.

. Establish a comprehensive operational medicine capability to ensure consis-

tent, high-quality medical support during operations.

. Centralize common services to ensure quality and to achieve efficiencies and

interoperability.

Collect core metrics for accountability, continuous quality improvement, and
readiness assessment.

Establish a health and safety informatics and information technology
infrastructure.
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to struggle with these considerable challenges; the Department of Defense
(DoD) has worked for almost 70 years to overcome the culture and com-
munication barriers to joint operations. Despite considerable progress,
this is an ongoing process at DoD, and the same will be true for DHS for
some time into the future. Through its recommendations (summarized in
Box S-1), the committee has attempted to provide a foundation and a path
forward for an integrated health protection infrastructure encompassing
the programs, tools, and resources needed to enable the DHS workforce
to fulfill the homeland security mission. In essence, the goal is to do on a
smaller scale what the Homeland Security Act sought to accomplish more
than 10 years ago—to weave the key functions and activities entailed in
protecting the homeland into a unified, cohesive enterprise. To this end, the
mission-ready DHS of the future will require an empowered and resourced
CMO who, through partnership with the component agencies, institutes
policies and global standards that permeate the entire organization to en-
sure the health, safety, and resilience of its workforce. Finally, if DHS is to
meet the needs of its diverse workforce in the face of continuously evolving
challenges, it will require a health protection infrastructure that remains
agile; adoption of a learning health system approach will allow DHS to
transform information into knowledge, which can be used to drive health
system change in accordance with evidence-based best practices.
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Introduction

“The greatest asset of any organization is its workforce—without the
people, the vision cannot be achieved or the mission accomplished.”

—General James B. Peake (IOM, 2013, p. xv)

he more than 200,000 men and women who make up the Depart-

ment of Homeland Security (DHS) workforce have been entrusted

with the ultimate responsibility—ensuring a homeland that is safe,
secure, and resilient against terrorism and other hazards. Every day, these
dedicated individuals take on the critical and often dangerous challenges
of the DHS mission: countering terrorism and enhancing national security,
securing and managing the nation’s borders, enforcing and administering
U.S. immigration laws, protecting cyber networks and critical infrastruc-
ture, and ensuring resilience in the face of disasters (DHS, 2010b). DHS,
in turn, is responsible for protecting the health, safety, and resilience of
those on whom it relies to achieve this mission, as well as ensuring effective
management of the medical needs of persons who, in the course of mission
execution, come into DHS care or custody.

Since its creation more than a decade ago, DHS has been aggressively
addressing the management challenges of integrating seven core operating
component agencies! and 18 supporting offices and directorates (DHS,
2010a; DHS OIG, 2012; GAO, 2012). One of those challenges is creating
and sustaining a coordinated health protection infrastructure to support
this heavily operational workforce. Seeking strategic advice on how to

'DHS operating component agencies include U.S. Citizenship and Immigration Services,
the U.S. Coast Guard, Customs and Border Protection, the Federal Emergency Management
Agency, Immigration and Customs Enforcement, the U.S. Secret Service, and the Transporta-
tion Security Administration. Although the National Protection and Programs Directorate,
which includes the Federal Protective Service, is officially a headquarters-level directorate, the
committee considers it to be functionally an operating component.

21
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strengthen mission readiness while better meeting the needs of its work-
force, DHS’s Office of Health Affairs (OHA) asked the Institute of Medicine
(IOM) to provide recommendations for better integrating occupational
health and operational medicine infrastructures throughout the department
into a coordinated, DHS-wide system with the necessary centralized over-
sight authority. This report presents the findings, conclusions, and recom-
mendations of the IOM committee empaneled to respond to this request.

BACKGROUND AND RATIONALE FOR THE STUDY

In DHS’s early years, the creation of an integrated and coordinated
medical infrastructure was impeded by the absence of a centralized depart-
mental entity with responsibility and authority for ensuring that the health
of the entire DHS workforce was adequately promoted and protected
(Lowell, 2005). OHA did not come into existence until 5 years after DHS
was created, and as a result, many health- and medical-related activities
fell, of necessity, to other headquarters offices—predominantly those with
responsibility for managing the department’s human resources (Polk, 2013).
Although human capital offices often play a critical role in the administra-
tion of workforce health protection programs, human resources personnel
lack the medical and public health expertise necessary to guide the develop-
ment of a coordinated health infrastructure.

Even after the creation of OHA and the Chief Medical Officer (CMO)
position, a comprehensive understanding of the health needs of the DHS
workforce remained elusive. Mechanisms were never put in place to ensure
that employee health information would flow to the new centralized health
authority for the department, nor was the CMO adequately empowered to
ensure a coordinated approach to health risk reduction and effective health
services department-wide. As a result, the CMO can see trailing indicators
of the ineffectiveness of the current system but lacks the visibility and influ-
ence at the component agency level to know how best to direct resources
for DHS-wide initiatives to address root causes.

Some component agencies, such as the Secret Service and the Coast
Guard, have been in existence for more than a century and brought with
them to DHS robust and effective workforce protection policies and pro-
cesses. However, most component agencies are still working to put those
kinds of systems in place. As a consequence, workforce health protection
and medical services programs vary significantly across DHS, with little
coordination and integration. The result has been preventable morbidity
and mortality, avoidable liabilities, and inefficiency.
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Evidence for this variability is seen in such traditional lagging indicators?
as the Total Case Rate and Lost Time Case Rate,> which are standardized
measures of the incidence of workplace injury and illness. Table 1-1 pres-
ents these data for 2012 for component agencies within DHS and other
government agencies whose employees face similar workplace hazards.
Although some differences in these metrics can be attributed to differences
in missions and work environments, the rates vary significantly even among
DHS agencies whose employees may face similar hazards (e.g., Immigration
and Customs Enforcement and the Secret Service). DHS has the highest
agency-wide Total Case Rate of all cabinet-level federal agencies (5.62 per
100 employees in 2012), and with a Total Case Rate of 9.44, Customs and
Border Protection has the highest rate of any federal agency (OSHA, 2013).
By comparison, these rates are significantly higher than those reported for
hazardous private-sector occupations such as manufacturing (4.3), con-
struction (3.7), and natural resources and mining (3.8), but comparable
with those reported for public safety occupations at the state and local
levels (6.5 and 10.4, respectively) (BLS, 2013).

High injury and illness rates have resulted in significant workers’ com-
pensation costs for DHS, as shown in Table 1-2, which presents annual
chargeback totals* for DHS component agencies for 2010. For comparison
purposes, data also are supplied for other cabinet-level departments. Be-
cause component workforces vary considerably in size, total costs can be

2Lagging indicators are retrospective measurements of system performance linked to out-
comes; these are the traditional measures of safety performance, such as occupational injury
and illness rates and costs (Manuele, 2013). These indicators, however, have a key limitation:
“While lagging indicators give information of direct concern to management, the workforce,
and the public, they can only be used for improvement after the fact” (NRC, 2009, p. 8). Re-
cent years have seen a shift in emphasis toward what have been termed leading indicators—in
the safety context, prospective measures linked to actions taken to prevent accidents (Manuele,
2013).

3Total Case Rate represents the total number of workers’ compensation claims submitted by
an agency to the Department of Labor’s Office of Workers® Compensation Programs per 100
employees. Lost Time Case Rate represents the number of claims resulting in lost workdays
per 100 employees. These rates are calculated by dividing the number of total or lost-time
workers’ compensation cases by the number of employees and multiplying by 100, for a rate
per 100 employees (OSHA, 2013).

4Workers’ compensation chargeback costs are the dollar amounts that an employing agency
must pay back to the Department of Labor’s Division of Federal Employees” Compensation
annually for all expenses related to workers’ compensation cases from that agency for the
prior year. The Division of Federal Employees’ Compensation covers the costs associated with
medical bills, lost wages (after 45 days), and schedule awards (for loss of, or loss of use of,
body parts or functions) and then is reimbursed by the employing agency. It should be noted,
however, that because annual chargeback costs reflect payments during that fiscal year for all
open cases, regardless of when the injury occurred, this indicator is not very sensitive to recent
improvements in prevention efforts.
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TABLE 1-2 Workers’ Compensation Costs by Federal Agency for 2010

2010 Annual

Agency Chargeback Total Actuarial Liability
Department of Homeland Security $160,502,455 $1,937,837,000
Customs and Border Protection $62,650,987 $773,590,146
Transportation Security Administration $42,871,729 $506,554,266
Immigration and Customs Enforcement $18,530,776 $211,097,509
U.S. Coast Guard $8,862,047 $108,590,146
Federal Emergency Management Agency $5,431,753 $59,464,544
Citizenship and Immigration Services $3,620,462 $43,173,691
Federal Law Enforcement Training Center $1,937,018 $20,843,114
Department of Veterans Affairs $182,212,000 $1,862,264,500
Department of Justice $104,573,000 $1,314,109,000
Department of Transportation $97,687,000 $976,754,100
Department of Agriculture $72,876,000 $881,454,200

NOTE: The committee could not be provided with data on Secret Service chargeback and
actuarial liability costs.

SOURCE: Data on DHS workers’ compensation costs were supplied to the committee by the
DHS Workers’ Compensation Program Manager and Policy Advisor (e-mail communication,
Department of Homeland Security, response to IOM inquiry regarding department statistics:
Chargeback totals and actuarial liability, February 20, 2013). The chargeback data for other
federal agencies were extracted from Department of Labor (2013), and actuarial liability
data were collected from http://www.dol.gov/ocfo/media/reports/20111005a.pdf (accessed
December 19, 2013).

misleading; therefore, per capita chargeback costs for DHS component
agencies are shown in Figure 1-1. In fiscal year 2011, the actuarial liability
for DHS—the projected amount that DHS would have to reimburse the
Department of Labor to cover all previously existing cases to resolution if
the agency ceased to exist today—surpassed $2 billion.> These costs repre-
sent a significant diversion of resources that might otherwise be devoted to
achieving DHS’s mission.

Concerns about DHS’s current health protection systems and programs
are further raised by the perceptions of the workforce regarding the health
and safety aspects of working conditions, as captured in recent results of the
Federal Employee Viewpoint Survey.® In 2012, only 62 percent of DHS em-

SE-mail communication, Department of Homeland Security, response to IOM inquiry re-
garding department statistics: Chargeback totals and actuarial liability, February 13, 2013.

6This survey, administered by the Office of Personnel Management, is a tool that measures
employees’ perception of whether, and to what extent, conditions characterizing successful
organizations are present in their agency. In 2012, the survey was offered to nearly 1.5 mil-
lion federal employees, with a response rate of 46.1 percent. The data collected were weighted
to produce survey estimates that accurately represent the survey population (OPM, 2012b).
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FIGURE 1-1 Fiscal year 2010 per capita chargeback costs.

NOTES: Data on Secret Service workers’ compensation costs could not be provided
to the committee. Data for the Coast Guard are not depicted because of difficulties
in obtaining an accurate estimate of the size of the Federal Employees” Compensa-
tion Act—eligible workforce for that agency. CBP = Customs and Border Protection;
FEMA = Federal Emergency Management Agency; ICE = Immigration and Customs
Enforcement; TSA = Transportation Security Administration; USCIS = U.S. Citizen-
ship and Immigration Services.

ployees indicated that they felt “protected from health and safety hazards
on the job”—a significantly lower proportion than the government-wide
average of 77 percent (OPM, 2012a). Although this figure represents an
improvement relative to 2006, when just over half of DHS employees (53
percent) responded positively (OPM, 2011), there has been no sustained im-
provement in this area since 2008. For comparison purposes, other federal
agencies with significant populations of public safety personnel, such as the
Department of Justice and the Department of the Interior, had positive re-
sponse rates closer to the government-wide average—74 and 79.2 percent,
respectively, in 2012 (OPM, 2012b). The perception that employees are
not adequately cared for and protected affects morale at DHS—a subject
of past congressional hearings (U.S. House of Representatives, 2012)—and
suggests inadequate attention in this area on the part of DHS leadership.

Box 1-1 provides a summary of the challenges related to workforce
health protection at DHS discussed above and others that were highlighted
by the sponsor during the presentation of the committee’s charge.
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BOX 1-1
Summary of Key Challenges Related to
Workforce Health Protection at DHS

e The Office of Health Affairs was created 5 years after DHS was formed. After
the Chief Medical Officer (CMO) position was created, mechanisms were never
put in place to ensure that employee health information would flow to this new
centralized health authority for the department (in part as the result of a lack of
standardized reporting metrics and interoperable health information manage-
ment systems).

e Responsibility for oversight of workforce health protection functions is split
between the Office of Health Affairs and the Office of the Chief Human Capital
Officer. Mechanisms to ensure adequate coordination between these two of-
fices are not functioning effectively. Moreover, the CMO has little visibility and
strategic input on health functions overseen by the Chief Human Capital Officer,
including those for which he or she has delegated oversight authority.

e The health protection infrastructures of the component agencies, like the agen-
cies themselves, are at different stages of maturity, resulting in a lack of uni-
formity in core competencies for employee health and safety programs across
DHS.

e Mechanisms to promote coordination and integration among component medi-
cal programs have only recently been introduced.

e Injury and illness rates at DHS are higher than those at other federal agen-
cies, associated annual workers’ compensation liability exceeds $150 million
in chargeback costs, and many DHS employees do not feel protected from
health and safety hazards on the job. These observations indicate that some
component occupational health programs are not operating optimally.

e Emergency room visits to address medical needs for detainees exceeded
$12 million in fiscal year 2011, indicating that operational medicine programs
are not adequately addressing the needs of those in DHS care or custody.

STUDY CHARGE AND SCOPE

Seeking strategic advice on how to strengthen mission readiness and
protect the DHS workforce, OHA asked the IOM to review and assess
the agency’s current occupational health and operational medicine infra-
structure and, based on models and best practices from within and outside
DHS, to provide recommendations for achieving an integrated, DHS-wide
health protection infrastructure with the necessary centralized oversight au-
thority (see Box 1-2 for the committee’s complete statement of task). While
the study was sponsored by OHA, Senior Counselor to former Secretary
Napolitano Judge Alice Hill spoke with the committee and expressed the
support and appreciation of the Office of the Secretary.
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BOX 1-2
Committee on Department of Homeland Security Occupational
Health and Operational Medicine Infrastructure

Statement of Task

An ad hoc committee will review and assess the current agency-wide oc-
cupational health and operational medicine infrastructure at the Department of
Homeland Security (DHS) and provide recommendations on how infrastructures
within component agencies can be better integrated into a coordinated, DHS-
wide system with the necessary centralized oversight authority. Specifically, the
committee will

e Review and assess DHS’s current occupational health and operational
medicine infrastructure.

e Explore the occupational health and operational medicine infrastructures
established in other relevant federal agencies and organizations.

o |dentify the key functions of an integrated occupational health and opera-
tional medicine infrastructure.

e Consider the necessary department oversight authority that will be re-
quired to ensure an integrated infrastructure.

e Identify quality metrics that may be used for evidence-based quality
improvements.

e Perform case studies to explore the potential impacts of an integrated
infrastructure, including the estimated cost savings.

In addressing the task, the committee will prioritize recommendations on
short- and long-term measures DHS can adopt in order to optimize its mission
readiness by assuring the health, safety, and resilience of its workforce; consid-
eration will also be given to the impact of such measures on the agency’s liability
and health care costs.

As described in the section on terminology below, the definition of
operational medicine adopted by the committee encompasses health and
medical support provided to persons in DHS care and custody during
routine, planned, and contingency operations. However, assessment of
health care provided to detainees within Immigration and Customs Enforce-
ment detainment facilities, as well as the adequacy of the facilities them-
selves, was not considered to be within the scope of this study. Similarly,
the provision of medical support to the American public during disasters
and other applicable scenarios is the responsibility of the Department of
Health and Human Services and as such was not addressed for this study
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except as applicable under the committee’s adopted definition of opera-
tional medicine.

STUDY APPROACH

The committee had two objectives for the information-gathering phase
of the study that were prerequisite to the development of its recommenda-
tions: (1) to collect information on the organizational structure, governance
mechanisms, and policy background related to workforce health protection
at DHS; and (2) to obtain the corresponding information for other govern-
ment and private organizations that have successfully managed the same
kinds of organizational and operational challenges faced by DHS and that
might serve as models or sources of best practices.

To meet these objectives, the committee gathered information through
a variety of means. First, it held three information-gathering meetings
that were open to the public. The initial meeting, held in March 2013,
focused on obtaining contextual background information from DHS, both
at the headquarters level and from multiple component agencies on their
medical infrastructures. Input was sought from the U.S. Office of Personnel
Management on legal and regulatory issues relating to medical evaluation
and clearance programs, and a representative from Federal Occupational
Health” presented on the outsourced occupational health services that
agency provides to other federal agencies. In June 2013, the committee held
a 2-day workshop at which it heard from experts representing DHS, other
federal agencies, and private industry on occupational medicine, workers’
compensation programs, occupational safety and health, medical standards
and clearance programs, operational medicine, and DHS’s Medical Liaison
Officer Program. A third meeting, held in July 2013, was devoted to the
issue of organizational effectiveness at DHS. Agendas for these meetings
can be found in Appendix F.

The committee received public submissions of materials for its consid-
eration at its meetings and by e-mail throughout the course of the study.?
A website was created to provide information to the public about the
study and to facilitate communication with the committee.” Throughout
the study process, the committee reviewed publicly available literature,
and also requested documents and information from DHS to better inform

7Federal Occupational Health is a nonappropriated agency within the U.S. Department of
Health and Human Services and is the largest provider of occupational health and wellness
services to the federal government (FOH, 2013).

8A list of materials submitted to the committee’s public access file can be requested from the
National Academies’ Public Access Records Office via http://www8.nationalacademies.org/cp/
ManageRequest.aspx?key=49507.

9See http://www.iom.edu/DHSocchealthopmed.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

INTRODUCTION 31

its deliberations. To assess the extent of variability of and ensure a fair
comparison across component agency programs, the committee drafted
standardized lists of questions soliciting detailed information on the agen-
cies’ medical, occupational safety and health, workers’ compensation, and
wellness programs. The question lists (which can be found in Appendix D)
were provided to component agency program managers, who were asked
to submit written responses.!’ The committee used the responses received
in reviewing and assessing the current occupational health and operational
medicine infrastructure at DHS, as described in Chapter 4 and throughout
the report.

In 2012, OHA also asked the IOM to convene a committee to review
its current workforce resilience efforts, identify gaps, and provide recom-
mendations for a 5-year workforce resilience strategic plan (IOM, 2013).
That committee began its work in December 2012 and publicly released
its report, A Ready and Resilient Workforce for the Department of Home-
land Security, in September 2013."" Recognizing the interconnectedness of
workforce health and resilience, the present committee carefully reviewed
the report and recommendations of the IOM Committee on Department of
Homeland Security Workforce Resilience, which it took into consideration
in developing its own recommendations (see Box 1-3 for the statement
of task and recommendations of the IOM Committee on Department of
Homeland Security Workforce Resilience).

Case Studies

In developing the case studies of integrated infrastructure required by
its charge (see Box 1-2), the committee was guided by references made by
then Deputy CMO ]. D. Polk to health systems in other federal agencies
(e.g., the National Aeronautics and Space Administration and the Depart-
ment of Defense). In addition to federal agencies, the committee examined
other large public and private organizations with multiple centers or busi-
ness units to identify mechanisms by which integration can be promoted.
The committee also looked at agencies within DHS for examples of pro-
gram integration that could be applied within other components. Brief de-
scriptions of the organizations examined by the committee are presented in
Appendix E; these descriptions reflect information obtained from a review
of the available literature and from invited testimony by company or agency
representatives. Based on an analysis of the information thus gathered, the

10Written responses to the question lists were included in the study’s public access file.

"The report of the IOM Committee on Department of Homeland Security Workforce
Resilience is freely available to download from the National Academies Press website: http:/
www.nap.edu/catalog.php?record_id=18407 (accessed January 22, 2014).
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BOX 1-3
Committee on Department of Homeland
Security Workforce Resilience

Statement of Task

An ad hoc committee will conduct a study and prepare a report on how to im-
prove the resilience (physical and mental well-being) of the Department of Home-
land Security (DHS) workforce and identify the elements of a 5-year strategic plan
for the DHS Together program. The report will build on existing analysis of current
capabilities, best-known practices, and gaps in current resilience programs.

Specifically, the committee will

e Explore existing tools for improved workforce resilience, including a re-
view of employer resilience programs which includes, but not exclusively,
military and law enforcement.

o Assess current policies, programs, activities, and resources that
address employee resilience across DHS.

e |dentify resilience gaps in the DHS workforce and recommend activities
to close those gaps.

e Develop the elements of a 5-year strategic plan with year-by-year recom-
mended activities to close those gaps.

o Priority activities will be identified based on potential impact, to en-
able DHS to make choices based on the value of the activity.

e |dentify measures and metrics to track continuous improvements and
to mark successful implementation of DHS Together and the improving
resilience of the DHS workforce.

Summary of Recommendations

1. Develop and promote a unified strategy and common vision of workforce
readiness and resilience in DHS.

2. Clarify and expand the roles and responsibilities for workforce readiness
and resilience in DHS.

3. Review and align responsibility and accountability for workforce readi-
ness and resilience in DHS.

4. Establish a sustainable leadership development program in DHS.

5. Improve organizational communication to enhance esprit de corps; culti-
vate a culture of readiness and resilience; and align public perception of
DHS with its accomplishments.

6. Develop and implement a measurement and evaluation strategy for
continuous improvement of workforce readiness and resilience in DHS.

7. Implement a 5-year strategic plan for workforce readiness and resilience
in DHS.
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committee identified three cases of exemplary integrated workforce health
systems—Johnson & Johnson, the U.S. Department of the Interior, and the
Federal Air Marshal Service—that warranted more detailed examination
and helped inform the committee’s recommendations. Within this report,
these organizations are highlighted as case studies, each of which provides
a detailed description of the organization’s approach and the benefits real-
ized through integration, including the potential for cost savings when such
information was available.

Study Challenges and Limitations

Despite its best efforts to conduct a thorough assessment of the cur-
rent DHS occupational health and operational medicine infrastructure, the
committee experienced difficulties during its information-gathering process,
including

e variability in responses to the committee’s question lists, resulting
in uneven levels of information on component health protection
programs; and

e lack of access to some relevant information (e.g., policies, medical
standards, business cases), either because documents were deemed
for official use only as a result of security concerns or because poli-
cies and plans, such as plans to implement a DHS-wide electronic
health system, were still under development.

The committee was not asked to conduct a comparison of DHS’s
component agencies and instead focused its efforts and this report on
higher-level challenges related to integration of the DHS health protection
infrastructure. More detailed and uniform information on component pro-
grams, however, would have enabled the committee to address some aspects
of its task (e.g., identification of quality metrics, estimation of cost savings)
with greater specificity.

Guiding Principle

Early in the study process, the committee converged around the prin-
ciple that the primary questions related to integrating the occupational
health and operational medicine infrastructure in this extremely large or-
ganization are best understood as public health challenges. The committee
conducted its review through this lens, applying a concept of public health
akin to that defined by the World Health Organization (WHO) (2013),
which describes public health as follows:
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Public health refers to all organized measures (whether public or private)
to prevent disease, promote health, and prolong life among the population
as a whole. Its activities aim to provide conditions in which people can
be healthy and focus on entire populations, not on individual patients or
diseases. Thus, public health is concerned with the total system and not
only the eradication of a particular disease.

WHO (2013) describes three main functions critical to the public health
enterprise:

e assessment and monitoring of the health of populations at risk to
identify health problems and priorities;

e formulation of policies designed to solve local and wider health
problems and priorities; and

e assurance that the population has access to appropriate and cost-
effective care, including health promotion and disease prevention
services.

As described (and in practice), the public health infrastructure of an or-
ganization is by its very nature a multidisciplinary activity. It is not limited
to medical professionals but requires such other skills as safety engineering,
industrial hygiene, health education, labor relations, human resources, and
fiscal management. Because of this multidisciplinary nature, the develop-
ment of an integrated infrastructure is a difficult task requiring that a wide
range of stakeholders join together to achieve a common purpose or mis-
sion; also required are clarity of mission, clear role definitions, and coherent
and accountable leadership. Guided by these assumptions, the committee
investigated the coherence and comprehensiveness of the health protection
system within DHS, paying close attention to the existence of related initia-
tives and their effect on the health of the department’s employees.

TERMINOLOGY USED IN THIS REPORT

For purposes of this report, the committee considers that DHS consists
of seven operating component agencies (Federal Emergency Management
Agency, Citizenship and Immigration Services, Customs and Border Pro-
tection, Immigration and Customs Enforcement, Transportation Security
Administration, U.S. Secret Service, and U.S. Coast Guard), directorates
(National Protection and Programs Directorate, Science and Technology
Directorate, Management Directorate), centers (Federal Law Enforcement
Training Center, Center for Domestic Preparedness), and offices (e.g.,
Health Affairs, Policy). Component or component agency refers to one of
the seven operating component agencies along with the National Protection
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and Programs Directorate, which, since the transfer of the Federal Pro-
tective Service from Immigration and Customs Enforcement in 2009, is
increasingly serving an operational role. Subcomponent refers to agencies
and offices located within component agencies. For example, the Federal
Air Marshal Service is a subcomponent agency within the Transportation
Security Administration.

Myriad terms can be used to classify the activities that encompass
employee health promotion and protection efforts. The same term often
may have different meanings for different people and organizations, and
likewise, different terms frequently are used interchangeably. Even when
terms are sufficiently different that they cannot be used interchangeably,
there may be significant overlap in activities that are categorized under one
term or another, making clear distinctions impractical. This committee was
tasked with assessing the occupational health and operational medicine in-
frastructure at DHS. While recognizing the existence of various acceptable
definitions for these and other related terms, the following definitions are
used in this report.

Occupational Health

The committee views occupational health as an overarching term that
encompasses a variety of important areas of concern for ensuring a safe,
healthy, and resilient workforce. The consensus definition of the Inter-
national Labour Organization/WHO Joint Committee on Occupational
Health (1950) reads:

Occupational health should aim at the promotion and maintenance of the
highest degree of physical, mental and social well-being of workers in all
occupations; the prevention amongst workers of departures from health
caused by their working conditions; the protection of workers in their em-
ployment from risks resulting from factors adverse to health; the placing
and maintenance of the worker in an occupational environment adapted
to his physiological and psychological capabilities; and, to summarize: the
adaptation of work to man and of each man to his job.

In 1995, the 12th session of the Joint Committee added to this defini-
tion a consensus statement, reading:

The main focus in occupational health is on three different objectives: (i)
the maintenance and promotion of workers” health and working capacity;
(i) the improvement of working environment and work to become con-
ducive to safety and health; and (iii) development of work organizations
and working cultures in a direction which supports health and safety at
work and in doing so also promotes a positive social climate and smooth
operation and may enhance productivity of the undertakings. The concept

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

36 ADVANCING WORKFORCE HEALTH AT DHS

of working culture is intended in this context to mean a reflection of the
essential value systems adopted by the undertaking concerned. Such a
culture is reflected in practice in the managerial systems, personnel policy,
principles for participation, training policies and quality management of
the undertaking. (Coppee, 1998)

Integral to this definition is the concept that occupational health prac-
tices should not be reactive but proactive in terms of ensuring employee
health. The definition highlights the importance of prevention of injury and
illness due to working conditions and other adverse health factors, health
promotion, and the development of an organizational culture that values
such practices. For the purposes of this report, the term occupational health
encompasses occupational safety and health (including safety, industrial
hygiene, and ergonomics), health promotion, and disability management
(early intervention and return-to-work) activities. Thus, the scope of oc-
cupational health spans the three levels of prevention—primary, secondary,
and tertiary—that form the hierarchy of prevention:

Primary prevention is based on measures designed to promote general op-
timum health or specific protection against disease agents or the establish-
ment of barriers against agents in the environment. Secondary prevention
is prompt and adequate treatment of the pathogenic process as soon as it
is detectable. Tertiary prevention is corrective therapy, when the disease
has advanced beyond its early stages, in order to prevent sequelae and limit
disability, or, if too advanced, to address rehabilitation needs. (Leavell and
Clark, 1958)

Occupational Safety and Health

Practitioners in the field of occupational safety and health work to
prevent work-related illness, injury, and death. According to the Occu-
pational Safety and Health Act,'? an injury or illness is considered “to
be work-related if an event or exposure in the work environment either
caused or contributed to the resulting condition or significantly aggravated
a pre-existing injury or illness.” Occupational safety and health specialties
include occupational safety (or safety engineering), industrial hygiene, and
€rgonomics.

Occupational Medicine

The American College of Occupational and Environmental Medicine
(ACOEM) defines occupational medicine as a clinical specialty dedicated

2pyblic Law 91-596.
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to the “prevention and management of occupational and environmental
injury, illness, and disability, and the promotion of health and productivity
of workers, their families, and communities” (ACOEM, 2013a). “The
major role of the occupational and environmental physician is to evaluate
the interaction between work and health” (ACOEM, 2013b). Occupational
and environmental medicine physicians must understand their role not
only as the director of a medical program but also as an integral part of a
business organization, and therefore must understand problems from both
management and employee perspectives. ACOEM (2013b) outlines five
qualifications of the occupational and environmental medicine physician
essential to ensuring employee health; he or she must:

1. have a general knowledge of worksite operations and be familiar
with toxic properties of materials used by employees, and the po-
tential hazards and stressors of work processes;

2. be qualified to determine an employee’s physical and emotional
fitness for work;

3. be capable of diagnosing and treating occupational and environ-
mental diseases and competently handling injuries;

4. possess knowledge of rehabilitation methods, health education
techniques, sanitation, workers’ compensation laws, regulatory re-
quirements (local, state, and federal), and systems for maintaining
medical records; and

5. be able to organize and manage the delivery of health services.

Occupational health nurses also play an important role in promoting,
sustaining, and restoring worker health. They may span the occupational
medicine and occupational safety and health fields, helping to ensure in-
tegration of these functions. According to the American Association of
Occupational Health Nurses, modern roles for these nurses include case
management, counseling and crisis intervention, health promotion and
health risk reduction, support for legal and regulatory compliance, and
identification of worker and workplace hazards (AAOHN, 2012).

Operational Medicine

For purposes of this report, operational medicine is defined as pre-
ventive and responsive medical and health support services provided out-
side of conventional workplaces during routine, planned, and contingency
operations to employees and others under an organization’s control.!3

B3This definition of operational medicine was adapted from that used by the Federal Bureau
of Investigation (FBI) and is consistent with DHS’s use of the term.
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Throughout this report, the concept of operational medicine is addressed
primarily in terms of how DHS is prepared to care for its employees in field
and other operational settings. However, the committee recognizes that
DHS often is required to provide emergency and urgent care to those in its
custody and, in some cases, to members of the public. While recommenda-
tions related strictly to those in DHS custody are beyond the scope of this
study, the committee believes that the principles and recommendations for
operational care in this report are equally applicable to care provided to
nonemployees.

Operational medicine draws on several medical disciplines: occu-
pational medicine, preventive medicine, primary care, and emergency
medicine. Although people commonly interpret operational medicine as
emergency medical services, it entails far more than such care—preventive
and ambulatory medical care, as well as medical threat and resource assess-
ments, are also important elements of operational medicine.

Figure 1-2 depicts the relationship among occupational health, occupa-
tional medicine, occupational safety and health, and operational medicine
as defined by the committee. Occupational medicine and occupational
safety and health can be seen as subsets of the activities that fall within the
broader category of occupational health, with significant overlap between
them. As discussed above, while the primary focus of operational medicine
programs generally is protection of the operational workforce, medical
support services also are provided as needed to allied law enforcement
officers, subjects in custody, and other third parties who find themselves

I edicine

L ettt ==\‘~“\ Medical care provided to

nonworkforce personnel
during operations

FIGURE 1-2 Relationship among occupational health, occupational medicine, and
operational medicine.
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within a control area of an operation; thus, operational medicine does not
fall entirely within the domain of occupational health.

Workforce Health Protection and Medical Readiness

An operational workforce has unique health requirements related to
its ability to carry out its mission. In acknowledgment of these needs, the
committee defines workforce health protection broadly as the full scope
of occupational health and operational medicine activities carried out to
sustain and protect the health and effectiveness of deployable forces and
members of the workforce exposed to nontraditional environments. This
definition does not exclude nonoperational members of the workforce;
the effectiveness of the operational workforce is dependent on those who
perform critical support functions. This concept is expanded in Chapter 3.

Adapted from the concept used by the Military Health System, medical
readiness is the extent to which members of the workforce are free of
health-related conditions that would impede their ability to participate fully
in operations and achieve the goals of their mission. The concept of medical
readiness applies not only to personnel whose job description incorporates
response duties but also to temporary employees, volunteers, and other
departmental personnel who volunteer for response missions beyond their
usual job description.

Integrated Employee Health System

The committee found the definition of an integrated employee health
system provided by Cecchine and colleagues (2009) in a recent study on
integrating employee health activities at the Department of Defense to be
useful and adapted it for application to DHS. For the purposes of this
report, the committee defines an integrated employee health system as an
infrastructure that would support all employee health activities; provide a
way to link information about all aspects of the health of employees; and
make this information available to leadership at all levels for the purposes
of decision making, accountability, continuous quality improvement, and
surveillance.

ORGANIZATION OF THE REPORT

This report is organized into nine chapters that collectively characterize
an integrated approach to workforce health protection and delineate steps
DHS can take to integrate its occupational health and operational medicine
infrastructure to better support its workforce and others whose medical
needs become the responsibility of DHS during the course of operations.
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Chapter 2 describes DHS’s overall mission and organizational structure,
health and safety challenges, and health protection mission and the orga-
nizational structure of its health system. Chapter 3 presents a framework
for a health system that supports an operational workforce, identifying key
functions, models for integrating those functions, and characteristics of suc-
cessful integrated programs. Chapter 4 describes the current occupational
health and operational medicine infrastructure within DHS, including both
gaps and best practices. Chapters 5 through 8 present the committee’s
recommendations, organized according to four elements the committee
identified as essential to successful integration of workforce health pro-
grams. Chapter 5 addresses the importance of leadership commitment to
workforce health. Chapter 6 provides recommendations on organizational
alignment to support integration of the key functions of health protection.
Chapter 7 deals with strategies for alignment of the critical functions that
support mission readiness. Chapter 8 focuses on the role of information
management in the implementation of integrated health protection. Finally,
Chapter 9 provides some considerations for implementation of the commit-
tee’s recommendations, including priorities and projected benefits.
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The DHS Workplace and Health System

the overarching mission of ensuring that the U.S. homeland remains

safe and secure, the Department of Homeland Security (DHS) is
the third largest employer in the federal government, after the Department
of Defense and the Department of Veterans Affairs. This large, complex
government agency has faced a mix of political, structural, and manage-
rial challenges since its founding that have hindered its maturation into
a cohesive and unified organization. An understanding of the historical
context of the department and the difficulties it has previously encountered
and continues to face is requisite to visualizing a path toward an integrated
capability for workforce health protection. This chapter provides a brief
history of the agency and describes, in turn, its mission and current organi-
zational structure, the health and safety challenges faced by its workforce,
its health protection mission, and the organization of its health system.

C onsisting of more than 200,000 men and women working to achieve

A BRIEF HISTORY OF DHS

In the wake of the terrorist attacks of September 11, 2001, President
George W. Bush signed into law the Homeland Security Act of 2002," cre-
ating a new cabinet-level agency—the Department of Homeland Security—
whose purpose was to coordinate and unify national homeland security
efforts previously scattered throughout the federal government. The Home-
land Security Act brought all or part of 22 different federal departments

1Public Law 107-296.
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and agencies together under the DHS umbrella (see Figure 2-1), making
the creation of DHS one of the largest—and certainly the most complex—
public-sector mergers in American history (Frumkin, 2003; GAO, 2003;
Shenon, 2002). Critical functions of the new agency, organized under di-
rectorates established by the Homeland Security Act, included information
analysis and infrastructure protection, border and transportation security,
emergency preparedness and response, research and development, and man-
agement of the DHS enterprise.

From its inception, DHS faced two major challenges: (1) the need to
merge a disparate set of agencies in different stages of maturity, some of
which had long-established cultures; and (2) the very limited amount of
time allowed to plan and accomplish this complex merger. The creation
of a new government agency through a merger process requires significant
strategic planning and resource investment to ensure that missions are
not disrupted, responsibilities and authorities are clearly delineated, and
employees do not become disengaged but instead are united by shared
values and common missions that are actively communicated by leadership
(Frumkin, 2003; Partnership for Public Service and Booz Allen Hamilton,
2011). The Homeland Security Act mandated that DHS be up and running
within 60 days of the legislation’s enactment. This mandate left little time
to merge basic human resources functions (e.g., hiring and payroll systems),
and even less to fully integrate existing, ingrained cultures and processes
across components (GAO, 2003). A further complication was that some
agencies were disaggregated and distributed among several new agencies
within DHS, leading to potential disruption in employees’ sense of orga-
nizational identity (GAO, 2003; Partnership for Public Service and Booz
Allen Hamilton, 2011). For example, the Immigration and Naturalization
Service, previously part of the Department of Justice, was split among
three DHS agencies—U.S. Citizenship and Immigration Services (USCIS),
Customs and Border Protection (CBP), and Immigration and Customs
Enforcement (ICE).

The organizational challenges associated with the creation of DHS
were recognized from the outset. “It’s going to take years in order to get
this department fully integrated—you’re talking about bringing together 22
different entities, each with a longstanding tradition and its own culture,”
said Comptroller General David M. Walker, who directed the Government
Accountability Office (GAO), in a 2002 New York Times article written
shortly after the decision to create DHS was made (Shenon, 2002). More
than 10 years later, challenges related to employee dissatisfaction and inte-
gration of DHS management functions remain under GAO scrutiny (GAO,
2012a,b). Although every DHS Secretary has strived toward the vision of
a unified enterprise, the vision of “one DHS” has not yet been achieved
(McCaul, 2012).
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ORIGINAL AGENCY/DEPARTMENT CURRENT OFFICE WITHIN DHS
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FIGURE 2-1 Entities that became part of the Department of Homeland Security.
NOTE: HHS = U.S. Department of Health and Human Services; US-CERT = U.S.
Computer Emergency Readiness Team.

SOURCE: Partnership for Public Service and Booz Allen Hamilton, 2011.
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Challenges faced by the newly created department did not originate
from within DHS alone. Beyond the organizational complexities, the po-
litical context in which DHS operated posed additional difficulties. With the
Homeland Security Act, Congress sought to streamline homeland protec-
tion efforts, but the legislative branch failed to follow suit by streamlining
its own oversight functions (NPR, 2010). Although House and Senate Com-
mittees on Homeland Security were created and have primary jurisdiction
over DHS, many of the components that were assimilated into the new
department had previously been associated with other committees, none of
which were willing to relinquish jurisdiction and authority (Partnership for
Public Service and Booz Allen Hamilton, 2011). In 2004, 88 committees
and subcommittees had oversight over DHS (Kean and Hamilton, 2004).
Since then, rather than being consolidated, that number has grown to more
than 100 (NPR, 2010). In addition to the significant amount of time re-
quired to respond to so many congressional committees (for example, more
than 5,000 briefings were held in 2007-2008 [NPR, 2010]), the manifold
and sometimes opposing direction from the various committees, subcom-
mittees, and caucuses has made it difficult for DHS to identify key priorities
to guide programmatic and budgetary decision making. The report of the
9/11 Commission cites the fragmented nature of congressional oversight as
one of the largest obstacles to the successful development of DHS (Kean
and Hamilton, 2004).

DHS MISSION AND ORGANIZATION

The events of September 11, 2001, irrevocably altered the U.S. ap-
proach to homeland protection. The threat of attack on U.S. soil from
sources both domestic and foreign necessitated a wide-ranging but coor-
dinated homeland security team to complement the armed forces that had
served as the cornerstone of the U.S. defensive strategy. With recognition
of the broader nature of threats to U.S. security, the operational landscape
for the homeland security workforce has evolved. Securing the homeland
against 21st-century threats goes beyond preventing terrorist attacks to
include preparing and planning for emergencies; investing in strong early
event recognition, response, and recovery capabilities; and protecting the
nation’s systems for trade and travel. Box 2-1 presents DHS’s multifaceted
mission statement.

The breadth of the DHS mission is reflected in the diversity of its
component agencies. The five core DHS missions described in Box 2-1 are
carried out by the department’s seven operating component agencies (CBP,
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BOX 2-1
Department of Homeland Security Missions

1. Prevent terrorism and enhance security: Protecting the American people
from terrorist threats is our founding principle and our highest priority. The
Department of Homeland Security’s counterterrorism responsibilities focus on
three goals: (1) Prevent terrorist attacks; (2) Prevent the unauthorized acquisi-
tion, importation, movement, or use of chemical, biological, radiological, and
nuclear materials and capabilities within the United States; and (3) Reduce the
vulnerability of critical infrastructure and key resources, essential leadership,
and major events to terrorist attacks and other hazards.

2. Secure and manage our borders: The Department of Homeland Security
secures the nation’s air, land, and sea borders to prevent illegal activity while
facilitating lawful travel and trade. The department’s border security and man-
agement efforts focus on three interrelated goals: (1) Effectively secure U.S.
air, land, and sea points of entry; (2) Safeguard and streamline lawful trade
and travel; and (3) Disrupt and dismantle transnational criminal and terrorist
organizations.

3. Enforce and administer our immigration laws: The department is focused
on smart and effective enforcement of U.S. immigration laws while streamlining
and facilitating the legal immigration process.

4. Safeguard and secure cyberspace: The department has the lead for the fed-
eral government for securing civilian government computer systems and works
with industry and state, local, tribal, and territorial governments to secure critical
infrastructure and information systems. The department works to: analyze and
reduces cyber threats and vulnerabilities; distribute threat warnings; and coor-
dinate the response to cyber incidents to ensure that our computers, networks,
and cyber systems remain safe.

5. Ensure resilience to disasters: The Department of Homeland Security pro-
vides the coordinated, comprehensive federal response in the event of a terror-
ist attack, natural disaster or other large-scale emergency while working with
federal, state, local, and private sector partners to ensure a swift and effective
recovery effort. The department builds a ready and resilient nation through ef-
forts to bolster information sharing and collaboration; provide grants, plans, and
training to our homeland security and law enforcement partners; and facilitate
rebuilding and recovery along the Gulf Coast.

SOURCE: http://www.dhs.gov/our-mission (accessed January 17, 2014).

USCIS, the U.S. Coast Guard,? the Federal Emergency Management Agency
[FEMA], ICE, the U.S. Secret Service, and the Transportation Security

2The Coast Guard’s primary missions are domestic in nature (e.g., drug interdiction, mari-
time law enforcement, environmental stewardship, search and rescue), but the Coast Guard
also is one of the five armed forces of the United States. During wartime or at the pleasure of
the President, the Coast Guard can be called upon to operate as a component service of the
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BOX 2-2
Brief Descriptions of the Missions of Selected DHS
Component and Subcomponent Agencies

Components:

. Customs and Border Protection: Keeping terrorists and their weapons out
of the United States, securing the nation’s borders, and facilitating lawful
international trade and travel while enforcing hundreds of U.S. laws and
regulations, including immigration and drug laws.

o Office of Border Patrol: Securing the nation’s border from the illegal entry
of goods and people outside of officially established entry points.

o Office of Field Operations: Enforcing customs, duties, and tariffs to sup-
port the lawful operation of official ports of entry and to prevent all types
of smuggling and unauthorized entry.

o Office of Air & Marine: Operating an extensive network of aviation and
marine interdiction and surveillance assets to supplement and support
the work of other Customs and Border Patrol operations.

. Immigration and Customs Enforcement: Promoting homeland security and
public safety through the criminal and civil enforcement of federal laws gov-
erning border control, customs, trade, and immigration.

e U.S. Citizenship and Immigration Services: Helping to realize America’s
promise as a nation of immigrants by providing accurate and useful informa-
tion as needed, granting immigration and citizenship benefits, promoting
awareness and understanding of citizenship, and ensuring the integrity of
the nation’s immigration system.

e U.S. Coast Guard: Safeguarding U.S. maritime interests in the heartland, in
the nation’s ports, at sea, and around the globe. By law, the Coast Guard
has 11 missions: ports, waterways, and coastal security; drug interdiction;
aids to navigation; search and rescue; living marine resources; marine safety;
defense readiness; migrant interdiction; marine environmental protection; ice
operations; and other law enforcement.

e  Federal Emergency Management Agency: Supporting citizens and first re-
sponders to ensure that the nation works together to build, sustain, and
improve its capability to prepare for, protect against, respond to, recover from,
and mitigate all hazards.

e U.S. Secret Service: Safeguarding the nation’s financial infrastructure and
payment systems to preserve the integrity of the economy, and protecting
national leaders, visiting heads of state and government, designated sites,
and national special security events.

e  Transportation Security Administration: Protecting the nation’s transportation
systems to ensure freedom of movement for people and commerce.

Administration [TSA]) and 18 supporting offices and directorates, each
with distinct roles (see Box 2-2). The department is led by a number of

U.S. Department of the Navy, and authority over its forces can be transferred to the Depart-
ment of Defense.
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o Federal Air Marshal Service: Promoting confidence in the nation’s civil
aviation system through the effective deployment of Federal Air Marshals
to detect, deter, and defeat hostile acts targeting U.S. air carriers, airports,
passengers, and crews.

Major Headquarters Activities

e Science and Technology Directorate: Strengthening America’s security and
resiliency by providing knowledge products and innovative technology solu-
tions for the homeland security enterprise.

e National Protection and Programs Directorate: Leading the national effort
to protect and enhance the resilience of the nation’s physical and cyber
infrastructure.

o Federal Protective Service: Ensuring the physical security of the govern-
ment’s public buildings and assets.

o Office of Health Affairs: Advising, promoting, integrating, and enabling a safe
and secure workforce and nation in pursuit of national health security.

e Office of Intelligence and Analysis: Equipping the homeland security enter-
prise with the intelligence and information needed to keep the homeland
safe, secure, and resilient.

e Domestic Nuclear Detection Office: Implementing domestic nuclear detec-
tion efforts for a managed and coordinated response to radiological and
nuclear threats, as well as integrating federal nuclear forensics programs and
coordinating the development of the global nuclear detection and reporting
architecture, with partners from federal, state, local, and international govern-
ments and the private sector.

e Federal Law Enforcement Training Center: Training those who protect the
homeland by serving as an interagency law enforcement training organiza-
tion for 91 federal agencies and providing services to state, local, tribal, and
international law enforcement agencies.

e Management Directorate*: Ensuring that DHS employees have well-defined
responsibilities and that managers and their employees have efficient means
of communicating with one another, with other governmental and nongovern-
mental bodies, and with the public they serve.

*The Management Directorate includes the DHS Chief Administrative Services Officer,
Chief Financial Officer, Chief Human Capital Officer, Chief Information Officer, Chief Procure-
ment Officer, and Chief Security Officer.

SOURCES: www.cbp.gov; www.ice.gov; www.uscis.gov; www.uscg.mil; www.fema.gov; www.
secretservice.gov; www.tsa.gov; www.dhs.gov; www.fletc.gov.

presidentially appointed and Senate-confirmed leaders, including the DHS
Secretary, Deputy Secretary, Under Secretaries, Assistant Secretaries, and
component agency heads. Figure 2-2 shows the current organization of the
DHS superstructure.
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Table 2-1 shows the distribution of the more than 200,000 DHS em-
ployees by component agency. Notably, these numbers do not include
contracted staff, whose number has been difficult to track. In 2011, ap-
proximately 100,000 contractors were estimated to work for DHS—about
half the size of the department’s federal workforce (Reilly, 2011). This
heavy dependence on a contractor workforce has raised concerns that

TABLE 2-1 Workforce Size by Component (as of June 2013)

Number of

Component Employees Additional Information

Transportation Security 64,147

Administration

Customs and Border Protection 59,436

U.S. Coast Guard ~46,581 Includes approximately 38,000
active-duty personnel, but not
the 8,000 reservists and 35,000
auxiliary (civilian volunteer) Coast
Guard personnel.

Immigration and Customs 19,774

Enforcement

Federal Emergency Management 15,081 Only 4,925 are permanent full-

Agency time employees. The vast majority
of the FEMA workforce are
reservists, nonpermanent full- and
part-time employees available to
assist in disaster response and
recovery.

U.S. Citizenship and 12,430

Immigration Services

U.S. Secret Service 6,524

DHS Headquarters 3,281

National Protection and 2,801

Programs Directorate

Federal Law Enforcement 1,116

Training Center

Office of the Inspector General 731

Science and Technology 466

Directorate

Domestic Nuclear Detection 112

Office

SOURCE: OPM, 2013.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

52 ADVANCING WORKFORCE HEALTH AT DHS

contractors may be performing inherently governmental functions® and also
poses considerable management challenges. For example, special attention
must be paid to ensuring that contractors meet minimum requirements set
by the department (e.g., fitness-for-duty standards). Although contracted
companies are responsible for the health and safety of their workers, DHS
still has the responsibility of providing them with a safe and healthful work
environment. Specific issues related to contracted medical providers are
discussed in Chapter 6 of this report.

HEALTH AND SAFETY CHALLENGES AT DHS

With its heavy focus on securing the nation’s borders and protecting
critical infrastructure, DHS often is referred to as a “guns, guards, and
gates” organization—about half of its workforce is made up of law enforce-
ment and security personnel.* The number of law enforcement officers at
DHS (~50,000) is only slightly smaller than the number employed by the
Department of Justice (GAQO, 2006); these two departments account for
the vast majority of the federal law enforcement workforce in the United
States. Within DHS, law enforcement officers are employed by nearly every
operational component but are concentrated primarily within CBP (largely
the Office of Border Patrol and the Office of Field Operations), followed by
ICE. One headquarters component, the National Protection and Programs
Directorate, also has a notable law enforcement workforce. The Federal
Protective Service, located within the National Protection and Programs
Directorate, employs approximately 900 law enforcement security officers,
criminal investigators, police officers, and support personnel, in addition
to 15,000 contracted guard staff, to secure federal buildings and safeguard
their occupants (DHS, 2013a).

The other major operational arm of the DHS workforce comprises
rescue and emergency response personnel, employed primarily by FEMA
and the Coast Guard. The size of the emergency response workforce is
variable. FEMA’s permanent full-time staff is relatively small (~5,000),
but its workforce can swell considerably through the activation of its ap-
proximately 10,000 reservists® in the event of a disaster (OPM, 2013). The

3In a letter to then Secretary Napolitano, Senators Collins and Lieberman voiced such
concern, stating that “the sheer number of DHS contractors currently on board again raises
the question of whether DHS itself is in charge of its programs and policies, or whether it
inappropriately has ceded core decisions to contractors” (HSGAC, 2010).

4TSA’s approximately 50,000 transportation security officers, although considered security
personnel for the purposes of this report, are not classified as federal law enforcement officers
and do not carry weapons on duty. Contracted security personnel are not included in this
statistic.

STemporary federal employees, previously called disaster assistance employees.
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Coast Guard is a hybrid organization that has a strong search-and-rescue
function but also has responsibility for carrying out domestic (maritime)
law enforcement operations. A comparatively small but essential popula-
tion within the DHS operational workforce is made up of those working in
the area of critical infrastructure protection (e.g., cyber security and protec-
tion of financial systems). Nonoperational members of the DHS workforce
include policy personnel, who often hold high-level security clearances, and
mission support personnel.

The DHS workplace is as varied as its workforce, with employees
stationed in all 50 states and more than 75 countries (Napolitano, 2013).
Many of those employees operate in the field on a daily basis, often in
austere and remote environments, facing a variety of unavoidable hazards
while carrying out their missions. Others can be deployed with relatively
little notice to areas where working conditions may be more hazardous or
medical services less accessible than is the case at their usual workplace
(e.g., overseas or a disaster site). From Border Patrol stations stretching
across the vast and hazardous expanse of the southwest U.S. border to
Coast Guard stations in the remote Alaskan arctic, DHS employees can
be found in some of the most challenging work environments, contending
with extreme temperatures, dangerous wildlife, communicable diseases, and
armed assailants.

DHS’s large operational workforce poses significant challenges for
agency programs designed to keep workers healthy and safe. In contrast to
more traditional or fixed workplaces, where hazards often can be eliminated
through effective planning, engineering, and constant vigilance, threats to
employee health and safety are inherent to many operational environments
and can be controlled only to a limited extent. In addition to the work
environment, demands of the job themselves can present health risks. In
addition to predictable risks from firearms and vehicle collisions, research
has demonstrated that jobs such as law enforcement are associated with a
higher prevalence of suicide, cardiovascular disease, depressive symptoms,
and metabolic disorder than are many other occupations (Hartley et al.,
2007; Rajaratnam et al., 2011; Violanti et al., 1996, 2008, 2009).

Cultures ingrained in certain workforce populations can add to these
already formidable challenges. For example, law enforcement personnel
may avoid help-seeking behavior (e.g., utilizing employee assistance pro-
grams and other counseling services) because of perceived stigma, and high-
level policy personnel may do the same because of concern about losing
their security clearance (IOM, 2012, 2013). The critical nature of the DHS
mission requires that certain levels of unavoidable risk be accepted. Still, the
department cannot fulfill its mission requirements unless those who operate
daily on its front lines function at a high level, and it must therefore find
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ways to ensure that the health, safety, and resilience of its most valuable
asset are protected to the extent possible.

THE HEALTH PROTECTION MISSION AT DHS

Health protection functions at DHS can be divided into two gen-
eral categories—externally focused public health activities to protect the
American public against weapons of mass destruction, natural disasters,
and other health threats; and internally focused activities to protect the
health of the DHS workforce and those in their care. As this committee
was tasked with evaluating the latter set of functions, the following sections
focus primarily on the health protection mission at DHS as it pertains to
the DHS workforce and the department’s direct health services, both past
and present.

Creation of a Centralized Focus on Health

In 2004, then Secretary Tom Ridge requested a review of DHS’s medical
readiness responsibilities and capabilities. The subsequent report (Lowell,
2005) indicated that workforce health programs were fragmented and
implemented unevenly across components, lacked visibility and authority,
and were inadequately staffed. Specific deficiencies noted in the report
included communication and training on occupational safety and health
policy and programs, use of and training in personal protective equipment,
medical support for field operating units, training in self-aid/buddy care,
and evaluations for fitness to deploy. To address these deficiencies, the re-
port called for the development of a centralized medical infrastructure to
coordinate the department’s medical activities, serve as a medical point of
contact for the DHS Secretary and other federal agencies, facilitate medical
risk communications, develop medical policy and oversight mechanisms,
and promote consideration of medical issues in operational planning and
decision making. The report recommended further that an organizational
entity be given responsibilities and resources for oversight of a DHS work-
force health protection program encompassing occupational safety and
health, medical monitoring, and medical support to field operating units.
While progress has been made toward the development of a centralized
medical infrastructure with the creation of OHA and the CMO position,
the recommended alignment of occupational safety and health and medical
programs was never implemented, and the committee found that many of
the deficiencies noted in that report have yet to be addressed.
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Creation of the DHS Chief Medical Officer Position

In 20035, shortly after succeeding Ridge, Secretary Michael Chertoff
undertook a second-stage review of DHS—a systematic evaluation of the
department’s operations, policies, and structures. Among the findings of this
review was the need to focus and consolidate the department’s preparedness
efforts. To this end, Secretary Chertoff (2005) announced the creation of a
Chief Medical Officer (CMO) position. This position was codified by the
Post-Katrina Emergency Management Reform Act of 2006,° which outlined
five primary responsibilities for the CMO:

® to serve as principal advisor to the DHS Secretary and the head of
FEMA on medical and public health issues;

e to coordinate DHS’s biodefense activities;

e to ensure internal and external coordination of DHS’s medical
preparedness and response activities, including training, exercises,
and equipment support;

® to serve as the primary DHS point of contact on medical and public
health issues for governments (federal, state, local, and tribal), the
medical community, and all other relevant parties within and out-
side of DHS; and

e to discharge DHS’s responsibilities related to Project BioShield” (in
coordination with the Under Secretary for Science and Technology).

Creation of the Office of Health Affairs

On January 18, 2007, Secretary Chertoff announced the creation of
the Office of Health Affairs (OHA) as part of a larger departmental reor-
ganization. The mission of the new office was to serve as DHS’s principal
authority for all medical and public health matters, working with other
federal agencies and the private sector to take the lead in the DHS role in
“developing, supporting, measuring and refining a scientifically rigorous,
intelligence-based medical and biodefense architecture to ensure the public
health and medical security of our Nation” (Krohmer, 2007). One of the
goals for the new office was to ensure that DHS employees are supported
by an effective occupational safety and health program. Although such a
program was already being administered from the Office of Safety and

¢Public Law 109-295.

’Project BioShield was a 2004 legislated initiative to develop and make available medical
countermeasures (e.g., drugs and vaccines) to defend against chemical, biological, radiological,
and nuclear attacks.
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Environmental Programs,® OHA’s Office of Component Medical Services’
sought to integrate occupational medicine into the existing program and
act as a high-level advocate for safety and health issues. In the current or-
ganization of OHA, these functions now fall under the Workforce Health
and Medical Support Division.

In 2008, Secretary Chertoff further clarified the authority of the DHS
CMO by issuing Delegation #5001, Delegation to the Assistant Secretary
for Health Affairs and Chief Medical Officer (see Appendix B) (DHS, 2008).
That document vested authority in the CMO for exercising oversight over
all medical and public health activities of DHS, including but not limited to

e leading the department’s biodefense activities;

e providing medical guidance for the department’s personnel pro-
grams, including fitness-for-duty and return-to-work programs,
drug testing, health screening and monitoring, preplacement
evaluations, immunizations, medical surveillance, medical record
keeping, deployment physicals, and medical exam protocols;

e performing medical credentialing and developing quality assurance
and clinical policy, requirements, standards, and metrics for all
human and veterinary clinical activities within DHS;

e ensuring an effective coordinated medical response to natural or
manmade disasters or acts of terrorism;

¢ leading the development of strategy, policy, and requirements for
any DHS funding mechanisms for medical and public health activi-
ties; and

® entering into agreements and contracts to discharge the authorities,
duties, and responsibilities of OHA.

The Current Health Protection Mission at DHS

The focus of OHA, mirroring that of the entire department, has shifted
from protection against acts of terrorism to a broader all-hazards approach.
This shift is reflected in OHA’s mission and goals. Today, OHA’s mission
is “to advise, promote, integrate, and enable a safe and secure workforce
and nation in pursuit of national health security” (DHS, 2013b). Notably

8Initially, a departmental occupational safety and health program, as required by presidential
executive order, was located in the Office of Administration under the oversight of the Under
Secretary for Management, who was the Designated Agency Safety and Health Official.

%In its initial configuration, OHA was divided into three offices—Weapons of Mass Destruc-
tion and Biodefense, Medical Readiness, and Component Services—with the first two being
focused on public health activities relating to chemical, biological, radiological, and nuclear
attacks and natural disasters. The Office of Component Services was responsible for medical
oversight of health care delivery throughout the department.
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BOX 2-3
OHA Goals and Strategic Objectives

Goal 1: Provide expert health and medical advice to DHS leadership
Strategic Objective 1.1 Anticipate, inform, and advise the Secretary, FEMA Ad-
ministrator and other DHS officials on medical and health issues

Strategic Objective 1.2 Provide the Department with expertise in medicine, pub-
lic health, veterinary medicine, toxicology, and biological sciences

Strategic Objective 1.3 Provide policies and guidance to DHS Components
regarding the quality and standards of health care offered by DHS

Goal 2: Build national resilience against health incidents

Strategic Objective 2.1 Mitigate consequences of biological and chemical events
through early detection

Strategic Objective 2.2 Enhance preparedness through capabilities development
Strategic Objective 2.3 Inform national planning and policy

Strategic Objective 2.4 Provide situational awareness of health incidents, specifi-
cally unusual biological events

Strategic Objective 2.5 Engage international partners in focused health security
priorities

Goal 3: Enhance national and DHS medical first responder capabilities
Strategic Objective 3.1 Facilitate the integration of the emergency medical
services (EMS) community into federal, state, local, territorial, and tribal disaster
preparedness activities

Strategic Objective 3.2 Provide standards and guidelines to DHS EMS providers
for delivery of EMS services

Goal 4: Protect the DHS workforce against health threats

Strategic Objective 4.1 Unify and standardize occupational health and workforce
protection activities across the department

Strategic Objective 4.2 Build resilience across the DHS workforce

Strategic Objective 4.3 Support DHS operational medical forces

SOURCE: OHA Strategic Framework (DHS, 2010).

absent from OHA’s current mission and goals is the strong language that
previously described its role as the “principal medical authority” for DHS.

A 2010 strategic framework released by OHA defines four overarching
goals, each with strategic objectives, to help guide its mission (see Box 2-3).
Although Goal 2 is focused solely on the externally facing public health
activities of OHA, the other three goals relate to the medical infrastructure
within DHS and therefore were of interest to this committee. In addressing
its task, the committee sought to examine the current capability of DHS to
achieve these goals.
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ORGANIZATION OF THE DHS HEALTH SYSTEM

Although DHS headquarters has an oversight and facilitation role,
management and administration of occupational health and operational
medicine programs is decentralized such that each component agency con-
trols its own organizational structure and assets. The subsections below
describe the organizational structure of the DHS health system at the
headquarters and component levels. Component-specific descriptions of
health program organization, including organizational charts, are included
in Appendix A.

Headquarters Level

Although the 2008 Delegation to the Assistant Secretary for Health Af-
fairs and Chief Medical Officer assigned the CMO authority for exercising
oversight over all medical and public health activities of DHS, responsibility
for workforce health protection functions at the department level is divided
between two mission support offices: OHA and the Office of the Chief
Human Capital Officer (OCHCO), with the latter being located within
the Management Directorate. OHA, led by the CMO, consists of two di-
visions: (1) Health Threats Resilience, which focuses on externally facing
public health activities such as BioWatch; and (2) Workforce Health and
Medical Support. The latter division is further divided into four branches:
the Occupational Health Branch, which focuses on the medical aspects of
department-wide occupational health, including medical countermeasures,
medical standards, implementation of a DHS-wide electronic health infor-
mation system, and workforce resilience; the Medical Quality Assurance
Branch, which provides medical guidance, credentialing, and quality assur-
ance standards; the Medical First Responder Coordination Branch, which
facilitates operational medical support for mission-essential personnel, co-
ordinates medical first responder readiness for catastrophic incidents, and
represents DHS to the medical first responder community (DHS, 2013c);
and the Medical Liaison Officer (MLO) Branch, which was created only
recently and supports the MLO program, and was implemented to facilitate
coordination between OHA and the components (Patrick, 2013). The MLO
program is discussed further in Chapter 4.

Several key health functions that intersect with personnel programs,
including occupational safety and health, workers’ compensation, return-
to-work/disability management, and health promotion, are being adminis-
tered and overseen by the Chief Human Capital Officer, who is the DHS
Designated Agency Safety and Health Official. The division of occupational
health functions between OHA and OCHCO is described in Table 2-2. As
shown in Figure 2-3, the Designated Agency Safety and Health Official
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TABLE 2-2 Division of Responsibilities for Occupational Health
Activities Between the Office of Health Affairs and the Office of the Chief
Human Capital Officer

Responsibility

Office of Health Affairs
(OHA)

Office of the Chief Human
Capital Officer (OCHCO)

Occupational safety
and health

Workers’
compensation/return
to work

Fitness for duty

Wellness and
resilience

OHA provides guidance and
support for medical aspects
of DHS health and safety
programs, and consults

as needed for accident
investigations.

Despite having delegated
oversight authority for return-
to-work programs, OHA is
currently inactive in this
area. OHA is not involved in
the administration of workers’
compensation programs.

OHA has responsibility for
developing medical standards
and recently established

a medical review board

to discuss standards and
potentially to adjudicate cases.
To date, OHA has issued no
fitness-for-duty standards.
Although a process was
initiated to develop a “gun
carrier” minimum medical
standard, the process stalled
and has yet to be revisited.

OHA created the
DHSTogether program in
2009 in response to a charge
from Secretary Napolitano to
develop an employee resilience
program. This program has
been reviewed elsewhere
(IOM, 2012, 2013).

OCHCO leads the development
of policy, standards, requirements,
and metrics related to DHS

health and safety programs. It
also conducts trend analyses and
evaluations of component agency
programs.

The DHS Workers” Compensation
Program Manager and Policy
Advisor within OCHCO provides
guidance to component agencies
on workers’ compensation
programs, and recently initiated

a contracted DHS workers’
compensation medical case
management program to facilitate
return to work.

All medical standards for
employment that must go to

the U.S. Office of Personnel
Management for approval go
through the Office of Hiring
Reform and Staffing Policy within
OCHCO.

Human Capital Policy and
Program staff provide information
and guidance to component
agencies on the implementation
of wellness programs and are in
the process of issuing a policy on
baseline requirements for such
programs.
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Secretary
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Occupational Health
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Medical Quality
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Medical First
Responder Branch

Medical Liaison
Officer Branch

FIGURE 2-3 Organization of DHS headquarters health functions.

NOTES: There are six primary offices within Human Capital and Policy Programs,
but only those with health-related functions are included in this figure. The Chief
Human Capital Officer serves as the Designated Agency Safety and Health Official,
and the Chief Medical Officer leads the Office of Health Affairs.

and CMO are in different reporting chains that do not intersect until the
Deputy Secretary level.

Several headquarters-level directorates and centers have health and
medical staff or programs specific to their needs. The National Protection
and Programs Directorate’s Human Capital Office has both medical (e.g.,
fitness-for-duty) and occupational safety and health programs. The Sci-
ence and Technology Directorate has an Environmental Safety and Health
Branch, and one of its facilities, Plum Island Animal Disease Center, has
its own fire department that is integrated with the local emergency medical
services system. The Federal Law Enforcement Training Center has an
Environmental and Safety Division, an Office of Organizational Health,
and health clinics at each training center that provide services to students
and staff.

Component Agencies

Component agencies have evolved different organizational structures
to support occupational health and operational medicine functions. De-
scribed in more detail in Appendix A, workforce health protection pro-
grams are segregated in some components and centralized in others, with
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organizational placement differing across the components. Although oc-
cupational health programs tend to fall within organizational units dealing
with management issues (often human capital or administration), opera-
tional medicine programs at DHS are divided between management units
and operational units, such as the Office of Border Patrol at CBP or Re-
sponse and Recovery at FEMA. Even when all health and medical programs
fall within a single management unit, programs often are segregated among
different offices, and, with the notable exception of the Coast Guard, the
committee found that generally no single person has sole responsibility for
oversight and coordination of all health, safety, and medical programs. The
implications of this segregation of health programs within and across agen-
cies for the integration of health protection functions at DHS are discussed
further in Chapter 4.
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A Comprehensive Framework
for Ensuring the Health of an
Operational Workforce

hen Congress passed the Occupational Safety and Health Act

of 1970" with the intent of ensuring safe and healthful working

conditions in the United States, it found that “personal injuries
and illnesses arising out of work situations impose a substantial burden
upon, and are a hindrance to, interstate commerce in terms of lost pro-
duction, wage loss, medical expenses, and disability compensation pay-
ments” (Sec. 2). In recent years, the impacts of poor health and injuries
on productivity, profit, and the readiness of a workforce to accomplish its
basic mission have been strong driving forces for new workplace initiatives
designed to improve employee health and safety. Beyond that motivation,
however, the committee asserts that safe and healthful working conditions
are a matter not only of workforce effectiveness but also of basic civil rights
and expectations.

As described in previous chapters, a significant proportion of the De-
partment of Homeland Security (DHS) workforce operates outside of con-
ventional workspaces on a routine or recurring basis, creating challenges
to protecting employee health not encountered in most other federal agen-
cies. A comprehensive approach to workforce health protection at DHS
must be responsive to these challenges. This chapter delineates a compre-
hensive framework for ensuring the health of an operational workforce.
It then details in turn the key functions that support the two pillars of
this framework—medical readiness and medical support for operations.
The final section addresses the integration of essential workforce health

129 USC 651.
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protection functions that underpins the entire framework and is vital if the
functions are to be carried out successfully.

WORKFORCE HEALTH PROTECTION AND MISSION SUCCESS

Former DHS Deputy Secretary Lute (2013), addressing the Institute of
Medicine (IOM) Committee on Department of Homeland Security Work-
force Resilience, said that homeland security is not about unity of command
but unity of effort. The DHS workforce, although highly diverse, is united
by its common mission—to create a safe, secure, resilient homeland where
the American way of life can thrive (Lute, 2013). The ability to fulfill that
mission depends on the mission readiness of the DHS workforce. A work-
force that is mission ready is physically capable, mentally prepared, trained,
equipped, and adequately supported for the job. Protecting the homeland
can be physically and mentally demanding, with many inherent risks. Con-
sequently, mission readiness depends, in part,? on

e a workforce that is medically ready (free of health-related condi-
tions that would impede the ability to participate fully in opera-
tions and achieve the goals of its mission); and

e the capability to provide medical support to the workforce during
planned and contingency operations.

Workforce health protection, as an overarching strategy for promoting,
protecting, and restoring the physical and mental well-being of the work-
force, addresses both of these requirements. It encompasses a broad set of
activities focused on promotion, prevention, surveillance, detection, early
intervention, treatment, recovery, and reintegration. The health protection
program must be more, however, than the sum of its parts. Like the agency
itself, workforce health protection must be about unity of effort if it is to
be effective.

A FRAMEWORK FOR ENSURING THE HEALTH
OF AN OPERATIONAL WORKFORCE

In its statement of task, the committee was asked to identify the key
functions of an integrated occupational health and operational medicine
infrastructure. It did so by examining and identifying commonalities in the
major elements of employee health protection and promotion programs
of public and private organizations. While recognizing the limitations of

2There are many other determinants of mission readiness that are beyond the scope of this
report.
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Workforce Health Protection Framework
Ensuring Medical Readiness’ Providing Medical Support for Operations®
Key Functions: Key Functions:
1. Injury and lliness Prevention 5. Medical Threat Assessment
2. Readiness Assessment 6. Preventive Medicine
3. Disability Management 7. Ambulatory Medical Care
4. Health Promotion 8. Emergency Medical Services

9. Measurement and Evaluation

FIGURE 3-1 A two-pillar framework with nine essential functions that support the
health of an operational workforce.

“Medical readiness is the extent to which members of the operational workforce
are free of health-related conditions that would impede their ability to participate
fully in operations and achieve the goals of their mission.

bMedical support for operations consists of preventive and responsive medical
and health support services provided outside of conventional workplaces during
routine, planned, and contingency operations to employees and others under the
organization’s control.

applying Department of Defense (DoD) models to a civilian government
agency, the committee found the DoD force health protection concept
(DoD, 2004) useful in framing the key functions of workforce health pro-
tection for DHS. The committee therefore adapted the DoD force health
protection model to derive a framework for ensuring the health of a civilian
operational workforce (see Figure 3-1).

The two pillars of this framework reflect the two medical requirements
for mission readiness: medical readiness and operational medical support.
In total, as shown in Figure 3-1, the committee identified nine essential
and interconnected functions of workforce health protection that support
an operational workforce. Measurement and evaluation spans both pillars
and serves as a foundation for the framework. Without measurement and
evaluation, the medical readiness and medical response capability of the
DHS workforce cannot be assessed, reported, or improved.

A unified strategy for workforce health protection will integrate and
therefore ensure coordination of the nine key functions, resulting in

e aprevention-focused approach to workplace injury and illness that
creates a safe, supportive working environment;

* ongoing readiness assessment to ensure an individual’s continued
ability to carry out his/her responsibilities fully and safely;
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e proactive medical case management to restore employees to a state
of health and readiness as rapidly as possible;

e adequate and effective preventive and responsive medical support
services available when needed;

e promotion of physical fitness and healthy lifestyle choices to opti-
mize human performance and readiness; and

e ongoing measurement and evaluation for decision making, account-
ability, situational awareness, and continuous quality improvement.

The underlying infrastructure that serves to integrate these functions in-
cludes the doctrine (plans, policies, and standards), organizational con-
structs (reporting structures, governance mechanisms), and resources
(qualified personnel, budgets, information management systems) that en-
able mission capability.

ENSURING MEDICAL READINESS

The subsections below provide a description of the four key functions
for ensuring medical readiness that form the first pillar of the workforce
health protection framework presented above (see Figure 3-1) and explain
their importance. The remainder of the framework is discussed later in the
chapter.

Injury and Illness Prevention

In the Occupational Safety and Health Act of 1970, “Congress declares
it to be its purpose and policy ... to assure so far as possible every working
man and woman in the Nation safe and healthful working conditions ... by
encouraging employers and employees in their efforts to reduce the number
of occupational safety and health hazards at their places of employment,
and to stimulate employers and employees to institute new and to perfect
existing programs for providing safe and healthful working conditions.”
To achieve this purpose, it has since 1970 been customary and expected
practice for all but the smallest public and private employers to establish
and implement comprehensive occupational safety and health programs.

Occupational safety and health programs facilitate risk management—
a continuous, multistep process designed to reduce risks to health, mis-
sion, and property. The three main elements of risk management are (1)
hazard identification, (2) risk assessment, and (3) risk control. Hazards are
identified by observation (through workplace inspections and job hazard
analyses) or from past experiences (e.g., root cause and trend analyses
following injuries and illnesses). Once a hazard has been identified, a risk
assessment process is used to determine the likelihood that the hazard
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will cause a mishap and the severity (human health and property damage)
should a mishap occur. This information is used in the assignment of risk
assessment categories, which indicate the level to which risks from a hazard
should be managed. Risks can be controlled through (1) engineering con-
trols, (2) administrative procedures/work practices (e.g., training, standard
operating procedures, posted signs, vaccination), and (3) the use of personal
protective and other safety equipment (USCG, 2013). In operational set-
tings, tension can exist between occupational safety and health objectives
and mission requirements. Operational risk management enables risk-based
decision making, the goal of which is to control risks to acceptable levels
consistent with the organization’s mission—minimizing risk without com-
promising mission success.

Occupational safety professionals are often focused on the prevention
of traumatic injuries and workplace fatalities through mitigation of safety
hazards, whereas industrial hygienists provide expertise on the identifi-
cation and control of health hazards from acute or chronic exposure to
chemical, biological, and physical agents. Ergonomists are concerned with
ensuring that the design of workspaces, equipment, and work tasks suits
the individual worker so as to prevent disorders resulting from cumulative
trauma, most notably musculoskeletal disorders (NRC, 2000). Although
occupational safety and health program staff have an important role to
play in providing guidance and performing evaluations to ensure compli-
ance with policy and regulations, risk management is considered a primary
responsibility of those most familiar with their workplace hazards—in-
dividuals and operational units at the local level (The Conference Board,
2003). A centralized oversight entity cannot predict safety and health risks
for each worksite and so must provide employees with the tools and infor-
mation to make sound risk management decisions.

Requirements for Federal Agency Occupational Safety and Health
Programs

Section 19 of the Occupational Safety and Health Act of 1970 requires
that all federal employees be provided with “safe and healthful places and
conditions of employment.” To this end, the act assigns responsibility for
establishing and maintaining “an effective and comprehensive occupational
safety and health program” to heads of federal agencies. Further roles
and responsibilities for federal agency occupational safety and health pro-
grams are delineated in Federal Executive Order 121963>—Occupational
Safety and Health Programs for Federal Employees (1980)—which requires

3Executive Order 12196—Occupational Safety and Health Programs for Federal Employees,
45 FR 12769, 3 CFR, 1980 Comp., p. 145. Feb. 26, 1980.
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federal agencies to apply occupational safety and health practices that
are required of nongovernmental activities regulated by the Occupational
Safety and Health Administration (OSHA) and outlines several basic ad-
ministrative controls to support this compliance. All of the items delineated
in that executive order bear on the subject of the present analysis, but
two specific requirements placed on federal agencies merit special men-
tion: “designate an agency official with sufficient authority to represent
the interest and support of the agency head to be responsible for the ...
program,” and “operate an occupational safety and health management
information system.” As required by Executive Order 12196, the Code
of Federal Regulations, Title 29, part 1960 (29 CFR 1960) specifies the
basic program elements that all federal agency occupational safety and
health programs should encompass. Provisions built into those elements
give agencies the flexibility needed to implement programs tailored to their
organizational and mission requirements.

Federal agencies must submit annual reports of occupational injuries
and illnesses to the Bureau of Labor Statistics and OSHA. The Bureau of
Labor Statistics uses this information to generate aggregated injury and
illness data from across the federal government; OSHA uses it to target
federal agencies for compliance inspections (29 CFR 1960). OSHA admin-
isters citations but does not fine federal agencies for failure to comply with
regulations and standards (OSHA, 2013).

Despite the above regulations, tens of thousands of injuries and ill-
nesses, many of which are preventable, continue to occur each year in
federal workplaces. The annual government-wide workers’ compensation
costs associated with these events total almost $3.0 billion (OWCP, 2013).
To address this burden, President Obama established a 4-year Protecting
Our Workers and Ensuring Reemployment (POWER) initiative in July 2010
(Obama, 2010). The POWER initiative requires all executive departments
and agencies, through aggressive performance targets, root cause analysis,
and adoption of proven safety and health management programs, to im-
prove their performance in workplace safety and health in seven areas:

reducing total injury and illness case rates,

reducing lost time injury and illness case rates,

analyzing lost time injury and illness data,

increasing the timely filing of workers’ compensation claims,
increasing the timely filing of wage-loss claims,

reducing lost production day rates, and

speeding employees’ return to work in cases of serious injury or
illness.
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Through these objectives, the POWER initiative places shared respon-
sibility for employee health on the occupational safety and health programs
designed to prevent injury and illness and on disability management pro-
grams responsible for helping injured and ill employees return to work as
quickly as possible.

Best Practices in Occupational Safety and Health

Best practices in occupational safety and health can be viewed as
features of a systematic approach that leads to highly effective control of
injuries, illnesses, and disability and thereby to a healthier workforce. Such
a systematic approach—called by some an occupational safety and health
management system or, in OSHA’s terms, an injury and illness prevention
program—provides a “flexible, commonsense, proven tool to find and fix
hazards before injuries, illnesses, or deaths occur” (Hagemann, 2013).
OSHA has identified six core elements essential to an injury and illness pre-
vention program: management leadership, employee participation, hazard
identification, hazard prevention and control, education and training, and
program evaluation and improvement (Hagemann, 2013). The importance
of these elements to the effectiveness of occupational safety and health
programs is supported by research on the characteristics of an occupational
safety and health management system that appear to lead to the greatest
improvement in safety and health outcomes (Shannon et al., 1997).

Medical Countermeasures Programs

Medical countermeasures programs, which span the fields of occupa-
tional medicine and occupational safety and health, are critical not only
to ensuring public health but also to preventing illness among federal em-
ployees who serve in operational capacities. The anthrax mailings in 2001,
the severe acute respiratory syndrome (SARS) epidemic in 2003, and the
HI1NT1 influenza pandemic in 2009 highlighted the importance of prepared-
ness planning for large-scale chemical, biological, radiological, and nuclear
events that can threaten both public health and business operations across
the globe. Workplace plans to ensure continuity of business operations are
particularly important for those members of the workforce who are consid-
ered mission-essential personnel; strategies for distribution and dispensing
of medical countermeasures* to prevent and mitigate the health effects of

*Medical countermeasures include biologics (e.g., vaccines, antimicrobials, antibody prepa-
rations), nonbiologic materials and devices (e.g., ventilators, diagnostic devices, personal
protective equipment such as face masks and gloves), and public health interventions (e.g.,
contact and transmission interventions, social distancing, community shielding).
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chemical, biological, radiological, and nuclear hazards are critical elements
of such contingency plans. Agencies that play a key role in the federal re-
sponse to chemical, biological, radiological, and nuclear events, including
the Department of Health and Human Services and DHS, are required by
executive order (Obama, 2009) to have in place programs that enable the
capability to dispense medical countermeasures to their workforce rapidly
following such an attack to ensure that mission-essential functions of fed-
eral agencies are not disrupted.

Readiness Assessment

Workers in many occupations may, in the course of their daily opera-
tions, be required to perform work that is arduous and/or hazardous in
nature. Not only must they be capable of performing those duties, but they
must be able to so without posing a threat to their own health and well-
being or that of others. Key to ensuring this capability is readiness assess-
ment, which includes developing medical and physical ability standards and
conducting fitness-for-duty and fitness-for-deployment evaluations.

Medical and Physical Ability Standards

There is no one accepted method for the development of medical
and physical ability standards; however, two criteria (i.e., fitness-for-duty
drivers) generally are considered: (1) essential job tasks, and (2) the en-
vironmental conditions and circumstances under which those tasks must
be performed. These criteria are identified through a job task analysis,
which can be conducted internally or contracted out and ideally involves
human resources and medical personnel, as well as individuals currently
employed in that occupation. The California Commission on Peace Officer
Standards and Training recommends a variety of techniques for conducting
job task analyses, including “review of current job descriptions, interviews
with supervisors and employees, development and administration of ques-
tionnaires, use of daily job diaries by employees, [and] review of records
(e.g., police reports, critical incident reports).” Also recommended is the
use of someone experienced in conducting such analyses and consultation
with “several employees under a range of conditions” whenever possible
(Goldberg et al., 2004, p. 23). Generally, the resulting list of essential job
functions is not comprehensive but focuses on those tasks that impact a
physician’s determination of an individual’s ability to do the job.

The development of medical and physical ability standards from the
results of a job task analysis is not a simple process of identifying disquali-
fying medical and physical conditions. For most conditions, simply having
the condition does not preclude an individual from being able to perform
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essential job tasks, as the condition’s impact can depend on its degree or
severity. Generally, medical and physical ability standards provide guidance
to physicians on how to conduct a thorough examination (by body system)
and how to quantify safety risks associated with having a given condition.
The standards are subject to much interpretation, and individualized as-
sessments are always required. Additionally, the standards and guidance for
fitness for duty need to be maintained as living documents, reviewed and
updated periodically, because the evidence base (research and experience)
changes over time.

For legal defensibility, medical and physical ability standards need to
be closely linked to the essential tasks of a job; consequently, standards
developed by one organization cannot necessarily be applied to the jobs of
another. For example, the American College of Occupational and Environ-
mental Medicine’s consensus guidance developed for medical evaluation of
patrol officers may not be universally applicable across all law enforcement
officer positions given the diversity of their functions. Essential job tasks
for special weapons and tactics (SWAT) team members may be very dif-
ferent from those for patrol officers. Similarly, medical standards for 1811
series® criminal investigators at the Federal Bureau of Investigation (FBI)
may or may not be applicable to 1811 series investigators at Immigration
and Customs Enforcement (ICE) if they are performing different tasks or
operating under different conditions. At the same time, however, sharing
of medical standards for the purpose of adaptation, particularly for those
agencies with employees under the same job series, could reduce the burden
(financial and labor) of setting standards and lead to increased uniformity.
For example, the FBI and the National Park Service have already devel-
oped medical standards for federal law enforcement officers that could be
adapted by other agencies. Given that the FBI’s process for developing these
standards cost approximately $3.5 million (Wade, 2013), this represents a
valuable opportunity for interagency collaboration to improve efficiency
across the government.

Medical and physical qualification for federal positions The authority for
federal agencies to establish medical evaluation and clearance programs is
accorded by Title 5, part 339 of the Code of Federal Regulations (5 CFR
339). Such programs are justified under the regulation as a means of pro-
tecting the health of employees whose work poses significant health and
safety risks to themselves or others due to occupational or environmental
exposures or other demands. The regulation does impose some constraints

SThe 1811 series is the Office of Personnel Management job series for criminal investigators
in the federal government.
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on federal agencies to ensure that fitness for duty is evaluated on a case-
by-case basis:

e The agency is required to grant a waiver when the evidence indi-
cates that an applicant or employee who does not meet the medical
or physical standards can, with or without reasonable accommo-
dation, perform the essential functions of the job without endan-
gering him/herself or others.

e Applicants cannot be disqualified from a position based on medical
history alone; medical history may be disqualifying only if (1) the
medical condition is disqualifying, (2) there is a possibility of its
recurrence, and (3) recurrence poses a significant risk of harm to
themselves or others.

The Office of Personnel Management (OPM) is responsible for estab-
lishing or approving medical standards for government-wide occupations
(5 CFR 339). However, when a job series is associated predominantly with
a single federal agency (i.e., more than half of all those employed under that
job series are employed within a single agency), that agency may establish
medical standards for the position without OPM approval. An example
of the latter is the border patrol agent job series (GL-1896), which is ex-
clusive to CBP. Agencies do not need OPM approval to establish physical
standards, but in accordance with 5 CFR 339, the requirements must be
supported by the essential duties of the position and clearly articulated in
the position description.

Waivers As noted above, 5§ CFR 339 requires that agencies grant a waiver
when an individual does not meet medical or physical standards but dem-
onstrates evidence of being able to perform the essential functions of the
job safely. Employers can grant waivers but impose restrictions on duty
as part of a risk management solution that keeps people on the job who
have demonstrated their performance capability. For example, someone
diagnosed with major depressive disorder may be granted a waiver on con-
dition of demonstrating active treatment and submitting to annual evalu-
ations (McMillan, 2013)—an important accommodation as the incidence
of mental health disorders continues to increase. Waiver processes grant
employing agencies considerable flexibility and can help address concerns
about how to handle medical issues uncovered during periodic evalua-
tions—concerns that may deter employers from instituting regular medical
evaluations. A fair waiver process also can help build trust if employees
understand that a diagnosis will not necessarily mean the loss of their job.
As described above, line personnel who are intimately familiar with the re-
quirements of the job ideally are involved in decisions regarding waivers, in
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consultation with knowledgeable medical authorities. A waiver guide, as is
used in some DoD agencies, can help ensure consistency in waiver decisions.

Fitness-for-Duty Evaluations

Fitness-for-duty evaluations compare an individual’s medical status and
physical abilities against established medical and physical qualifications.
Standards and guidance materials ensure that such practices are transparent,
fair, and evidence based. For example, the National Fire Protection Associa-
tion 1582 Standard on Comprehensive Occupational Medical Program for
Fire Departments® requires that candidates undergo a medical evaluation
(to include a medical history, medical examination, and laboratory testing)
prior to employment and annually thereafter, the purpose of which is to
identify medical conditions that may interfere with the individual’s ability
to perform the essential job tasks safely. The standard divides medical
conditions into two categories—those that would preclude a team member
from safely performing essential job tasks in training or operational envi-
ronments, and those that could do so, depending on the degree or severity
of the condition. The ability of applicants and incumbents with medical
conditions in the latter category to perform essential job tasks safely must
be assessed before a determination regarding employment can be made.

Similar guidance materials for medical evaluation of law enforcement
officers have been issued by the American College of Occupational and
Environmental Medicine (ACOEM, 2010)” and the California Commission
on Peace Officer Standards and Training (Goldberg et al., 2004). Common-
alities among such standards and guidance include

e ensuring compliance with applicable law and regulations, most
notably the Americans with Disabilities Act;

¢ linking medical conditions with the ability to perform essential job
tasks safely;

e promoting individualized assessments (as opposed to stipulating
categorical exclusionary criteria); and

e clarifying the roles of the medical review officer and the hiring
authority.

Fitness-for-duty evaluation is a risk management process; evidence re-
garding the immediacy, severity, and likelihood of a risk must be considered.

®Because fire departments are completely decentralized and there is no central authority over
local jurisdictions, adoption of the standard cannot be enforced.

7The American College of Occupational and Environmental Medicine’s guidance is still un-
der development and currently addresses only a few of the planned medical evaluation topics.
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However, a determination that a candidate is unable to perform an essential
job function because of a disability is not sufficient grounds for an unfit
determination. The Americans with Disabilities Act requires that reasonable
accommodations be considered on a case-by-case basis. Such accommoda-
tions could include “restructuring a job by reallocating or redistributing
marginal job functions; altering when or how an essential function is per-
formed; permitting use of accrued paid leave or unpaid leave for necessary
treatment; modifying examinations, training materials or policies; [and] ac-
quisition or modification of equipment and devices” (Goldberg et al., 2004,
p. 10). To evaluate risk and the potential for its mitigation effectively, evalu-
ating physicians need to be familiar with the essential tasks and demands of
the job. This requirement necessitates highly detailed position descriptions,
particularly if the medical evaluation is outsourced to someone unfamiliar
with the job requirements.

Fitness-for-duty evaluations for positions with medical or physical
qualifications may be conducted prior to employment (postoffer but pre-
placement), periodically throughout employment, or on an as-needed basis
during employment. In the latter case, such evaluations may be performed
when indicated by noted declines or failures in on-the-job performance,
following notification by an employee of a change in health status (e.g.,
a new diagnosis), and after occupational or personal injury or illness that
may temporarily or permanently affect an employee’s ability to perform
essential job functions safely. The latter case provides a good reason for
ensuring that fitness-for-duty and disability management activities are inte-
grated. When an individual who is required to meet medical qualification
standards is injured (on or off the job), it is necessary to assess whether
the injury will result in permanent, partial, or total disability. In the case of
personal illness, extended leave of absence (as permitted under the Family
and Medical Leave Act) may also indicate a need for fitness-for-duty evalu-
ation (McMillan, 2013).

When a potentially problematic medical condition is identified during
a fitness-for-duty evaluation, a common next step is follow-up with the
individual’s treating physician regarding medical records related to man-
agement of the condition. If the individual is an employee, he/she may be
placed on restricted duty until a determination is made. The amount of
time an individual is allowed to remain on limited duty before the case is
sent for a determination will likely vary depending on the circumstances. In
the military, up to 2 years may pass before someone on limited duty is sent
before a medical review board. In the FBI, the average interval is closer to
3 years (Wade, 2013).

There is no standardized clearance process for fitness for duty. The
party that makes determinations regarding reasonable accommodation
and employability varies across organizations. In some cases, it may be
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an occupational health nurse or a medical review officer (internal or out-
sourced), and in other cases, a medical review board. A medical review
board is used by DoD, the FBI (which calls it a Medical Mandates Evalu-
ation Board), and the Secret Service to make determinations on reasonable
accommodation and employability. Notably, medical personnel frequently
advise such boards, but voting members often are senior line officers and
administrative personnel. It is important to note that fitness-for-duty de-
termination is a process that spans human resources and medical responsi-
bilities, and consequently it requires significant coordination between these
two entities.

Concerns Regarding Medical Standards and Fitness-for-Duty Evaluations

Throughout its information-gathering process, the committee heard of
several concerns regarding fitness-for-duty evaluations from both organi-
zation and employee perspectives. Medical and administrative personnel
often are concerned about the constraints and liabilities associated with
the Americans with Disabilities Act (ADA) or the Rehabilitation Act (for
federal agencies). Both laws prohibit discrimination against those with
handicaps or disabilities and have significantly impacted fitness-for-duty
evaluations. For example, ADA prohibits preemployment evaluations; in-
stead, employers must make a job offer contingent on meeting medical
and/or physical qualifications. ADA also requires an employer to consider
whether reasonable accommodations can be made for otherwise quali-
fied individuals with disabilities (employees or applicants) without causing
undue hardship for agency operations. ADA and the Rehabilitation Act
allow employees to sue® federal agencies if they are removed from their
position on medical grounds, and if the agency fails to meet the burden of
proof demonstrating that the employee has a disqualifying medical condi-
tion and that the condition poses a reasonable probability of substantial
harm.? These concerns were discussed with the committee by FBI Medical
Director Dr. David Wade (2013), who noted that to protect the agency from
that litigious environment, a solid job task analysis must be implemented
with rigor and with a scientific methodology.

Employees are concerned about protection of their personal medical
information and the application of fitness-for-duty evaluation for punitive
purposes. For example, psychological fitness-for-duty evaluations sometimes

8The Equal Employment Opportunity Commission is the entity responsible for enforcing
federal laws against employment discrimination. Equal employment opportunity suits can
be filed if employees feel they have been subjected to discrimination based on their disability
status (EEOC, 2013).

9Slater v. DHS, 2008 MSPB 73 (U.S. Merit Systems Protection Board, 2008).
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are ordered as a means of dealing with disruptive behavior (Spottswood,
2013). Union representatives from the Border Patrol and the Federal Protec-
tive Service expressed concern about the potential for uneven application
of fitness-for-duty evaluation based solely on performance (Shigg, 2013;
Wright, 2013). However, they agreed that performance-based standards
are necessary to ensure that an employee can capably perform on the job
when decreased performance is noticed or upon return to duty following
an injury. Both also expressed concern that regular medical examinations
have led to systematic abuses in the past and do not accurately gauge an
employee’s ability to do the job; from the union’s perspective, they stated,
regular medical examination would be a nonstarter. Acknowledging psy-
chological fitness-for-duty evaluations as a serious intrusion into employees’
privacy, Dr. Wade (2013) indicated that policies have been put in place at
the FBI prohibiting the use of psychological fitness-for-duty evaluations for
punitive purposes.

Consistent, transparent processes, detailed position descriptions, and
clear policies that set expectations from the start of employment can help
address concerns regarding uneven or punitive use of fitness-for-duty evalu-
ations. More important, to build trust and employee engagement, it is
critical that fitness-for-duty programs be designed and promoted as part of
an overarching strategy for protecting the health and safety of the work-
force and ensuring mission success.

Fitness-for-Deployment Evaluations

Given the health and safety risks faced by workers during deployment
to remote and/or hazardous settings (e.g., disaster sites), 5 CFR 339 grants
federal agencies the authority to require medical evaluation and clearance
prior to deployment for disaster response and recovery work and other
planned or contingency operations. For some positions, medical clearance
may be a condition of employment, but predeployment clearance programs
can also be instituted and applied to employees whose positions are not
subject to medical standards.!? The Department of State, for example, has
a medical clearance program that determines the posts to which members
of the Foreign Service can deploy, but does not have medical standards per
se (Rosenfarb, 2013). Predeployment evaluations are particularly critical
for volunteers or those in positions not subject to medical standards be-
cause no prior information on the health status of such individuals may be
known. Multiple organizations examined by the committee, including the
Texas Task Force One urban search and rescue team (Minson, 2013) and

10A relevant example at DHS is predeployment screening and clearance for federal employ-
ees who volunteer to deploy as part of the DHS Surge Capacity Force.
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the American Red Cross (Smith, 2013), conduct predeployment health as-
sessments using questionnaires.

To mitigate health risks to volunteers, the American Red Cross has
developed a system for prescreening volunteer responders. During the ap-
plication process, potential responders provide an overview of their general
health by completing a health status record, which is reviewed and com-
pared with a Physical Capacity Grid that details the capacities necessary for
successfully performing 30 different basic tasks entailed in relief operations
(Smith, 2013). This process determines the type of job a volunteer can do.
The American Red Cross also has developed 15 hardship codes describing
common physical, environmental, and emotional situations that may af-
fect individuals on a relief operation. Specific assignments that match the
responder’s hardship code need to be discussed with the individual before
assignment. Medical restrictions also may be applied that limit the types
of disasters for which the responder can be deployed (Smith, 2013). Prior
to deployment, a preassignment health questionnaire, consisting of yes/no
questions, is completed to ensure that health status records are up to date.
Any “yes” response is referred to a reviewer who conducts a health inter-
view with the responder; the responder may then be cleared for deployment
or denied for medical reasons.

In May 2010, Federal Occupational Health (FOH)!! proposed a similar
program for the Federal Emergency Management Agency (FEMA) to ad-
dress medical clearance for deployment. Viewing deployment readiness as
a safety issue as opposed to an accommodation/employability issue, FOH
asserted that environmental conditions (including medical infrastructure
at disaster sites, power status, accessibility for those with handicaps, ex-
pected ambient temperature, and international sites/ability to medically
evacuate) should serve as the major determining factors in clearance for
specific deployments. FOH proposed a color-coded system as a means of
indicating the types of environmental conditions under which a person can
deploy based on the results of a health assessment (FOH, 2010). The pro-
posed system takes into account environmental changes that can occur at
disaster sites, enabling employees who may not be cleared to deploy under
harsh environmental conditions to deploy later when the environment is
more suitable to their status. FOH (2010, p. 1) believes that this approach
“would satisfy ADA concerns while helping to ensure we are safely using
all skilled employees.” To date, such a program has not been implemented.

FOH is a nonappropriated agency within the U.S. Department of Health and Human
Services. It is the largest provider of occupational health and wellness services to the federal
government.
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Disability Management

Disability management has been defined as “a set of practices designed
to minimize the disabling impact of injuries and health conditions that arise
during the course of employment” (Hunt, 2009, p. 1). Emerging as a tactic
for combating rising workers’ compensation costs, disability management
has two primary goals: ensuring continued employment for workers with
disabilities and lowering employers’ disability costs (Hunt, 2009). Whereas
the provision of workers’ compensation benefits addresses the administra-
tive process of ensuring the financial protection of employees who acquire
a disability in the course of performing their job, disability management
focuses on preventing the worsening of an injury or illness and turnover
for disability reasons (Hunt, 2009). The ultimate goal is to ensure timely
reintegration of employees into the workforce (return to work). Since the
introduction of this concept in the 1970s, principles of disability manage-
ment have become increasingly commonplace in existing workers’ compen-
sation programs to help organizations meet these goals.

The Federal Employees” Compensation Act (FECA) provides workers’
compensation benefits (including wage-loss benefits and vocational reha-
bilitation) to all civilian federal employees who are injured or become ill
in the course of performing their job. The act is administered by the Office
of Workers’ Compensation Programs (OWCP) in the Department of Labor
(DOL), which is the sole entity with the authority to approve or deny a
workers’ compensation claim. For traumatic injuries, claims generally are
adjudicated by OWCP within 45 days of receipt; this 45-day period is
called the continuation-of-pay (COP) period. During this time, employing
agencies are responsible for continuing to pay an employee’s salary without
requiring the employee to charge sick or annual leave. COP does not apply
to occupational disease or recurrence cases (DFEC, 2012). Employing agen-
cies are responsible for advising employees on the process for completing
and submitting claims.!?

In addition to the administrative aspects of helping injured and ill
employees navigate the workers’ compensation claims process, employing
agencies are responsible for those aspects of the medical case manage-
ment process focused on limiting disability and reintegrating injured and
recovering employees into the workforce. Support for reintegration may
entail providing “light”-duty work when possible or helping to find a new
position for employees that are unable to continue carrying out the duties
of their old position. OWCP roles in this area include assigning a nurse
case manager to ensure provision of appropriate medical care and assist

12Many agencies have begun using eCOMP, a free, Web-based portal provided by DOL, for
the electronic filing of FECA claim forms.
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in return to work, providing referral to a medical specialist for a second
opinion as necessary, and providing referral for vocational rehabilitation
services when an employee is unable to return to his/her previous position
(DFEC, 2013).

Return to work can prove difficult under FECA, and more so the
longer an employee is away from work. As explained to the committee,
FECA “was set up intentionally to be ‘non-adversarial,” but in return gives
enormously generous benefits to the injured worker” (Crowley, 2013), in
most cases providing 75 percent of the worker’s date-of-injury salary tax
free, with no cap on the amount of compensation or the time for which it is
provided. Under FECA, employees have the right to choose their own phy-
sician, who determines their ability to work. While an agency can request
that DOL refer an injured worker for a second opinion with a physician
of DOL’s choosing, it is up to DOL to determine whether doing so is war-
ranted. When a second opinion contradicts the initial determination and
is contested by the primary physician, it must then go to an independent
medical examiner—a process that can take years (Crowley, 2013). Addi-
tionally, following a “total person concept,” if workers have not returned
to work and suffer a non-work-related injury, they are eligible to remain
on workers’ compensation (Crowley, 2013).

As described earlier, President Obama’s POWER initiative was estab-
lished to help address the burden of occupational injuries and illnesses
on employees, agencies, and the federal government as a whole, in part
through return-to-work efforts. The last four of the seven performance
areas under POWER relate to workers’ compensation and return to work:
increasing the timely filing of workers’ compensation claims, increasing
the timely filing of wage-loss claims, reducing lost production day rates,
and speeding employees’ return to work in cases of serious injury or ill-
ness (Obama, 2010). Although the first two of these areas would appear
to be solely administrative in nature, early filing of workers’ compensation
claims may translate to earlier intervention to support return-to-work ef-
forts (Tritz, 2013).

The 14 agencies subject to the speeding return to work POWER goal
(including DHS) must participate as members in the POWER Return To
Work Council, which was chartered to assist OWCP in identifying strate-
gies that could help federal agencies increase return-to-work rates. Council
members generally are senior officials with oversight of agency workers’
compensation programs. As part of these efforts, DOL initiated a study
on best practices in return to work. The Council reviewed the results
of that study, and the following five practices it deemed useful to the
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greatest number of agencies were developed into a DOL (2013) guidance
document!3:

[have] early contact with injured workers,

provide modified work positions for short-term injuries,
communicate within the agency,

review periodic roll cases and discuss with OWCP, and
present disability costs to directors and operational managers.

Increasing evidence from the literature shows that early interven-
tion programs can improve return-to-work outcomes for injured workers
(Carroll et al., 2010; DOL, 2013; Hoefsmit et al., 2012). In a quantitative
study of FECA cases from 2005 to 2010, Maxwell and colleagues (2013,
p. x) found that “injured workers who did not return to work quickly
(without wage loss relative to their pre-injury earnings) were unlikely to
return to work within three years of the reported date of the injury or ill-
ness.” The Washington State Department of Labor and Industries found
that while most injured workers return from disability within 6 weeks,
those who remain on disability at 3 months are already 50 percent more
likely to remain on disability at 1 year (Franklin, 2013).

Different agencies have established different methods for ensuring early
intervention, including 24-hour hotlines for reporting and the use of agency
nurse case managers who initiate contact with an injured or ill employee
weeks before a DOL nurse case manager is assigned to the case. Agency
nurse case managers may be able to help identify limited-duty positions,
which can reduce the COP period and associated workers’ compensa-
tion costs (Mitchell, 2013). In Chapter 4, a case study of the Federal Air
Marshal Service expands on how agency nurse case managers can also
serve to integrate workers’ compensation, medical, safety, and operational
programs.

Health Promotion

A medically ready workforce must start with employees who are fit
and healthy, both physically and mentally. The process of ensuring a fit and
healthy operational workforce begins prior to employment with the setting
of expectations and, when appropriate, through physical fitness testing,
and continues until retirement through organizational health and well-
ness programs. For most civilian jobs, participation in health promotion
programs is voluntary, but mandatory periodic fitness testing and health

13 Additional information on return to work is available at http://www.dol.gov/odep/return-
to-work/index.htm (accessed January 22, 2014).
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screening may be justified and legally defensible for certain safety- and
security-sensitive positions.!#

Elements of Workplace Health Promotion Programs

Workplace health promotion programs often are tailored to the needs
of the workforce, and consequently their elements may vary. However, a
comprehensive worksite health promotion program is described in Healthy
People 2010 (HHS, 2000) as including the following elements:

e health education that focuses on skill development and lifestyle
behavior change in addition to information dissemination and
awareness building, preferably tailored to employees’ interests and
needs;

e supportive social and physical work environments, including estab-
lished norms for healthy behavior and policies that promote health
and reduce the risk of disease, such as worksite smoking policies,
healthy nutrition alternatives in the cafeteria and vending services,
and opportunities for obtaining regular physical activity;

e integration of the worksite program into the organization’s admin-
istrative structure;

e related programs, such as employee assistance programs; and

e screening programs, preferably linked to medical care service de-
livery to ensure follow-up and appropriate treatment as necessary
and to encourage adherence.

Health screening programs, which may include a health risk
assessment, identify an individual’s health risks based on physiological
data (e.g., weight, blood pressure, cholesterol) and lifestyle factors (e.g.,
smoking, alcohol intake, exercise, diet). Educational materials, recommen-
dations for lifestyle changes, and implementation plans can then be devel-
oped based on those risks, taking into consideration the person’s current
life circumstances.

14Safety- and security-sensitive positions include “positions that involve law enforcement,
national security, the protection of life and property, public health or safety, or other functions
requiring a high degree of trust and confidence” (Executive Order 12564).

15A health risk assessment is a tool or process for “the assessment of personal health habits
and risk factors (which may be supplemented by biomedical measurements of physiologic
health); a quantitative estimation or qualitative assessment of future risk of death and other
adverse health outcomes; and provision of feedback in the form of educational messages and
counseling that describe ways in which changing one or more behavioral risk factors might
alter the risk of disease or death” (Soler et al., 2010, p. s238).
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TABLE 3-1 Individual- and Organization-Level Impacts of Workplace
Health Promotion Programs

Individual-Level Impacts Organization-Level Impacts

e Improve fitness, health, and resilience e Improve mission readiness

o Decrease disease risk factors (e.g., body mass e Reduce absenteeism and increase
index, blood pressure, cholesterol) productivity

e Prevent occupational injuries e Reduce health-related costs

e Decrease recovery time from injury and illness e Reduce turnover for medical reasons

o Increase job satisfaction e Improve morale

Although often neglected, mental health promotion is of critical im-
portance. According to the Substance Abuse and Mental Health Services
Administration, an estimated 19.6 percent of U.S. adults suffer from mental
illness'® each year (SAMHSA, 2012). Mental health disorders affect the
workplace, and the workplace can affect mental health; such disorders are
increasingly becoming a cause of reduced productivity, morale, and engage-
ment (Harnois and Gabriel, 2000; TOM, 2013). A 2009 survey of 34,622
employees from 6 American companies found depression (first) and anxiety
(fifth) to be among the top five most costly health conditions to employers
in terms of annual medical, drug, absenteeism,!” and presenteeism!® costs
(Loeppke et al., 2009). The suffering caused by mental disorders can be
exacerbated by the additional burden of stigma associated with such dis-
orders, which may prevent affected individuals from seeking help (IOM,
2013). The workplace also can be a major source of stress on employees.
Although stress is not considered a mental health disorder, it, too, can im-
pact productivity, morale, and engagement. Employee stress or work-life
management and resilience programs, including employee assistance pro-
grams, can help employees manage stress and find additional professional
help as needed.!”

16The Substance Abuse and Mental Health Services Administration (SAMHSA, 2012) defines
mental illness as “currently or at any time in the past year having had a diagnosable mental,
behavioral, or emotional disorder (excluding developmental and substance use disorders) of
sufficient duration to meet diagnostic criteria specified within the Diagnostic and Statistical
Manual of Mental Disorders.”

17 Absenteeism is defined as habitual absence from work (IOM, 2005).

18Presenteeism is defined as “on-the-job productivity loss that is illness related; for example,
problems such as allergies, asthma, chronic back pain, migraines, arthritis, and depression;
also related to productivity loss resulting from caregiving, lack of job satisfaction, and orga-
nizational culture” (IOM, 20035).

PFor additional information on such programs and their importance, see IOM, 2013.
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Benefits of Workplace Health Promotion Programs

Health promotion programs can provide benefits at both the individual
and organizational levels (see Table 3-1). At the individual level, physical
fitness and a healthy lifestyle can reduce risk factors, such as high body
mass index, blood pressure, and cholesterol, associated with chronic dis-
ease. These benefits may be especially important for individuals in occupa-
tions associated with higher-than-average rates of chronic illness, such as
law enforcement. Healthier workers also may be less likely to be injured on
the job, and when occupational injuries do occur, they may be less severe
and take less time to resolve in healthy individuals (Musich, 2001). At the
organizational level, programs that improve the health of the workforce can
reduce occupational injury and illness rates and improve productivity by
reducing use of sick leave, presenteeism, and turnover for medical reasons
(Chapman, 2012). In addition to the reductions in associated costs (e.g.,
direct health care, workers’ compensation, and disability costs, as well as
costs associated with recruitment and training of replacement staff), the end
result is high-functioning personnel who are available for mission duties.
An additional potential benefit of workplace health promotion programs—
one that is less easily measured but equally important—is improved morale:
when employees feel valued and taken care of by their employer, job satis-
faction and engagement may increase, driving cohesion, loyalty, and esprit
de corps (Berry et al., 2011; Lowe et al., 2003).

Financial constraints often are cited as a major barrier to the estab-
lishment of workplace health promotion and wellness programs, but such
rationales are short-sighted; the return on investment in worker health can
more than justify the costs. Return-on-investment estimates vary across
studies and are difficult to derive because of the challenges integrating sav-
ings data from multiple cost sources (e.g., absenteeism, presenteeism, health
care plan costs, and workers’ compensation and disability costs). Nonethe-
less, a recent meta-analysis by researchers at Harvard University showed
that on average, employers saved $3.27 on health care costs for every $1
spent on health promotion programs (Baicker et al., 2010).

The benefits of health promotion programs may be even greater when
such programs target employees in jobs that are physically demanding and
inherently hazardous. For example, a study by Leffer and Grizzell (2010)
showed that establishment of a physician-organized wellness regime at a
county fire department was associated with a statistically significant 40
percent reduction in the injury rate relative to the baseline period during
the first 9-month intervention period, and by the second intervention year,
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this reduction reached 60 percent.?’ Firefighters were encouraged to per-
form 30 minutes of cardiovascular exercise 4 or 5 days a week (using plans
developed according to their life circumstances) and received individualized
recommendations for addressing health risks identified during counseling
or indicated by biometric data.

Workplace Health Promotion Programs in Federal Government Settings

Federal employees can choose from among more than 200 health
plans under the Federal Employees Health Benefits (FEHB) Program. Under
FEHB law,?! the Office of Personnel Management (OPM) has the authority
to negotiate contracts with private health insurance carriers for the entire
federal government. As part of this negotiation process, premiums and
benefits are set annually, so federal employers cannot offer such incentives
as reduced health plan rates to employees participating in health promo-
tion programs. Although OPM has encouraged contracted carriers to offer
health promotion and wellness programs, including health risk assessments
(OPM, 2011), such programs may vary significantly among carriers and
are neither targeted to specific agency employee populations nor integrated
into operations at federal worksites—shortcomings that may diminish their
effectiveness. Many agencies therefore are supplementing health plan well-
ness benefits with worksite health promotion programs. These programs
may or may not be comprehensive and can be developed and implemented
internally or outsourced. For example, some agencies have established
interagency agreements with FOH for an integrated health, wellness, and
work-life program called FedStrive. In other cases, agencies outsource spe-
cific elements of wellness programs, such as employee assistance program
services.

Another important difference between federal health promotion pro-
grams and their counterparts in private industry relates to data access.
Utilization data on health benefits commonly are used to identify top health
risks and cost contributors in employee populations; this information can
then be used to target interventions and to measure program impacts. Al-
though OPM recently started collecting health care utilization data from
carriers and has created a data warehouse as an initial step in the analysis
of such data (OPM, 2010), this information currently is not made available

20The intervention, which was compliant with National Fire Protection Association (NFPA)
Standard 1582 on a Comprehensive Occupational Medical Program for Fire Departments,
entailed a stress test, collection of biometric data (e.g., body mass index, blood pressure,
cholesterol), and one-on-one counseling with the consulting physician.

21public Law 86-382.
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to individual federal agencies.?? Thus, federal agencies cannot use metrics
related to health care utilization to target interventions or evaluate the per-
formance of prevention programs. However, return-on-investment models
may still be developed from estimated savings associated with changes in
population risk profiles (Goetzel, 2013).

PROVIDING MEDICAL SUPPORT FOR OPERATIONS

The second pillar of a comprehensive workforce health protection
framework is the capability to provide medical support to the workforce
during operations. Activities of the employees of an agency or private or-
ganization that are conducted in areas remote from conventional medical
support raise the issue of how to provide those services in the event of a
work-related illness or injury. Operational medicine programs make oc-
cupational safety and health and medical services available to workers
operating outside conventional workspaces, and they are essential to mis-
sion readiness.

The concept of embedding medical support within operational units
stems from practices long used by the military to render initial essential
stabilizing medical care for battle injuries during the critical few minutes
after an injury occurs so as to preserve life and limb. The military also has
long recognized the value of having medical support available to prevent
and treat disease and nonbattle injuries in order to maintain the operational
status of deployed forces. Although battle injuries are the leading cause
of deaths in theater, most hospital admissions in deployed operational
settings are associated with disease and nonbattle injuries (DoD, 2004).
Thus preventive medicine, urgent care, and emergency or tactical medical
services are all essential functions of embedded medical support for force
sustainment.

The laws and regulations that govern medical practice in civilian set-
tings differ substantially from the authorities that can be granted in the
military. Military combat medics such as 18 Deltas** have wide latitude
in rendering medical care, whereas civilian emergency medical technicians
(EMTs) and paramedics must be licensed and work under a directing phy-
sician using approved protocols. Despite these differences, the strategy of

22In the future, agencies may be able to access separate databases containing their own
health care utilization and health risk data (Goetzel, 2013).

2318 Delta is the DoD designation for a U.S. Army Special Forces Medical Specialist, a
corpsman who can work independently in austere environments and is trained and authorized
to perform advanced procedures and provide care. These personnel receive approximately 1
year of additional training; civilian emergency medical services (EMS) personnel typically do
not receive this type of training.
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BOX 3-1
Operational Medicine at the Federal
Bureau of Investigation (FBI)

The FBI’s operational medical program is housed within the Office of Medi-
cal Services’ Health Care Programs Unit. Originally based on the military special
forces model, the program was created to provide support to FBI tactical opera-
tions. The FBI currently employs approximately 400 operational medicine person-
nel, with a ratio of 4:1 basic life support to advanced life support capabilities. FBI
operational medicine covers three broad classifications of operations:

1. Tactical medical operations: The majority of operational medicine activity
supports FBI SWAT teams in all 56 field offices and the Hostage Rescue
Team based in Quantico, Virginia.

2. Specialized team support: A number of teams require embedded medical
treatment capabilities, either by statute or by bureau policy (e.g., teams
that collect evidence in hazardous environments; teams that deal with
chemical, biological, radiological, and nuclear agents; aviation assets that
transport subjects by aircraft; technical dive team units).

3. Baseline capacities: Over the last 3 years, the FBI has instituted a base-
line capacity that mirrors the Department of Defense tactical combat ca-
sualty care program through the creation of the Care Under Fire course.
All new agents receive this training, and an effort currently is under way
to provide this training for the remaining 11,000 FBI Special Agents.

The FBI's operational medical program operates similarly to a low-call-vol-
ume emergency medical services department, dependent on a high level of
oversight, simulation, and skills currency training. While the Office of Medical
Services provides general program oversight, quality assurance for the program
is provided through a variety of means. Credentialing of all operational medical
staff is documented and monitored through the use of a centralized electronic
credentialing system. All medical encounters are recorded on paper, scanned,
and reviewed; in the future, an electronic patient care record may be used for this
purpose. Reports that involve an employee become part of the employee’s health
record; there are separate repositories for nonemployees, depending on whether
they are bystanders or subjects of an investigation (Fabbri, 2013).

embedding medical support within operational units has been adopted in
several civilian settings, most notably law enforcement.

Characterizations of operational medicine often center on one of its
functions—tactical medicine, defined as “the provision of field medical care
during high-risk, extended duration and mission-driven law enforcement
operations, often rendered under functionally austere conditions” (Tang,
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2013). Such care is similar to that delivered by conventional emergency
medical services (EMS) personnel, “modified for the realities of the tactical
environment” (Heck and Pierluisi, 2001, p. 403). How this support is pro-
vided varies; although some organizations employ personnel whose sole
job is to provide medical support during an operation, others utilize law
enforcement officers who are able to provide medical support as a collateral
duty. Within the federal government, the FBI has developed an extensive
program for providing operational medical support to its law enforcement
workforce, as outlined in Box 3-1.

Operational medicine is not restricted to the practice of embedding
medical practitioners in deployable tactical law enforcement teams, and
the elements of an operational medicine program can vary substantially
depending on the mission requirements. Like tactical law enforcement
teams, rescue teams may have embedded staff to provide medical support
to team members and members of the public in emergency situations (see,
for example, the description of the National Park Service’s operational
medicine program in Box 3-2). Physicians, nurses, and physician assistants
stationed in fixed facilities in remote duty outposts may also provide opera-
tional medical support. GE Energy, for example, has employees stationed
in some of the most remote parts of the world and is responsible for their
health and safety (see Appendix E for additional details). In such cases, the
distinction between operational medicine and travel medicine as part of an
occupational medicine program can become blurred and may be merely a
matter of semantics.

Although embedded medical personnel generally are employees of the
organization in which they are embedded, fixed facilities and the associ-
ated medical staff may be owned by the organization or outsourced (to
medical services contractors or through agreements with local health system
providers). To achieve their mission, some organizations have created ad-
vanced-scope positions requiring additional specialized training to fulfill
specific needs; examples include the National Park Service’s Parkmedic and
Remote Emergency Medical Responder and the Secret Service’s Emergency
Services Specialist (Ross, 2013; Stair, 2013). Despite the variability in the
composition of operational medicine programs, the key functions are gener-
ally the same—threat assessment, preventive medicine, ambulatory medical
support, and emergency medical support.

Medical Threat Assessment

As discussed in relation to occupational safety and health, risk manage-
ment is a continuous, multistep process designed to reduce risks to health,
mission, and property. Management of risk also is important in the context
of operational medicine and is achieved in part through medical threat
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BOX 3-2
Operational Medicine in the National Park Service

The National Park Service (NPS) manages 9.2 percent of U.S. lands, span-
ning a wide variety of ecosystems, biomes, and climates. Each year, its 28,000
employees and 120,000 volunteers work not only to conserve and protect these
lands but also to protect the 280-300 million visitors to U.S. national parks. To
the latter end, the NPS Organic Act (16 USC 1-4) grants NPS the authorities to
provide emergency services to visitors and employees. Approximately 75 percent
of NPS law enforcement personnel are rangers, whose official job duties include
not only law enforcement but also search and rescue and emergency medical
services (EMS).

To exercise these authorities, NPS has created an EMS system consisting of
137 EMS programs and 2,286 EMS providers, overseen by four national medical
directors that provide overall guidance. Within this system, NPS has created six
levels of practice—Emergency Medical Responder, Remote Emergency Medi-
cal Responder, Emergency Medical Technician, Advanced Emergency Medical
Technician, Parkmedic, and Paramedic—with differing scopes of practice. NPS
provides specialized training programs for advanced-scope positions—Remote
Emergency Medical Responder and Parkmedic—carried out in high-altitude lo-
cations, similar to conditions these personnel will face, and all skills testing is
conducted out in the elements. Additionally, NPS operates three medical clinics,
providing both emergency care for visitors and employees and routine care for
visitors; owns 117 ambulances, 290 intercept vehicles, and more than 4,000
automated external defibrillators; and manages more than 290 memorandums
of understanding and memorandums of agreement with local hospitals. Each
year, NPS responds to approximately 90,000 calls, about 15,000 of which be-
come patient encounters, providing basic and advanced life support and cardiac,
trauma, and medical support, and conducts more than 10,000 patient transports
via ground, air, and vessel.

In 2008, NPS implemented an electronic patient care record to create a more
evidence-based practice. This system has enabled quality assurance and im-
provement, refinement of existing and creation of new protocols and procedures,
epidemiological surveillance, risk management, and increased notification and
communication abilities. NPS also engages in operational leadership—its term for
risk management—whereby a green-amber-red model is used to help determine
risks associated with operations.

While the program is not congressionally funded, Department of the Interior
leadership has found it to be an important, indeed necessary component of the
agency'’s operations. Each year, money is shifted from other operations to ensure
consistent funding. In addition, although technically the government is not allowed
to bill, the three NPS clinics function as a Blue Cross Blue Shield preferred pro-
vider organization, enabling them to seek cost recovery.

SOURCE: Ross, 2013.
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BOX 3-3
Medical Care of In-Custody Individuals

In addition to ensuring the health of those conducting missions and bystand-
ers caught in the mission’s perimeter, medical support during operations extends
to ensuring the health and welfare of those taken into custody. This is an ethical
imperative, as assuming custody for an individual transfers responsibility for safety
from that individual to the agency assuming custody. U.S. legal requirements
recognize and safeguard this imperative. Federal courts have held that pretrial
medical care, whether in prison or other custody, is required by the Fourteenth
Amendment (Wagner v. Bay City, 227 F.3d 316 [5th Circuit 2000]). Further, Mulry
and colleagues (2008, pp. 123-124) contend that “the withholding of adequate
medical care may be viewed as excessive force, an unconstitutional act in violation
of the Fourth Amendment right to be free of unconstitutional seizure.”

NOTE: The definition of operational medicine adopted by the committee encompasses health
and medical support provided to persons in DHS care and custody during routine, planned,
and contingency operations. However, assessment of health care provided to detainees within
Immigration and Customs Enforcement detainment facilities, as well as the adequacy of the
facilities themselves, was not considered to be within the scope of this study.

assessment, which involves the creation of a comprehensive mission pre-
plan. The California Commission on Peace Officer Standards and Training
(CA POST, 2010, p. 12) recommends that medical threat assessment “be
conducted based on available intelligence and information on the nature
of the response ... [and] incorporated into the tactical plan for the specific
mission,” serving as a significant resource for the operations commander.
At the committee’s second meeting, Dr. Nelson Tang, Medical Director for
ICE and the Secret Service,”* suggested that threat assessment should in-
clude examination of a variety of issues, including expected contingencies,
expected responses, source of resources, and the destination for casualties
resulting from the event (Tang, 2013). Answering such questions prior to an
operation will assist in the development of both preventive and responsive
medical support plans, protecting the health of the workforce and those
affected by operations, including individuals in custody (see Box 3-3).

24Dr. Tang is Director of the Division of Special Operations and Chief Medical Officer at
the Johns Hopkins Center for Law Enforcement Medicine. Several federal agencies, including
ICE and the Secret Service, have contracts with this center to provide medical direction for
operational medicine programs.
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Preventive Medicine and Ambulatory Medical Care

The goal of operational medicine is to support the operational work-
force in successful completion of the mission. Operational units often are
small, so that illness or injury of members can adversely impact the unit’s
mission; thus, the preventive medicine and ambulatory medical care func-
tions are critical to mission success. Preventive medicine functions begin
before the mission occurs (e.g., administering predeployment vaccinations,
promoting understanding of nutrition issues and sleep/rest cycles), but also
continue throughout operations (e.g., food and water hygiene, field sanita-
tion, control of disease vectors). Preventive medicine requirements can be
influenced by preoperation threat assessments.

Operational medicine programs often include specialized training in
preventive and nonemergency medical care functions because EMS pro-
viders traditionally are not trained in these areas. Routine medical problems
such as gastrointestinal illnesses, bronchitis, and sports-type injuries (e.g.,
sprains and strains) usually would be handled through outpatient clinics or
hospital visits in traditional work settings, but during operations or when
members of the workforce are operating in austere environments, it may
be that such resources are absent or cannot be utilized for security reasons.

Emergency Medical Support

Emergency medical support during operations commonly, though not
always, is provided by EMTs (basic life support) and paramedics (advanced
life support). Notable differences between EMS in conventional settings and
during operations include challenging environmental conditions, the length
of time until patients can be transferred to definitive care, and in some
cases, the requirement to work while “under fire.” Both additional training
and expanded protocols are required to provide medical support beyond
the conventional role of EMS personnel. Some agencies, including the Na-
tional Park Service, the FBI, the Secret Service, and Customs and Border
Protection (CBP), have developed advanced-capability paramedic positions
to ensure the availability of properly trained medical support personnel
for the unique challenges and demands associated with their operational
missions. This additional training typically includes both simple outpatient
treatment skills and more advanced measures to support seriously ill or in-
jured persons when evacuation to a conventional medical facility is delayed.
In some programs, all operational team members are trained in “self-care”
to provide initial life- and limb-saving treatment prior to evacuation to a
definitive hospital facility.
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MEASUREMENT AND EVALUATION

Measurement is critical to understanding organizational needs. How-
ever, data collection alone is not enough; the data must be used to drive
individual and organizational performance. If impact is not measured, suc-
cess cannot be distinguished from failure.

Spanning both pillars of the framework outlined in this chapter, mea-
surement and evaluation is essential to developing, implementing, and
continuously improving programs designed to address the other eight key
functions of an integrated workforce health protection framework (see
Figure 3-1). According to the World Health Organization (WHO), “a
healthy workplace is one in which workers and managers collaborate to
use a continual improvement process to protect and promote the health,
safety and well-being of workers and the sustainability of the workplace”
(Burton, 2010, p. 61). Measurement and evaluation is essential to this
process. A system for measurement and evaluation supports multiple key
organizational functions, including

decision making,
accountability,

quality improvement, and
surveillance.

These functions have been termed the “four faces of measurement” (IOM,
20085, p. 151). Processes for measurement and evaluation should be integral
to any intervention program, health-related or otherwise. The objective to
be met by the measurement will drive the approach to data collection, ag-
gregation, analysis, and reporting.

Needs Assessments

First and foremost, creation and implementation of any new policy or
program, including those related to workforce health protection, should
be based on a comprehensive understanding of the issues involved; such
understanding should be derived from a detailed needs assessment of the
current situation. Developing a comprehensive picture of workforce health
status and needs will require integration of information from diverse data
sets that may include

e human resources data (e.g., absenteeism records or number of
resignations);

e occupational health and safety data (e.g., accidents or risk
assessments);
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e financial data (e.g., the cost of replacing employees who are on
long-term disability leave); and

e health data (e.g., common health problems among the workforce)
(WHO, 2005).

In addition to enabling the creation of policy and programs based on
organizational needs, data derived from such assessments will establish
baselines against which program outcomes can be compared to evaluate
success and drive continuous improvement.

Approaches to Measurement

The recent IOM report on DHS workforce resilience?’ includes the
recommendation that DHS “design and implement an ongoing measure-
ment and evaluation process ... [which] will support planning, assessment,
execution, evaluation, and continuous quality improvement” (IOM, 2013,
p- 153). A chapter devoted to measurement and evaluation focuses on the
Donabedian (1966) model as an organizing framework for DHS. This
model encompasses measurements of structure, process, and outcome and
has long served as a standard model for evaluating and assessing health ser-
vices and quality of care. Structural measures address basic program archi-
tecture and critical components, including leadership engagement, policies
and procedures, and environmental support; process measures help assess
how well the program is being implemented (e.g., utilization and satisfac-
tion); and outcome measures examine the extent to which objectives and
goals are achieved within a given period. The present committee identified
three primary types of outcome measures that should be monitored in a
metric-driven health protection system: health, financial, and productivity.
Examples of potential outcomes of interest in each of these categories are
provided in Box 3-4.

Within the field of occupational safety and health, a common approach
to measurement has focused on lagging and leading indicators. Lagging
indicators are retrospective measurements of system performance linked to
outcomes; these are the traditional measures of safety performance, such
as OSHA statistics and costs (Manuele, 2013). These indicators, however,
have a key limitation: “While lagging indicators give information of direct
concern to management, the workforce, and the public, they can only be
used for improvement after the fact” (NRC, 2009, p. 8). Recent years have
seen a shift toward what have been termed leading indicators—in the safety

25For additional information, see http://www.iom.edu/Reports/2013/A-Ready-and-Resilient-
Workforce-for-the-Department-of-Homeland-Security-Protecting-Americas-Front-Line.aspx
(accessed January 22, 2014).
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BOX 3-4
Outcome Measures for an Integrated Workforce
Health Protection Infrastructure

Health Outcomes
e Injury and illness rates
e Health risk reduction
e Health care utilization

Financial Outcomes
e Workers’ compensation costs
e Health care costs
e Disability costs

Productivity Outcomes
e Absenteeism (sick leave utilization)
e Presenteeism
e Mission opportunities lost
e Employee turnover

context, prospective measures linked to actions taken to prevent accidents
(Manuele, 2013).

The importance of using leading indicators to evaluate individual
performance cannot be overstated. Attempts to evaluate individual per-
formance based on lagging indicators may create perverse incentives, en-
couraging individuals to make outcomes look good and not necessarily to
improve underlying performance (for example, an objective to decrease the
number of workers’ compensation claims may lead to claim suppression).
The use of leading indicators allows for evaluation of what individuals are
doing to address an issue, while lagging indicators enable program evalua-
tion and inform continuous improvement processes.

Workforce Perceptions of Safety

Measures of organizational climate examine workforce perceptions
of organizational practices, such that those most familiar with the work
environment are involved in its evaluation (Rousseau, 2011). Surveys of
organizational climate focus on a wide variety of issues affecting the work-
force and workplace. They take the pulse of the organization, providing
insight into potential problem areas and creating opportunities for soliciting
employee input and targeting interventions. Each year, OPM administers
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the Federal Employee Viewpoint Survey to measure “employees’ percep-
tions of whether, and to what extent, conditions characterizing successful
organizations are present in their agencies” (OPM, 2012, p. 2). Responses
to the survey are grouped into several indices—including leadership and
knowledge management, results-oriented performance culture, talent
management, job satisfaction, employee engagement, and global satisfac-
tion—providing useful information to agency leaders on challenges within
their organizations that must be addressed to improve performance (OPM,
2012). However, the survey contains few items related to workforce percep-
tions of health and safety. Likewise, DHS reported to the committee that
it currently conducts no medical and health climate surveys (Polk, 2013).
Nonetheless, measures do exist with which to gauge workforce perceptions
of safety and health in the workplace. Safety climate surveys such as the
Zohar (1980) scale, which has been widely used and validated over the
past 30 years, provide an important leading indicator and encourage the
development of preventive interventions.

INTEGRATION OF ESSENTIAL WORKFORCE
HEALTH PROTECTION FUNCTIONS

Most large employers have programs that address many of the key
functions discussed in this chapter. Often, however, these programs operate
in silos, divorced from each other both organizationally and strategically.
Consequently, in the face of the numerous challenges associated with em-
ployee health (e.g., rising health care costs associated with chronic diseases,
workers’ compensation costs, injury rates), employers may not know where
to direct resources and interventions, and important information may not
flow from one silo to another. With such fragmented systems, the result
often is the introduction of multiple independent solutions that do not ben-
efit from the synergy generated by a unified strategy (Goetzel, 2005). The
solution is “strategic and systematic integration of distinct environmental,
health, and safety policies and programs into a continuum of activities that
enhances the overall health and well-being of the workforce, and prevents
work-related injuries and illnesses” (Hymel et al., 2011, p. 695).

Characteristics of Integrated Health Systems

In a recent study on integrating employee health activities at DoD,
Cecchine and colleagues (2009) define an integrated employee health system
as “an infrastructure that would support all employee health activities except
health care delivery, provide a way to link information about all aspects of
the health of employees, and make this information available to leadership
across all departments within DoD for the purposes of decision-making,
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accountability, improvement, surveillance, and other questions related to
health.” Through an examination of integrated workforce health systems
(described in the sections below), the committee identified four beneficial
characteristics of such systems:

1. Harmonization: Through the creation of common standards, pro-
cesses, and metrics, integration helps ensure consistency across
large, complex organizations.

2. Interoperability: Integration encourages interoperability, enabling
the individual components of the system to work together and
take advantage of components of other systems, including people,
equipment, technology, and information.

3. Efficiency: As with most workplace programs, health services face
resource constraints. Integrated systems can lead to greater effi-
ciency by creating economies of scale and reducing duplication of
effort.

4. Synergy: When programs work in concert, their overall effective-
ness often surpasses their individual effects.

Models for Integrating Workforce Health Protection Functions

Integration of relevant systems is one of the “essential elements of ef-
fective workplace programs and policies for improving worker health and
well-being” identified by the National Institute for Occupational Safety
and Health (NIOSH, 2008). According to the NIOSH framework, “pro-
grams should reflect a comprehensive view of health,” and the integra-
tion of relevant systems is one of the keys to creating this view (NIOSH,
2008, p. 2). As a first step toward integration, NIOSH suggests creating
an inventory and evaluating existing programs and policies to determine
their worth and potential connections. NIOSH (2008, p. 2) recommends
“integrat[ing] separately managed programs into a comprehensive health-
focused system and coordinat[ing] them with an overall health and safety
management system.” In recent years, several organizations—including the
National Business Group on Health, NIOSH, and the Harvard Center for
Work, Health, and Well-being—have released documented approaches to
integrating employee health programs.

National Business Group on Health’s Employer Toolkit and Guide

In 2005, the IOM released a report in response to a National Aero-
nautics and Space Administration (NASA) request for recommendations
on options for future worksite preventive health programs and ways to
create healthier workplace environments that are conducive to more active
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BOX 3-5
Recommendations for Integrating Employee Health

To disseminate the recommendations of an Institute of Medicine (IOM) report
on integrating employee health programs at NASA (IOM, 2005) to a wider audi-
ence, the National Business Group on Health published an employer toolkit for
improving employee health. The following keys to success were generalized from
the IOM committee’s recommendations:

1. Make health a core value, linked to your overall mission.

2. Realize the goal by offering tangible, well-supported, integrated programs.

3. Encourage consistency across all programs, in all locations, with consis-
tent data and evaluation.

4. Develop a data-based approach to policy, planning, and programming;
create a standardized “health and performance” full-cost accounting; in-
corporate essential elements of integrated health programs in contracting
requirements.

5. Recruit supervisors and managers to help make the links for employees
between health, productivity, and the success of the organization.

6. Obtain, understand, and apply health care cost and utilization data to
optimize programs.

7. Offer a basic health assessment tool, like a health risk appraisal (HRA),
to all employees.

8. Coordinate and integrate all individual and organization-wide health poli-
cies and programs.

9. Promote, then provide or make available, health screenings to minimize
risks.

10. Evaluate every program to ensure it's effective and has enough resources.

11. Employ a framework for measurement offering direct access to the data
you collect.

12. Collaborate across departments, divisions, regions, and job types.

13. Assemble a data management team from key areas for ongoing measure-
ment and evaluation.

14. Establish system-wide data architecture and technology.

15. Learn from your mistakes and successes. View all of your health promo-
tion efforts as opportunities to gather research on what does and doesn’t
work.

SOURCE: NBGH, 2006.

lifestyles. The IOM Committee to Assess Worksite Preventive Health Pro-
gram Needs for NASA Employees recommended that NASA adopt an
integrated management systems approach to employee health to support
the agency’s missions and goals. The National Business Group on Health,
seeking to share the key findings and recommendations from that report
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so that other employers could benefit from the study results, published
its Improving Health: An Employer Toolkit, in 2006. The toolkit recom-
mendations, adapted from those made by the IOM committee to NASA,
are presented in Box 3-5. More recently, the National Business Group on
Health published an employer guide on Integrating Wellness and Occupa-
tional Health and Safety in the Workplace, which provides a rationale and
strategies for an integrated approach (NBGH, 2013).

NIOSH’s Total Worker Health™

Stemming from the earlier Steps to a Healthier U.S. Workforce ini-
tiative, which focused on improving worker health by integrating health
protection and health promotion functions, NIOSH’s Total Worker Health
(TWH) program was launched in 2011 based on three seminal papers that
grew out of the previous initiative. In 2012, these seminal papers were
updated and published in a research compendium aimed at reviewing the
current evidence base and establishing a scientific rationale for using an
integrated approach to the protection and promotion of worker health
(NIOSH, 2012). NIOSH defines TWH as a “strategy integrating occu-
pational safety and health protection with health promotion to prevent
worker injury and illness and to advance health and well-being” (CDC,
2013). Whereas workplace health promotion and safety programs have
traditionally been compartmentalized, the goal of TWH is to promote in-
tegration and “support the development and adoption of ground-breaking
research and best practices of integrative approaches that address health
risk from both the work environment (physical and organizational) and
individual behavior” (CDC, 2013). As part of this initiative, the Centers
for Disease Control and Prevention (CDC) created an extensive website
providing a wealth of information on integration, including peer-reviewed
literature and other resources, guidelines for implementation, promising
practices, scorecards and measurement tools, and links to Centers of Excel-
lence funded by NIOSH.2¢

Harvard Center for Work, Health, and Well-being’s SafeWell Practice
Guidelines

In collaboration with Dartmouth-Hitchcock Health Care, the Harvard
Center for Work, Health, and Well-being created the SafeWell Practice
Guidelines “to provide a model and resources for comprehensive ap-
proaches to worker health that integrate and coordinate efforts to promote

26 Additional information on TWH and online resources are available at http://www.cdc.gov/
niosh/TWH (accessed January 22, 2014).
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healthy behaviors, ensure a safe and healthy work environment, and pro-
vide resources for balancing work and life” (McLellan et al., 2012, p. 1).
Identifying a link between employee health and well-being and organiza-
tional success, the guidelines promote a vision of an integrated workforce
health system, positing that “effective workplace health programs imple-
ment programs, policies, practices, and benefits designed to promote health
among individual workers in healthy, safe, and productive workplaces”
(McLellan et al., 2012, p. 5). In creating an integrated approach, McLellan
and colleagues (2012) recommend adherence to three important principles:

1. a systems-level approach that coordinates programs, policies, and
practices;

2. coordination of occupational safety and health, worksite health
promotion, and human resources; and

3. programs, policies, and practices that address the work environ-
ment/organization and worker health and well-being.

Essential to this endeavor is a foundation of organizational leadership and
commitment and a strategy for evaluation and continuous improvement.

Real-World Models from Public- and Private-Sector Organizations

Throughout the course of this study, the committee examined a number
of successful organizational workforce health protection programs in both
the public and private sectors. The committee found that the implementa-
tion of workforce health programs varied, encompassing completely decen-
tralized, completely centralized, and hybrid approaches. See Appendix E for
brief descriptions of the organizations examined, including the Smithsonian
Institution, NASA, DoD, the Department of the Interior, the Department
of State, Johns Hopkins University and Medical Institutions, Johnson &
Johnson (J&J), Procter & Gamble (P&G), and Superior Energy Services.
Because of similarities in organizational and operational challenges faced by
DHS and the Department of the Interior, the committee examined in par-
ticular detail the means by which integration of workforce health protection
functions across Department of the Interior bureaus is achieved; this case
study is presented in Box 3-6.

Requirements for Successful Integrated Employee Health Programs

The committee was asked to examine occupational health and op-
erational medicine infrastructures established within and outside of gov-
ernment; to identify key functions of an integrated infrastructure; and
ultimately to provide recommendations on how infrastructures within

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

A COMPREHENSIVE FRAMEWORK 99

BOX 3-6
Integrating Workforce Health Across a Diverse Federal
Organization: A Case Study of the Department of the Interior

Though significantly smaller than DHS, the Department of the Interior (DOI)
is constructed in a similar fashion, with eight bureaus carrying out widely diverse
missions, housed under a centralized headquarters entity. At the headquarters
level, the Office of Occupational Safety and Health is responsible for “ensur{ing]
the health, safety, and well-being of [DOI] employees and visitors” (DOI, 2008).
To achieve this mission, the Office of Occupational Safety and Health developed
the Safety and Health Strategic Plan, outlining overarching goals and strategies
intended to provide broad direction to the bureaus and used to hold managers
and executives accountable for ensuring the health and safety of the workforce.
The six goals are as follows:

1. Enhance the Role of Leadership and Management in Promoting a Culture
of Safety.

2. Enhance Employee Inclusion, Participation, and Engagement in Achiev-
ing Safety and Health Commitments.

3. Prevent Exposure to Hazards and Mitigate Risk through Recognition and
Prevention Programs and Processes.

4. Enhance Internal Evaluation and Analysis Processes to Validate the Ef-
fectiveness of the Safety and Health Program.

5. Improve Occupational Safety and Health Training and Awareness
throughout the Department.

6. Implement and Continuously Improve the Occupational Safety and Health
Program.

DOI has taken multiple steps to ensure integration, both among bureaus and
between the bureaus and headquarters. To ensure vertical integration between
headquarters and the bureaus, Designated Agency Safety and Health Officials
(DASHOs) within each bureau, together with the departmental DASHO, make up
the department’s DASHO Council, which meets “in an ad hoc fashion to discuss
appropriate activities, actions and initiatives to further the Departmental Safety
and Health Program” (DOI, 1996). Additionally, DOI formed the Safety and Occu-
pational Health Council, bringing together bureau safety and health managers to
coordinate bureau activities and “serve as an advisory body on program matters
to the Departmental DASHO and the DASHO Council” (DOI, 2012, p. 2).

DOI also has taken steps to ensure horizontal alignment of all workforce
health protection functions at the headquarters level, including placement of the
Occupational Health and Medical Programs Division under the Office of Occupa-
tional Safety and Health, organizationally aligning these functions within a single
reporting structure. The department’s medical functions are centralized within this
headquarters division, which focuses on overarching policy concerns and program
development, advocating for a team approach to decision making and implemen-
tation within the bureaus (Garbe, 2013). Although primary responsibilities for
workforce health functions have been aligned within the Office of Occupational

continued
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BOX 3-6 Continued

Safety and Health, the Office of Human Resources continues to play a supporting
role by maintaining employee occupational health records and ensuring that ap-
propriate workers’ compensation forms are completed and processed (DOI, 2009).

Implementation of workforce health programs is left to the discretion of each
bureau, within broad guidelines established by the headquarters-level program.
All of the department’s occupational medicine, health, and safety procedures are
outlined in the Occupational Medicine Program Handbook, including information
on establishing or changing physical qualification standards, conducting preplace-
ment and periodic examinations for the purpose of medical clearance, carrying out
medical surveillance processes, and implementing specific standards for various
classes of positions (DOI, 2009). Also included is detailed guidance on medical
employability determinations and medical examination procedures, including pre-
placement medical evaluations and ongoing medical surveillance.

A primary example of how DOI has approached integration across diverse
components, and especially relevant to DHS, is the creation and enforcement
of overarching medical standards and clearance processes. Similar to DHS,
DOI employs a wide variety of operational staff, including approximately 7,000
law enforcement officers and 15,000 wildland firefighters. Other operational staff
include onshore and offshore inspectors (e.g., surface mining, offshore oil and
gas operations), large vessel crews, divers, pilots/aviators, and drill rig operators,
among others. For each of these positions, DOI has published Office of Personnel
Management (OPM)-approved medical standards.* These standards were devel-
oped through a team approach, which included subject-matter experts in safety,
human resources, and medicine at both the department and bureau levels, as well
as individuals working in the positions for which standards were being developed
and union representation as appropriate (Garbe, 2013). The process involved not
only discussion of the areas of interest, including accident and illness statistics,
but also real-time observation of employment conditions and job duty performance
in the operational setting.

Implementation of position-specific standards and of programs designed to
ensure that such standards are being met is left to the bureaus, allowing for wide

component agencies can be better integrated into a coordinated, DHS-
wide system. In this chapter, the committee has identified nine key functions
essential to ensuring workforce health. Integration of these functions, as
demonstrated by many of the organizations examined, has helped achieve
success in ensuring workforce health.

As noted by the WHO (2008, p. 1), “integration is best seen as a con-
tinuum rather than as two extremes of integrated/not integrated.” With this
point in mind, the committee viewed integration of health systems from the
perspective of alignmenit—“the degree to which an organization’s design,
strategy, and culture are cooperating to achieve the same desired goals”
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discretion and creativity based on the bureau’s needs and capacities within the
boundaries of good medical practice (Garbe, 2013). DOl headquarters steps in
only when implementation in one bureau may jeopardize the legal defensibility
of the standard in another bureau. Dr. Bob Garbe (2013), Chief of the Division
of Occupational Health and Medical Programs, provided the committee with two
examples of alternative approaches to implementation. The National Park Service,
which employs approximately 5,000 law enforcement officers, operates a central-
ized medical clearance program with a single national contract medical provider.
Every NPS law enforcement officer undergoes periodic medical clearance ex-
aminations through contracted examiners, the results of which are reviewed by
a small group of physicians also employed by the contractor. Results are sent to
the agency as cleared or not cleared. Alternatively, the Fish and Wildlife Service,
many of whose operational employees are dispersed in rurally remote areas, uses
a voucher system. Employees are provided with a clearance form that they bring
to a local physician of their choice who conducts the examination and provides the
clearance. The former approach, which has been in effect for more than 10 years,
is viewed as highly successful. The latter approach, though taken out of necessity,
is seen as potentially problematic, as it increases the risk for errors of omission or
commission and the potential for data of lesser quality.

Because DOI, like DHS, is a loose amalgam of diverse bureaus, largely
independently funded and with their own leadership, the headquarters-level pro-
gram has found it difficult to ensure consistent implementation of comprehensive
programs across bureaus. However, the headquarters office has played a strong
coordinating and integrating role, bringing together individuals from all levels in the
development of department-wide standards, ensuring that bureau-specific stan-
dards meet departmental standards, advocating for strengthening of programs
based on best practices, and assisting bureaus in the design of their programs.

*All of DOI's standards can be found in Tab 12 of the Occupational Medicine Program
Handbook, available at http://elips.doi.gov/ELIPS/DocView.aspx?id=3478 (accessed January
22, 2014).

(Semler, 1997, p. 23). When applied to workforce health functions, this
perspective can help organizations achieve their goals for a healthy, safe,
and ultimately high-functioning and productive workforce. In its examina-
tion of the organizations discussed in this chapter and in Appendix E, the
committee identified four elements that are essential for successful integra-
tion of workforce health programs: leadership commitment to workforce
health, organizational alignment and coordination, functional alignment,
and information management. As further discussed in Chapter 4, these
four elements served as the organizing framework for the recommendations
presented in Chapters 5-8.
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Leadership Commitment to Workforce Health

Creating a common core culture focused on health and safety (discussed
in the next section) has been key to the success of many of the programs
examined for this study. The creation of such a culture begins with a vi-
sion of a healthy, safe, and resilient workforce, put forth by organizational
leadership committed to achieving this vision and ultimately reaching down
to every employee in the organization (Cecchine et al., 2009). Leadership
commitment is crucial to the creation, expansion, and sustainability of
workforce health programs; without vocal and active leadership, such pro-
grams may not be viewed as a priority by management or the workforce
as a whole. For example, the successful workforce health program at the
Smithsonian Institution began in 2007, when then Secretary Lawrence
Small set a zero-injury goal for the organization, articulating the impor-
tance of safety to its leadership. In 2009, Secretary G. Wayne Clough in-
stitutionalized leadership’s commitment to workforce health by specifically
including related goals in the Smithsonian’s strategic plan for fiscal years
2010-2015.%27 Each year, Dr. Clough serves as the opening speaker at the
kickoff event for the Smithsonian’s National Safety Month (Duval, 2013),
thereby demonstrating visible commitment to the health of his employees.

In addition to providing support, leadership involvement in the cre-
ation, implementation, and improvement of programs and policies related
to employee health and safety can be invaluable to building a lasting
program with significant impact. This point is demonstrated by P&G,
which recognized the importance of creating a health and wellness pro-
gram (Vibrant Living) that was integrated with the rest of the organization
(Christensen, 2013). Key leaders from human resources, manufacturing,
and research and development, as well as regional officers, were involved
during every step of the program design, fostering not only leadership buy-
in but also ownership of the program and its goals. Leadership commit-
ment and involvement do not begin and end with top-tier leadership. For
example, Vibrant Living, whose vision for the workforce is “the healthiest,
most engaged people in the world,” continues to engage leadership at all
levels through its steering team, whose members include both functional
(medical, human resources, manufacturing, research and development) and
regional business leaders.

Finally, creating avenues for communication is critical. As discussed
above, communication with leaders at all levels helped foster a sense of own-
ership in P& G’s health and wellness program from the start. Organizations

27The strategic plan includes an objective to “attract, maintain, and optimize a productive,
motivated, and creative workforce,” with one of the strategies for meeting this goal being to
“encourage and maintain an organizational culture that embraces safety, health, and wellness”
(Smithsonian Institution, 2010, p. 20).
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can spend much time and effort on creating and implementing a program,
but even the best programs are worth little if employees do not participate.
P& G is working to brand its health programs globally with inviting names,
such as Vibrant Living, that encourage their utilization (Christensen, 2013).
Similarly, Superior Energy communicates its commitment to employee
health through both words and actions, constantly promoting its wellness
program, offering time allowances for health-related activities, and cre-
ating an incentive program. As a result, the company has seen a strong and
growing interest in its wellness program in recent years (Minson, 2013).

Organizational Alignment and Coordination

All of the organizations the committee examined took steps to ensure
coordination of essential workforce health protection functions, although
the approaches taken to these ends varied. The Smithsonian Institution,
the Department of the Interior, and Johns Hopkins all combined workforce
health protection functions into a single reporting structure, while other
organizations, such as NASA, P& G, and J&], housed functions in separate
reporting structures and instituted measures to ensure alignment through
systematic communication and coordination.

Successfully integrated programs provide avenues for ensuring ap-
propriate communication and coordination. Communication is especially
critical in organizations where the workforce health functions are not or-
ganizationally aligned into a single reporting structure. For example, while
the P& G Global Medical program is located within human resources, the
industrial hygiene, safety, and environment program is housed separately
under manufacturing; however, systems are in place to ensure timely infor-
mation sharing between the two and coordination as necessary (Christensen,
2013). J&J is similarly organized and created the Environmental Health
and Safety Leadership Council to bring Global Health and occupational
safety and health leadership together to address high-level issues related to
the creation of organizational policies and standards. Similar teams operate
at the business unit level, bringing together occupational health physicians
and/or nurses; site safety managers; and wellness, employee assistance, and
industrial hygiene professionals (Isaac, 2013).

Functional Alignment

Standards and global policies are necessary in decentralized organi-
zations to ensure that operational units are meeting established require-
ments for workforce health throughout the organization (Isaac, 2013). It
is also critical for organizations, especially those that are decentralized, to
monitor their components’ adherence to such standards. J&]J currently has
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27 global standards, 2 of which are related directly to employee health and
3 to safety. It also has created globally harmonized procedures, such as
tobacco-free sites, wellness programs, occupational health programs, and
an employee assistance program, to ensure that its operating companies can
meet these standards. Auditing processes, such as the Management Action
and Assessment Review System, help ensure that standards are being met
and identify areas for improvement within business units. Sites are required
to conduct an annual self-assessment against J&]J standards, with a joint
assessment being performed by Global Health Services every 3 years.

Through its global framework, P&G has instituted an employee health
and wellness policy designed to ensure that all of its employees will have ac-
cess to occupational health services locally, wherever they are located, either
directly through P&G clinics or through a contracted provider (Christensen,
2013). Consistent standards, procedures, and training exist across all P& G
subsidiaries and worksites. From evidence-based standards of practice built
on guidance from best-in-class global health organizations, P&G has cre-
ated 20 health-related standards spanning six domains. P&G uses an audit
tool to ensure that its sites are meeting its standards and a global medical
scorecard to track outcomes, allowing for measures of overall organiza-
tional health and return on investment.

It is important to note that the establishment of overarching standards
does not necessarily imply a heavy-handed approach from the top with
respect to how component organizations and worksites implement pro-
grams to meet the standards. For example, the Department of the Interior
provided standards and guidance to its eight component bureaus but, in
so doing, recognized the wide variety of their responsibilities and missions.
Therefore, program implementation is left to each bureau, with broad lati-
tude in how the standards are met.

Information Management

Consistent with findings from previous studies (Cecchine et al., 2009;
IOM, 2005), information management has been critical to the success of
the integrated employee health programs examined by the committee. The
development of any new program should be based on organizational needs,
as determined by metric-based assessments, so that programs and interven-
tions can be appropriately designed and targeted. This process may entail
collecting health risk data through voluntary health risk assessments, as was
done prior to the development of intervention strategies at the Smithsonian
Institution (Duval, 2013). For an operational workforce, data on patient
encounters in the field may be needed to guide agency medical programs—
an approach taken by the National Park Service to address injury preven-
tion and risk management activities (Ross, 2013).
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Once a program is in place, measurement and evaluation, discussed
earlier, helps ensure program effectiveness and drive continuous improve-
ment. Continuous improvement processes across large, decentralized orga-
nizations require standardized metrics and data collection tools. J&]J has
developed several metrics and tools for evaluating program effectiveness.
The Global Health Assessment Tool, for example, enables tracking whether
business units are meeting program goals and objectives (Isaac, 2013).
In 2012, J&] instituted the Occupational Health Index, which examines
compliance, quality, satisfaction, and efficiencies on a quarterly and annual
basis (Isaac, 2013). J&]J currently is developing the Health and Productivity
Index, which combines health, productivity, well-being, and “culture of
health” and program sustainability measures. Upon implementation, it will
generate a scorecard allowing for benchmarking against other companies
and correlations with business and financial value (Isaac, 2013).

Although necessary, metrics and data collection tools are not sufficient
to support a comprehensive measurement and evaluation framework. Given
the multidisciplinary nature of workforce health protection programs and
the complexity of the data that must be integrated to inform decision
making, information management systems designed for interoperability
are needed to drive coordination among functions and ultimately provide
a means for managing and integrating organizational knowledge. For ex-
ample, the National Park Service’s electronic patient care record allows
for system-wide epidemiological surveillance and real-time communication
with other entities (e.g., public health, risk management) (Ross, 2013). The
Smithsonian, by combining its workers’ compensation and injury reporting
forms into a single automated system, enabled the immediate sharing of
information between human resources and safety components. This system
has facilitated case management, allowing for early involvement of nurse
case managers in potential workers’ compensation cases (Duval, 2013).
Prior to implementation of this system, more than 7 months may have been
required for full injury/illness reports to reach the medical office. Similarly,
at the Johns Hopkins Institution, an integrated workers’ compensation
claims management system promoting a collaborative approach among
safety professionals, adjusters, and medical and nursing professionals re-
sulted in a 73 percent reduction in lost time claims over a 10-year period
(Bernacki and Tsai, 2003).

A Common Core Culture Dedicated to Health

Ultimately, the commitment to workforce health must be ingrained
throughout an organization, from high-level leadership to the frontline
workforce. The four requirements for successful integrated employee health
programs outlined in the preceding section—leadership commitment to
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BOX 3-7
Case Study:
Creating a Culture of Health at Johnson & Johnson (J&J)

J&J has long recognized the importance of protecting its employees’ health,
first installing an employee health clinic and gym at its original facility in 1886.
As the company has grown and become increasingly decentralized—currently
operating more than 275 companies in 60 countries with approximately 128,700
employees (J&J, 2013)—its focus on ensuring employee health has remained. In
1995, J&J began to centralize health services in its U.S.-based companies, bring-
ing employee health, wellness, occupational medicine, disability management,
benefit plan design, and employee assistance activities under a single umbrella:
the J&J Health and Wellness Program (Isaac, 2013; Ozminkowski et al., 2002).
Realizing success with this model, J&J currently is working to centralize global
health services under the corporate umbrella as well (Isaac, 2013). J&J believes
such centralization will help the company reach its ultimate goal of reducing the
burden of disease and creating a competitive advantage.

J&J leadership understood that creation of programs was not enough to
ensure sustainable organizational change; it was necessary to change the way
workforce health is viewed throughout the organization, to create a “culture of
health” (Isaac, 2013). The first step was not simply to bring programs together,
but to integrate three primary functions:

1. protection: keeping people safe, ensuring compliance with required regu-
lations, and providing quality care to all employees;

2. prevention: keeping the well well and managing the ill and injured; and

3. performance: linking health-related processes and programs to overarch-
ing operational success.

Linking protection, prevention, and performance was the key, J&J believed,
to building a sustainable culture focused on the health and well-being of its work-
force, and therefore creating lasting change. To achieve such change, J&J’s health
strategy focused on five pillars—leadership commitment, enterprise programs,
policy and procedures, engagement and participation, and measurement and
outcomes—deemed essential to creation of such a culture:

e Leadership commitment: The importance of leadership to the estab-
lishment, integration, and maintenance of any long-term strategy cannot
be overstated. Senior leadership set goals for health programs, to be
pursued by all operational units. These goals, updated every 5 years, are
functionally integrated into the organization and evaluated as part of over-
all organizational performance through inclusion in the company’s annual
public report. However, the importance of leadership to creating a culture
does not begin and end with senior leadership, but relies on leaders at all
levels. Accordingly, J&J instituted mandatory 1-day training for senior and
high-potential leaders focused on demonstrating the importance of health
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not only to the individual but also to unit productivity and the company as
a whole. J&J also recruited middle managers to be “health champions”
on the ground, acting as “ambassadors to health” in the workplace.

e Enterprise programs: \Workforce health must be viewed coherently and
as part of the overall organizational strategic plan. To this end, J&J in-
tegrated service delivery with innovative solutions that focus on preven-
tion, behavior modification, and linkage to benefit design. The result was
a single system that brings together occupational health and disease
management, mental health and well-being, healthy lifestyle programs,
and health education and awareness programs. J&J’s integrated health
program takes a multimodal approach, providing face-to-face support
at the worksite or close to home, Web-based and telephonic tools and
resources, and environmental support, thus offering a choice of value-
added services that meet people where they are in the health continuum.

e Policy and procedures: Centralized policies and procedures that allow
for a standardized approach throughout the enterprise were deemed
integral to J&J’s program. J&J currently has 27 global standards, two of
which are directly related to health. Standardized procedures, or “toolkits,”
support worldwide program implementation. To ensure that operating
companies are maintaining these global standards, an auditing process
has been put in place. Each business unit must complete an annual self-
assessment, and Global Health Services visits each unit every 3 years
for a joint assessment.

* Engagement and participation: A program is valuable only if it is being
used. Program design at J&J is based on a variety of factors relating to
need, from employee input to medical surveillance data. Communication
strategies are developed to ensure that the workforce knows of their
availability. Utilization rates are tracked to determine the success of com-
munication strategies and to support decisions on which programs should
be expanded or terminated.

e Measurement and outcomes: Recognizing the importance of the final
result, J&J’s approach is to “measure outcomes, not effort.” To enable an
in-depth look at the effectiveness of its approach to workforce health, J&J
developed the Global Health Assessment Tool. Through this tool, each
unit completes an annual self-assessment of how it is meeting the goals
and objectives of J&J’s health programs. Based on this assessment,
each site receives an action plan, a recommendation, or a certification
of success in meeting each goal. In 2012, J&J instituted another ongo-
ing measurement tool, the Occupational Health Index, to examine on
a quarterly and annual basis compliance, quality, satisfaction, and ef-
ficiencies). Currently under development, the Health and Performance
Index combines health, productivity, well-being, and culture of health and
program sustainability measures, generating a scorecard that will allow
for benchmarking against other companies and correlations to business
and financial value.

continued
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BOX 3-7 Continued

The results of J&J’s integrated approach are encouraging. In an early study
examining the impact of the program on health care utilization and expenditures,
Ozminkowski and colleagues (2002) followed employees for up to 5 years prior
to program implementation and 4 years after. They found that the program had
resulted in fewer inpatient hospital days, mental health visits, and outpatient and
doctor’s office visits, yielding savings of approximately $224.66 in medical expen-
ditures per employee per year. An examination of trends over time demonstrated
substantial overall increases in savings in years 3 and 4 after implementation,
attributable primarily to fewer outpatient and doctor’s office visits and inpatient
days. A more recent study examining health care costs from 2002 to 2008 found
that J&J spent approximately $565 (in 2009 dollars) less per employee per year
on medical costs (inpatient, outpatient, and pharmaceutical) than 16 other similar
companies with and without health and wellness programs (Henke et al., 2011).
In the first quarter of 2013, 88 percent of occupational injuries and illnesses at
J&J were treated in house, enabling workers’ compensation claim costs for those
incidents to be avoided (Isaac, 2013). During this time, 20 recordable cases, 19
restricted-work-day cases, and 17 lost-work-day cases were avoided as a result
of case management, yielding a savings of nearly $1.4 million based on J&J’s
average salary.

workforce health, organizational alignment and coordination, functional
alignment, and information management—can help create a common core
culture dedicated to maintaining and improving employee health and safety
across an organization. Such a culture will unite a workforce in striving
toward a common goal: a safe, healthy, and resilient workforce that is
physically capable, mentally prepared, trained, equipped, and adequately
supported to achieve its mission. The case study in Box 3-7 describes how
a culture of health was achieved at J&]J through successful integration of
its health system and summarizes the measured impacts in terms of cost
savings.
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The Current State of Workforce
Health Protection at DHS

“Every DHS component and headquarters office has a noble and worthy
mission to protect the American public.”

—Thad Allen, Admiral, U.S. Coast Guard (Retired) (2012)

hether securing the nation’s borders, managing disasters, or pro-
; N- / tecting commerce and transportation systems, the component
agencies of the Department of Homeland Security (DHS) work in
a wide variety of ways to accomplish one ultimate mission: protecting the
homeland. As a result of differences in operational requirements, as well as
the fact that many of the agencies existed long before the creation of DHS,
approaches to ensuring workforce health also vary among the components.
Chapter 3 identifies the key functions of workforce health protection and
organizes them into a framework for ensuring the health of an operational
workforce. This chapter examines the current implementation of those
functions across DHS at both the headquarters and component levels, in-
cluding the degree of functional integration. Where sufficient information
was available to the committee, gaps and successful practices are identified.
The chapter concludes with an overarching analysis of opportunities to
strengthen the health infrastructure at DHS, which serve as the framework
for the committee’s recommendations in Chapters 5-8.

ENSURING MEDICAL READINESS

As described in Chapter 3, four interrelated occupational health func-
tions support medical readiness: injury and illness prevention, readiness
assessment, disability management, and health promotion. In the sec-
tions below, each of these functions is examined in turn—first at the DHS
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headquarters and then at the component level.! Measurement and evalua-
tion, as a foundational function in the committee’s workforce health pro-
tection framework, is examined in the context of each of the four medical
readiness functions.

Injury and Illness Prevention

Injury and illness prevention at DHS is executed primarily through
occupational safety and health programs, although health promotion and
fitness-for-duty activities also can help reduce occupational injuries and ill-
nesses. According to the Occupational Safety and Health Administration’s
(OSHAs) Safety and Health Program Management Guidelines,* elements
of an effective occupational safety and health program include management
commitment and employee involvement; processes for hazard identification,
prevention, and control; and safety and health training. In reviewing DHS’s
injury and illness prevention programs, the committee considered the rep-
resentation of these key elements.

Headquarters Level

As discussed in Chapter 2, DHS’s occupational safety and health pro-
gram currently is administered from within the Office of the Chief Human
Capital Officer (OCHCO), which is located within the Management Di-
rectorate. The Chief Human Capital Officer, as the Designated Agency
Safety and Health Official,> has responsibility for the program and is
tasked with overseeing the development of policies, instructions, stan-
dards, requirements, and metrics related to safety and health programs,
as well as with providing direction and advice on safety and health mat-
ters to DHS management (DHS, 2008b). The Designated Agency Safety
and Health Official should, according to Executive Order 12196 (1980),

IThe committee did not have an opportunity to speak with occupational health program
staff at the Secret Service, despite repeated requests (it did hear from a representative on the
agency’s operational medicine program). Consequently, little information on medical readiness
functions at the Secret Service was available for the committee to consider in its evaluation of
medical readiness at DHS. Information provided here on Secret Service programs was gathered
from publicly available documents and should not be viewed as a comprehensive description
of those programs.

2Title 29, part 1926, of the Code of Federal Regulations (29 CFR 1926), subpart C, Safety
and Health Program Management Guidelines.

3In accordance with DHS Management Directive 066-01 (see Appendix B), which estab-
lished authority for the DHS occupational safety and health program, these responsibilities
were originally delegated to the Chief Administrative Officer. However, the occupational safety
and health program has been detailed to OCHCO, with permanent transfer awaiting the pas-
sage of a federal operating budget.
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have “sufficient authority to represent the interest and support of the
agency head.”* The committee believes the Chief Human Capital Officer
has this authority. Nonetheless, given the significant safety and health chal-
lenges faced by DHS, the committee is concerned about the organizational
distance between the Chief Human Capital Officer and the Chief Medical
Officer (CMO), who shares responsibility for employee health, safety, and
medical programs and has the appropriate background to provide the stra-
tegic direction needed to advance workforce health at DHS. The committee
is concerned that, without an advocate for workforce health to advise the
Designated Agency Safety and Health Official, health, safety, and medical
programs will not receive the necessary focus and resources. The Chief
Human Capital Officer declined a request to speak with the committee
about DHS’s safety and health program,® so the committee was unable to
ask about her ability to provide the program with the focus and resources
befitting its importance.

The department-level occupational safety and health program is staffed
by two occupational safety and health managers (including the DHS Safety
Manager) and an industrial hygienist (Anderson, 2013). OCHCO provides
guidance for component programs through the DHS Safety and Health
Manual in accordance with the requirements set forth in Title 29, part
1960, of the Code of Federal Regulations (29 CFR 1960), Basic Program
Elements for Federal Occupational Safety and Health. Another responsi-
bility of the office is to ensure that DHS and its component agencies comply
with the standards set forth in the Occupational Safety and Health Act; to
this end, the office audits component programs annually. The office also
engages in injury and illness prevention activities, including risk mitiga-
tion, and participates in investigations of serious accidents with component
offices.

The role of the Office of Health Affairs (OHA) in the DHS occupa-
tional safety and health program generally is restricted to consulting on
policy development and participating in medical aspects of accident in-
vestigation, although OHA leads the department’s strategy for the use of
medical countermeasures (antibiotics and vaccines) to mitigate occupational
exposure to biological, chemical, and radiological threats (DHS, 2011).
OHA and OCHCO work together and with other DHS offices (e.g., the Of-
fice of Operations Coordination and Planning) as needed on this and other
cross-cutting issues, such as planning for pandemic influenza.

4Executive Order 12196, Occupational Safety and Health Programs for Federal Employees.

SThe DHS Safety Manager attended the committee’s first meeting as her designated represen-
tative and spoke with the committee about the division of responsibilities between OCHCO
and the Office of Health Affairs (OHA). In response to a committee request, the Chief Human
Capital Officer did submit a written statement describing her perspective on the committee’s
task.
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Component Level

As discussed in Chapter 1, injury and illness rates vary substantially
across DHS components, with Total Case Rates® ranging from 1.64 at the
Federal Emergency Management Agency (FEMA) to 9.44 at Customs and
Border Protection (CBP)” (OSHA, 2013). This variability reflects differences
in missions and work environments, but also in the robustness of safety and
health programs, as described below.

Management commitment and employee involvement Management com-
mitment to employee safety and health can be difficult to assess by any
one factor, but often can be inferred from employee engagement in safety
and health and overall program resourcing and performance (see Box 4-1).
One means by which management can demonstrate a commitment to safety
and health programs is through the establishment of clear policies. Some
components, such as the Transportation Security Administration (TSA),
have a stand-alone safety and health policy (TSA, 2009). Most have oc-
cupational safety and health manuals or handbooks containing both poli-
cies and procedures for, among other things, identification and control of
safety hazards, program evaluations and inspections, mishap reporting and
investigation, job safety analysis, training, medical surveillance, and infec-
tious disease control (DHS, 2010a; FEMA, 2013; ICE, 2011; TSA, 2010;
USCG, 2013).% Another means of demonstrating management commitment
is including safety and health outcomes in performance assessments for
managers and supervisors, as required by 29 CFR 1960. However, the com-
mittee noted that this requirement is not universally met across components

(McEachron, 2012).

6As noted in Chapter 1, Total Case Rate is a standardized measure of the incidence of oc-
cupational injuries and illnesses and represents the total number of workers’ compensation
claims submitted by an agency to the Department of Labor’s Office of Workers® Compensation
Programs per 100 employees (OSHA, 2013).

7The committee learned of and applauds recent CBP initiatives to reduce this notably high
injury and illness rate, which is among the highest in the federal government and has shown no
notable improvement in the past 5 years (Flinn, 2012). According to a headquarters safety and
health evaluation (Flinn, 2012), the bulk of CBP injuries are incurred by Border Patrol agents,
including a large number of relatively inexperienced agents, who operate on a daily basis under
hazardous conditions, particularly along the southwest border. To address its high case rates,
CBP conducted a study to determine leading root causes of injuries, is considering the imple-
mentation of physical ability standards, and recently launched a risk management program
based on the Department of Defense’s operational risk management process (Flinn, 2012).

8The committee was provided or able to obtain copies of the cited occupational safety and
health manuals. Manuals for CBP and the Secret Service were not provided to the committee
despite requests, and the U.S. Citizenship and Immigration Services (USCIS) does not have
its own manual.
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DHS employees participate in safety and health programs in several
ways. Many of the components train collateral-duty safety officers to con-
duct workplace inspections, typically in low- or medium-risk environments.
Additionally, several components, including CBP, FEMA, Immigration and
Customs Enforcement (ICE), and TSA, reported to the committee that em-
ployees can participate in local/worksite safety and health committees or
teams, which include a mix of management and nonmanagement employees
and may include labor representatives as well. Such committees are effective
at improving workplace safety because their members operate on the front
lines and therefore are most familiar with the hazards involved.

Hazard identification, prevention, and control Processes for proactive
hazard identification are fairly similar across DHS, although their imple-
mentation varies. This requirement is met primarily through regular safety
and health inspections and job hazard analyses, which focus on hazards
associated with the workplace and job processes, respectively. Most com-
ponents have established procedures for job hazard analyses (also called job
safety analyses), which are used to identify hazard prevention and control
strategies (e.g., requirements for personal protective equipment). However,
it was often unclear to the committee how the decision to conduct a job
hazard analysis is made. Worksite inspections generally are conducted at
least annually, and more frequently at some sites in accordance with risk
estimates. Some components, such as the National Protection and Pro-
grams Directorate (NPPD), rely heavily on collateral-duty safety officers
for inspections, while others, such as TSA and CBP, have numerous safety
professionals embedded in field sites across the United States, in addition
to collateral-duty safety officers who inspect their assigned areas on a more
regular basis. As with the safety and health committees, embedded safety
and health professionals are familiar with operating conditions and know
local management, providing opportunities for improved hazard identifica-
tion and mitigation and risk communication. In an example of good inter-
agency collaboration, U.S. Citizenship and Immigration Services (USCIS),
which lacks its own safety and health professionals, uses an interagency
agreement to allow collocated (or nearby) CBP safety professionals to con-
duct annual inspections at USCIS offices. This type of arrangement may be
beneficial for other DHS components that lack or have insufficient internal
safety and health staff.

Incident reporting methods and risk communication strategies are im-
portant elements of hazard identification, prevention, and control processes.
Rapid incident reporting can help ensure timely and appropriate medical
evaluation and treatment for affected individuals, and also allows causes
of an incident to be addressed more rapidly, thereby preventing additional
incidents. Several components noted to the committee that hotlines are
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BOX 4-1
Examples of Safety and Health Performance
Through Management Commitment at the
Department of Homeland Security

Transportation Security Administration (TSA)

TSA was established in 2001 but did not develop an occupational safety and
health program until 2 years later. In 20083, the agency’s Total Case Rate (based
on data from the Office of Workers’ Compensation Programs) was 23.3 per 100
workers—more than six times the government-wide average (Segraves, 2013).
Since then, TSA has been working aggressively to reduce injury and illness rates
through a robust occupational safety and health program that works closely with
TSA'’s workers’ compensation program. In 2012, TSA’s Total Case Rate was 4.5,
representing an 81 percent decrease relative to 2005 levels (Segraves, 2013).
These reductions were accomplished through

o the development and implementation of policy and training programs
designed to create a culture of safety;

e assignment of Designated Occupational Safety and Health Officials at all
major airports (155 total) to plan, implement, and manage airport-level
health and safety programs;

e designation and training of more than 300 collateral-duty safety officers
to conduct informal inspections using TSA-developed checklists;

o the development of intra-agency Optimization, Safety, and Hazard Miti-
gation Integrated Product Teams (with members representing safety and
health, workers’ compensation, and security operations, along with per-
sonnel who develop standard operating procedures);

e baseline hazard analysis of all TSA-occupied facilities;

available for incident reporting. In some cases, the lines are only for serious
incidents (e.g., involving a fatality); by contrast, TSA requires reporting of
all injuries and illnesses through its hotline by the end of the shift in which
an incident occurred. TSA’s safety and health office reviews reported cases
on a daily basis, making it possible to identify trends quickly and provide
guidance to field sites when needed.

Once hazards have been identified, effective methods for risk commu-
nication can reduce their impact. Strategies for risk communication vary
across DHS, encompassing printed notices, digital media (e.g., podcasts),
and interpersonal communications. In a notable example of the latter,
safety issues are shared at CBP during meetings of collateral-duty safety
officers, facilitating risk communication (Flinn, 2012). This approach also
enables sharing of best practices, which is particularly useful given the high
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e targeting of mitigation efforts to airports making significant contributions
to overall case numbers or exceeding benchmark levels for that fiscal
year;

e aggressive injury and illness reduction targets (currently an 8 percent
annual reduction, twice the level set by the President’s Protecting Our
Workers and Ensuring Reemployment [POWER] initiative);

e reporting of all incidents through a dedicated hotline and a requirement
to initiate investigation of an incident within 24 hours; and

e implementation of a Safety Information System, which tracks data on
recordable incidents and workers’ compensation claims, reports of unsafe
conditions and corrective actions, hazard assessments (including job
hazard analyses and inspection results), safety and health risk analyses,
and limited-duty assignments.

U.S. Coast Guard

Between 2003 and 2011, the Coast Guard achieved a 47 percent decrease
in its Total Case Rate. The Coast Guard attributes this steady decline to proac-
tive safety programs supported by engaged leaders who actively communicate
the critical importance of safety programs. Other contributing factors include an
emphasis on training and operational risk management practices, along with per-
sonnel outreach efforts (USCG, 2011c). Operational risk management is being
used to integrate occupational safety and health with operations. Using a systems
approach, the Coast Guard is leveraging multiple hazard assessment programs,
along with a safety climate assessment, to identify deficiencies that represent
threats to employee safety or interfere with readiness and mission execution
(USCG, 2011b). Hazard inventories are compiled and used during mission plan-
ning to identify hazards that may be encountered during a mission and potential
mitigation strategies. The ultimate goal is to have a hazard inventory for every
Coast Guard mission and/or task (USCG, 2011b).

turnover of collateral-duty safety officers (Rupard, 2013), and provides a
way to augment more formal training. CBP safety and health specialists also
provide quarterly briefings to field managers, directors of field operations,
sector chiefs, and senior leaders at headquarters to ensure high-level aware-
ness of injury and illness trends and progress (CBP, 2013Db).

Other common elements of component occupational safety and health
programs include medical surveillance, industrial hygiene, ergonomics, and
immunization services. With the exception of the Coast Guard, components
generally outsource these functions to a private vendor or to Federal Oc-
cupational Health.

Training and education Executive Order 12196 on federal occupational
safety and health programs requires agencies to provide safety and health
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training, at a minimum to supervisory employees, employees responsible for
conducting occupational safety and health inspections, and all members of
occupational safety and health committees. Some general training courses
(e.g., those for collateral-duty safety officers) are offered at the headquarters
level, but most components have developed their own courses tailored to
their needs and challenges. Organizations external to DHS also can be good
sources for component-tailored training and education. For example, CBP
recently sent sector-level program managers to a National Safety Council
training; managers returned with action plans for their specific sectors that
were developed during the course (Flinn, 2012).

Measurement and Evaluation

Only a few occupational safety and health metrics are collected at the
headquarters level; these are primarily those required by OSHA—Total
Case Rate and Lost Time Case Rate (defined in Chapter 1). DHS’s occupa-
tional safety and health office also has developed a relative program rating
based on the five-point scale used for assessments during annual occupa-
tional safety and health program reviews (Anderson, 2013). Currently, case
rate data are submitted to headquarters annually; in the future, however,
according to the DHS Safety Manager, the data will be collected quarterly
and posted on a DHS dashboard for trend analysis and reporting to leader-
ship (Anderson, 2013). Other occupational safety and health data available
to headquarters include metrics collected through the President’s Protecting
Our Workers and Ensuring Reemployment (POWER) initiative. POWER
goal data are analyzed and posted quarterly online by the Department of
Labor’s Office of Workers’ Compensation Programs (OWCP).

The absence of common core metrics (collected by all components)
and a DHS-wide safety information reporting and record-keeping system
precludes more granular data analysis at the headquarters level (Anderson,
2013). Besides case rate data, only serious accidents that require immediate
reporting to OSHA (a fatality, a hospitalization, three or more people in-
jured during the same event, or serious property damage) are reported to
headquarters. All other incident data remain at the component level.

DHS component agencies also have noted that inadequate informa-
tion systems impede not only trend analysis and program evaluation but
also preventive activities such as tracking of hazard abatement. FEMA has
requested a management information system on several occasions, but the
request has not yet been approved (McEachron, 2012)—this despite the
fact that management information systems are a federal agency requirement
under Executive Order 12196. With its Safety Information System, TSA has
been able to conduct detailed analyses of its safety data to identify airports
making the most significant contribution to its overall incident rate (see
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Box 4-1). This system also has enabled targeting of mitigation strategies to
those sites where the greatest impact can be achieved (Segraves, 2013). The
Federal Air Marshal Service (FAMS) within TSA also conducts this kind
of “market share” analysis using workers’ compensation and incident data

to identify and target field offices contributing most to the overall agency
burden (FAMS, 2013Db).

Readiness Assessment

Readiness assessment provides operational commanders and DHS lead-
ership (at both the headquarters and component levels) with information on
the medical readiness of the workforce to carry out its missions. Readiness
to perform a mission has two aspects—the fitness of individuals (physical
and mental) to perform the essential functions of their position,” and the
absence of injuries and illnesses that would interfere with that capability.
Both must be evaluated during readiness assessment. With the exception
of the Coast Guard, clearly defined requirements for readiness generally
are lacking at DHS, although, as discussed below, many components use
fitness-for-duty evaluations to assess whether individuals can perform their
essential job tasks.

Headquarters Level

The Delegation to the Assistant Secretary for Health Affairs and Chief
Medical Officer assigns oversight responsibility for mission readiness func-
tions, including preplacement evaluations, medical standards, fitness-for-
duty examinations, health screening and monitoring, deployment physicals,
and medical exam protocols, to the CMO. Notably absent from policies
and standards promulgated by OHA, however, are guidance and standards
related to medical readiness. OCHCO shares responsibility for fitness-
for-duty processes and medical standards. OHA’s Occupational Health
Branch Chief told the committee that OHA is serving in an advisory role
to OCHCO, which makes the decisions on implementation of medical
standards (Hope, 2013a).

OHA initiated an effort to develop a common medical standard for
1811 series law enforcement officers across DHS.!? A job task analysis
was outsourced and a concurrence process initiated to elicit component
approval for the vendor recommendations, but, for reasons not clear to
the committee, the process was stalled during review in OCHCO (Hope,

9Defined in Chapter 3 of this report.
10The 1811 series is the Office of Personnel Management job series for criminal investigators
in the federal government.
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2013a). Since that time, senior medical advisors have come on board in
multiple component agencies, and OHA is leveraging its relationship with
these medical officers to elicit buy-in from the components in the develop-
ment of more consistent fitness-for-duty practices.

Component Level

The committee observed significant variability in the process by which
components determine whether applicants and employees can carry out
their essential job functions, even for positions with similar functions (e.g.,
criminal investigators). In reviewing these processes, the committee exam-
ined whether components had instituted medical and/or physical capability
standards and reviewed components’ procedures for conducting fitness-for-
duty evaluations and adjudicating cases. Where appropriate, fitness-for-
deployment processes also were reviewed.

Medical and physical standards Although the committee was not given the
opportunity to review them, several components—including CBP, FAMS,
the Secret Service, and the Coast Guard—reported that they have imple-
mented medical and/or physical ability standards for law enforcement and
other security- and safety-sensitive positions (e.g., mechanics, firefighters).
At CBP, for example, fewer than 2 percent of weapon carriers are in posi-
tions lacking job-specific medical standards, and for those positions, an
existing medical standard is being applied according to the physical re-
quirements of the position and the essential job duties documented in the
position description (CBP, 2013a). A “Use of Force” study is anticipated,
which will establish a baseline medical standard for this small population
of weapon carriers as an alternative to establishing standards for each posi-
tion individually. The committee views the development of this standard as
a possible function for OHA, so that any such standard could be applied
across DHS. The development of a baseline standard, however, would re-
quire close collaboration with the components that would be applying it to
members of their workforce.

Some positions at DHS must meet externally regulated standards. For
example, CBP’s Air Interdiction Agents must meet medical examination
requirements of the Federal Aviation Administration (CBP, 2013a). Like-
wise, all active-duty and reserve personnel!! in the Coast Guard must meet

1Regarding Coast Guard civilian personnel, preemployment, periodic, and postemployment
occupational medical exams and screenings may be necessary for positions that are “ardu-
ous, hazardous, or require a specific level of fitness to protect personal and public safety or
to ensure security is not compromised,” including civilian law enforcement personnel (USCG,
2011d). A template medical examination record is provided in Commandant Instruction
M12792.3A, Civilian Employee Health Care and Occupational Health Program; with the
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Department of Defense (DoD) Medical Standards for Appointment, Enlist-
ment and Induction in the Armed Forces, although additional standards
have been established for positions entailing unique risks, such as aviation
personnel and divers (USCG, 2011a).

FAMS reported that, in addition to medical standards resulting from
a job task analysis conducted in the 2005-2006 time frame, Supplemental
Medical Officer Guidelines have been developed and are maintained to
facilitate consistent interpretation and application of the standards. The
guidelines serve as “the historical repository of process changes based upon
advances in medical science, evolution in the medical clearance process and
clarification of the [standards]” (FAMS, 2013d). No other components re-
ported using this kind of “living document” approach, although it would
appear to be a useful way to ensure that standards do not become obsolete
and are applied consistently.

TSA, ICE, and FEMA all indicated that they are in the process of
developing medical standards for safety- and security-sensitive positions.
Medical standards for transportation security officers are required by the
Aviation Transportation Security Act.!? Although not yet implemented, the
standards have been developed based on the results of an outsourced job
task analysis and are awaiting approval. ICE and FEMA also have begun
the process of conducting job task analyses for law enforcement officer
positions and incident management assistance team members, respectively
(ICE, 2013; Macintyre, 2013). The committee noted that job task analyses
are, as a rule, outsourced at DHS, but there appears to be no standardized
process by which those analyses are performed (e.g., from what sources
input is solicited [unions, human resources, OHA], what factors are con-
sidered, or how acceptable levels of risk are determined).

Several components have instituted physical ability or fitness!s re-
quirements for applicants and, in some cases, recurring evaluations for
employees.!# Physical requirements are not always linked to a component’s

13

exception of firefighters, however, it is unclear whether documented medical standards are in
place for some or all of these positions to serve as a benchmark.

12Aviation and Transportation Security Act (ATSA), Public Law 107-71, November 19,
2001.

I3Physical fitness and physical ability (or performance) requirements are not always synony-
mous. Physical fitness requirements, such as timed runs and bench presses, may be general in
nature, whereas physical ability requirements are specific to required job tasks (e.g., the ability
to “hold a seven pound shotgun firmly to shoulder and have sufficient hand strength to be able
to operate the slide action properly”) (FLETC, 2011).

14 Assessments of physical fitness and physical ability also are conducted by the Federal Law
Enforcement Training Center in the context of training programs in which DHS law enforce-
ment officers may be required to participate on a recurring basis. Students are required to fill
out self-assessments for course-specific physical performance requirements and, if applicable,
to submit medical documentation on any conditions that impede their ability to participate
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medical standards. At FAMS, for example, air marshals must participate in
quarterly physical fitness tests, but the physical fitness program is housed
in the training department, separate from the FAMS Medical Programs
Division. Although participation is mandatory, there is no pass/fail cutoff.

Fitness-for-duty evaluation The committee noted significant variability in
the implementation of fitness-for-duty evaluations for readiness assessment.
Only the Coast Guard, FAMS, and the Secret Service conduct periodic
evaluations; in other components, fitness-for-duty evaluations are requested
only when indicated by concerns regarding an employee’s job performance
or prior to return to duty (i.e., following an injury or illness). The Federal
Protective Service recently suspended periodic medical evaluations of law
enforcement officers, which had been opposed by union representatives
because of concerns regarding mishandling of personal medical information
and insufficient linkage to the ability to carry out essential job functions
(Wright, 2013). The committee is unaware of any component other than
the Coast Guard conducting exit health evaluations prior to separation.

At DHS, employing agencies determine who can conduct preplacement
and employee fitness-for-duty evaluations (i.e., applicants and employees
cannot choose their own medical examiner). These evaluations often are
outsourced, either to Federal Occupational Health or to a private vendor.
For example, CBP’s Minneapolis Hiring Center arranges for all CBP can-
didates to undergo a medical examination from a single contract vendor—
Comprehensive Health Services—which provides clinics, medical review
officers, and specialty physicians (e.g., ophthalmologists). Use of a single
vendor for all examinations helps ensure consistency in the process. Some
agencies, such as the Coast Guard and FAMS, have sufficient numbers of
physicians and occupational health nurses on staff to conduct some evalu-
ations internally. FAMS has found that bringing this function in house can
be cost-effective (FAMS, 2013a).

In the absence of documented medical standards, medical information
may still be requested prior to employment or in the context of fitness-for-
duty evaluations for employees. For example, applicants for some ICE posi-
tions are required to submit to a medical examination prior to mandatory
physical fitness testing that is part of the application process. The exam-
ining physician determines whether it is safe for the applicant to take the
fitness test. For applicants with medical conditions that might affect their
ability to complete the fitness test, documentation regarding the condition
must be brought to the medical examiner.

in training. However, it is unclear what response is generated at employing agencies when
students do not meet fitness or physical performance requirements.
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Adjudication and waivers Although most components outsource fitness-
for-duty evaluations, some, such as FAMS, conduct their own reviews of the
resulting medical information, whereas others rely on contracted medical
review officers. At CBP, for example, in-house nurses evaluate all exam
results and information submitted by personal physicians but refer com-
plex cases to a contracted medical review officer for an additional medical
opinion. CBP also utilizes a waiver review board consisting of field agents
or officers and general counsel to evaluate the ability of a candidate to
perform essential job tasks despite failing to meet medical standards. Such
boards often are used to make determinations regarding employment for
candidates and/or employees after considering recommendations provided
by medical personnel. The Coast Guard and Secret Service also use medical
evaluation or medical review boards to determine whether an individual
can perform essential job functions, with or without reasonable accommo-
dation (Secret Service, 2012; USCG, 2011a). As discussed in Chapter 3, a
waivering process is required by 5 CFR 339. ICE reported to the committee
that it is currently in the process of developing a waiver program.

Fitness-for-deployment evaluation Fitness-for-deployment evaluation is
one area in which the committee observed notable gaps at DHS. Only
the Coast Guard has a clear and robust process for pre- and postdeploy-
ment health evaluation, although these processes are specific to military
personnel. The committee was told that the Coast Guard is working on
deployment health requirements for deploying civilians, and that these
requirements may be applicable to other DHS components (Dollymore,
2013). Given its extensive experience with such evaluations, the Coast
Guard represents a valuable resource in this area that could be tapped by
other components.

At ICE, fitness for deployment is handled on a case-by-case basis if an
employee brings a medical concern to the supervisor’s attention. FEMA has
been working on a pre- and postdeployment readiness evaluation (Crarey,
2013) for FEMA employees, as well as for DHS Surge Capacity Force
volunteers.! When a Surge Capacity Force was deployed to the Hurricane
Sandy disaster site in 2012, no predeployment medical readiness evalua-
tions were performed (Leffer, 2013).

1SEmployees across DHS who want to help when the need is greatest can volunteer to staff
a DHS Surge Capacity Force, which can be deployed during a disaster. More than 1,100 DHS
employees were deployed during Hurricane Sandy.
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Measurement and Evaluation

As described above, several components evaluate the fitness for duty
of individual employees or candidates; however, the committee heard from
only one component that tracks the readiness of its workforce. The Coast
Guard requires all active-duty/reserve personnel to maintain readiness to
deploy and aligns with DoD in its definition of individual medical readi-
ness (DoD, 2013), which encompasses six required elements: (1) an annual
periodic health assessment; (2) an annual dental screening with acceptable
classification status; (3) current on readiness immunizations; (4) in pos-
session of medical equipment (e.g., gas mask insert, eyeglasses if needed);
(5) completed medical readiness lab tests (e.g., HIV, blood type, tubercu-
losis [TB] test, pregnancy test for women, DNA specimen); and (6) having
no deployment-limiting conditions (pregnancy or less than 6 weeks post-
partum, dental class 3 or 4, injury/illness requiring at least 6 months’ tem-
porary limited-duty assignment). The periodic health assessment consists of

a health risk assessment;
clinical preventive services (e.g., vaccinations);

e Occupational Medical Surveillance and Evaluation Program review
and update;

e individual medical readiness review and update; and

e problem-based examination for determination of duty status.

At the individual level, status for each of the readiness requirements is
recorded. This information is then aggregated to determine the proportion
of the Coast Guard workforce meeting each readiness requirement and
all requirements. Workforce readiness information currently is tracked in
the Coast Guard Medical Readiness Reporting System. However, future
readiness tracking will be conducted through the Coast Guard’s Integrated
Health Information System.

To the committee’s knowledge, no other DHS components have defined
the requirements for readiness. Without defined requirements, workforce
readiness cannot be tracked.

Disability Management

The POWER initiative has drawn attention to the need to improve
return-to-work rates at DHS and across the federal government. The
number of lost production days (i.e., work days lost because of workplace
injury or illness per 100 full-time employees) at DHS is more than double
the government-wide average (89.4 versus 35.8) (OWCP, 2013). Since in-
jured law enforcement officers often must receive medical clearance before
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returning to duty, it is expected that lost production days may be higher for
agencies with large law enforcement populations (Tritz, 2013). However,
lost production days at DHS still far exceed those for the Department of
Justice (64.6) and the Department of the Interior (46.8), both of which have
substantial law enforcement populations (OWCP, 2013). These data indi-
cate that more timely return to work through early intervention programs
is an area for improvement at DHS. Not only do such efforts return em-
ployees to their livelihoods, but they also represent significant opportunities
to achieve cost savings for DHS with respect to both continuation-of-pay!®
and annual workers’ compensation chargeback costs.

Headquarters Level

Although return to work is specifically identified in Delegation #5001
(DHS, 2008a) as an area for which the DHS CMO has oversight respon-
sibility, the committee learned that OHA’s role in this area currently is
limited to medical consultation on an as-needed basis. Return to work/case
management also was included in the 2009 memorandum of understanding
(MOU) between OHA and the occupational safety and health program of-
fice as a lead program area for OHA (see Appendix B). However, the DHS
Safety Manager informed the committee that the primary responsibility
for medical case management at DHS headquarters lies with the workers’
compensation program manager and policy advisor, located in OCHCO,
and that the program will be removed from future revisions of the MOU.!”

According to the DHS workers’ compensation program manager and
policy advisor, workers’ compensation and disability management currently
are decentralized at DHS, with 14 workers’ compensation heads within
components running individual programs (Myers, 2013). At the department
level, the role of the workers’ compensation program manager and policy
advisor is to work with the components, providing support on national-
level issues that may have cross-cutting effects. In response to the POWER
initiative, however, DHS is moving toward a more centralized approach to
disability management by establishing a blanket purchase agreement for
contracted medical case management services (Myers, 2013). DHS com-
ponents will have the option of buying into the program and establishing
component-specific task orders, which will be managed by component

16 As discussed in Chapter 3, the first 45 days after a claim is filed is termed the continuation-
of-pay period. During this period, the employing agency continues to pay the injured/ill
employee’s salary. After 45 days, OWCP takes over salary payments and then bills the agency
annually (chargeback costs). Separate funds are used to cover these two sets of costs.

17E-mail communication, K. Anderson, DHS OCHCO, to A. Downey, Institute of Medicine,
regarding proposed changes to OHA-Office of the Chief Administrative Officer Memorandum
of Understanding, March 7, 2013.
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workers’ compensation managers. According to the performance work
statement, the vendor will provide, implement, and maintain a full range
of medical case management services, including certified/licensed registered
nurses to act as medical case managers, a licensed medical review physician,
a round-the-clock toll-free injury reporting hotline, injury care support
services, support for new and historical workers” compensation cases, and
an enabling information technology solution. The program is expected to
begin operating in 2014. The committee was not informed of the number
of components that plan to utilize this service, although the CBP workers’
compensation program manager indicated that CBP’s Commissioner has
authorized participation (Masterson, 2013).

Although this program facilitates a proactive approach to cost con-
tainment for return to work and workers’ compensation, the committee
was concerned to note that this turnkey solution, as currently managed, is
altogether disconnected from the internal medical infrastructure at DHS.
OHA has not been involved in the development of the blanket purchase
agreement,'® and it is unclear how component-level medical authorities
will oversee task orders, despite the fact that several components now have
medical personnel who can serve as medical reviewing physicians. Nor is
there any apparent link to the DHS safety program functions. Although a
hotline will be supplied for reporting purposes, it is unclear whether the first
report-of-injury calls will be shared with component safety offices.

Component Level

The committee heard from only three components—CBP, TSA, and
FAMS——regarding their disability management programs. Successful initia-
tives of these three agencies are highlighted below, but with such limited
information, the committee was unable to draw conclusions about this
capability across DHS as a whole.

As discussed in Chapter 3, OWCP assigns field nurses to manage
workers’ compensation claims and to facilitate return to work. However,
OWCP nurse case managers are not assigned until a claim has been ac-
cepted, which may be more than 45 days after the injury or illness is first
reported. Since early intervention is known to improve return-to-work
outcomes, two DHS agencies have implemented programs to initiate case
management prior to assignment of OWCP field nurses. The two different
models for component-level case management are described below; both
have demonstrated success in improving return-to-work outcomes and
achieving cost savings.

18E-mail communication, I. Hope, DHS OHA, to A. Downey, Institute of Medicine, regard-
ing DHS medical case management program, August 12, 2013.
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Case 1: A contracted nurse case management program In 2005, TSA
initiated a pilot nurse case management program focused on bringing best
practices of private industry to the agency. The program included the cre-
ation of a round-the-clock hotline, a focus on early intervention, ongoing
case management to facilitate care and return to work, and the provision of
limited-duty (also called light-duty) opportunities (Mitchell, 2013). When
an injury or illness occurs, a contracted nurse case manager is assigned to
the employee and initiates contact within 24 hours of the incident to offer
support and assistance. Through ongoing contact, the nurse monitors the
employee’s medical condition to ensure quality medical care that facilitates
medical progress and return to duty. Once implemented, the program de-
creased the average continuation-of-pay absence from 45 days to 12 days
and reduced continuation-of-pay costs by more than 80 percent. In 2009,
TSA was awarded the Theodore Roosevelt Workers’ Compensation and
Disability Management Award for its work on reducing the cost of injuries
incurred by employees while on the job (Mitchell, 2013). The program also
was identified as a return-to-work best practice in a study conducted for
OWCP by EconSys (Steinberg, 2012).

Case 2: An in-house nurse case management program FAMS, although a
subcomponent of TSA, handles medical case management through its own
in-house nurse case management program. FAMS nurse case managers are
notified within 24 hours of a workplace injury and are available by phone
around the clock to advise employees on medical follow-up (e.g., provide
referrals) and suitability for airline travel (flight status). Nurse case man-
agers then follow up with treating physicians to facilitate return to work.
Currently, four nurse case managers provide 100 percent proactive man-
agement of claims, from initiation to resolution (Lewandowski and Weeks,
2013). A key aspect of the program is that the in-house case managers, who
also review fitness-for-duty evaluations, are intimately familiar with FAMS
job requirements and medical standards, and therefore can also facilitate
parallel medical clearance processes. This dual role has prevented unsafe
return to full duty for individuals cleared by OWCP (FAMS, 2013e). To
avoid breaks in pay for those cleared by OWCP, FAMS nurse managers try
to find them light-duty positions until medical clearance for return to full
duty can be granted. FAMS medical staff also work with employees who
become injured or ill outside of work to facilitate return to work for those
who are removed from flight status (Lewandowski and Weeks, 2013).

Other return-to-work initiatives Although early intervention programs
such as the nurse case management programs described above may be most
effective at returning injured and ill employees to work in a timely manner,
return-to-work programs also should focus on removing workers from
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long-standing workers’ compensation case rolls. In response to separate
Office of Inspector General reports on workers’ compensation case man-
agement (OIG, 2007, 2012), TSA and CBP initiated programs to return
employees on periodic rolls to work. CBP, for example, implemented a
program whereby hiring centers consider injured workers on the periodic
roll first for vacancy announcements (Masterson, 2013), although it is too
early to judge the ultimate success of this initiative. TSA actively targets
employees who have been on periodic rolls for 9 months or more with
its Concentrated Action for Recovery, Employment and/or Case Resolu-
tion (CARE) program. This collaborative effort, which features coordina-
tion among TSA’s medical director and periodic roll manager, local TSA
workers’ compensation coordinators, the contracted nurse case managers,
and OWCP, has resulted in the resolution of 36 cases to date, achieving es-
timated cost savings of more than $1 million and estimated avoided future
costs of nearly $30 million (Mitchell, 2013).

Measurement and Evaluation

FAMS and TSA were the only components that provided the committee
with information on how they are measuring the effectiveness of their dis-
ability management programs. TSA has demonstrated the effectiveness of
its contracted nurse case manager program through metrics that include
average continuation-of-pay period and continuation-of-pay costs, reduc-
tions in OWCP chargeback costs, and estimated cost savings from periodic
resolution of roll cases. FAMS, too, measures program effectiveness through
OWCP costs but also developed a “lost mission opportunities” metric as a
productivity measure with a better link to the FAMS mission (see Box 4-2).
Although 2 years is not long enough to permit conclusions about trends,
data from 2009-2010 show that, despite a slight increase in total incidents,
FAMS achieved a 5 percent decrease in workers’ compensation costs and
a 20 percent decrease in lost mission opportunities, which it attributes to
return-to-work efforts (FAMS, 2013b).

As DHS moves forward with its department-level medical case manage-
ment program, it will need to ensure that appropriate metrics and measure-
ment processes are established at both the component and headquarters
levels to enable evaluation of program effectiveness.

Health Promotion

During the past 5 years, there has been increased emphasis on resil-
ience and health promotion programs at DHS. One of the primary goals
of the current DHS strategic plan is to enhance the DHS workforce. Listed
among the four strategic objectives toward achieving this goal is to improve
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BOX 4-2
Federal Air Marshal Service’s (FAMS’s) Lost Mission
Opportunities Metric: A Productivity Measure

To demonstrate to agency leadership that occupational injuries and illnesses
have impacts beyond financial costs, staff of the FAMS Medical Program Section
developed a Lost Mission Opportunities metric. This productivity measure esti-
mates the number of potential FAMS flight missions that could not be executed
because of injured employees out on workers’ compensation or restricted duty.
Thus, the metric is responsive to both injury/illness incidence rates and the effec-
tiveness of disability management practices and is linked to the agency mission,
making it a powerful communication tool. Data considered in the calculation of this
metric include total number of lost and restricted duty days and average number
of daily missions (from the Mission Operations Center).

SOURCE: FAMS, 2013b.

employee health, wellness, and resilience (DHS, 2012a). Two of five key per-
formance indicators under this objective directly address health promotion:

e Sustain established programs such as the DHSTogether employee
and organizational resilience initiative.

e Implement workplace wellness programs, including employee resil-
ience training.

As discussed in more detail in the 2013 report of the Institute of Medi-
cine (IOM) Committee on Department of Homeland Security Workforce
Resilience, however, responsibility for health promotion is diffused across
DHS (IOM, 2013), and there appears to be no coordinated approach to
improving the health of the DHS workforce.

Headquarters Level

Responsibility for health promotion programs (sometimes called well-
ness programs)'® at the headquarters level is divided between OHA and
OCHCO, and the respective roles of each are not always clear, even to DHS
staff (Hope, 2013b). OCHCO administers the department’s work-life pro-
gram and provides components with resources and guidance on their health
promotion and employee assistance programs. OCHCO also recently initi-

9For consistency, and to emphasize the health-related nature of this function, the committee
uses the term health promotion rather than wellness.
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ated a concurrence process for the first official DHS health and wellness
policy, whose goal is to provide the department and its components with a
“very general baseline” and affirm DHS’s commitment to employee health
and wellness. In 2009, in response to a request from Deputy Secretary Lute,
OHA created the DHSTogether program to focus on building resilience
and wellness capacity throughout the department.?? The program provides
components with guidance and a limited amount of seed money for the
development of tools and programs that may have wider application within
DHS (IOM, 2013). Until recently, this program was a collaborative effort
of OHA and OCHCO,?! but it is now managed solely by OHA staff, and
there is no clear coordination mechanism for the two offices with respon-
sibility in this area.

Component Level

While OHA and OCHCO offer support and guidance for health pro-
motion and resilience programs, it ultimately is left to the components to
decide what level of services will be available to their workforce. The com-
mittee found that health promotion services often are combined with work-
life services (financial management, legal assistance, family support), with
employee assistance programs spanning these two categories and offering
help with stress management, substance abuse, and mental health coun-
seling. Common health promotion services include voluntary vaccination
programs, health screening (diabetes, cholesterol, blood pressure), nutrition
counseling, and online health risk assessments. In many cases, these services
are outsourced to Federal Occupational Health or private contractors. Fit-
ness is promoted in many components through fitness challenges, and in
some cases by allowing employees to use work time for fitness activities;>>
fitness facilities are available at some sites (IOM, 2013).

Even though many DHS employees have physically and mentally de-
manding jobs, in few cases is there a clear link between health promotion
efforts and readiness outcomes. In the Coast Guard, health promotion ef-
forts are built into the mandatory annual periodic health assessment, whose

20The IOM Committee on Department of Homeland Security Workforce Resilience was
convened to examine this program. That committee identified a number of gaps and presented
recommendations and the foundations for a S-year strategic plan for building a more ready
and resilient workforce at DHS. The committee’s report is freely available for download via
the National Academies Press website: http://www.nap.edu/catalog.php?record_id=18407 (ac-
cessed January 27, 2014).

21A staff person from OCHCO was detailed to spend SO percent time on the program
(IOM, 2013).

22FEMA allows employees to use 3 hours per week for fitness activities, and CBP currently
is piloting a similar program (IOM, 2013).
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completion is one of the Coast Guard’s readiness measures. The periodic
health assessment includes a health risk assessment and clinical preventive
services (e.g., vaccinations), and it addresses prevention of disease and in-
jury by focusing on prevention strategies each member can incorporate into
his/her lifestyle (USCG, 2011a). FAMS currently is developing an employee
health and fitness program with the goal of effecting meaningful change in
both the health of its workforce and its mission readiness (FAMS, 2013c).
This program is a collaborative effort of an Integrated Product Team with
representation from the FAMS Medical Programs Section, the Field Opera-
tions Division, and the Law Enforcement and Industry Training Division.
The program will be managed at the local level by certified trainers and will
include physical fitness education and training, nutrition education, health
risk assessments, sanctioned fitness events, and easily accessible online tools
and resources supporting health and wellness (FAMS, 2013c¢).

Measurement and Evaluation

Little has been done at the component or headquarters level (within
OHA or OCHCO) to understand the major health risks affecting produc-
tivity, health costs, and workforce readiness at DHS. Several components
offer health risk assessments, but to the committee’s knowledge, only the
Coast Guard aggregates these data (for active-duty/reserve personnel only)
into population health summaries that can be used to determine future
programmatic needs (NMCPHC, 2012). Absent this kind of analysis, re-
sources cannot be targeted to those risks with the largest impact, nor does
DHS have the baseline information necessary to measure the effectiveness
of interventions. The committee did not learn of any efforts to evaluate the
effectiveness of health promotion programs or of metrics being collected
for this purpose.?> Most data collection efforts are limited to tracking of
utilization. In some cases, utilization data are used to determine future
program offerings.

PROVIDING MEDICAL SUPPORT FOR OPERATIONS

As discussed in Chapter 3, key functions for providing operational
medical support include medical threat assessment, preventive medicine,
ambulatory medical care, and emergency medical services. Because of the

23The Coast Guard reported that it is waiting until its new Integrated Health Information
System is implemented to establish goals and metrics and evaluate the effectiveness of health
and wellness interventions. FAMS indicated that it currently is working to identify measure-
able quality indicators that can be used to evaluate short- and long-term outcomes of its new
Employee Health and Fitness Program (FAMS, 2013c).
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security-sensitive nature of such programs, however, the committee was un-
able to gather sufficient information to describe how each of these functions
is carried out within the context of DHS operational medicine programs.
In the following sections, therefore, several operational medicine programs
are described more generally. This is followed by a discussion of challenges
identified by the committee to the development of a coordinated DHS op-
erational medicine capability.

Operational Medicine Programs at DHS

Headquarters Level

Among the CMO’s delegated responsibilities is support for “component
leadership to ensure that operations have appropriate medical support”
(DHS, 2008a). OHA initiatives to this end (DHS, 2010b) include

e development of a strategy to ensure that DHS employees have ro-
bust occupational health support when they deploy in support of
the DHS mission, and

e participation in planning and exercise efforts to ensure that plans
and procedures provide for medical and health support to DHS
responders.

Within OHA’s Workforce Health and Medical Support Division is the
Medical First Responder Coordination Branch, which facilitates opera-
tional medical support for mission-essential personnel. “The Branch works
to identify first responder best practices; provides guidance and support for
the implementation of those practices; and addresses gaps in first responder
disaster planning, resources, and education” (DHS, 2013).

Within DHS are thousands of emergency medical services (EMS) pro-
viders whose primary focus is protecting the workforce during operations.
Many component EMS systems were in place prior to the formation of
DHS. As a result, EMS programs vary significantly across the depart-
ment. OHA is working with the components represented in the Emer-
gency Medical Services Training and Education Advisory Committee to
align programs, ensure consistency with national standards, disseminate
best practices and lessons learned, and improve efficiencies by sharing re-
sources (DHS, 2012b). Through the collaborative efforts of the Emergency
Medical Services Training and Education Advisory Committee, the CMO
has promulgated standards and guidance materials for DHS EMS services,
including the DHS Medical Services System Strategic Framework; the DHS
Emergency Medical Services System Plan; and the DHS-Wide EMS Basic
Life Support and Advanced Life Support Protocols, which provide floor and
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ceiling standards of care for DHS EMS providers. Although this example
of alignment and coordination represents a significant success for DHS,
additional challenges remain for both EMS and the department’s broader
operational medicine capability, as discussed later in this chapter.

Component Level

Within DHS are nine components with EMS or operational medi-
cine functions in support of their workforce: CBP, ICE, FEMA, NPPD,
the Federal Law Enforcement Training Center (FLETC), TSA, Science &
Technology, the Secret Service, and the Coast Guard. In USCIS, duties that
fall outside of conventional workspace are carried out overseas, where em-
ployees are covered through an International Cooperative Administrative
Support Services agreement with the Department of State.?*

Customs and Border Protection There are three primary operational of-
fices within CBP—the Office of Border Patrol, the Office of Field Opera-
tions (Customs), and the Office of Air and Marine—all with the ability
to provide medical support during operations. CBP’s Advanced Training
Center has its own EMS program to support training activities. In total,
CBP employs approximately 1,300 EMS providers—second in number
only to the Coast Guard within DHS—who are embedded in operational
units to provide medical support to employees, detainees, and the public
when needed (Seifarth, 2013a). The vast majority of these personnel (about
1,000) are employed by the Border Patrol. Because they often operate as a
collateral duty, it has been difficult to ensure even dispersal of the medical
support capability across large areas, such as the southwest border (Wilson,
2013). As a result, EMS providers are not present at all Border Patrol and
Customs stations at all times. The Office of Air and Marine currently has
50 EMS providers in support of its workforce and also offers medevac
capabilities.

Coordination of medical activities across the operational offices and
medical direction are provided by CBP’s Senior Medical Advisor, who re-
ports directly to the Executive Director of the Joint Operations Directorate
and the DHS CMO (Caneva, 2013). Medical direction is supplemented by
nonfederal local medical directors because of the volume and size of the
program.

Border Patrol agents work largely in high-risk and austere environ-
ments, often far from city centers and medical assistance. To address these

24Some USCIS employees may be deployed temporarily to refugee areas. Refugee Corps
employees who are deployed undergo Type A physicals and receive a 2-day Department of
State overseas training course and a health lecture provided by Federal Occupational Health.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

138 ADVANCING WORKFORCE HEALTH AT DHS

challenging operational realities, the Border Patrol has trained a number of
specialty medical providers who are embedded within operational teams.
BORSTAR, the Border Patrol Search, Trauma, and Rescue Unit, is “a highly
specialized unit capable of responding to emergency search and rescue
situations anywhere in the United States” (CBP, 2009, p. 1). Becoming a
member of the BORSTAR unit is a collateral duty, requiring 5 weeks of
academy training. Following this basic training, BORSTAR agents complete
an emergency medical technician (EMT) course to be certified as a Basic
EMT; some agents go on to receive additional training, including paramedic
training (CBP, 2009). The BORSTAR unit works closely with Border Pa-
trol Tactical Units (SWAT-like tactical teams) and Special Response Teams,
providing medical and other support during training and operations (CBP,
2009). Currently, there are approximately 200 BORSTAR agents with
minimum certification as an EMT and 24 advanced-scope practitioners who
have completed a specialized austere medicine training course (Bowecutt,
2013).

Although CBP has a relatively large force of EMS providers, notably
absent are medical personnel with appropriate training to handle more
routine and nonemergent medical issues that arise along the southwest
border and other operational areas. The committee learned that a signifi-
cant personnel drain along the southern border sectors is associated with
the requirement for Board Patrol agents to escort detainees to medical facili-
ties for medical clearance (prior to turnover to ICE or Health and Human
Services in the case of children) and treatment of any injuries and illnesses
(Polk, 2013; Zapata, 2013). The nearest emergency departments sometimes
are hours away, and the use of emergency departments for medical clear-
ance and treatment of minor injuries has led to significant and avoidable
hospital costs (approximately $13 million for emergency department visits
in fiscal year 2011) (Polk, 2013; Zapata, 2013).

Immigration and Customs Enforcement Within ICE’s Management and
Administration Directorate, the National Firearms and Tactical Training
Unit (NFTTU) provides armory services; training; guidance; and tactical
and logistical support, including medical support for operations. NFTTU’s
National Emergency Medical Services Program employs 50 EMTs and 3
paramedics (Davis, 2013), providing tactical medics who are embedded
with ICE Special Response Teams—tactical teams “trained to conduct and/
or manage high-risk enforcement operations using specialized weapons,
tactics and equipment” (ICE, 2009, p. 3). Embedded medics provide med-
ical threat assessments in advance of operations, preventive medicine and
sick call care for force sustainment, and care under fire, and assist in
transporting injured persons out of the hot zone. Medical providers also
can be embedded in rapid response teams to support ICE staff deployed
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to disaster sites, as occurred during Hurricane Katrina (Davis and Tang,
2006). Through a partnership with the Johns Hopkins Center for Law En-
forcement Medicine, ICE utilizes a contracted physician advisor to provide
continuing education and training, quality assurance, and access to clinical
sites (Seifarth, 2013b; Tang, 2013).

U.S. Secret Service The Secret Service’s current medical support program
was conceptualized in 1999 and developed with a systems approach using
the National Highway Traffic Safety Administration’s criteria for EMS
system development, which address training resources, medical oversight,
logistics, and communications. The program provides medical support for
national special security events and for protection details, both within and
outside the United States. Medical direction and clinical training for prac-
titioners are provided by the Johns Hopkins Center for Law Enforcement
Medicine, which also provides referral services for occupational health
issues (Stair, 2013).

To meet its operational medicine needs, particularly for national special
security events, the Secret Service developed an advanced-scope Emergency
Services Specialist position—paramedics trained in operational emergency
medicine with a background in firefighting, hazmat, and rescue (Stair,
2013). This position enables the Secret Service to provide emergency ser-
vices support in addition to emergency medicine (the capability to address
hazardous materials and issues related to chemical, biological, explosive,
radiological, and nuclear events, as well as rescue situations), a goal of
which is to ensure greater self-sufficiency during national special security
events. At national special security events, Emergency Services Specialists
operate as part of three-person teams, which also include a physician and
an agent, allowing them to deal with critical issues and patients where they
are found. Given the small size of the Secret Service’s highly trained and
specialized workforce, an operational medicine capability is critical to help
prevent any mission-jeopardizing personnel losses. Within its workforce,
the Secret Service currently has 330 agents who are trained as EMTs, 10
of whom are advanced providers. Also notable is that all gun carriers in
the Secret Service are trained as first responders as part of the core training
curriculum at the U.S. Secret Service James T. Rowley Training Center
(Seifarth, 2013a).

Federal Air Marshal Service and Federal Emergency Management Agency
FAMS and FEMA both employ EMS providers who can provide medical
support for operations. The FAMS EMS providers have the ability to pro-
vide medical support to TSA employees at airports if, for example, a ter-
minal must be closed off because of a security situation; during emergency
situations on air flights, they may also provide emergency medical care to
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members of the public. FEMA medical providers operate primarily in the
context of urban search and rescue teams, providing support to team mem-
bers and rescued individuals. However, these medical assets are controlled
(e.g., subject to quality assurance) by the team’s sponsoring agency.

Measurement and Evaluation

Continuous quality improvement in the delivery of medical support
services can be facilitated by run reviews.>’ Deficiencies noted during such
reviews can be used to direct future training and education efforts, thus
closing the loop in the cycle of improvement. Although 100 percent run re-
view has been easily attainable for components with low patient encounter
volumes, such as ICE, others, such as CBP, have been unable to evaluate all
patient encounters. With the adoption of the electronic patient care record,
however, run review levels are expected to increase. The electronic patient
care record also enables aggregation of other data (e.g., types of injuries,
patient volume by geographic location) that can be analyzed at the head-
quarters or component level. This kind of data analysis could help direct
training and/or resource deployment.

Challenges to a DHS Operational Medicine Capability

Among the challenges to the development of a DHS-wide operational
medicine capability are the need to maintain skills and proficiency and the
difficulty of advocating for appropriate resource investments.

Maintenance of Skills and Proficiency

One of the greatest challenges faced by EMS and operational medicine
programs at DHS is maintaining the clinical competency of the medical
providers (Seifarth, 2013a). For many providers, their role as EMTs or
paramedics within their agency is a collateral duty. Additionally, since
the primary medical function is force sustainment, call volumes may be
very low. For example, providers in ICE’s operational medicine program
may encounter only nine patients on average per year (Seifarth, 2013Db).
In addition, team mobility poses a challenge to integrating providers into
local EMS systems for continued skills training (Wilson, 2013). Despite
these challenges, standards of medical care must be maintained; they are

25Also called record reviews, run reviews entail reviewing patient records for “appropriate-
ness of documentation; disease management; age-appropriate treatment and preventive care;
outcome review; continuum of care review; procedures performed; and protocol management”
(Medical Quality Management Instruction 248-01-001).
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not subject to the mission context and operational requirements. When
providers cannot meet prospectively determined standards, they must be
prohibited from practicing on behalf of the department until they can
reachieve those standards (Tang, 2013). Nonetheless, a liability risk arises
when providers fall out of certification but are needed to provide patient
care in the event of a medical emergency. In such cases, providers may act
out of obligation regardless of certification status.

Some DHS providers of medical care may maintain their skills through
involvement in their local community EMS system (Matthews, 2013), but
DHS still must have a means of determining their competency. One of the
key questions for the committee is whether the programs of DHS compo-
nents are being held to different standards. Varying approaches have been
taken to medical direction at DHS. At CBP, a component medical officer is
providing medical direction, supplemented by local physicians across the
country. Other components have outsourced medical direction. ICE and
the Secret Service both use contracted medical direction provided by the
Johns Hopkins Center for Law Enforcement Medicine. In the absence of a
centralized policy promulgated by the DHS CMO that specifies content and
benchmarks for competency assessments, different medical directors may
be holding providers to different quality care standards. Of note, DHS’s
Medical Quality Management Directive (DHS, 2012¢) and Instruction
(DHS, 2012d) provide some requirements for component programs—for
example, competency reviews are to be conducted at least twice per year—
but do not specify assessment criteria.

Difficulty of Advocating for Appropriate Resource Investments

A second but closely related challenge reported to the committee is the
difficulty of communicating the critical importance of an operational medi-
cine capability to nonmedical component leaders who control resources. An
investment is required to ensure that an adequate number of providers is
available and to keep their certification up to date. Beyond the monetary
investment, leadership commitment is needed to allow individuals to use
work time to participate in training and clinical rotations (Tang, 2013).
Border Patrol Assistant Chief David Wilson explained to the committee
that with more than 1,000 EMTs and paramedics, potentially hundreds
may be about to go out of certification at any given time (Wilson, 2013).
In the absence of validated measures of program effectiveness and impact,
convincing leadership of the need to invest resources in this capability can
be a challenge. Additionally, those who understand the critical nature of
such programs are not always in a position to advocate on their behalf.
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INTEGRATION OF WORKFORCE HEALTH
PROTECTION FUNCTIONS AT DHS

In the preceding sections, DHS’s execution of the key workforce health
protection functions that make up the framework laid out in Chapter 3 is
described. As asserted in that chapter, however, these key functions should
not operate in silos. A review of multiple private- and public-sector organi-
zations revealed that efficiency and synergy can be achieved through organi-
zational and functional integration. Infrastructure that supports integration
includes the doctrine (plans, policies, standards), organizational constructs
(reporting structures, governance mechanisms), and resources (personnel,
information management systems) that enable mission capability. Mecha-
nisms for integration of workforce health protection functions at DHS
are described below. The committee was asked to perform case studies
to explore the potential impacts of an integrated infrastructure, including
the estimated cost savings. In the course of its information gathering, the
committee learned of a program within DHS that provides an exemplary
case study of the potential benefits—to mission, to costs, and to esprit de
corps—that can be achieved through an integrated workforce health protec-
tion system. This case study—of the FAMS integrated medical program—is
presented at the end of this section.

Integration Across DHS Headquarters Offices

Because responsibility for workforce health protection programs cur-
rently is divided between OHA and OCHCO, mechanisms are needed to
facilitate horizontal integration at the headquarters level. In accordance
with DHS Management Directive 066-01 (DHS, 2008b), the CMO and
the Chief Human Capital Officer serve as co-chairs of the department’s
Safety, Health, and Medical Council, whose purpose is to “support de-
velopment of overarching safety, health and medical program policy, and
the development of integrated tools and processes to support program
functions” (OCAO and OHA, 2009). The Council also was intended to
ensure successful coordination during an event of national significance (e.g.,
pandemic influenza). However, the Council currently is inactive, for reasons
not clear to the committee. Prior to the departure of acting CMO ]J. D.
Polk, there was some discussion of establishing a DHS Prevention Council
in coordination with the Management Directorate that would be similar
in scope to the National Prevention Council and serve a similar purpose
(National Prevention Council, 2013). However, this initiative was stalled
with the change in OHA leadership. On an ad hoc basis, working groups
with representatives from multiple headquarters-level offices are formed to
address issues with broad departmental impact. For example, OHA and
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occupational safety and health staff participate in a working group with the
DHS Office of Operations Coordination and Planning addressing pandemic
influenza preparedness plans.

An MOU was created to delineate health program responsibilities of
the Office of the Chief Administrative Officer? and OHA (see Appendix B).
This document, dated September 30, 2009,27 includes a list of health and
medical program areas and designates the Office of the Chief Administra-
tive Officer or OHA as having “shared, primary, or assist” responsibility
for each. For example, Disaster Response is a shared responsibility, while
Hazard Analysis is the primary responsibility of the Office of the Chief
Administrative Officer with OHA assist. Medical Surveillance is listed as an
OHA primary responsibility with Office of the Chief Administrative Officer
assist. However, a footnote states that OHA responsibility is this area (and
in others listed in the document) is “in an oversight role” and that the Chief
Human Capital Officer “may provide services for these activities” (OCAO
and OHA, 2009). It is unclear to the committee how oversight and service
provision can be adequately coordinated in the absence of a functional
coordination mechanism such as the Safety, Health, and Medical Council
described above. In fact, the committee learned that OHA does not provide
oversight for medical surveillance; monitoring of such programs for OSHA

compliance is being carried out by the safety and health program staff in
OCHCO.

Vertical Integration Between Headquarters and Components

Vertical integration between headquarters and components for safety
and health functions is facilitated by DHS-wide policy, such as the DHS
Occupational Safety and Health Manual (2010a), and by the DHS Safety
Manager’s Forum, which includes all component safety and health man-
agers and meets periodically to discuss department-wide programs and
issues of concern. OHA also has developed chartered committees (e.g., the
Health Care Quality Committee) and ad hoc working groups (e.g., the Elec-
tronic Health Information System Working Group) with component rep-
resentatives to facilitate vertical coordination of policy and programmatic
direction. OHA global policy and standards to this end include manage-
ment directives and instructions (medical quality management and medical
countermeasures) and standards of care for EMS providers. More recently,
Senior Medical Advisors (see Box 4-3) have been helping to address issues

26The Chief Administrative Officer was the Designated Agency Safety and Health Official
prior to the detailing of the safety and health program to OCHCO. The Chief Human Capital
Officer has now assumed these responsibilities.

27Revisions to the MOU have been discussed but are currently on hold (Anderson, 2013).
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BOX 4-3
The DHS Medical Liaison Officer Program

In 2011, DHS created the Medical Liaison Officer (MLO) program, whose
goals are to ensure standardized and centralized medical oversight, enhance
preparedness, increase medical protection, and increase health and workforce
readiness. The MLO program supports Senior Medical Advisors (SMAs), physi-
cians who report dually to the CMO and an assigned component, providing policy
support and guidance on occupational health and workforce readiness issues, fa-
cilitating effective alignment of medical initiatives, and providing consistent clinical
oversight throughout DHS (Patrick, 2013). SMAs create two-way information chan-
nels, conveying policies and guidance from OHA down to the component level
while raising the Chief Medical Officer's awareness of components’ health and
medical challenges. Above all, they are advocates for workforce health protection.

There are currently five SMAs involved with the program, hired to address
different areas of health or medical concern within components (e.g., fitness for
duty, operational medicine). As a result, SMAs represent a broad array of back-
ground experience and training.

e Customs and Border Protection (CBP): One SMA reports directly to the
Joint Operations Directorate’s Executive Director, coordinating medical
oversight and operational medicine activities across subcomponent agen-
cies. A second SMA was recently hired to help integrate all occupational
health functions across the Office of Human Resources Management.

e Federal Emergency Management Agency (FEMA): The SMA is stationed
in the Office of Response and Recovery, reporting directly to the Associ-
ate Administrator and with access to FEMA’s Deputy Administrator. The
SMA'’s primary focus has been on fitness for duty, and he is currently
working to develop medical standards and clearance processes for Inci-
dent Management Assistance Teams.

e Immigration and Customs Enforcement (ICE): The SMA is stationed in
the Office of Human Capital, addressing issues related to fitness for duty,
including a medical standards and waivers program.

e Transportation Security Administration (TSA): Brought in to facilitate in-
tegration of medical and health functions across the agency, the SMA is
stationed in the Medical Review Programs Branch and reports directly to
the Chief Human Capital Officer.

of horizontal and vertical integration for medical programs and policies.
Although this initiative is still evolving, the committee believes it has great
potential to address the some of the integration challenges facing the DHS
health system.
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Integration Within Components

Components have used different methods to align and integrate work-
force health protection functions. These methods include organizational
alignment (into a single reporting structure), formation of multidisciplinary
work groups (Integrated Product Teams), and information sharing through
health and safety information technology systems. Examples are presented
below.

In the Coast Guard, the Health Services, Safety and Environmental
Health, and Work-Life offices are aligned organizationally into a single
directorate, with one leader overseeing and accountable for all workforce
health protection functions. Thus all health and medical policies affecting
both military and civilian personnel are aligned (Dollymore, 2013). The
Coast Guard currently is developing an Integrated Health Information
System, which will provide for additional integration by ensuring timely
electronic data capture for all workforce protection metrics currently cap-
tured by the numerous systems now in place.

In FEMA, the Safety, Health, and Medical Readiness Division cre-
ates an aligned reporting structure, facilitating integration of occupational
health, environmental safety and health, and disaster operations activities
(Brown, 2013; Crarey, 2013). The committee heard that this organizational
configuration and regular meetings facilitate information sharing, coordina-
tion of activities, and joint planning among Branch Chiefs.

CBP has aligned all occupational health functions (although not op-
erational medicine functions, which are managed at the subcomponent
level) under the Office of Human Resources Management. However, there
has been no health or medical professional with oversight responsibility
to ensure functional integration. A Senior Medical Advisor recently was
hired within Human Resources Management for this purpose (Caneva,
2013). CBP reported to the committee that these divisions communicate
consistently to ensure coordination, although the separation of the workers’
compensation and safety and health functions was noted as a disadvantage
(Rupard, 2013). Interdivisional working groups, such as one established to
conduct an extensive study aimed at reducing injuries and workers’ com-
pensation costs, facilitate coordination. Information technology systems
also facilitate information sharing, primarily between workers’ compen-
sation and safety programs. CBP has extensive fitness-for-duty activities.
The committee noted surprising separation among those coordinating
preplacement evaluations, those managing fitness-for-duty evaluations for
employees, and disability management functions, all of which are organi-
zationally separated.

TSA is not organizationally aligned; its workforce health protection
functions are divided between the Office of Human Capital (medical
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programs) and the Office of Finance and Administration (occupational
safety, health, and environment). To facilitate integration, TSA has used
Integrated Product Teams, such as the Optimization, Safety, and Hazard
Mitigation Integrated Product Team (comprising personnel in safety and
health, workers’ compensation, security operations, and development of
standard operating procedures), formed to examine root causes of high
injury rates and plan solutions (Segraves, 2013). Safety and health staff also
partner directly with the Workers” Compensation Office, reviewing on a
daily basis every injury and illness reported through the Injury Care Hotline
to identify trends and provide guidance and assistance to TSA field organi-
zations when necessary. This integration is facilitated through TSA’s Safety
Information System, which consolidates information on workers’ compen-
sation claims, incident analysis, safety inspections, job hazard analyses,
and process risk. When an injury claim form is filed through the Safety In-
formation System, the occupational safety and health office is immediately
notified, and pertinent data are provided to each administrative function.
Within TSA, FAMS has its own integrated medical program, which includes
occupational safety, health and environment, as well as EMS functions. This
model program, and the benefits that have been realized through integra-
tion, are discussed in Box 4-4.

OPPORTUNITIES TO ADVANCE WORKFORCE HEALTH AT DHS:
GAP ANALYSIS

Although a number of successful and promising practices are identified
in the sections above, the overall picture of workforce health protection at
DHS is one that is marginalized, fragmented, and markedly uneven. As a
result, DHS is not realizing the many benefits of integration, including in-
creased efficiency, interoperability, and synergy. As discussed in Chapter 3,
the committee examined multiple public- and private-sector organizations,
and from those evaluations, as well as current best practices available in the
published literature, identified four elements essential to successful integra-
tion of workforce health programs: leadership commitment to workforce
health, organizational alignment and coordination, functional alignment,
and information management. During its review and assessment of the
current occupational health and operational medicine infrastructure at
DHS (discussed throughout this and earlier chapters), the committee con-
sidered the degree to which these essential characteristics are represented.
Ultimately, deficiencies in each of these areas drove the committee’s recom-
mendations in Chapters 5 through 8.
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Leadership Commitment to Workforce Health

Instilling the values of safety and health into the culture of the orga-
nization was key to the success of many of the programs the committee
examined. This process begins with a vision of a safe, healthy, and resilient
workforce, put forth by organizational leadership committed to its realiza-
tion. The gaps described throughout this chapter and summarized below
indicate a need for DHS leadership to promote and resource workforce
health programs, to communicate their essential role in mission readiness,
and to ensure accountability across the department.

Organizational Alignment and Coordination

Organizations with integrated health systems examined by the com-
mittee took steps to ensure coordination among those with responsibility
for key health protection functions, although approaches to this end varied.
Some combined all workforce health protection functions into a single
reporting structure, while others with segregated health protection func-
tions instituted measures designed to ensure alignment through systematic
communication and coordination. DHS has not adequately executed either
of these two approaches to organizational alignment, even though there is
much shared responsibility among headquarters offices and components for
workforce health protection functions to support mission readiness. Most
notably, the respective responsibilities of OHA and OCHCO often are un-
clear, and coordination mechanisms are inadequate. Vertical integration is
impeded by the absence of clear health leaders at both the headquarters and
component levels. Achieving optimal readiness requires close coordination
of activities frequently located in separate silos at DHS headquarters and
within components. The degree of organizational alignment varies across
the department, and as a result, a disconnect often exists between programs
that should be working hand in hand.

Functional Alignment

Large, dispersed organizations in both government and the private
sector rely on standards and global policies to ensure that operational units
are achieving expectations for workforce health protection throughout the
organization. The committee noted significant variability in the implemen-
tation and resourcing of workforce health protection programs across DHS.
Although variability is not unexpected for such a large and diverse organi-
zation, failure to ensure consistency in certain critical functions represents a
liability for the agency. The committee identified a paucity of global health
and medical policies and standards with which to set clear expectations and
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BOX 4-4
Case Study on the Federal Air Marshal Service: Promoting
and Maintaining a Culture of Health, Safety, and Readiness

The Federal Air Marshal Service (FAMS) is an operating unit of the Trans-
portation Security Administration (TSA). Although FAMS has a history dating back
to 1962, it has expanded significantly since the events of September 11, 2001. It
is charged today with providing security aboard civilian commercial aircraft flying
both domestically and internationally. Its agents are fully qualified and armed law
enforcement officers. They provide round-the-clock coverage to fulfill this critical
population safety mission and must be healthy both mentally and physically to
discharge their responsibilities. Lost time due to injuries and other occupational
health events can degrade the agency’s capability to carry out its mission.

Accordingly, beginning in 2007, an integrated program of activities related
to nurse case management, fithess for duty, and workers’ compensation was
initiated. This program, which is overseen by an internal medical director, was
developed after extensive review of the literature and best practices in occupa-
tional safety and health in both the public and private sectors, which informed the
policies and program design. The program is characterized by the use of defined
standards and frequent review of program performance. The primary metrics
focus on processes (e.g., timely and appropriate activities of the nurse case
managers, such as ensuring contact with an injured agent within 48 hours of the
injury) and outcomes (e.g., decreases in time lost due to injury, fithess of agents
both individually and collectively against standards, workers’ compensation costs).
Ultimately, the availability of agents for mission days is the most important metric
to both the program and agency leadership. Between 2009 and 2010, through the
efforts of its integrated nurse case management program, FAMS achieved a 20
percent reduction in lost mission opportunities, as well as a 5 percent reduction in
workers’ compensation costs (approximately $500,000) (FAMS, 2013b).

The FAMS program has been highly integrated, involving daily collaboration
of personnel in nurse case management; workers’ compensation; and occupa-
tional safety, health, and environment. This high level of integration—promoted by
leadership commitment and a strong culture of health and safety, even though the
Office of Workers’ Compensation Programs (OWCP) is organizationally separate
from the other two groups—permits real-time injury investigations and shared
communications.

An important feature of the program since its inception has been the integra-
tion of information and planning between the in-house nurse case managers and
the OWCP coordinator. Clinical staff and the administrative coordinator for OWCP
are collocated and meet both formally and informally on a routine basis to review
individual cases and collective performance. This review includes an analysis of
the types, frequency, severity, and impact of various causes of lost work time. This
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information has been used to improve rehabilitation and prevention activities in a
targeted manner (e.g., changing training practices), thereby reducing injuries and
workers’ compensation claims, speeding recovery, and improving mission readi-
ness. Use of this information also has resulted in a reduction in costs, although
the recent relocation of the OWCP coordinator from the FAMS reporting structure
back to TSA central offices has disrupted communications, and increases in
workers’ compensation costs have since been noted.

The involvement of line supervisors was an important and early success
of the program. Routine in-service education of supervisory agents is provided.
Timely and concise discussion of individual cases takes place between the nurse
case managers and supervisors to ensure a clear understanding of patient needs
and limitations while respecting the patient’s privacy and concerns regarding ad-
verse job actions. This communication strategy has engendered strong support
for the program among supervisors and consideration of individual patient needs,
and enhanced the trust relationship between patients and nurse case managers.

The nurse case manager’s role is critical and multifaceted. FAMS employs
these occupational health nurses directly to maximize their involvement and famil-
iarity with the agency’s mission and medical requirements, as well as the needs
of its employees. The nurses have demonstrated clinical acumen and developed
strong patient relationships that have made them a trusted part of the workforce.
This close and lasting relationship has contributed to increased communication,
improved reporting, enhanced patient education and recovery planning, and more
effective recovery from work-related health issues.

Another exemplary feature of the program is the Employee Health and Fit-
ness Program, recently initiated through a partnership among the FAMS Medical
Programs Section, the Field Operations Division, and TSA’s Law Enforcement
and Industry Training Division (FAMS, 2013c). This comprehensive employee
wellness program has as its goal achieving improvements in employee health that
will ensure mission readiness. The program will employ workplace illness data
as well as individual health risk assessments to design and implement targeted
health education (e.g., nutrition education, stress reduction, fitness knowledge)
and fitness training and activities. Metrics have been developed with which to
assess the program’s impact on both individuals and the overall success of the
agency’s mission.

In summary, this integrated FAMS program has utilized medical and public
health best practices to assess and improve the health of the agency’s employees.
It has integrated fitness-for-duty evaluation, workplace and job task assessment
and modification, return-to-work practices, and workers’ compensation manage-
ment. It has used targeted metrics and assessments to measure and improve
its performance. Finally, it has carried out an important function in ensuring that
the agency can successfully fulfill its mission of providing security aboard civilian
aircraft in difficult and demanding times.
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the absence of mechanisms to ensure that core quality and performance
requirements are being met by all components as major barriers to DHS’s
realization of an integrated health protection infrastructure.

Information Management

The sharing of information and knowledge throughout an organiza-
tion is essential to breaking down silos and promoting integration. To this
end, systematic data collection is required at the component level, along
with mechanisms for consolidating information from across the enterprise.
DHS has not implemented systems to meet either of these requirements. As
a result, it has little in the way of a global-level view of employee health,
safety, and readiness or knowledge regarding the major, cross-cutting im-
pediments to achieving those outcomes. Unless this gap is addressed, a
unified approach to advancing workforce health across the department
cannot be achieved.

Organization of the Committee’s Recommendations

The gaps described above represent significant barriers to DHS’s ability
to optimize its mission readiness by promoting and sustaining the health,
safety, and resilience of its workforce. In the following chapters, the com-
mittee provides recommendations on steps DHS can take to address these
gaps. The need for committed senior DHS leadership is first and foremost,
as discussed in Chapter 5. The recommendations in Chapter 6 lay out a
path for achieving organizational alignment through consolidated reporting
structures and strong coordination mechanisms. In Chapter 7, the com-
mittee provides recommendations on how DHS can align critical functions
that support mission readiness through global policies and programs that
set clear expectations. Finally, in Chapter 8, recommendations focus on
integration through the implementation of a systems approach to health
and safety information management.
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Leadership Commitment
to Workforce Health

“Health programs are most effective when organizations are ideologically
and practically committed to supporting them, and when their successful
execution is built into the very framework of the overall mission.”

—National Business Group on Health (2006, p. 2)

force cannot be overstated. In contrast with the military and other

organizations in which senior leadership has risen through the ranks,
agency heads in civilian federal agencies are political appointees, many of
whom have never worked within that organization or even the federal gov-
ernment. Thus they lack an intimate knowledge of workforce issues within
the organization. Additionally, as political appointees, their time in office
usually is quite limited, so efforts may be focused on a few key agenda
items. This political reality is unlikely to change; nonetheless, a Secretary
who recognizes the critical importance of a healthy, high-functioning work-
force has the opportunity to enable the creation of safety and health policies
and processes that can endure, eventually catalyzing the transformation to
a culture of health that is itself resilient in the face of the dynamic nature
of agency leadership. This chapter provides an overview of the current
strategic approach to workforce health at the Department of Homeland
Security (DHS) and makes the case for a new workforce health protection
strategy guided by a unified vision and supported by deeply committed
senior leadership.

The importance of leadership commitment to the health of the work-

THE NEED FOR COMMITTED LEADERSHIP

Commitment of high-level leadership is crucial to the development, im-
plementation, and sustainability of all organizational initiatives, including
those related to workforce health. As discussed in Chapter 3, leadership
commitment has played an important role in the development of successful
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workforce health protection programs in the government agencies and pri-
vate organizations examined by the committee. So, too, can departmental
leadership committed to the workforce help institute a culture of health
throughout DHS. Without committed leaders, workforce health programs
may lag behind other initiatives deemed more important to leadership.
Although commitment of leaders at the highest levels is critical to cre-
ating a lasting program, such an endeavor cannot succeed without the com-
mitment of leadership on the ground. As noted by the National Institute
for Occupational Safety and Health (NIOSH) (2008, p. 1), supervisors and
managers at all levels “are the direct links between the workers and upper
management and will determine if the program succeeds or fails,” and
therefore must be engaged in the process. High-level leadership that dem-
onstrates vocal and active commitment to protecting workforce health will
help initiate a culture of health throughout the department, while leaders
that interact with the workforce will help diffuse and sustain such a culture.

THE CURRENT STRATEGIC APPROACH TO
WORKFORCE HEALTH AT DHS

Although merged under the DHS umbrella, component agencies op-
erate in a decentralized manner. The desire for autonomy to fulfill unique
mission requirements creates tension between components and headquar-
ters elements. The role for departmental leadership, then, is to ensure that
components unite around a common mission. As described in the Depart-
ment of Homeland Security Strategic Plan: Fiscal Years 2012-2016 (DHS,
2012, p. 2), the vision that guides the department is “a homeland that is
safe, secure, and resilient against terrorism and other hazards.” To ensure
that this vision is realized, DHS has five specific missions: to prevent ter-
rorism and enhance security, to secure and manage the nation’s borders,
to enforce and administer the nation’s immigration laws, to protect cyber
networks and critical infrastructure, and to build resilience to disasters
(DHS, 2012). Each of the operating components contributes to one or more
of these missions.

The accomplishment of these missions requires a strong and mature
DHS. A 2010 DHS bottom-up review identified as one of three principal
areas for focus the need “to strengthen the department’s ability to execute
its mission responsibilities, run itself, and account for the resources that
have been entrusted to it” (DHS, 2010a, p. 2). Meeting this need requires
efforts to improve management, policy, and functional integration, but also
to ensure that the DHS workforce is engaged and ready to carry out the
above missions. To this end, the Strategic Plan includes a goal to enhance
the DHS workforce by improving employee health, wellness, and resilience.
Under this goal, five expectations are listed:
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e Sustain established programs like the DHSTogether employee and
organizational resilience initiative.

e Implement Workplace Wellness programs, including employee re-
silience training.

e Create a standardized, metrics-driven health program to support
the unique needs of our operational workforce.

e Implement frontline medical programs to support operational
missions, staffed and supported with appropriate training and
equipment.

e Establish a department program to harness the insights and innova-
tions of the DHS workforce. (DHS, 2012, p. 25)

Cascading from the DHS Strategic Plan are the goals laid out in the
Office of Health Affairs’ (OHA’) Strategic Framework, one of which is to
“protect the DHS workforce against health threats” (DHS, 2010b, p. 19).
Under this goal, strategic objectives for OHA include

e unifying and standardizing the occupational health and workforce
health protection activities across the department, which includes
consolidating occupational medicine contracts, administering a de-
partment-wide medical quality assurance program, and developing
guidance for personnel programs (fitness-for-duty, return-to-work,
medical screening, and immunization programs and medical exam
protocols);
building resilience across the DHS workforce; and
supporting DHS operational medical forces.

Germaine to this report as well is OHA’s goal to “provide expert health
and medical advice to DHS leadership” (DHS, 2010Db, p. 12). In addition to
providing advice to the Secretary and the Federal Emergency Management
Agency (FEMA) Administrator, as required by statute, OHA provides poli-
cies and guidance to DHS components regarding the quality and standards
of the health care offered by the department to those in its workforce, as
well as to those in its care or custody.

The authority of the Chief Medical Officer (CMO) to deliver on the
above objectives, goals, and strategies was initially provided in DHS (2008)
Delegation #5001, Delegation to the Assistant Secretary for Health Affairs
and Chief Medical Officer. However, the committee saw no evidence that
this direction has been either renewed or enforced or that the CMO is held
accountable for meeting the strategic objectives intended to support the
Secretary’s goal of improving employee health, wellness, and resilience.

Notably absent from the DHS Strategic Plan is a strategic objective to
reduce injuries and illnesses throughout the department through traditional
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occupational safety and health practices—this despite the fact that DHS
has the highest rate of occupational injury and illness of all cabinet-level
federal agencies and that more than one-third of its employees who re-
sponded to the Federal Employee Viewpoint Survey indicated that they do
not feel protected from health and safety hazards on the job (OPM, 2012).
It is important to note that occupational injury and illness rates are not
uniformly high across all DHS component agencies (OSHA, 2013). This
variability is related to the differing missions and operational conditions
faced by employees in different component agencies, but it also reflects vari-
ability in components’ employee health, safety, and medical programs. The
committee concludes that DHS lacks a unified vision and comprehensive
strategy for ensuring the delivery of key health, safety, and medical support
services department-wide in a consistent and coordinated manner. Although
a DHS Workforce Strategy was issued to improve and integrate employee
recruitment, development, and retention efforts (DHS, 2011), the strategy
does not address the promotion and protection of employee health, safety,
or resilience as a critical means of sustaining an engaged workforce.

A COMMITMENT TO WORKFORCE HEALTH

As discussed in Chapter 3, assessments of employee health and safety
programs in both the private and public sectors have demonstrated sig-
nificant increases in employee morale, efficiency, and effectiveness with the
implementation of robust programs fully supported by leadership (Cecchine
et al., 2009; Isaac, 2013). Strong leadership providing clear direction is nec-
essary to both the design and delivery of the health, safety, and medical pol-
icies and programs of a large, diverse organization such as DHS. A formal
strategy, guided by a vision statement directly linked to the organizational
mission, can provide that direction while also demonstrating the commit-
ment of top leadership to employee health, safety, and resilience. Despite
strategic aspirations to improve employee health, safety, and resilience, the
committee found no evidence of a defined strategic plan for achieving that
outcome or processes put in place to hold department leadership account-
able for doing so. The committee believes that DHS leadership should make
a clear and high-level statement of the value of protecting and enhancing
the health and safety of its workforce—a key role and responsibility of
DHS leadership for which ultimate responsibility lies with the Secretary.
Therefore, the committee believes that the Secretary should lead efforts to
infuse health and safety into the DHS culture and operational framework.

Recommendation 1: Demonstrate leadership commitment to employee

health, safety, and resilience through a unified workforce bealth pro-
tection strategy.
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The Secretary of the Department of Homeland Security (DHS) should
demonstrate a robust commitment to the safety, health, and resilience
of the workforce, essential to mission readiness, by adopting and pro-
moting a unified workforce health protection strategy. To guide this
strategy, the committee recommends the adoption of the same vision
statement proposed by the Institute of Medicine Committee on Depart-
ment of Homeland Security Workforce Resilience:

“A ready, resilient and sustainable DHS workforce working to
ensure a safe, secure, and resilient nation.” (IOM, 2013, p. 65)

Visible leadership commitment to this vision, demonstrated routinely
across all levels of DHS, is essential to success. Heads of federal agencies
have ultimate responsibility for their employees. Therefore, the strategy
should communicate the Secretary’s commitment to the health, safety, and
resilience of those charged with achieving the DHS mission, while holding
leadership of the component agencies accountable for implementing and
adequately resourcing workforce health protection programs that are con-
sistent with DHS policies and standards.

Suggested Goals for a DHS Workforce Health Protection Strategy

To ensure accountability, the strategy proposed above should include
specific measurable goals and objectives with associated performance met-
rics. The committee suggests the following goals:

e Consistently and significantly increase the number of DHS per-
sonnel who are engaged and medically ready to participate fully in
operations and achieve the goals of their mission.

e  Maintain an operationally ready medical workforce to support
planned and contingency operations and to ensure that timely care
is available to those in DHS care and others impacted by DHS
operations.

e Ensure that all medical services provided by DHS employees and
contracted support staff during work hours meet medical quality
standards.

e Provide all DHS employees with a safe, healthy, and productive
working environment.

e Support the timely recovery and return to work of injured and ill
employees.

e Develop an information technology and informatics capability to
enable real-time situational awareness regarding progress toward
the above goals.
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Implementation

Because the strategy will address issues that span health and personnel
programmatic areas and will require input and buy-in from component
leadership, the committee recommends that the DHS Health, Safety, and
Medical Council (reconstitution of which is addressed in Recommenda-
tion 6) be charged with development of the strategy, which should then
be signed, adopted, and promoted by the Secretary. The Council should,
during periodic meetings, receive updates on progress toward the stra-
tegic goals and update the strategy as needs and challenges evolve. The
committee believes the existing DHS Workforce Strategy could serve as a
model for a workforce health protection strategy and intends the two to be
complementary in helping DHS achieve its mission through development,
support, and protection of its workforce.

Due diligence required in the development of a new strategic approach
includes

e characterization of the current capability to deliver health, safety,
and medical services in each component;

e determination of component-specific critical and ongoing health,
safety, and medical program needs;

e development of a plan for closing the gaps in capability/capacity
(e.g., personnel, training, licensure);

e identification of best practices that can be expanded to other op-
erational units as appropriate;

e development and launch of a health performance metrics tool to
ensure leadership accountability; and

e development of a communication strategy to convey the commit-
ment of DHS to the health and safety of its employees.

The information in this report on the current capability of DHS to deliver
health, safety, and medical services is intended to assist the Secretary in ad-
dressing several of the above requirements.

Ensuring Accountability

There are two common mechanisms by which decentralized organiza-
tions like DHS can ensure that a central vision and strategy are adopted by
its component agencies: (1) centralized budgetary control, and (2) incor-
poration of measures of performance toward departmental strategic goals
into component leadership performance evaluations. Budgetary control is
not centralized at DHS; components receive separate appropriations from
Congress. However, DHS does use a planning, programming, budget, and
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execution process (see Figure 5-1) to link resource allocations to depart-
mental strategic goals and objectives (DHS, 2006). In this process, the
execution of departmental strategy is monitored through metrics to link
expenditures with expected performance toward each of the strategic objec-
tives. Such metrics can be included in annual performance evaluations as a
means of holding department leadership, including component heads and
the CMO, accountable for program execution. To ensure accountability at
all levels, program-level goals and performance measures should cascade
down from those at the strategic level and should be tailored to the indi-
vidual’s level of responsibility.

Strategic Plan
Mission Statement
Strategic Goals

v

Future Years Homeland Security Program
Performance Goals
5-Year Annual Milestones

¢

Performance Budget
Performance Goals
Performance Measures
Performance Targets
Resources

\4

Monitoring
Performance Measures
Budget Execution

'

Performance and Accountability Report
Report Against Annual Performance
Plan, Program, Results, and Financial Statements

FIGURE 5-1 DHS planning, programming, budget, and execution process.
SOURCE: DHS, 2006.
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The committee suggests that implementation of the proposed work-
force health protection strategy follow the approach used for the DHS
Workforce Strategy. DHS components should develop action plans de-
scribing component-specific activities in support of the strategic goals and
objectives, using clear and measurable metrics to demonstrate progress.
Component health leadership should provide reports on progress toward
the achievement of component goals and objectives to the CMO and the
reconstituted Health, Safety, and Medical Council. The Secretary should
direct component leadership to include workforce readiness, as a key out-
come of the strategy, in their performance plans.

To track successful execution of the strategic plan as required for
the planning, programming, budget, and execution process and to ensure
leadership accountability, DHS requires a multivariate tool for assessing
performance across the department. A balanced scorecard is one example
of a multivariate tool that has been used for these purposes by a number
of federal agencies, especially within the Department of Defense (DoD).
Originally, this tool was intended to enable business performance evalua-
tion from four different perspectives: financial, customer, internal business,
and innovation and learning (Mohamed, 2003). As Rohm (2008) explains,
the intended purpose of the balanced scorecard, and therefore how it is
used, varies between people and organizations. Whereas some management
experts view the balanced scorecard as “simply a performance measurement
framework for grouping existing measures into categories, and displaying
the measures graphically,” others view it as “a robust organization-wide
strategic planning, management and communications system ... that align|[s]
the work people do with organization vision and strategy, communicate[s]
strategic intent throughout the organization and to external stakeholders,
and provide[s] a basis for better aligning strategic objectives [action plans]
with resources” (Rohm, 2008, p. 1). The committee takes that latter view,
believing the balanced scorecard readily lends itself to a strategy map
for the overall organization and could be used to help align DHS and its
components behind a shared vision of success for occupational health and
operational medicine.

Major components of a balanced scorecard system include engaged
leadership; interactive communications and change management; vision
and mission; core values; organizational strengths and weaknesses; cus-
tomers and stakeholders; customer value proposition; strategic objectives;
strategy mapping; performance measures, targets, and thresholds; strategic
initiatives; performance information reporting; department and individual
scorecards; rewards and recognition programs; and evaluation (Rohm,
2008, p. 2). By linking the key components through use of a balanced
scorecard approach, the agency will be able to benchmark its progress and
improve its performance.
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There are several advantages to using a balanced scorecard approach
to evaluate strategic objectives, processes, and technology. The approach
enables leadership to evaluate whether objectives are being met; permits
stakeholders to determine near-, mid-, and long-term objectives; and sup-
ports strategic action to match desired outcomes (Bowen, 2011). The dis-
advantage is that forethought is required to determine the desired metrics
and link them to specific goals and objectives (Bowen, 2011). A critical
issue in the use of the balanced scorecard approach is that information
being tracked must be applicable to the needs of components as well as the
overall department; otherwise, the metrics will be meaningless. A core set
of metrics may apply to all DHS components, but some metrics applicable
to the specific components and their missions may need to be developed.

The committee believes that with periodic reviews of the scorecard at
the department and component levels, leadership will be held accountable
and ensure action to meet selected targets, as well as to create an environ-
ment that is conducive to learning and continuous improvement. The value
of a scorecard system comes from continuous refinement, discovery, and
analysis. The Coast Guard’s Health Services Strategic Plan (USCG, 2011)
provides a useful model for the use of a balanced scorecard to track prog-
ress toward specific objectives for strategic goals (see Appendix C).!

Effecting Organizational Change

In large, complex organizations, there are three major forms of orga-
nizational control—first-order, second-order, and third-order. First-order
control comes through direct supervision; second-order control is exerted
through the use of standards (e.g., standard operating procedures); and
third-order control, arguably the strongest form, is achieved through cul-
ture (Sutcliffe, 2013). All three forms of control will be necessary to ensure
the DHS-wide adoption of forward-looking policies for prevention, health
protection, and performance. As expressed by the Institute of Medicine’s
Committee on Department of Homeland Security Workforce Resilience,
leadership, communication, and culture are the foundational elements
needed to support DHS in its efforts to achieve its full potential (IOM,
2013). Leadership plays a vital role in creating the cultural identity (i.e.,
norms and values) that drives organizational performance (Gantner, 2012).
Ingraining the value of a safe, healthy, resilient, and ready workforce in the

IThe committee does not intend to suggest that DHS should adopt the specific metrics
included in the Coast Guard’s measurement framework but provides it only as an example
of a tool that can be used for tracking progress on strategic goals and objectives and for
accountability purposes. Many of the metrics used by the Coast Guard would be specific to
that agency and would not be appropriate for other DHS components.
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culture of DHS will require commitment, concerted effort, and consistent
communication from the Secretary regarding the vital importance of work-
force health protection.
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Organizational Alignment
and Coordination

orkforce health protection is a critical element of an agency’s mis-
; N- / sion support architecture and must function as part of a larger
management system that includes human resources, financial
management, information systems and communications, acquisition plan-
ning and management, facilities management, and logistics; these elements
together enable mission execution (Allen, 2012). Since its beginning, the
Department of Homeland Security (DHS) has faced many challenges related
to the horizontal and vertical integration of these various management
functions (GAO, 2012a,b). In response to a 2009 charge by the Secretary
to create “one DHS,” the Under Secretary for Management developed an
Integrated Strategy for High Risk Management that provides a plan and
performance measures for horizontal and vertical integration of the depart-
ment’s management functions (DHS, 2013b). Despite its clear role in mis-
sion support, however, workforce health protection has not been included
in larger management system integration efforts at DHS.

DHS operates using a matrix management approach whereby func-
tional leaders (e.g., human resources) in the components receive direction
both from component line leadership and from the functional leader at
the DHS headquarters level (e.g., the DHS Chief Human Capital Officer).
Despite the advantages of this approach, such as improved information
sharing across organizational units (Ford and Randolph, 1992), challenges
can arise, including confusion regarding authorities, turf battles, and loss
of accountability (Bartlett and Ghoshal, 1990). At DHS, ensuring employee
health under a matrix management structure is further complicated by the
absence of a single leader for health functions at both the headquarters and,
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in most cases, the component level. This chapter presents the committee’s
recommendations for how DHS can achieve organizational alignment and
coordination to support the integration of its workforce health protection
functions.

ALIGNMENT OF HEADQUARTERS OVERSIGHT FUNCTIONS

The committee was asked to consider the centralized department over-
sight authority required to ensure an integrated health protection infra-
structure. Based on its assessment (described in detail in Chapter 4), the
committee concludes that (1) the fragmentation of workforce health pro-
tection functions and the lack of sufficient delegation of authority to the
Chief Medical Officer (CMO) have resulted in ambiguity and uncertainty
regarding roles and responsibilities; and (2) the absence of formal mecha-
nisms for coordination and communication has resulted in stovepiped
workforce health protection functions, contributing to inefficiency, a lack
of accountability and transparency, and missed opportunities to achieve
synergy through integration. To realize the vision of a ready and resilient
workforce (IOM, 2013), DHS needs to align its resources with its strategic
objectives, develop performance metrics, and hold its health and line lead-
ership accountable for the health of its employees. Meeting these needs is
extraordinarily difficult in a fragmented organization. It is not enough to
ensure that the key operational functions exist; the organizational construct
needs to support their integration. In the following sections, the committee
presents different authority structure models derived from an analysis of
successful systems in other organizations and its findings on the integra-
tion challenges associated with the current model at DHS. Based on an
analysis of alternative oversight mechanisms to better promote integration,
including both segregated and aligned approaches,' the committee con-
cludes that achieving an integrated health protection system will require or-
ganizational alignment such that there is oversight from a centralized health
authority who can serve as an advocate for workforce health protection.

Models for Oversight Mechanisms to Promote Health System Integration

Integrated management systems for workforce health are multidis-
ciplinary in nature, requiring input from those with expertise in health,

1As the committee uses these terms, segregated refers to an approach whereby employee
health-related responsibilities are split between two headquarters-level offices (Office of Health
Affairs [OHA] and Office of the Chief Human Capital Officer [OCHCOY]), whereas aligned
refers to a reporting structure whereby managers for all health-related functions report directly
to a single leader within one office.
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safety, human resources, legal requirements, and operations. Consequently,
it can be challenging to determine the optimal arrangement of responsibili-
ties for health protection functions across multiple stakeholder entities. In
the course of this study, the committee examined the organizational and
authority structures for employee health programs in multiple public- and
private-sector organizations to identify general mechanisms for ensuring
integration (described in more detail in Appendix E). From this assess-
ment, two general mechanisms emerged: (1) shared oversight of segre-
gated functions, and (2) aligned reporting structures. Both have advantages
and disadvantages. Determining how best to divide responsibility for dif-
ferent functions is a major challenge associated with the segregated model,
whereas determining optimal organizational context (leadership and orga-
nizational placement) can be difficult with an aligned model. These two
models are discussed in more detail below. Although the committee tried
to include a diverse set of organizations in its analysis, it acknowledges that
other models might have been identified with a larger sample.

Model 1: Shared Oversight of Segregated Functions

In several of the organizations reviewed by the committee (e.g., Johnson
& Johnson [J&]J], Procter & Gamble [P&G], the National Aeronautics and
Space Administration [NASA], and the Department of Defense [DoD]), em-
ployee health and wellness programs are organizationally segregated from
safety programs, and integration is achieved through coordinated, global
policies and standards that apply across all component agencies (or business
units) and are developed by an oversight council that brings the heads of
both groups together. The committee noted that under this model, safety
functions, which are inherently operational in nature, often are overseen by
operational units (e.g., supply chain operations, mission assurance).

At J&J, employee health and wellness programs (including health pro-
motion, mental health, travel health, medical surveillance, and health clinic
services) are aligned and integrated under the global medical director, but
safety (injury prevention) and industrial hygiene programs are managed
separately. The global medical director reports through human resources,
while the head of safety reports through supply chain operations. To en-
sure integration of global policies and standards, both sit on an Environ-
mental Health and Safety Leadership Council (Isaac, 2013).2 Similarly, at
NASA, safety falls under the Safety and Mission Assurance Directorate,
but all other employee health protection and promotion functions (e.g.,
occupational health, environmental health, health physics, physical fitness
and health promotion, workers’ compensation, and employee assistance)

2The health system at P&G is organized similarly to that of J&].
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fall under the Office of the Chief Health and Medical Officer. Both report
directly to the NASA Administrator (NASA, 2013).3 The Chief Health and
Medical Officer—who is also the NASA Designated Agency Safety and
Health Official (DASHO)—and the Chief Safety and Mission Assurance
Officer are both members of the Mission Support Council, which facilitates
senior management involvement in and oversight of NASA’s occupational
safety and health program (NASA, 2012). At DoD, responsibilities for
workforce health protection fall under two separate Under Secretaries of
Defense (USDs): the USD for Acquisition, Technology and Logistics and
the USD for Personnel and Readiness. The Office of the USD for Acquisi-
tion, Technology and Logistics has primary responsibility for safety and
occupational health policy, while the Office of the USD for Personnel and
Readiness is responsible for DoD’s medical programs and for programs
and budget related to occupational health aspects of the Defense Health
Program. The Defense Safety Oversight Council, which is chaired by the
USD for Personnel and Readiness, helps ensure coordination among these
offices (Cecchine et al., 2009).

Model 2: Aligned Reporting Structures

In the second model, workforce health protection functions, including
safety, are aligned into a single reporting structure. Organizations with
aligned health protection functions that were reviewed by the committee
included the Department of the Interior (DOI), the Smithsonian Institu-
tion, and the Johns Hopkins Medical Institution and University. It should
be noted that workers’ compensation is included in this aligned structure
only for the Johns Hopkins system; in the other two cases, this function
is managed within human resources, although DOI occupational medicine
personnel offer support for such programs by conducting case reviews
(DOI, 2013). Neither DOI nor the Smithsonian has a designated CMO or
medical director, although both organizations employ physicians to direct
occupational health programs that are part of the aligned health protection
reporting structures.

At DOI, occupational safety and health and occupational medicine
functions are aligned within the Office of Occupational Safety and Health,
the director of which is also the Executive Director of the DOI DASHO
Council—a high-level decision-making body comprising the department
DASHO and the bureau-level DASHOs. The Smithsonian aligns occupa-
tional health, safety, environmental management, and fire protection under
the Director for the Office of Safety, Health and Environmental Management.
At Johns Hopkins, a large multicenter academic and medical institution, the

3The NASA Administrator is the agency head.
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safety, occupational medicine, environmental health, workers’ compensa-
tion, and employee assistance programs are all aligned under the Executive
Director for Health, Safety and Environment, who is also the Chair of the
Joint Committee for Health, Safety and Environment and the Occupational
Medicine Division Director (Bernacki, 1999).

The Current DHS Oversight Model for
Workforce Health Protection Functions

As described in earlier chapters and delineated in Table 2-2 in Chapter 2,
current workforce health protection and promotion activities at the DHS
headquarters level are divided between two mission support offices: the
Office of Health Affairs (OHA) and the Office of the Chief Human Capital
Officer (OCHCO), the latter being located within the Management Direc-
torate. Briefly, health protection responsibilities under the CMO encompass
primarily medical quality management, medical support for operations,
medical countermeasures, employee resilience programs, and medical readi-
ness functions, whereas programs located within OCHCO include occupa-
tional safety and health, workers’ compensation, disability management,
and health promotion. This organizational and authority structure most
closely resembles the segregated model described above, although the divi-
sion of health and medical functions between offices is a notable differ-
ence (for example, medical surveillance and medical case management
are overseen from within OCHCO, but other medical functions are the
responsibility of the CMO). Even in other organizations examined by the
committee where safety (and in some cases, industrial hygiene) is overseen
by an operational unit, medical functions are generally collocated. Ad-
ditionally, in contrast with the organizations described above employing a
segregated model, safety functions at DHS currently are not overseen by
an operational entity.

Like other organizations with segregated employee health protection
programs, DHS established an oversight council to promote functional
integration. A 2008 DHS Directive (066-01; see Appendix B) directed the
formation of a DHS Safety, Health, and Medical Council to facilitate the
coordinated formulation of department-wide health, safety, and medical
program policy and the development of integrated tools and standardized
processes to support program functions (OCAO and OHA, 2009). The
Council was to be co-chaired by the CMO and the DASHO—currently the
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Chief Human Capital Officer*—and attended by the component Designated
Safety and Health Officials (DSHOs).” However, the committee learned
that the Council has been inactive for more than a year (Anderson, 2013),
although no explanation was provided as to the reason for this.

Integration Challenges Associated with the
Current DHS Health System Model

As discussed in earlier chapters, the Secretary has delegated authority
to the Assistant Secretary for Health Affairs, who is also the DHS CMO,
to exercise oversight over all of the department’s medical and public health
activities (see Appendix B for a full description of the authorities vested
in the CMO under Delegation #5001). This delegation was initiated in
2008 and has not been reviewed or revised to reflect more than 5 years of
experience and changing circumstances. A memorandum of understanding
was put in place in September 2009 (see Appendix B) to delineate more
clearly the responsibilities of OHA and the Office of the Chief Administra-
tive Officer (whose responsibilities have now been assumed by the Chief
Human Capital Officer). However, the matrix designating lead and shared
responsibilities for each program was found to be inaccurate with regard
to actual current responsibilities. For example, health promotion is listed
as an OHA responsibility, but policy and guidance for health promotion
currently are led by the Human Capital Policy and Programs Division
within OCHCO.® A revision process was initiated but was interrupted by
management turnover within OHA.”

The memorandum of understanding lists several functions for which
the CMO has primary responsibility in an oversight role, but the provision
of services themselves may be carried out through OCHCO (OCAO and

#Under Directive 066-01, the DHS Safety, Health, and Medical Council was to be co-chaired
by the CMO and the Chief Administrative Officer, who initially served as the DASHO for
the department. When the DHS occupational safety and health program was detailed from
the Office of the Chief Administrative Officer to OCHCO, the Chief Human Capital Officer
assumed the title of DASHO and the attendant responsibilities.

SThe committee found that the organizational placement of the DSHOs varied across DHS,
but as defined by Executive Order 12196, these officials are responsible for agency occupa-
tional safety and health programs and must have “sufficient authority to represent the interest
and support of the agency head.”

At former Secretary Napolitano’s request, OHA established a workforce resilience program,
which the Institute of Medicine (IOM) Committee on Department of Homeland Security
Workforce Resilience found to be isolated from other workforce health promotion initiatives
run by OCHCO.

7E-mail communication, K. Anderson, DHS OCHCO, to A. Downey, Institute of Medicine,
regarding proposed changes to OHA-Office of the Chief Administrative Officer memorandum
of understanding, March 7, 2013.
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OHA, 2009). In the absence of formal mechanisms for interaction between
the two offices, it is unclear how the intersection of these responsibilities
can be managed effectively. A current initiative to improve medical case
management at DHS provides an example of how the CMO lacks visibility
and strategic input with respect to the health-related functions currently
administered through OCHCO, including medical functions for which the
CMO has delegated oversight authority. The committee learned that a de-
partment-wide program to facilitate early medical case management for em-
ployees who have filed workers’ compensation claims is being established
and will be managed at the headquarters level by the Workers’ Compensa-
tion Program Manager and Policy Advisor within OCHCO (Myers, 2013).
Despite the fact that oversight authority for return to work was delegated
to the CMO, OHA is not involved in the administration of this program.®
As there are no medical personnel within OCHCO, a contracted medical
officer will be responsible for medical oversight of case managers (DHS,
2013a). Reliance on contracted medical support for functions that could
be overseen by in-house medical authorities contributes to a lack of role
clarity for the CMO, diminishes the authority of the position, and poses a
barrier to ensuring integration of outsourced functions into an overarching
DHS health protection strategy and system.

Although personnel from OHA and the occupational safety and health
(OSH) office continue to collaborate on policy development, accident in-
vestigation, and preparedness planning in the absence of formal and regular
coordination mechanisms (Anderson, 2013), such interaction occurs on an
ad hoc basis, resulting in redundancy and missed opportunities for synergy.
During testimony at the committee’s first meeting, the DHS Safety Man-
ager commented that OHA and the OSH office sometimes “lean forward
simultaneously and start in parallel directions on something that comes
up.... Our chief people ask us the same question that their people do.
We both end up working on the answer independently and needlessly”
(Anderson, 2013). Such inefficiencies could be reduced by high-level co-
ordination through established governance mechanisms (e.g., the Health,
Safety, and Medical Council) and through the development of a unified
strategic approach to workforce health protection. A unified approach
would need to be guided by a clear picture of employee health status and
needs throughout the department and would require executive-level deci-
sion making regarding strategic prioritization and resourcing. It is not clear
how this could be achieved in the absence of communication between the
DASHO and the CMO.

8E-mail communication, I. Hope, DHS OHA, to A. Downey, Institute of Medicine, regarding
medical case management program, August 12, 2013.
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Based on the challenges described above (and in more detail in
Chapter 4), the committee concludes that the current segregated system
for workforce health protection is not functioning optimally. Revision of
key policy documents (the 2008 delegation and memorandum of under-
standing) and reconstitution of the Health, Safety, and Medical Council
would help improve coordination between offices, but the committee is
concerned that, in the absence of additional accountability mechanisms,
DHS will not achieve lasting change. Increased accountability through orga-
nizational transformation is necessary to promote health system integration
and ensure mission readiness at DHS.

Alternative Oversight Mechanisms to Promote
Health System Integration at DHS

The committee considered two alternative oversight mechanisms that
could facilitate improved integration: (1) leaving health protection re-
sponsibilities segregated but reorganizing reporting structures such that
someone with sufficient authority would have responsibility for ensuring
coordination between the CMO and the Chief Human Capital Officer; or
(2) aligning all workforce health protection functions into a single reporting
structure.

There is currently significant organizational distance between the two
offices with oversight responsibility for workforce health protection func-
tions (OHA and OCHCO), with reporting structures remaining separate
until the Deputy Secretary level. As a result, the CMO and Chief Human
Capital Officer are not held accountable for coordinating efforts, including
ensuring the functioning of formal governance mechanisms such as the
DHS Health, Safety, and Medical Council. According to the DHS Chief
Human Capital Officer, “Inefficiencies that do arise are usually due to a
difference in executive prioritization and program resourcing that result
from the alignment of OHA under the CMO and OSH/OCHCO within the
Management Directorate.”” This observation is consistent with the commit-
tee’s findings, and it is this imbalance of prioritization and resourcing that
is key to understanding many current challenges with health system integra-
tion at DHS. Consequently, the committee considered whether a segregated
health protection infrastructure would be more effective with placement of

9E-mail communication, K. Emerson, DHS OCHCO, to A. Downey, Institute of Medicine,
regarding integration of occupational health and operational medicine infrastructures at DHS,
December 24, 2013.
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the CMO in the Management Directorate!® at the same level as the Chief
Human Capital Officer, with the Under Secretary for Management over-
seeing both offices and holding the CMO and Chief Human Capital Officer
accountable for coordination. This arrangement would be consistent with
the DHS Chief Human Capital Officer’s suggestion that “improved ‘integra-
tion” could be achieved through an organizational structure in which the
occupational health and operational medicine personnel currently placed in
OHA could be moved ‘closer’ to the OSH office, with a shared upper-level
executive somewhere below the current level.”!!

The main advantage of this approach is that it would reduce the orga-
nizational distance between the CMO and the Chief Human Capital Of-
ficer in a way that would be less disruptive than organizational alignment
of workforce health protection functions, because responsibilities within
OCHCO and OHA would remain the same and reporting relationships
would change only for the CMO. Synergy resulting from the close associa-
tion of occupational safety and health, health promotion, and disability
management with human resource functions such as benefits and labor rela-
tions would be preserved. However, the committee also sees several disad-
vantages to this segregated model. First, it would place the Under Secretary
for Management in the position of having to be a constant arbiter between
entities (OHA and OCHCO) that have diverse missions, goals/objectives,
and priorities. The segregated approach could be successful only if formal
and regular coordination mechanisms were established at the senior leader-
ship (i.e., CMO and Chief Human Capital Officer) and program (e.g., oc-
cupational health) levels. Establishment of these mechanisms would in turn
depend on the institution of clear accountability measures, enforcement of
which would fall to the Under Secretary for Management. Success would
also depend on the development of a coordinated strategic approach in-
formed by baseline data on core health-related metrics. In contrast to other
organizations utilizing the segregated approach, DHS has not established
such measures, and the information management systems required for data
collection and analysis are not yet in place.

In addition to the above challenges, the segregated approach would
perpetuate an artificial divide between key occupational health functions
that should be operating seamlessly in conjunction with one another. For

10Tt should be noted that OHA is responsible for many activities beyond workforce health
protection (e.g., biodefense-related activities), which may make placement of the CMO within
the Management Directorate undesirable. However, the committee was not asked to examine
responsibilities of the CMO outside of those related to occupational health and operational
medicine, and therefore cannot speak to that issue.

1E-mail communication, K. Emerson, DHS OCHCO, to A. Downey, Institute of Medicine,
regarding integration of occupational health and operational medicine infrastructures at DHS,
December 24, 2013.
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example, safety should be an integral component of operational medicine
programs to ensure that prevention and monitoring of injuries and illnesses
are applied equally in field- and facilities-based settings. Also, dividing
responsibilities between offices collocated within the Management Direc-
torate would not solve some of the current integration challenges related
to lack of clarity regarding roles and responsibilities described above. In
light of the inherent interconnectedness of these functions, the committee
believes that an attempt to redistribute responsibilities is unlikely to result
in optimal integration. Given the serious sequelae when health protection
systems fail to function optimally (e.g., preventable morbidity and mor-
tality, mission failure), deficiencies resulting from segregation of these func-
tions would outweigh synergies achieved through integration with human
resources functions.

While recognizing the disruption and other short-term challenges that
would accompany organizational realignment, including potential staff
resistance, the need to redefine reporting relationships, and requirements
for budgetary reallocation, the committee believes that organizational align-
ment provides the best opportunity for successful health system integration
at DHS, given the current ineffectiveness of governance mechanisms and the
immaturity of supporting infrastructure, such as information management
systems. This conclusion is consistent with the findings of a 2005 report on
medical readiness at DHS that recommends the establishment of an entity
with responsibility for both occupational safety and health and medical
support for operations (Lowell, 2005). Creating a single reporting struc-
ture and consolidating responsibility for all workforce health protection
functions under a single leader would better ensure functional integration
and would affirm and empower an enterprise-wide approach. The compre-
hensive view of employee health status and needs across the department
enabled by such alignment could facilitate more efficient management of
resources; enhanced communication with leadership, components, and all
DHS employees; more consistent performance measurement; improved
accountability and transparency; and ultimately, increased organizational
effectiveness and synergy.

Alignment of Headquarters Health Protection Oversight Functions

Many large organizations with effective integrated health and safety
programs employ a lead official who is not a physician. In both federal
organizations found by the committee to have aligned health infrastructures
(DOIT and the Smithsonian), physicians with responsibility for occupational
health and medicine activities report to a nonmedical office director. Un-
like DHS, however, neither has a CMO or equivalent position. Although
the CMO, as the head of DHS’s health office, is an obvious candidate to
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lead an aligned health infrastructure, the committee also considered the
comparative advantages and disadvantages of alignment under the Chief
Human Capital Officer.

The main advantage of alignment under the Chief Human Capital
Officer would be the opportunity to integrate human resources functions
(e.g., employment and benefits) with health and safety functions. The role
of human resources in integrated employee health management systems has
increasingly been acknowledged (McLellan et al., 2012), and the ability
to adjust benefits based on health-related outcome data has been shown
to reduce health care utilization and costs (Bunn, 2010). Compared with
private organizations that are leading the integration of health and human
resources functions, however, government agencies have less flexibility to
tailor benefits (which are to some degree controlled by the Office of Per-
sonnel Management), and DHS lacks the systems for data integration that
would enable evidence-based adjustments to the design of benefits, so the
degree of synergy that could be achieved with alignment under the Chief
Human Capital Officer is limited.

In addition to the human resources aspects of health protection func-
tions, medical and operational aspects must be considered in determining
the organizational context for an aligned reporting structure. The Chief
Human Capital Officer is a resource manager without line operational au-
thority and lacks the necessary training and experience to provide medical
oversight and strategic direction for an integrated health system. DHS is
responsible for numerous operational medicine programs in addition to
traditional occupational health, safety, and compensation programs. Given
the operational and security-sensitive nature of these programs, oversight at
the headquarters level cannot be outsourced. Thus, the committee believes
there would be significant benefit to having a medical professional lead an
integrated occupational health and operational medicine infrastructure. The
committee also believes the CMO would have the professional credibility
needed to unify these functions across the department’s component agencies
through coordination with component medical officers who are responsible
for the implementation of policies and standards promulgated by the CMO
(see Recommendation 4 below). Finally, the designation of the CMO as the
lead agency official for workforce health protection would emphasize the
central role of health and medical support in fulfilling the DHS mission,
thereby raising the visibility of this vital function across the department and
underscoring the Secretary’s commitment to protecting the DHS workforce.

Acknowledging that the Chief Human Capital Officer has significant
interests in an effective workforce health protection program, the com-
mittee believes the CMO, whose responsibilities span policy, resource man-
agement, and operations, would be better suited to providing the public
health leadership required to develop and coordinate the full spectrum
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of health promotion, occupational safety and health, occupational and
operational medicine, and disability management functions. For this orga-
nizational arrangement to be successful, however, the CMO would need
to coordinate closely with the Chief Human Capital Officer on human
resources-related aspects of the workforce health protection portfolio (see
Recommendation 6 on a governance framework). The CMO also would
need to be supported by a multidisciplinary team of policy advisors and
program management staff with collective backgrounds encompassing the
range of disciplines presented in Box 6-1.

Recommendation 2: Align and integrate all occupational bealth and
operational medicine functions under the Chief Medical Officer.

The Secretary of the Department of Homeland Security (DHS) should
design and implement a single reporting structure that effectively aligns
and integrates all DHS employee health- and safety-related functions.
The Secretary should designate and empower the Chief Medical Officer
as the lead agency official responsible for establishing DHS-wide health,
safety, and medical policies, standards, and programs and ensuring that
component agency programs are implemented in a manner consistent
with these policies and standards.

It must be strongly emphasized that, although the committee is recom-
mending alignment under the CMO, its vision for this infrastructure is that
of a multidisciplinary rather than a strictly medical health protection enter-
prise. As articulated in its guiding principle (see Chapter 1), the committee
believes a broader population health approach is necessary to ensure the
promotion and protection of employee health at DHS in a holistic manner.
Implementing such an approach will require a coherent strategy and a dedi-
cated, multidisciplinary team of individuals supporting the CMO.

Responsibilities of the DHS Chief Medical Officer
in an Aligned Reporting Structure

To ensure that the CMO is adequately empowered to coordinate the de-
velopment, implementation, and oversight of DHS-wide policies, standards,
and programs addressing the promotion and protection of the health of the
DHS workforce, the Secretary should review and revise the Delegation to
the Assistant Secretary for Health Affairs and Chief Medical Officer (DHS
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Delegation #5001).!2 Responsibilities for the CMO should include but not
be limited to

e promulgating department-wide policies and standards for inte-
grating and coordinating all occupational health and operational
medicine functions, including occupational safety and health, fit-
ness for duty, workers’ compensation and disability management,'3
and health promotion;

e developing a process for ensuring the implementation of DHS-wide
health, safety, and medical standards;

e providing advice and guidance to the Secretary and component
agency leadership on all matters related to health, safety, and
medicine;

e overseeing component agencies’ medical quality assurance pro-
grams, and ensuring that all DHS and outsourced providers of
medical services are appropriately educated and trained and rou-
tinely evaluated through centralized credentialing, baseline training
requirements, and a standardized competency assessment process;

e analyzing resource allocations and requesting budgetary adjust-
ments as necessary; and

e submitting an annual measurement and evaluation report to the
Secretary on the health, safety, and readiness of the DHS workforce.

The responsibilities outlined above largely are already explicitly stated
or implicit in Delegation #5001. However, the committee asserts that, in
addition to the position’s current authority, the CMO’s responsibilities
should include oversight for health promotion, disability management, and
occupational safety and health programs in accordance with Title 29 of the
Code of Federal Regulations, part 1960 (29 CFR 1960), Basic Program

12Related documents that should also be reviewed and revised include DHS Directive #066-
01, Safety and Health Programs (July 25, 2008), and the Memorandum of Understanding
between the Office of the Chief Administrative Officer and OHA (September 30, 2009).

BIt is important to note here that execution of disability management functions must be
closely coordinated with the administrative functions associated with workers’ compensation
benefits. The importance of this is highlighted by the disruptions to functional coordination
between workers’ compensation personnel and nurse case managers that followed the removal
of the former from the Federal Air Marshal Service (FAMS) medical program reporting
structure (see Box 4-4 in Chapter 4). Separating these two interconnected functions would be
at cross purposes with the committee’s task to advise on the creation of an integrated health
protection infrastructure; thus, inherent in the committee’s recommendation to integrate
disability management with other health and safety functions is the alignment of all elements
of workers’ compensation programs, including the administration of workers’ compensation
benefits, under the CMO.
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BOX 6-1
Suggested Competencies for the
Office of the Chief Medical Officer

The committee does not believe the DHS Chief Medical Officer (CMO) must
be a board-certified occupational medicine physician to lead the implementation of
a unified DHS workforce health protection strategy. However, the committee found
the core competencies for Occupational and Environmental Medicine physicians
of the American College of Occupational and Environmental Medicine (ACOEM,
2008) to be a useful base for developing the following competencies that should
be represented in the collective expertise of the CMO and those in his or her
immediate team to support the CMO’s role as primary advisor to the DHS Sec-
retary on health and medical issues. Although the ACOEM competencies were
developed for practitioners of occupational medicine, the committee found that
many of these competencies are equally applicable to the practice of operational
medicine, with the caveat that special consideration must be given to experience
with the unique requirements associated with operating outside of conventional
workspaces.

e Clinical Occupational and Environmental Medicine: Knowledge and skills
to provide evidence-based clinical evaluation and treatment for injuries
and illnesses that are occupationally or environmentally related.

e Tactical Emergency Medicine: Training and experience in working with law
enforcement or military operational personnel in delivering operational
medical support, including sick call, urgent, and emergency health care
in field or austere conditions.

e Occupational and Operational Medicine-Related Law and Regulations:
Knowledge and skills necessary to comply with regulations important to
occupational health and operational medicine. This most often includes
those regulations essential to workers’ compensation, accommodation of
disabilities, public health, worker safety, emergency medical services, and
environmental health and safety.

e Hazard Recognition, Evaluation, and Control: Knowledge and skills nec-
essary to assess the risk of an adverse event from exposure to physi-
cal, chemical, or biological hazards in the workplace or environment,
to include knowledge of ergonomics, industrial hygiene, and radiation
safety. If there is a risk with exposure, that risk can be characterized with
recommendations for control measures.

e Environmental Health: Knowledge and skills necessary to recognize po-
tential environmental causes of concern to the individual as well as to
community health. Environmental issues most often include air, water, or
ground contamination by natural or artificial pollutants.
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e Work Fitness and Disability Integration: Knowledge and skills to deter-
mine whether a worker can safely be at work and complete required
job tasks (for additional information, see the section on readiness as-
sessment in Chapter 3). The physician has the knowledge and skills
necessary to provide guidance to the employee and employer when an
employee with a disability needs to be integrated into the workplace.

e Toxicology: Knowledge and skills to recognize, evaluate, and treat ex-
posures to toxins at work or in the general environment. This most often
includes interpreting laboratory or environmental monitoring test results,
as well as applying toxicokinetic data.

e Disaster Preparedness and Emergency Management: Knowledge and
skills to plan for mitigation of, response to, and recovery from disasters
at specific worksites as well as for the community at large. Emergency
management most often includes resource mobilization; risk communica-
tion; and collaboration with local, state, or federal agencies.

e Medical Management of Chemical, Biological, Nuclear, and Radiological
Events: Knowledge and skills to play a senior role in national-level efforts
to reduce the risk of such events, recognize when a surreptitious event
has occurred, and mitigate the population or individually targeted effects
of these events.

e Health and Productivity: Ability to identify and address individual and
organizational factors in the workplace in order to optimize the health of
the workers and enhance productivity. These issues most often include
absenteeism, presenteeism, health enhancement, and population health
management.

e Public Health, Surveillance, and Disease Prevention: Knowledge and
skills to develop, evaluate, and manage medical surveillance programs
for the workplace as well as the general public. The physician has the
knowledge and skills to apply primary, secondary, and tertiary preventive
methods.

e  Medical Quality Management: Knowledge and skills required to develop
and manage programs designed to ensure high-quality care when mea-
sured against industry-standard norms, including credentials manage-
ment, professional privileging, and medical quality assurance activities.

e Medical System Management, Administration, and Control: Administrative
and management knowledge and skills to plan, design, implement, man-
age, and evaluate comprehensive occupational and environmental health
and operational medicine programs and projects. Included in these skills
should be the ability to communicate effectively regarding health-related
issues to both internal leadership and the public.
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Elements for Federal Employee Occupational Safety and Health Programs
and Related Matters.

Implementing an Aligned Organizational Structure

The committee recognizes that alignment of all workforce health pro-
tection functions under the CMO would substantially increase the scope
of responsibilities of that position. Transfer of responsibilities would need
to be accompanied by simultaneous transfer of the budget and personnel
currently allocated to execution of those functions in order to meet the
demands of the increased workload. Specifically, the three headquarters-
level occupational safety and health program management personnel and
the DHS workers’ compensation program manager and policy advisor
would need to be transferred from OCHCO to OHA. Additionally, the
title and responsibilities of the DASHO would have to be reassigned to
ensure that the person with those responsibilities and authorities would
be in the same reporting structure as the CMO and the safety program
manager. According to 29 CFR 1960, Basic Program Elements for Federal
Employee Occupational Safety and Health Programs and Related Matters,
“the headquarters [safety and health program] staff should report directly
to, or have appropriate access to, the Designated Agency Safety and Health
Official, in order to carry out the responsibilities under this part.” With the
alignment of the occupational safety and health program under the CMO,
the CMO would need to be designated as or report to the DASHO. There
are examples of federal agencies in which CMOs (or their equivalent) are
also the DASHO (e.g., NASA, Department of State), and the committee
considers this a reasonable arrangement for DHS. However, assuming that
the DASHO responsibilities would be assigned to a leader with sufficient
authority and budgetary influence to ensure that health and safety programs
were appropriately implemented and resourced (as required by executive
order), the committee views a structure where the CMO reports to the
DASHO as a viable option as well.

The committee refrains from recommending specific reporting relation-
ships within OHA but suggests that the organizational structure of the
Coast Guard’s Health, Safety, and Work-life Directorate (see Appendix A)
could serve as an appropriate model for the alignment of occupational
safety and health, health promotion, and medical services functions under a
single health and medical authority. The establishment of Associate CMOs
with the experience and authority to provide leadership in the execution
of specific responsibilities would help offset the significant increase in the
workload of the CMO.
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Ensuring Adequate Oversight Authority

The committee believes the designation of a lead agency official for
all occupational safety, health, and medical programs is necessary but not
sufficient to achieve needed improvements in coordination and integration.
The CMO, as the lead official, will require the authority, influence, and
resources necessary to ensure the execution of department-wide policies
and programs.

In the 2008 Delegation to the Assistant Secretary for Health Affairs and
Chief Medical Officer, the Secretary delegated to the CMO the authority to
exercise oversight over all of DHS’s medical and public health activities. In
the course of this study, however, it became apparent that, in practice, the
CMO lacks the authority to exercise oversight over all medical and public
health activities for DHS. The committee attempted to obtain clarity on the
meaning of the term “oversight.” Senior Advisor to the Secretary the Hon-
orable Judge Alice Hill told the committee that “the word oversight in 2013
probably does not mean that OHA will be its most effective if it just issues
directives to the components.... OHA will need to prove its value and that
is how these changes will be made” (Hill, 2013). The committee agrees that
OHA must lead and not just direct components, but certain critical func-
tions, such as medical quality management, need to be standardized and
implemented consistently throughout the department. When the committee
asked whether OHA has the authority to ensure that components comply
with the policy set forth in the Medical Quality Management Directive (see
Appendix B), it was told that the directive is an unfunded mandate and
that OHA provides the components with guidance and tools but lacks the
authority to ensure implementation (Leslie, 2013). “It’s sometimes not very
clear what we have the authority to do,” said Occupational Health Branch
Chief Ingrid Hope during the committee’s first meeting (Hope, 2013). The
CMO cannot be effective in fulfilling the responsibilities of the position in
the face of such ambiguity.

Recommendation 3: Ensure that the Chief Medical Officer has au-
thority commensurate with the position’s responsibilities.

The Secretary of the Department of Homeland Security (DHS) should
review the organizational context of the Chief Medical Officer (CMO)
position and make necessary changes to ensure that the CMO has
adequate authority, influence, and resources to carry out the essential
function of ensuring the health, safety, and readiness of the more than
200,000 members of the DHS workforce.
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The committee recognizes that giving individuals more authority will
not effect change unless they are also given the tools, administrative re-
sources, and full institutional support needed to carry out their assigned
responsibilities. In addition to ensuring that budget and personnel are
reallocated, as described following Recommendation 2, the DHS Secretary
will need to demonstrate clear support for the alignment of critical health
protection functions under the CMO. To empower the CMO, the Secretary
will need to establish clearly through both policy (revision of Delegation
#5001) and action (holding component heads accountable for compliance
with policies and standards promulgated through OHA) that the CMO has
oversight responsibility for all DHS health and safety programs. Further,
the CMO’s role should extend beyond policy making to ensure that DHS’s
health and safety programs are aligned, prioritized, and implemented. To
this end, the CMO should be included as a member of DHS enterprise-wide
governing bodies, such as Investment Review and Program Review Boards.

The organizational context of the CMO position needs to support these
interactions and should be evaluated in this regard. In some of the organiza-
tions considered by the committee (e.g., J&J, P&G), the medical director
is organizationally located within human resources. This arrangement may
help promote integration between health and human resources activities,
which is essential to the effective management of integrated workforce
health programs (McLellan et al., 2012). However, the committee does not
believe this organizational arrangement would improve the effectiveness
of DHS’s overall health and safety policy, programs, or practices, for the
following reasons:

e In those private-sector organizations, the human resources leader
reports directly to the chief executive officer. Consequently, the
medical director is only two levels down from the company’s senior
official. The committee recognizes that the DHS Deputy Secretary
is responsible for the day-to-day operation of the agency, so in ac-
cordance with the structure of those private-sector organizations,
the CMO should be no more than two levels below the Deputy
Secretary. That would be no lower than reporting to the Under
Secretary for Management, a reporting relationship that would still
be consistent with the CMO’s designation as an Assistant Secretary
and would ensure that important health and safety issues could be
raised to the Secretary unfiltered and expeditiously.

e Congress has stipulated that the DHS CMO should serve as the
principal advisor to the DHS Secretary and head of FEMA on
medical and public health issues.!* To carry out this responsibility,

14Post Katrina Emergency Management Reform Act.
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the CMO needs greater visibility, autonomy, and influence than
could be achieved within OCHCO. Moving the CMO under the
Chief Human Capital Officer would reduce rather than raise the
perceived importance of health and safety as an essential factor in
mission readiness.

e The CMO would face competing priorities within OCHCO that
would make it impossible to resource and execute the strategies
and programs the committee deems necessary for DHS.

Although the committee cautions against placing the CMO under the
Chief Human Capital Officer, there would be notable benefits to having the
CMO, as the leader of an aligned health system, report to the Under Secre-
tary for Management instead of reporting directly to the Deputy Secretary,
as is currently the case. The committee noted that this type of organiza-
tional arrangement (i.e., a health-related office located within a manage-
ment or human capital entity, at the same level as a human resources office)
has been adopted by other federal agencies (e.g., Department of State and
DOI). As suggested by the Chief Human Capital Officer, ensuring that
health protection functions remain closely linked to related human re-
sources functions such as benefits and labor relations enables a desirable
synergy.'> This arrangement would not only ensure close coordination be-
tween the CMO and Chief Human Capital Officer but would also facilitate
increased engagement of other relevant line-of-business chiefs (e.g., Chief
Human Procurement Officer, Chief Financial Officer, Chief Information
Officer), thereby promoting integration of workforce health protection
into the larger DHS management infrastructure and governance processes.
Additionally, if the CMO were located within the Management Direc-
torate, the Under Secretary for Management would be the logical choice
for assignment as the DASHO, as the Under Secretary for Management
has the necessary budgetary authority to ensure that adequate resources
are allocated for program execution. However, these benefits would need
to be weighed against the decreased access of the CMO to the Secretary
that could accompany such a move. Given the specialized, technical nature
of health and medical information, there would be a risk of information
loss during translation if the Under Secretary for Management were to
brief the Secretary on behalf of the CMO. It would need to be understood
that the CMO was still responsible for providing guidance and updates to
the Secretary on all health- and medical-related matters. Additionally, the
committee acknowledges that other considerations outside the scope of this

15E-mail communication, K. Emerson, DHS OCHCO, to A. Downey, Institute of Medicine,
regarding integration of occupational health and operational medicine infrastructures at DHS,
December 24, 2013.
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study (e.g., responsibilities of the CMO beyond those related to workforce
health) may be important to the decision on the best organizational place-
ment of the CMO. Consequently, the committee cannot make a recom-
mendation on this topic and suggests that this decision be left to the DHS
Secretary after review and consideration of the benefits and disadvantages
of the alternative reporting relationships for the CMO. Regardless of the
CMO?’s organizational placement, the Secretary’s clear empowerment of a
strong leader in the CMO position will be required for success.

ALIGNMENT WITHIN AND AMONG OPERATIONAL
COMPONENTS AND VERTICALLY WITH DHS HEADQUARTERS

Since its creation in 2002, DHS and its component agencies have
struggled to retrofit a large set of distinct legacy and nascent organizational
structures into a single cohesive operational and management framework
that meets the diverse requirements of the DHS mission. The same is true
of the organizational structures supporting health protection; each com-
ponent agency has developed a different infrastructure for carrying out its
health, safety, and medical functions. These functions include, but are not
limited to, fitness for duty, employee assistance, health promotion, medical
screening, immunizations and travel medicine, medical threat assessments,
operational medicine, quality monitoring, hazard identification and reme-
diation, injury and illness investigations, automated external defibrillator
(AED) programs, ergonomics assessments, regulatory compliance, health
and safety training, return-to-work programs, and reasonable accommo-
dation. In some components, these functions are carried out internally,
whereas in others, some of these services are outsourced to other federal
agencies (e.g., Federal Occupational Health), private contractors, or aca-
demic organizations. The committee found that the placement of occupa-
tional health programs supporting these functions is fragmented in some
agencies and centralized in others, and their organizational location differs
across the components (with locations including offices of human resources,
training, administration, law enforcement services, and global strategies—
see the component organizational charts in Appendix A). For example,
health promotion programs may be operated out of medical program of-
fices or separate human resources offices. The same is true for workers’
compensation programs. The committee was unable to gauge whether these
locations in and of themselves are the cause of, or related to, inefficiency
and lack of coordination within some components.

As discussed previously, the committee believes that organizational
alignment of workforce health protection functions into one reporting
structure would ensure effective coordination, collaboration, and account-
ability. While acknowledging that other options for coordination of these
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functions can be effective, the committee was not provided sufficient evi-
dence of matrix alignment to support the fragmented approach. In compo-
nents with aligned or partially aligned organizational structures in which
health, safety, and/or medical programs and functions are collocated, the
committee found evidence of increased information sharing through regular
meetings and coordination processes, encouraging communication and syn-
ergy in support of mission requirements. The case study of the integrated
medical program of the Federal Air Marshal Service (FAMS) presented in
Chapter 4 (see Box 4-4), demonstrates the value of organizational align-
ment. Notably, when the workers’ compensation program management
function was removed from the FAMS reporting structure, coordination
with the medical unit was degraded and workers’ compensation costs
increased (Lewandowski and Weeks, 2013). The Coast Guard provides
another example of improved integration through alignment of prevention
and health protection functions under its CMO, but most other component
agencies lack an equivalent single point of accountability for all health,
safety, and medical activities.

Not only does fragmentation of workforce health protection functions
at the component level impact intracomponent coordination, but oversight
from the headquarters level also is more challenging when there is no single
responsible leader or even consistency in what are considered medical,
occupational safety and health, and human resources functions. Vertical
integration has been less of a problem for occupational safety and health
functions because well-established processes for oversight are in place to
ensure compliance with regulations for federal agency occupational safety
and health programs. Each component has a Designated Safety and Health
Official and occupational safety and health program managers with clear
responsibilities and minimum core performance metrics established by the
Occupational Safety and Health Administration (OSHA). Vertical inte-
gration of medical programs has been far more challenging. Prior to the
development of the Medical Liaison Officer (MLO) program, few of the
components had a physician on staff, and there were few formalized routes
of communication or mechanisms for information sharing between OHA
and component medical and health offices.!® The MLO program represents
an encouraging step forward, but vertical integration challenges remain.
The MLO program has placed Senior Medical Advisors in only four of the
DHS operating components.!” Additionally, the fragmentation of medical

16The Emergency Medical Services Training and Education Advisory Committee discussed
in Chapter 4 is a notable exception.

17QOHA is working to expand the MLO program into other component agencies. As benefits
are realized in those components that have piloted the program, OHA hopes this will engender
interest from other components.
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and health functions across component human resources, workers’ compen-
sation, occupational safety and health, medical, operational, and training
offices means that even in components in which Senior Medical Advisors
are located, there is still no one person accountable for medical and health
activities. Senior Medical Advisors may be assigned to guide occupational
health or operational medicine activities and may not have oversight over
other medical programs. The result has been situations in which medical
functions have been outsourced with no oversight from internal medical
authorities.

The committee concludes that the current fragmented organizational
structure and the distribution of health, safety, and medical authorities
within DHS component agencies will impede the ability of the CMO to
orchestrate a comprehensive and integrated workforce health protection
strategy to ensure the health, safety, and resilience of the entire DHS work-
force. The effectiveness of the CMO would be enhanced by having a single
point of accountability within the operating components, an individual
who could ensure the integration of component occupational health and
operational medicine functions.

Recommendation 4: Establish Component Lead Medical Officers to
align and integrate occupational health and operational medicine
functions.

The Secretary of the Department of Homeland Security (DHS) should
direct each component agency head to design and implement a single
reporting structure that effectively aligns and integrates all compo-
nent occupational health and operational medicine functions and as-
sign oversight responsibility for these functions to a Component Lead
Medical Officer. That individual would be responsible for ensuring
that these functions are implemented in a manner consistent with
DHS-wide standards and policies. The Component Lead Medical Of-
ficer, through a clear position description, should be held responsible
for the following:

e reporting to the component head and/or component Designated
Safety and Health Official on the execution of health, safety, and
medical policies and programs within the component;

e applying the policies and standards promulgated by the Chief
Medical Officer (CMO) in the context of the unique operational
requirements of the component;

e developing a reporting structure and coordination processes
to ensure the integration of occupational safety and health,
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medical, workers’ compensation, and health promotion efforts;
and

e ensuring that a federal medical officer, under the guidance of
the CMO, is responsible for all component health, safety, and
medical services, including those services provided by contract
and/or interagency agreement.

Because Component Lead Medical Officers (CLMOs) would need to
lead the development and coordination of the full spectrum of occupational
health and operational medicine programs, encompassing health promo-
tion, occupational safety and health, occupational and operational medi-
cine, and disability management, the same core competencies described in
Box 6-1 for the CMO should be represented on their team. Initially, as the
CLMOs work to become established and address pressing gaps, it will be
important for the CMO to ensure that they have adequate reachback sup-
port (program management staff and subject-matter experts) within OHA.

The Case for Alignment of Health, Safety, and
Medical Functions Within Components

The committee was asked to provide recommendations on how occu-
pational health and operational medicine infrastructures within component
agencies can be better integrated into a coordinated, DHS-wide system. As
discussed in Recommendation 2 (alignment under the CMO), the committee
acknowledges that organizational realignment of all workforce health pro-
tection functions (e.g., fitness-for-duty determinations, health promotion
and monitoring, record keeping and credentialing, safety inspections, injury
and illness investigation and management) into a single reporting structure
will present some challenges in terms of recasting authorities, particularly
for components that already have one or more medical officers. In the
short term, this process may even lead to inefficiencies as adjustments are
made. However, the committee believes that aligning these functions under
a CLMO as proposed in Recommendation 4 would result in long-term
benefits, including

e improved communication and information sharing among health,
safety, and medical activities, fostering a more cohesive environ-
ment for workforce health protection to support mission readiness;

e development of a comprehensive strategy for operational integra-
tion at the component and, where appropriate, the subcomponent
levels;

e improved communication with line leadership, which would
ensure that health programs are driven by component mission
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requirements and that line leadership is kept informed regarding
the health concerns and needs of the workforce and those in care
or custody;

e development of an efficient system for integration of health data for
internal analysis and transmission to and from DHS headquarters;

e development of clearer roles and responsibilities and scope of au-
thority within components;

e improved communication with DHS headquarters, with CLMOs
serving as conduits for information from their respective organiza-
tions to the DHS CMO and vice versa; and

e identification of staffing and skill shortages that can be addressed
by a workforce development strategy to better meet health, safety,
and workforce protection requirements.

Considerations in the Designation of Component Lead Medical Officers

Component-specific circumstances (e.g., field- versus facilities-based
operations) may drive the organizational location of the CLMO—a de-
termination the committee believes would best be left to component lead-
ership. Regardless of where in the organizational structure CLMOs are
established, however, they should have high-level visibility with component
operational leadership to (1) advise on the allocation of adequate financial
and other resources, (2) advocate within the component for health protec-
tion as essential to mission readiness, and (3) motivate line managers to
undertake appropriate prevention activities. By designating a CLMO and
ensuring that the position has sufficient visibility, component leadership
would set the expectation that the CLMO is the medical authority across
the component, which is critical to obtaining broad support and buy-in for
component health, safety, and medical programs.

In designating the CLMO, component leadership would have to de-
cide whether to assign the title and responsibilities detailed above to a
Senior Medical Advisor or to a medical officer employed independently by
the component (direct hire). Senior Medical Advisors are funded through
cost-sharing agreements between OHA and their assigned component, and
their performance expectations are developed by the Director of the OHA
Workforce Health and Medical Support Division, who receives input from
component supervisors. The implications of this decision for the following
possible CLMO reporting configurations should be considered:

e CLMOs would report to and their performance be monitored by
both component line management and the DHS CMO centrally
(Senior Medical Advisor model). The benefits of this option include
continued cost sharing and a stronger link between the CLMOs
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and the CMO, which might improve information exchange and
increase the likelihood of component adoption of department-wide
standards. However, under this arrangement, CLMOs might have
more difficulty earning the trust of their component leadership than
would a direct hire counterpart.

e CLMOs would report to line management within the component
but have performance requirements to consult and coordinate with
the DHS CMO for department-wide policy and program develop-
ment and oversight. This option might increase the sense of owner-
ship over component medical programmatic activities and improve
trust between component medical and line leadership, but it could
impede information sharing with the CMO if CLMOs were not
held accountable for participation in coordination activities.

Challenges Associated with Dual Reporting

Regardless of which of the two above options were chosen, the CLMOs,
by design, would have a dual reporting relationship under the DHS matrix
management authority structure. For component operational matters, they
would report to the component leadership, but for medical matters, their
implementation of health and medical programs, guidelines, and practices
would fall under the oversight of the CMO. This point is critical because
medical authorities, not line leadership, need to set medical training and
certification requirements and ensure that they are met, and oversee the
quality and scope of medical practice across DHS components. DoD has
successfully implemented a similar dual reporting structure between line
military commands and the senior departmental health authority to ensure
that force health services, capabilities, and occupational risks are fully
and authoritatively considered in preparing for and executing component
operations. However, this arrangement works best when, as for DoD,
both component and department medical authorities are able to plan,
budget, and distribute funding to support implementation of their respec-
tive component/medical policies, programs, and practices. Otherwise, dual
reporting could potentially cause problems for CLMOs should the priorities
of the two leaders diverge. Without the ability to fund directed programs,
the CMO might face pushback from components against such unfunded
mandates, and CLMOs could be left in a position of responsibility without
sufficient resources for policy execution. Although some cost-sharing initia-
tives have been implemented and others proposed, OHA generally is unable
to provide funding to help components meet medical requirements. One
way to help ensure that CLMOs would receive adequate budgetary sup-
port would be for the Secretary to require that component heads, as well as
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CLMOs, be held accountable for successful execution of department-wide
standards and policies.

Oversight of Outsourced Health, Safety, and Medical Services

An important role for the CLMO would be to ensure that all occupa-
tional and operational medicine program activities, including those that are
outsourced through contracts and interagency agreements, are overseen by
a component federal medical officer under the guidance of the CMO. The
responsibilities delegated to the CMO by the Secretary include assurance
of the quality and efficiency of all DHS medical services. The integration
of DHS medical services, including coordination of occupational safety
and health, workers” compensation, and medical support for high-visibility,
high-consequence, and nationally significant events, clearly falls within the
responsibility of the CMO. The committee noted significant reliance on
outsourced providers for occupational health and medical services (e.g.,
fitness-for-duty evaluations, health promotion services, ergonomics assess-
ments, medical surveillance services). Federal Occupational Health alone
provides hundreds of thousands of examinations and other various clinical
services to DHS employees annually at health units across the country. The
committee learned that two operational medicine programs within DHS
currently are using a contracted medical director (Tang, 2013), whose scope
of authority regarding programmatic direction and resource allocation is
unclear.'® Furthermore, although one of the CMO’s delegated authorities
is to provide medical guidance for departmental personnel programs, in-
cluding return to work (DHS, 2008), the committee learned that an acqui-
sition process has been initiated for a contracted DHS-wide medical case
management program to be managed by workers’ compensation program
staff at both the headquarters and component levels (Myers, 2013). In addi-
tion to nurse case managers, the vendor is to provide the medical reviewing
physician. The committee was informed that OHA has not been involved
with the development of this program since participating in initial discus-
sions more than 3 years ago.!” Although the committee recognizes the value
of early case management for workers’ compensation claims, this contract
in its current form bypasses the internal medical assets and authorities of
DHS. In so doing, it potentially impedes both medical situational awareness

18The role of contractors in the direction and oversight of medical operations should be
delineated more clearly following analysis by DHS General Counsel to ensure compliance
with legal requirements set by Federal Acquisition Regulations prohibiting contractors from
carrying out inherently governmental functions, such as the supervision of federal employees.

19E-mail communication, I. Hope, DHS OHA, to A. Downey, Institute of Medicine, regard-
ing a DHS medical case management program, August 12, 2013.
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and integration with other workforce health protection functions, most
notably occupational safety and health and fitness for duty.

The use of contracted medical direction may have arisen out of neces-
sity in the past, but Senior Medical Advisors and a CLMO could provide
in-house expertise to meet these needs. To ensure that such services are
integrated into the larger DHS health protection infrastructure, technical
oversight of outsourced services should be delegated to DHS medical of-
ficers at the component level. An example of these activities is monitoring
revalidation of licensure for contracted medical practitioners (ICE, 2013).

Going forward, when contracted medical services are considered, they
should be well delineated, task specific, and approved by the CMO. Ad-
ministration of contracts and interagency agreements is the responsibility of
trained procurement specialists, but a mechanism is needed to ensure that
contracts and agreements are consistent with the overarching health poli-
cies and standards of the department. In private industry, stringent contract
language is used to ensure that the company’s professional standards and
practices are met (Christensen, 2013). Accordingly, the CMO should set
minimum requirements for contracts and agreements and, where appro-
priate, work with acquisition authorities at DHS to establish a common
vehicle for use by components in procuring occupational health and med-
ical services to achieve efficiencies unless a business case demonstrates the
need for a component-specific service agreement (see Recommendation 9
on centralization of common services). Another private-industry practice
applicable to DHS is to require components to report on standardized core
metrics using a data collection tool such as a global scorecard (see Recom-
mendation 10 on collecting core metrics), regardless of whether services are
provided in house or outsourced (Christensen, 2013; Isaac, 2013).

Establishing a Coordinated Approach to Workforce
Health Protection Across DHS

Prior to establishment of the MLO program, the CMO had limited vis-
ibility on health and medical programs and challenges within component
agencies. This limited visibility interfered with the CMO’s ability to ad-
dress cross-cutting and department-wide health and medical issues through
policy and program initiatives and to ensure that the Secretary’s agenda is
assimilated at the component level. The committee learned that directives
and proposed standards from OHA sometimes are disconnected from the
needs and realities within the component agencies (Leffer, 2013), possibly
contributing to the observed uneven compliance with OHA policy, most
notably the Medical Quality Management Directive (Kosh-Suber, 2012).

The committee concludes that a mechanism is needed to enable
the CMO to collect information on operational requirements from the
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component level, to engage components in the development of medical and
public health policy, and to provide senior-level direction for an integrated
DHS workforce health protection strategy. OHA already has taken laudable
steps toward developing this capability with the MLO program, but the role
for Senior Medical Advisors in building and sustaining an integrated health
protection system has yet to be clearly defined and formalized. In addition
to serving as a source of information on drivers of health and medical
policy within the components, Senior Medical Advisors and other medical
officers within DHS have diverse backgrounds and represent a valuable
source of knowledge and experience that the CMO should tap. The com-
mittee heard that the Senior Medical Advisors meet regularly (once or twice
a month) with the MLO program Branch Chief but that these meetings
are attended infrequently by the CMO (Maycock, 2013). This networking
among medical officers is critical to the identification of commonalities in
mission requirements that could be addressed with DHS-wide health, safety,
and medical policies, standards, and services, but the committee believes the
network’s value would best be realized through regular and formal direct
interaction with the CMO. Other DHS Management Chiefs lead a council
of representatives from each component that meets regularly for these pur-
poses (e.g., the DHS Chief Human Capital Officer meets regularly with a
council of Human Capital Officers from component agencies). An equiva-
lent council of CLMOs to support and advise the CMO might facilitate a
coordinated (top-down and bottom-up) approach to the development of
policy, increase the agility with which emerging public health and medical
issues can be addressed, and clarify the individual and collective roles of
CLMOs in the department’s overarching health protection strategy while
generating esprit de corps.

Recommendation 5: Establish a Medical and Readiness Committee to
promote information sharing and integration.

The Chief Medical Officer (CMO) should establish and chair a Medical
and Readiness Committee with membership comprising the Compo-
nent Lead Medical Officers to promote information sharing and in-
tegration. Responsibilities of the proposed committee should include,
but not be limited to

e recommending and validating department-wide health and med-
ical standards;

e providing briefs on the specific health and medical issues/needs
of the components;

e identifying best practices and sharing lessons learned;
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e advising the CMO on resource needs for program implementa-
tion and execution;

e contributing subject-matter expertise to aid the CMO in pro-
viding medical guidance to the Secretary and component
leadership;

e identifying and sharing education and training resources to help
all component agencies achieve strategic goals;

e identifying opportunities to achieve efficiencies through con-
solidation and centralization of common services, including out-
sourced services (see Recommendation 9); and

e developing new tools and recommending core metrics for evalu-
ation and trend analysis of health and medical programs (see
Recommendation 10).

As envisioned by the committee, the Medical and Readiness Com-
mittee is key to the development of department-wide medical standards
and policies that are responsive to the operational requirements of the
components. The proposed committee, which should meet regularly (e.g.,
monthly), would establish formalized channels for information sharing
among components and with the CMO; the resulting horizontal and ver-
tical integration would help ensure that the health and medical needs of all
DHS employees, and those in their charge, are met while also facilitating
improvements in efficiency, interoperability, and harmonization. Although
the proposed committee should play a key advisory role, the CMO should
retain sole authority for setting DHS-wide medical policy. The recom-
mended membership of the Medical and Readiness Committee currently is
limited to CLMOs and the CMO; however, the scope of issues that arise
could necessitate its augmentation and the participation of other medical
or multidisciplinary representatives from DHS headquarters or component
agencies. For example, participation and regular briefings by OHA Branch
Chiefs and the DHS Safety Manager could help ensure that all OHA ac-
tivities are supportive of and complementary to, but not redundant with,
CLMO-led activities.

The committee believes that, to promote the continued maturation
of the DHS health protection infrastructure and ensure that the CMO
and CLMOs have the knowledge and experience required to provide
occupational and operational health leadership to DHS, the CMO and
CLMOs would benefit from regular peer review and input. This review
and input would support the identification of best practices implemented
in other organizations and succession planning in the face of inevitable
leadership turnover. The committee believes that the Medical and Readi-
ness Committee would provide a useful vehicle for convening outside peer
experts for this purpose. These experts should come from within the federal

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

194 ADVANCING WORKFORCE HEALTH AT DHS

government and might include other federal medical directors and repre-
sentatives from the Office of Personnel Management who could advise
on personnel-related medical issues such as fitness-for-duty policies. Such
peer experts, in conjunction with DHS clinical/administrative leadership,
could orient new CMOs and CLMOs on topics including but not limited
to readiness assessment, continuous quality improvement, and operational
medicine, as needed.

A GOVERNANCE FRAMEWORK FOR
ENTERPRISE-LEVEL INTEGRATION

Governance structures are used to support collaboration and decision
making on organizational plans, actions, and resource commitments, par-
ticularly when conflicting priorities among component entities must be
resolved in making decisions for the good of the institution. When DHS
was initially established, the Government Accountability Office designated
its formation as high risk, in part because of the foreseen management
challenges associated with merging 22 component agencies and the serious
consequences of failing to achieve integration. In working to address these
concerns, DHS has established a tiered governance structure (GAO, 2012b)
to facilitate integration and oversight of interrelated programmatic activi-
ties that support mission outcomes across the department (see Figure 6-1).
In this structure, which is still being implemented, governance bodies and
processes are established at the program level, the portfolio level (related
sets of programs), and the enterprise level. Strategic priorities flow down
from higher to lower governance bodies, and issues that cannot be resolved
at lower levels flow up.

Portfolio-Level Governance of Health, Safety, and Medical Programs

The committee is unclear as to whether or how workforce health pro-
tection programs would be managed within the DHS governance structure
shown in Figure 6-1 but identified a need for portfolio-level governance?’
of such programs to ensure alignment and efficiency. Multiple headquar-
ters offices and component agencies have shared responsibilities for the
complex programs supporting the health, safety, and mission readiness of
the workforce. Whereas heads of DHS components are responsible for the

20«The 13 planned portfolios are: Benefits Administration, Continuity of Operations, Do-
main Awareness, Incident Management, Information Sharing and Safeguarding, Intelligence,
Law Enforcement, Screening, Securing, Enterprise Financial Management, Enterprise Human
Resource Management, Enterprise IT Services, and Enterprise Business Services” (GAO,
2012b, p. 15).
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FIGURE 6-1 DHS’s integrated enterprise governance structure.
SOURCE: GAO, 2012b.

health and mission readiness of all component employees, the CMO has
responsibility for setting department-wide policies that promote health and
mission readiness. Many workforce health protection functions span the
intersection between health and human resources and therefore also require
the involvement of the Chief Human Capital Officer. Input from other
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members of the DHS management team?!' may be required as well to ensure
adequate resourcing of occupational health and operational medicine pro-
grams and effective management of these programs within the larger DHS
financial, acquisitions, and information management architecture. The DHS
Health, Safety, and Medical Council was established as a governance body
to facilitate the necessary ongoing coordination, collaboration, and partici-
pation of these various headquarters- and component-level stakeholders in
the development of health, safety, and medical policy. However, the Council
has been inactive for more than a year.

Recommendation 6: Create a governance framework to engage De-
partment of Homeland Security management officials and component
leadership in employee bealth, safety, and resilience to support mis-
sion readiness.

The Secretary of the Department of Homeland Security (DHS) should
develop and implement an effective governance framework for work-
force health, safety, resilience, and readiness programs to ensure coor-
dination, collaboration, and participation of DHS management and
component leadership. This framework should include reconstitution
of the existing, but inactive, Health, Safety, and Medical Council.

Reinvigoration of the inactive DHS Health, Safety, and Medical Council
is critical to achieve department-wide consensus on strategies for addressing
overarching and cross-cutting health, safety, and medical issues, and to
engage component leadership in the development of policies that support
the readiness of their workforces. Council membership should include the
CMO, the DASHO,?? key members of the DHS management team, and
component leadership.?3

To function effectively, the Council will need to be part of a larger
formalized governance structure. Figure 6-2 illustrates a tiered governance
approach to workforce health protection.

21'The management team (located within the Management Directorate) consists of the Chief
Human Capital Officer, Chief Financial Officer, Chief Procurement Officer, Chief Information
Officer, Chief Security Officer, and Chief Administrative Services Officer and is led by the
Under Secretary for Management.

221f the DASHO title and responsibilities are assigned to someone other than the CMO when
the aligned reporting structure proposed in Recommendation 2 is created.

23While component leadership representatives do not have to be component heads, these
individuals should have budgetary authority within their organization (e.g., DSHOs).
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FIGURE 6-2 A proposed tiered governance framework.

“Exchanges with the Health, Safety, and Medical Council would flow through the
proposed Health and Safety Informatics and Information Technology Governance
Board (see Recommendation 11).
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Reconstitution of the Health, Safety, and Medical Council

In the framework shown in Figure 6-2, the Health, Safety, and Medical
Council, which should meet quarterly or semiannually, would be respon-
sible for assessing and prioritizing investments, eliminating redundancies
among programs, and ensuring program alignment. The committee envi-
sions that the Council could also be used as a mechanism for streamlining
the issuance of management directives, a process the committee learned
takes several years because of the current unwieldy mechanism for soliciting
concurrence from components and other headquarters units. To ensure
that the Council does not become inactive again in the future, the com-
mittee suggests that Council members be held accountable for participation
through specific requirements set in their performance plans. Additionally,
a clear charter from department leadership would help to ensure that the
Council can effectively address cross-cutting policy issues and keep mem-
bers engaged.

In its vetting and decision-making process, the Council should draw
on recommendations and other information provided by program-level
committees with varied subject-matter expertise, including but not limited
to the Health Care Quality Committee, the Medical and Readiness Com-
mittee proposed in Recommendation 5, and the Safety Managers Com-
mittee. These committees are responsible for developing tools, standards,
processes, and best practices for individual programs. Strategic decisions
would be passed down to these lower-tier working bodies, which would be
responsible for developing coordinated implementation plans. Execution
would be overseen by the CMO and CLMOs. The CMO, who, as discussed
in Recommendation 3 (CMO authority), should also sit on enterprise-level
review boards, would be responsible for informing department leadership
regarding resource needs for safety and health program execution, as well
as potential consequences of underresourcing such programs.

Governance structures themselves need to be managed. To ensure suc-
cessful implementation of the proposed governance framework, the Sec-
retary should establish mechanisms for securing stakeholder buy-in, an
implementation plan, and processes for evaluating effectiveness and cap-

turing lessons learned (GAO, 2012b).

Enabling a Coordinated Approach to a Unified
DHS Workforce Health Protection Strategy

A reinvigorated Health, Safety, and Medical Council would be in-
strumental in the coordinated development of the department-wide work-
force health protection strategy discussed in Recommendation 1. The
Council should advise the Secretary on consensus strategic objectives and
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performance measures for each strategic goal, and CLMOs then should lead
the development of annual operational plans detailing component-specific
actions to be taken toward meeting these goals and related objectives.
Updates on progress toward the Secretary’s strategic vision and goals for
workforce health protection, as demonstrated through the performance
measures outlined in the strategy, should be presented and discussed in
regular meetings of the Health, Safety, and Medical Council. The related
objectives and performance measures should be reviewed by the Council
continually to ensure that the strategic plan is adaptable and meets the
evolving needs of the department.

REFERENCES

ACOEM (American College of Occupational and Environmental Medicine). 2008. American
College of Occupational and Environmental Medicine competencies. Elk Grove Village,
IL: ACOEM.

Allen, T. 2012. Testimony before the U.S. House of Representatives, Committee on Homeland
Security, Subcommittee on Oversight, Investigations, and Management. 112th Congress,
2nd Session, March 22.

Anderson, K. 2013. Occupational health at DHS headquarters. Presentation at IOM Com-
mittee on DHS Occupational Health and Operational Medicine Infrastructure: Meeting
1, March 5, Washington, DC.

Bartlett, C. A., and S. Ghoshal. 1990. Matrix management: Not a structure, a frame of mind.
Harvard Business Review 68(4):138.

Bernacki, E. J. 1999. The organization and management of a medical center’s occupational
health, safety and environmental program. In Medical center occupational health and
safety, edited by R. J. McCunney R]J. Lippincott, Williams and Wilkins. Pp. 373-390.

Bunn, W. B., G. M. Stave, H. Allen, and A. B. Naim. 2010. Evidence-based benefit design:
Toward a sustainable health care future for employers. Journal of Occupational and
Environmental Medicine 52(10):951-955.

Cecchine, G., E. M. Sloss, C. Nelson, G. Fisher, P. R. Sama, A. Pathak, and D. M. Adamson.
2009. Foundation for integrating employee health activities for active duty personnel in
the Department of Defense. Santa Monica, CA: RAND Corporation.

Christensen, C. 2013. Occupational medicine at P&G. Presentation at IOM Committee on
DHS Occupational Health and Operational Medicine Infrastructure: Meeting 2, June
10-11, Washington, DC.

DHS (Department of Homeland Security). 2008. Delegation to the Assistant Secretary for
Health Affairs and Chief Medical Officer. Delegation Number 5001. Washington, DC:
DHS.

DHS. 2013a. Request for quotation for DHS-wide workmen’s compensation (WC) medical
case management services (MCMS). HSHQDC-13-Q-00277. Washington, DC: DHS.

DHS. 2013b. U.S. Department of Homeland Security annual performance report: Fiscal years
2012-2014. Washington, DC: DHS.

DOI (U.S. Department of the Interior). 2013. OSH mission. http://www.doi.gov/pmb/osh/
mission.cfm (accessed January 10, 2014).

Ford, R. C., and W. A. Randolph. 1992. Cross-functional structures: A review and integration
of matrix organization and project management. Journal of Management 18(2):267-294.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

200 ADVANCING WORKFORCE HEALTH AT DHS

GAO (U.S. Government Accountability Office). 2012a. Department of Homeland Security:
Additional actions needed to strengthen strategic planning and management functions.
GAO-12-382T. Washington, DC: GAO.

GAO. 2012b. DHS needs to further define and implement its new governance process. GAO-
12-818. Washington, DC: GAO.

Hill, A. 2013. Keynote address. Presentation at IOM Committee on DHS Occupational Health
and Operational Medicine Infrastructure: Meeting 2, June 10-11, Washington, DC.
Hope, 1. 2013. Occupational health at DHS headquarters. Presentation at IOM Committee
on DHS Occupational Health and Operational Medicine Infrastructure: Meeting 1,

March 5, Washington, DC.

Kosh-Suber, J. 2012. DHS health care quality committee. Washington, DC: OHA.

ICE (Immigration and Customs Enforcement). 2013. Questions to assess DHS medical pro-
grams (response to committee inquiry). September 13. Washington, DC: ICE.

IOM (Institute of Medicine). 2013. A ready and resilient workforce for the Department of
Homeland Security: Protecting America’s front line. Washington, DC: The National
Academies Press.

Isaac, E. 2013. Work, health, and productivity: The Johnson & Johnson story. Presentation to
IOM Committee on DHS Occupational Health and Operational Medicine Infrastructure:
Meeting 2, June 10-11, Washington, DC.

Leffer, M. 2013. FOH Office of Health and Safety deployments: Department of Homeland
Security. Presentation at IOM Committee on DHS Occupational Health and Operational
Medicine Infrastructure: Meeting 2, June 10-11, Washington, DC.

Leslie, L. 2013. Implementing continuous quality improvement MQM directive 248-01 and
instruction 248-01-001. Presentation at IOM Committee on DHS Occupational Health
and Operational Medicine Infrastructure: Meeting 2, June 10-11, Washington, DC.

Lewandowski, C. T., and D. Weeks. 2013. Overview of the Federal Air Marshal Service
medical program. Presentation at IOM Committee on DHS Occupational Health and
Operational Medicine Infrastructure: Meeting 5, August 27, Washington, DC.

Lowell, J. A. 2005. Medical readiness responsibilities and capabilities: A strategy for re-
aligning and strengthening the federal medical response. Washington, DC: DHS.
http://webharvest.gov/congress110th/20081217150105/http://oversight.house.gov/
documents/20051209101159-27028.pdf (accessed January 16, 2014).

Maycock, B. 2013. Medical liaison officers panel discussion. Presentation at IOM Committee
on DHS Occupational Health and Operational Medicine Infrastructure: Meeting 2, June
10-11, Washington, DC.

McLellan, D., E. Harden, P. Markkanen, and G. Sorensen. 2012. Safewell practice guidelines:
An integrated approach to worker health version 1.0. Boston, MA: Harvard School of
Public Health Center for Work, Health and Well-being.

Myers, G. 2013. Workers’ compensation programs at DHS. Presentation at IOM Committee
on DHS Occupational Health and Operational Medicine Infrastructure: Meeting 2, June
10-11, Washington, DC.

NASA (National Aeronautics and Space Administration). 2012. NASA occupational safety
and health programs. NPR 8715.1A. Washington, DC: NASA.

NASA. 2013. Organizational Chart Agencywide. http://www.nasa.gov/ppt/729190main_Org_
Chart_Agencywide_Feb-2013.ppt (accessed January 10, 2014).

OCAO (Office of the Chief Administrative Officer) and OHA (Office of Health Affairs). 2009.
Memorandum of understanding between the Office of the Chief Administrative Officer
and the Office of Health Affairs. Washington, DC: DHS.

Tang, N. 2013. Academic model of medical direction and operational support for law enforce-
ment. Presentation at IOM Committee on DHS Occupational Health and Operational
Medicine Infrastructure: Meeting 2, June 10-11, Washington, DC.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

Functional Alignment

protection and identifies key functions of an integrated health pro-

tection infrastructure. The two pillars of this framework reflect the
two medical requirements for mission readiness: (1) a workforce that is
medically ready, and (2) the capability to provide medical support to the
workforce during planned and contingency operations. The committee
noted significant variability in the implementation and resourcing of occu-
pational health and operational medicine programs across the Department
of Homeland Security (DHS). This observation suggests a role for the cen-
tralized health and medical authorities at DHS to improve mission readi-
ness by establishing a more uniform and unified approach to workforce
health protection. This chapter provides the committee’s recommendations
for how DHS can align critical workforce health protection functions that
support mission readiness through global policies and standards that set
clear expectations.

Chapter 2 presents the committee’s framework for workforce health

THE NEED FOR FUNCTIONAL ALIGNMENT

When the Chief Medical Officer (CMO) position was created at DHS,
the vision was to appoint a medical leader who could unify the depart-
ment’s fragmented health and medical system. The Delegation to the As-
sistant Secretary for Health Affairs and Chief Medical Officer granted the
CMO the oversight authority needed to achieve that vision. Despite that
vested authority, however, in the absence of accountability processes, the
CMO has to date been largely unsuccessful in garnering sufficient support
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from component leadership to achieve a unified health system. Throughout
the course of this study, the committee noted multiple examples of com-
ponents taking independent approaches to health protection functions,
with varying levels of success. Although components require flexibility to
tailor programs to their operational realities, care must be taken to ensure
that core requirements are still being met. A continued lack of consistency
among critical health and medical programs creates liability risks (legal and
monetary) for DHS, including but not limited to

e equal employment opportunity suits if medical standards are not
adequately defensible in a court of law,

e liability associated with adverse events if medical providers are not
appropriately credentialed,

e liability associated with failure to provide detainees and others for
whom DHS has assumed responsibility with adequate and timely
medical care, and

e workers’ compensation liabilities associated with unsafe or un-
healthful workplaces and inadequate processes for preventing or
limiting disability.

Going forward, the Office of Health Affairs (OHA) needs to find a
means to ensure that critical health protection functions are aligned across
the department in such a manner that all component programs are re-
sourced and appropriately implemented to meet core requirements set by
the CMO. The coordination mechanisms recommended in Chapter 6 can
support this objective by providing a means of obtaining component sup-
port. However, it is still the CMO’s responsibility to set clear expectations
through global policies, standards, and programs.

ENSURING THE MEDICAL READINESS OF THE DHS WORKFORCE

To meet mission requirements effectively, DHS needs to build a work-
force protection capability that maximizes the number of DHS personnel
who are medically ready, or free of health-related conditions that would im-
pede their ability to participate fully in or support operations. Discussions
of readiness in civilian organizations tend to focus on fitness for duty. How-
ever, a comprehensive strategy for supporting readiness needs to go beyond
fitness-for-duty evaluations and address the full employment life cycle. The
strategy needs to focus not only on the health and capability of employees,
but also on the safety of both job processes and the work environment
and the interactions among these three elements (see Figure 7-1). Occu-
pational safety and health and occupational medicine programs, including
health promotion programs, work hand in hand to prevent employees from
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FIGURE 7-1 A life-cycle approach to achieving mission readiness through work-
force health protection.
SOURCE: Lang, 2007.

departing from a state of readiness, while disability management programs
facilitate reestablishment of readiness. Although not depicted in Figure 7-1,
the life-cycle approach should also address special needs related to deploy-
ment (e.g., pre- and postdeployment assessments).

As discussed in Chapter 4, mechanisms for assessing, promoting, and
sustaining medical readiness vary widely across DHS, and few standards
and overarching policies have been promulgated by the CMO to ensure
consistency and interoperability. Dr. J. D. Polk, former acting CMO at
DHS, told the committee that a gun carrier in Immigration and Customs
Enforcement (ICE) and a gun carrier in Customs and Border Protection
(CBP) can be doing the same job but be held to different standards (Polk,
2013). This can be a point of contention among unions, and ultimately it
may compromise the defensibility of the standards. A common life-cycle
framework for approaching workforce health and resilience would provide
a mechanism for ensuring that a set of disparate components can achieve
the appropriate mission readiness outcomes. A life-cycle approach inte-
grates a fragmented system and typically has the following characteristics:

e clear and explicit guidelines and expectations regarding operation
and performance,

e a common approach for monitoring job-related mission readiness,
and

e a proactive framework for enhancing or restoring workforce
readiness.
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Existing injury/illness prevention, fitness-for-duty, health promotion,
medical case management, and workers’ compensation programs should
be integrated within this life-cycle approach.

Recommendation 7: Develop a common employment life-cycle-based
framework for achieving mission readiness.

The Chief Medical Officer should establish a common approach to
identifying and mitigating limitations on individual readiness, to be
implemented by the components and adapted as necessary. Such an
approach should include

e developing health-related functional standards (including spe-
cific medical standards when mission-critical) for job series that
are common across multiple component agencies, allowing flex-
ibility for reasonable modification where justified by unique
duty requirements within components;

e monitoring, assessing, and promoting individual readiness across
the entire employment life cycle, from entry into the workforce
to the time of separation or retirement; and

e reestablishing readiness, to the extent feasible, when individuals
are identified as having limitations.

Job performance requirements' will drive the evaluation of readiness;
it follows, then, that the frequency and content of job-related health and
fitness evaluations should be consistent for similar job series across the
department. Job-related health, fitness, and resilience should be evaluated
at multiple points across the employment life cycle:

e preemployment or preplacement, to ensure that candidates meet
physical and medical job requirements and to establish baselines
for health and fitness;

e periodically, to ensure that employees continue to meet physical
and medical job requirements and to enable the early identification
of conditions that may limit individual readiness;”

e when triggered by injury, illness, and/or noted declines in job per-
formance, to assess whether employees still meet physical and

Derived from a job task analysis validated by an occupational health professional.

2Periodic screening assessments may be voluntary or mandatory based on job requirements,
and when mandatory, can be age-adjusted based on risk. Periodic assessments also should
be used as opportunities to discuss health promotion and health risk mitigation strategies to
prevent departure from a state of readiness.
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medical job requirements and, if not, to assess their capacity to
return to a state of readiness following appropriate interventions;
and

e before and after deployment to sites of contingency operations,
to determine the appropriateness of deploying an individual with
a given health and physical capability status based on expected
working conditions, and to assess the need to reestablish readiness
upon return.

A Comprehensive Medical Evaluation and Clearance Process

As described to the committee by Phillip Spottswood (2013), Medical
Policy and Programs Specialist at the Office of Personnel Management,
a comprehensive medical evaluation and clearance program to support
medical readiness would include the following elements (see Figure 7-2):

e a preplacement (postoffer) fitness-for-duty evaluation, including a
medical history, to evaluate employees against approved medical
standards and physical requirements and to establish baseline in-
formation that can be used to control workers’ compensation costs;

DHS policy to report threshold shifts in health status

Preplacement | Self-certification | y\jangatory | Self-certification Exit
Fitness-for-Duty Periodic Evaluation
Evaluation Evaluations
* Evaluate employee against * Frequency can be varied (age- * Voluntary
medical standards and physical adjusted or regardless of age) * Offered to all
requirements employees upon exit
¢ Establish baseline information from agency

¢ Maximizes workers’ compensation
cost containment efforts

Medical Surveillance (throughout employment)

¢ Exposure specific (e.g., lead, asbestos)
¢ Job specific

FIGURE 7-2 A comprehensive fitness-for-duty evaluation and clearance program.
NOTE: It is understood that evaluations should be consistent with employment law.
SOURCE: Adapted from Spottswood, 2013.
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e mandatory periodic fitness-for-duty evaluations that can be age-
adjusted or independent of age, with requirements to self-certify
regarding job-related health status on an annual basis;

e a departmental policy requiring employees to report threshold
shifts in health status;

e medical surveillance throughout the employment period that is
both job and exposure specific; and

e avoluntary exit evaluation offered to all employees upon separation.

Framework Implementation

Standards Development

Given the committee’s lack of information on the various component
operational requirements, it was not possible to formulate specific recom-
mendations regarding medical and physical ability standards. As discussed
in Chapter 6, the committee believes that Component Lead Medical Of-
ficers (CLMOs) should be engaged in the recommendation and validation
of such standards (see Recommendation 5 on the Medical and Readiness
Committee). Soliciting component buy-in throughout the standards devel-
opment process will prevent the kinds of problems experienced with past ef-
forts to develop DHS-wide standards (Leffer, 2013). Standards development
processes are discussed in detail in Chapter 3, and one model approach is
provided in the committee’s case study on the Department of the Interior
(see Box 3-5).

Readiness Assessment

Fitness-for-duty evaluations should be functionally based and focus on
physical capabilities necessary to establish readiness for a given position,
based on documented fitness-for-duty requirements in a given agency. Em-
ployee health should be examined only as it relates to those requirements.
Although components need flexibility in the implementation of readiness as-
sessment processes, DHS should consider standardizing or setting minimum
requirements for some aspects of implementation. The quality of readiness
assessments may vary considerably depending on how they are conducted
(Garbe, 2013). For example, consistency is improved when assessments
are conducted internally or through a centralized contract or agreement
(Garbe, 2013), as opposed to allowing individuals to choose their own
examining physicians for readiness assessments. The Federal Bureau of In-
vestigation (FBI) takes this approach, using vendors contracted through the
central occupational medicine services officer to administer examinations,
but reviewing results and making determinations internally (Wade, 2013).
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BOX 7-1
Special Considerations Regarding Fitness
for Duty for Contracted Personnel

As a special consideration in addressing fitness for specific duties, espe-
cially deployments, the committee takes note of the extensive use of contractors
in many aspects of Department of Homeland Security (DHS) operations. The
government’s role in the occupational health of contractor personnel has been
an ongoing issue throughout the federal government, but it takes on special
importance in DHS, where contractors often play an important role in critical
incident response. DHS needs to actively engage other government entities in
ensuring that these issues are addressed, but at a minimum, the Office of Health
Affairs should provide specific minimum occupational health criteria for inclusion
in various support contracts to ensure that contracted organizations address such
critical issues as appropriate immunizations, requirements for meeting certain
fitness-for-deployment standards, and mechanisms for obtaining necessary care
during critical incident response before assigning personnel to contracted critical
support positions. The Department of Defense has addressed health requirements
for contracted personnel, particularly those who deploy with active-duty military
personnel, through clear policies (32 CFR 158.7; DoD, 2006). Such policies could
serve as models for DHS.

Special considerations regarding fitness for duty for contracted personnel
are described in Box 7-1.

Early Intervention and Disability Management to Reestablish Readiness

One of the main objectives of the life-cycle approach is the early iden-
tification of any health-related conditions that impede employees’ ability to
carry out the responsibilities of their position fully and safely and mitiga-
tion of such limitations so as to return those employees to a state of mis-
sion readiness. Therefore, a critical requirement is the capacity to follow
up on limitations identified through screening assessments. To build and
sustain this capacity, components should establish early intervention and
injury/illness case management programs that operate in close coordination
with fitness-for-duty, injury/illness prevention, and workers’ compensation
programs.

Medical case managers should be established in components, or sub-
components as appropriate, to provide continuity of service, allow for
deeper understanding of jobs and job requirements, and build under-
standing and trust between employees and case managers. Special attention
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may be needed to ensure that employees injured on and off the job receive
coaching regarding best practices in medical management to ensure their
timely return to duty. Where feasible, case managers should be assigned to
specific geographic locations.

Case management at the subcomponent level may be warranted when
subcomponents have their own medical standards that injured employees
must meet before returning to duty. For those employees who must meet
medical standards, nurse case managers who are familiar with those stan-
dards can help avoid delays in medical clearance processes (Lewandowski
and Weeks, 2013). In such cases, efficiencies may be realized by having
medical program staff responsible for fitness-for-duty evaluations also serve
as nurse case managers. If nurse case managers for disability management
are separate from occupational health staff, the two groups will need to
work together closely after occupational injuries to return employees to
work as quickly as possible while still ensuring compliance with medical
standards.

Regardless of whether medical case management programs are estab-
lished internally or outsourced, care must be taken to ensure their integra-
tion into the component medical infrastructure. Workers’ compensation
reporting systems and occupational safety and health reporting/tracking
systems need to be coupled so that trends/issues/problems can be identi-
fied rapidly and corrected, thus preventing additional injuries and illnesses
(and/or enabling early recognition of nefarious acts such as use of weapons
of mass destruction). Such integration may not occur if case management
programs are led from workers’ compensation offices that are isolated from
safety and medical program offices.

MEDICAL SUPPORT FOR OPERATIONS

All federal employees are entitled to safe and healthful places and
conditions of employment.? Federal agencies are equally responsible for
workers operating in the field and those stationed in more conventional
workspaces. Operational medicine programs are a means by which occu-
pational health and medical services are made available to workers in the
field and are essential to mission readiness. The dependence of the mission
on a robust capability to provide medical support to the workforce during
operations sets DHS apart from most other federal agencies and imposes
unique requirements for a workforce health protection infrastructure.

OHA has achieved commendable progress toward the integration of
emergency medical services (EMS) across DHS. The approach to integration

3As required by the Occupational Safety and Health Act of 1970 and Executive Order
12196.
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is well described in the DHS Emergency Medical Services Strategic Frame-
work (DHS, 2012). Working collaboratively with nine DHS component
agencies through the Emergency Medical Services Training and Education
Advisory Committee, OHA has developed a centralized EMS system plan,
has established standards of care through baseline basic life support and
advanced life support protocols, and has acquired software for department-
wide patient care reporting and tracking of EMS provider credentials.
OHA also is working with the Emergency Medical Services Training and
Education Advisory Committee on the development of a central EMS policy
document. As a result of these efforts, improvements in efficiency, interoper-
ability, consistency, and information sharing have been realized. Interoper-
ability is of notable importance given the potential for joint DHS operations
in support of state and local EMS assets in the event of a disaster.

Despite these laudable achievements, a comprehensive program for
operational medical support needs to go beyond EMS to include the capa-
bility to address the preventive and ambulatory medical care needs of those
conducting DHS operations (Heck and Pierluisi, 2001). Like a corporation
that sends its employees to regions of the world with limited or low-quality
medical resources, DHS has a responsibility to ensure that members of its
workforce operating in remote, austere areas and those who, for security
reasons, cannot readily access local medical resources have access to com-
prehensive medical services. Beyond moral and legal responsibilities, the
lack of access to basic preventive and responsive medical services to miti-
gate serious medical events (e.g., infectious disease outbreaks and injuries)
in field situations can result in preventable illness or injury, lost produc-
tivity, and logistical challenges that lead to mission failure.

The medical and operational needs related to those in DHS care or
custody also need to be addressed by a comprehensive DHS operational
medicine program. The provision of timely and quality medical treatment
to those in DHS care or custody is a legal responsibility of the agency,* and
failure to meet this requirement may expose the department to liability.
Beyond liability concerns, inadequate resources to address these needs can
substantially impact DHS operations. In some components, for example,
the requirement for DHS law enforcement officers to escort detainees to
a distant emergency department for even minor injuries and illnesses is
costly in terms of both treatment for detainees and the impact on opera-
tions of the temporary unavailability of those officers. In 2011, emergency
department visits for CBP detainees in the southwest border region alone
cost DHS $13 million (Zapata, 2013). At the four busiest stations (out of
139), emergency department visits cost DHS $2.5 million and an estimated

“4Federal courts have held that pretrial medical care, whether in prison or other custody, is
required by the Fourteenth Amendment (Wagner v. Bay City, 227 F.3d 316 [Sth Circuit 2000]).
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90,000 lost agent hours accounting for an additional $3.9 million of agent
time (Zapata, 2013).

The diversity of operational and mission requirements among DHS’s
component agencies prohibits a one-size-fits-all approach to the establish-
ment of a departmental operational medicine capability. Components and
subcomponents need flexibility to develop operational medicine programs
that meet the requirements of their unique operating conditions. The Border
Patrol’s austere medicine training and protocols program (described in
Chapter 4) is an example of the expansion of operational medicine capa-
bility beyond that of conventional EMS based on a unique component need.
The Office of Field Operations, also within CBP but operating primarily
at ports of entry, requires a different medical force capability to deal with
the large number of obstetric emergencies encountered regularly (Seifarth,
2013). Yet despite this inherent variability, the committee believes the CMO
should set minimum core requirements for operational medicine programs
to ensure the timeliness and quality of services, consistent with the practice
of other public safety agencies.

Recommendation 8: Establish a comprebensive operational medicine
capability to ensure consistent, bigh-quality medical support during
operations.

The Chief Medical Officer (CMO), with input from the Medical and
Readiness Committee, should establish a coordinated, department-wide
operational medicine capability to ensure that timely and effective
preventive and responsive medical services are available to all compo-
nent employees and others under Department of Homeland Security
(DHS) control during routine, planned, and contingency operations.
To achieve this capability, the CMO should

e ensure that all DHS and outsourced providers of medical sup-
port for operations are appropriately educated and trained, and
routinely evaluated through centralized credentialing, baseline
training requirements, and a standardized competency assess-
ment process;

e develop baseline treatment protocols to be applied by all compo-
nent medical providers, and authorize component-specific treat-
ment exceeding the baseline;

e develop, mandate, and maintain uniform reporting methods and
system performance criteria for all operational medicine activi-
ties across the department to ensure the quality of medical care
rendered to all patients;
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e identify and provide programmatic support to address signifi-
cant deficiencies in human (staffing levels and skill sets) and
physical resources required to ensure that the medical support
needs of the workforce and their non-DHS charges are met; and

e delegate component-level implementation and oversight’of
operational medical support to the Component Lead Medical
Officers.

The CMO should build on the accomplishments of the DHS Emergency
Medical Services Training and Education Advisory Committee and the DHS
EMS System Plan to develop a comprehensive operational medicine capa-
bility that allows flexibility for adaptation at the component (and subcom-
ponent) level while establishing core requirements. The CMO has overall
agency responsibility for medical policy development and standards setting
and should assess compliance with policy and protocol and the quality of
care rendered to all patients according to prospectively determined outcome
measures. However, given the variability in operating conditions among
components, it will be critical that the CMO delegate specific execution
of the operational medicine program to the CLMOs proposed in Recom-
mendation 4 (see Chapter 6), who would be responsible for overseeing the
implementation of DHS standards and policies in the context of their com-
ponent’s unique requirements. To ensure that CLMOs receive the necessary
level of support from their component agencies, the Secretary should hold
component agency heads accountable for the effectiveness of such programs
and their compliance with department-wide policies and standards.

Medical support for all routine, planned, and contingency operations,
including those activities in which care of persons in custody is anticipated,
should be explicitly addressed through the medical elements of an overall
component operational plan. Such plans, informed by medical threat as-
sessments, would enable the CMO to assess the capacity of components to
provide timely and effective medical support during operations. The CMO
should delegate responsibility for reviewing medical elements of all compo-
nent operational plans to the CLMOs to ensure adequate resourcing of day-
to-day and surge operations with medical personnel trained and equipped
in a manner appropriate to the mission. Where deficiencies in resourcing
are identified, OHA should work with components to develop plans for ad-
dressing them, considering opportunities to leverage telemedicine and other

SThe committee noted extensive contractor involvement in the direction of medical opera-
tions in some components. The role of contractors in the direction and oversight of medical
operations should be delineated more clearly following analysis by the DHS General Counsel
to ensure compliance with legal requirements set by the Federal Acquisition Regulations re-
garding inherently governmental functions.
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existing and new technologies.® The Southwest Border Initiative described
to the committee provides an example of how OHA can add value by of-
fering programmatic support to address resource deficiencies. That initia-
tive, if funded, would place medical service providers at four high-volume
Border Patrol processing stations, potentially saving DHS more than $7
million in unnecessary emergency department visit costs (Zapata, 2013).

The committee heard on several occasions that securing adequate
funding for operational medicine programs is a chronic challenge (Ross,
2013; Stair, 2013; Tang, 2013; Wilson, 2013). Metrics that highlight the
impact of operational medicine programs on mission capability and success
are critical to engendering support from top leadership. As appropriate,
the CMO should set benchmarks for components to demonstrate that pro-
grams are operating effectively and efficiently. Recommended metrics for
performance measurement’ include

e number of treatment encounters conducted outside of conventional
workspace;
e type of activity during which treatment was required (i.e., training
vs. operational mission);
e classification of person receiving treatment (i.e., DHS employee,
subject in custody, third party);
e dispositional indications of severity:
o number requiring hospital treatment or admission,
o number with vital signs meeting criteria indicating a threat to
life,*
o number exhibiting injuries defined by protocol as incompatible
with life,* and
o number of employees not returned to duty on the same shift;
e dispositional indications of value added:
o number of employees returned to duty on the same shift,
o number of subjects in custody remanded to processing after
treatment,” and
o number of third-party patients treated and released.*

CENTRALIZING HEALTH SERVICES

Because of the wide variation among their missions, each of the major
operating components has specific needs that are best served by support

®Resources of this type are already in operation within the Coast Guard and Immigration
Health Services.

7Indicators requiring enhanced review as sentinel events indicative of increased risk to the
department are designated by an asterisk.
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programs tailored to its operational functions. For this reason, the com-
mittee does not recommend that the management and execution of health,
safety, and medical programs be centralized as a departmental shared
service. However, some common services should be centralized to promote
efficiency and interoperability while ensuring the necessary level of service
quality. These include

e services that may be shared for purposes of efficiency of operations,
including services not organic to the mission of the organization
that can be outsourced;® and

e services that should be shared to optimize patient outcomes through
the application of best practices and to enable effective assessments
through the use of common measures and criteria. (Mandated
provision of these services centrally also can help ensure that a
component cannot apply undue command influence to the process
or impede the process through resource restrictions.)

In medicine there are critical areas that time, experience, and public
opinion have shown to be highly visible and that require the development
and consistent application of common procedures, criteria, and metrics to
assist senior management in assessing outcomes and the effectiveness of
resource allocations against outcomes. An example for which this has been
found nearly universally true is credentialing of health care providers. The
basic qualifications for an emergency physician, for example, are well estab-
lished nationally, but they do require assessment by medical professionals
experienced in the understanding of an individual physician’s record, in a
dispassionate manner, separate from the hiring process. A common process
for obtaining, consolidating, reviewing, and adjudicating health care pro-
viders’ credentials can help ensure that any provider within the department
meets at least a minimum standard.

OHA has a key role in supporting components’ collective efforts to
carry out the DHS mission and, in so doing, in contributing to the “one
DHS” concept. Mission support programs and services represent significant
investments, and in the current financially constrained operating environ-
ment in which programs must compete for funds, strategic allocation of
resources and demonstration of program effectiveness are essential. DHS
has been criticized for making acquisition decisions on a program-by-
program and component-by-component basis (GAO, 2012). The committee
found examples of such practices during its information-gathering process.

8Personnel security investigations are an example of a service that some, though not all,
agencies find are most cost-effectively outsourced either to a different government agency that
specializes in this work or to an appropriately qualified contractor.
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For example, occupational health and medical services are procured at the
component and sometimes the local site level, resulting in hundreds of in-
dependent contracts and interagency agreements, with little in the way of
technical oversight to ensure service quality (Kosh-Suber, 2012). By taking
a functional, cross-component perspective, OHA has an opportunity to add
value in this area. Centralizing common critical services would enable align-
ment of component mission needs with department-level goals. Although
OHA has made some progress in this area (e.g., centralized credentialing of
prehospital medical providers), a more formalized approach for obtaining
buy-in from components should be used to accelerate the process of estab-
lishing centralized health, safety, and medical services.

Recommendation 9: Centralize common services to ensure quality and
to achieve efficiencies and interoperability.

To ensure that health, safety, and medical programs at the component
level are effective, efficient, and of high quality, the Office of Health Af-
fairs should develop and deliver certain health-related services common
to all components. Centralized common services, to be recommended
by the proposed Medical and Readiness Committee and approved by
the Chief Medical Officer, should be adopted and implemented by the
components unless a component-developed business case demonstrates
otherwise. These actions would facilitate integration, department-wide
efficiencies, and evaluation against common objectives using common
standards and metrics.

Recognizing that the CMO, in consultation with the proposed CLMOs,
would best be able to determine which services, if centralized, would im-
prove in both efficiency and quality, the committee did not wish to be pre-
scriptive in this area and offers the following only as examples of services
that the CMO might wish to consider centralizing:

e medical quality management, including credentialing, maintenance
of certification, and licensure;

e health information management capabilities as outlined in Recom-
mendation 11 in Chapter 8;
health professions education and training;
medical logistics, including purchasing and distribution;

e public health services and consultations (e.g., immunization pro-
grams, travel medicine, risk communication, wellness programs);
and

e requirements development and technical oversight for contracts,
interagency agreements, and memorandums of understanding with
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outside entities providing health and medical services to DHS and
its components.

Instead of attempting to develop a comprehensive list of services that
should be centralized, the committee proposes that the CMO use the fol-
lowing criteria to develop a prioritized list of candidate services/programs
that would appropriately be delivered with a centralized approach:

e The service is well defined and well circumscribed.

e It is not an operational aspect of the component’s mission but is
required in support of the mission. This latter determination could
be made by either component leadership or DHS headquarters.

e OHA can develop a DHS-wide set of criteria, standards, and pro-
cedures for the provision of the service using a combination of
those that are nationally accepted and those that are DHS-specific
as required to meet particular departmental needs.

e Law or public opinion expects the success of the service to be de-
monstrable against standards.

The following are additional desirable but not required features:

e The service can be fairly costed on a standardized unit basis for the
purposes of component chargeback.

e The service is not unique to DHS, and there is a track record of its
being provided in a shared manner to diverse components of other
organizations.

Members of the proposed Medical and Readiness Committee, as rep-
resentatives of component heads, should review and prioritize services on
the list and suggest additional services not anticipated by OHA. As central-
ized services are developed, OHA should establish parallel assessment and
accountability metrics for use across the department. Such metrics could
be used in performance evaluations of component heads to ensure that
components are held accountable for demonstrating the achievement of an
effective and efficient program.

It should be noted that the committee does not mean to imply that
OHA is the only entity that could execute a shared or centralized health-
related function. If there are functions that one component, or even another
government agency, already operates in an exemplary manner, DHS could
choose to have that agency execute this function for the entire department
(or for those components opting in) using a center of excellence model (see
Figure 6-1 in Chapter 6).
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Information Management
and Integration

issues, the Chief Medical Officer (CMO) must be able to brief the

Secretary regarding the health, safety, and readiness of the Depart-
ment of Homeland Security (DHS) workforce and to advocate for needed
investments in prevention and health protection programs to address sub-
optimal readiness. Requisite to fulfilling this charge is the capability to
maintain situational awareness regarding the health and medical status
of the DHS workforce and the major health and safety risks that impede
readiness. Given the absence of department-level health and safety infor-
mation management systems, this capability currently does not exist in the
Office of Health Affairs (OHA), or anywhere else in the department. This
chapter presents the committee’s recommendations for steps DHS can take
to establish a systems approach to information management, supported by
a robust health information technology and informatics infrastructure, that
enables evidence-based decision making, surveillance, accountability, and
continuous quality improvement.

g s the principal department advisor on all medical and public health

INFORMATION AND KNOWLEDGE MANAGEMENT

Obtaining reliable and consistent information is essential to the imple-
mentation and sustainment of an integrated workforce health protection
program. This capability begins with the development of a set of standard
core measures and metrics, linked to the program goals. Such measures
and metrics allow for a better understanding of organizational needs and
outcomes at all levels. However, the mere collection of data is not enough;
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the data must be aggregated, analyzed, and used to monitor the effects of
the program and enable continuous improvement. This can be achieved
through a focus on information management—a systematic approach in-
volving both technological and informatics capabilities that supports infor-
mation exchange. Within a large, decentralized organization such as DHS, a
centralized system for information management with standardized metrics
and measures will support both horizontal (across levels) and vertical (be-
tween levels) integration.

Ultimately, the ability to manage information should support a larger
organizational goal: the ability to manage knowledge. Knowledge manage-
ment has been defined as “the process of creating value from an organiza-
tion’s intangible assets” (Liebowitz, 1999, p. iii). The ability to accomplish
this depends on capturing, sharing, and deploying not only data but also the
knowledge and intellectual capital that reside in an organization’s people,
structures, and relationships (Blue Ridge Academic Health Group, 2000).
Just as an infrastructure can be built to support information management,
an infrastructure also can be built to support knowledge management.
Often referred to as a “knowledge web,” such an infrastructure connects
employees with information, knowledge, and each other, helping to reduce
redundancies, streamline work processes, optimize resource allocation,
and facilitate relationships across a dispersed organization (Blue Ridge
Academic Health Group, 2000).

Throughout its information gathering, the committee noted multiple
cases in which stovepiped programs and a lack of communication and
coordination mechanisms across DHS have resulted in failures of knowl-
edge management. In the most striking example, Customs and Border
Protection (CBP) reported that its occupational safety and health office had
conducted a cost-benefit analysis of placing medical clinics or practitioners
at some of its high-volume stations along the southwest border to help
manage employee injuries and illnesses. Ultimately, CBP determined that
employee utilization rates would not be high enough to justify the costs
(Rupard, 2013). However, the committee subsequently heard that OHA
had conducted a similar cost-benefit analysis indicating that significant cost
savings could be achieved by having on-site medical care for detainees at
high-volume Border Patrol stations (Zapata, 2013); these estimates did not
even include collateral benefits to employees. Remarkably, neither office
had been aware of the other’s efforts. This example clearly demonstrates
the need to establish a knowledge management system that can provide
the CMO with the enterprise-level health and medical intelligence needed
to address cross-cutting issues and the ability to communicate those efforts
across the department.
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THE NEED FOR A DHS MEASUREMENT
AND EVALUATION FRAMEWORK

In September 2013, the Institute of Medicine’s (IOM’s) Committee
on Department of Homeland Security Workforce Resilience released its
report containing recommendations for a 5-year strategic plan for the de-
partment’s workforce resilience program, DHSTogether. One of the major
gaps in the program identified by that committee was the lack of a strategy,
framework, and common set of metrics for use in conducting a comprehen-
sive evaluation of workforce readiness and resilience and for evaluating and
improving the effectiveness of programs that support a ready and resilient
workforce. The findings of the present committee support that conclusion.
The committee learned that components routinely gather safety and em-
ployee health data, albeit in an uneven and inconsistent manner. However,
little of this information is transmitted to OHA. In fact, the only source
of data currently received by OHA of which the committee is aware is the
centralized electronic patient care record.

In a presentation to the IOM Committee on Department of Homeland
Security Workforce Resilience, representatives of the Office of the Chief
Human Capital Officer outlined a number of currently available DHS-
wide data sources related to workforce health, readiness, and resilience
(see Box 8-1). Many of these types of data will be essential to developing
a comprehensive understanding of employee health status and needs; how-
ever, these data are “not actively integrated or analyzed for the purpose of
measuring workforce readiness or resilience” (IOM, 2013, p. 134), and it
is unclear whether or how OHA could access them. Injury and illness data
(Total Case Rate and Lost Time Case Rate), although reported at least
annually to the DHS occupational safety and health program staff in the
Office of the Chief Human Capital Officer, as required by the Occupational
Safety and Health Administration (OSHA), are not shared routinely with
OHA. Attempts to collect medical quality assurance data (e.g., reports
of sentinel events, frequency of clinical competency assessments), as au-
thorized by Directive 248-01 on medical quality management, have been
unsuccessful; components have begun collecting some of the required data
but are not using dashboards provided by the medical quality management
staff to share these data with OHA. Minimal data appear to be collected
on employee health risks, even at the component level, with the notable
exception of the Coast Guard, which mandates a health risk appraisal for
all active-duty members.
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BOX 8-1
Summary of DHS-Wide Data Sources Available to
the Office of the Chief Human Capital Officer*

Workforce demographics on age, gender, geographic location, time with agency,
time in service, veteran status, job type, pay level (from the National Finance
Center [NFC])

Turnover (from NFC), including intent to leave (from the Federal Employee View-
point Survey) and reasons for leaving (from exit surveys—response rates vary,
and participation is voluntary; the Transportation Security Administration [TSA]
and the Secret Service administer their own)

Sick and annual leave, although detailed information (e.g., types of sick leave)
must be requested from component agencies and may be subject to privacy
considerations

Federal Employee Viewpoint Survey (FEVS) results (from the Office of Person-
nel Management [OPM])

Equal employment opportunity (EEO) complaints—icomplaints, 462 reports to
the Equal Employment Opportunity Commission (EEOC)

Workers’ compensation (from the Department of Labor’s [DOLs] Office of Work-
ers’ Compensation, cross-referenced with DHS component systems)

Accidents and injuries, including line-of-duty deaths (from DOL, component
systems)

Health and safety program quality and implementation (on-site assessments)

The Office of the Chief Human Capital Officer relies on data calls to DHS com-
ponent agencies for

employee assistance program (EAP) reports,
suicide numbers,

employee relations cases, and
cross-referencing for other measures.

*As presented to the Institute of Medicine Committee on Department of Homeland Security
Workforce Resilience (IOM, 2013, p. 135).
SOURCE: Green, 2013.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

INFORMATION MANAGEMENT AND INTEGRATION 221

A SYSTEMS APPROACH TO DATA COLLECTION

Although alignment of workforce health protection programs into a
single reporting structure under the CMO, as suggested in the committee’s
Recommendation 2 (Chapter 6), would help address data sharing among
headquarters entities, a systems approach is needed to collect and integrate
data from across the department (see Figure 8-1). This type of approach,
which entails data collection and analysis at four nested levels (individual,
group, component, and department), supports both horizontal and vertical
integration. Both forms of integration depend on the establishment of a
common set of core metrics, which can be used for comparison across
components and enable data aggregation for population-level analyses.
Another important aspect of this approach is the consistent collection of
data over time for longitudinal analysis (trending) to support continuous
improvement.

In the absence of a comprehensive, standardized system with which to
measure the performance of DHS’s occupational safety and health, occu-
pational medicine, operational medicine, health promotion, and workers’
compensation programs, it is not possible to determine whether each com-
ponent agency is managing its safety risk in an acceptable manner and
whether occupational health programs are meeting objectives for improving
workforce health and readiness. Thus, there is no means of ensuring

Timen
Time 2
Agency [meE DHS-level analyses
Report DHS and comparisons
Headquarters
Timen A [
Time2 /T

Time n
Time z/, L I ! [ L
Component- [imes Component-level analyses
Component #n and comparisons
Group-based Data Time1 /

specific Component #1 Component #2
Group-level analyses and comparisons
Priorities E m E m within and between components

Report
e L
Thne 2 [ ] \ \
Timd 1 I7 ] \ \
Individual-based
Data Elements | | |

FIGURE 8-1 A systems approach to data management.
SOURCE: Adapted from IOM, 2005.
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accountability, and those with responsibilities for workforce health, safety,
and readiness are unable to make evidence-based decisions on investments
in programs and infrastructure or to assess and improve the quality of
programs and services.

Recommendation 10: Collect core metrics for accountability, con-
tinuous quality improvement, and readiness assessment.

The Chief Medical Officer, in collaboration with the proposed Com-
ponent Lead Medical Officers, should develop a common core set
of performance and outcome metrics to allow analysis of activities,
outcomes, and trends in the areas of workplace safety and health,
workforce medical readiness, and quality of medical services. Ongoing
monitoring and analysis of these metrics as part of a measurement and
evaluation framework are essential to drive continuous improvement
and accountability.

In accordance with the recommendation of the IOM Committee on
Department of Homeland Security Workforce Resilience to “develop and
implement a measurement and evaluation strategy for continuous improve-
ment of workforce readiness and resilience” (IOM, 2013, p. 153), the
present committee believes that in developing a common surveillance and
analytic framework, DHS also should include workplace safety and health,
workforce medical readiness, and the quality of medical services to ensure
the health, safety, resilience, and readiness of its workforce. In addition to
measures of resilience discussed in that prior IOM report, DHS, using a
systems approach as discussed above, should identify and collect the fol-
lowing types of metrics:

e Occupational safety and health metrics, including both leading
(process) and lagging (outcome) indicators, should be used to iden-
tify and track progress toward the mitigation of health and safety
hazards. An example of a leading indicator recommended by the
committee is safety climate survey scores, which have been linked
with employee compliance with and participation in health and
safety programs (Clarke, 2006; Johnson, 2007; Payne et al., 2009;
Zohar, 1980).

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

INFORMATION MANAGEMENT AND INTEGRATION 223

e Workers’ compensation metrics should be used primarily to eval-
uate the past performance of health protection programs and target
future risk reduction efforts (e.g., by site or by hazard type).!

e Occupational medicine metrics should be used to help maintain
and track the fitness-for-duty status of employees and should
clearly link occupational medicine programs to mission readiness.

e Operational medicine metrics should include process and quality
measures, and they also should demonstrate the value of having
medical support available to those engaged in DHS operations,
highlighting the impact of operational medicine programs on mis-
sion capability.

e Health promotion metrics should include aggregated, deidentified
population health data and utilization rates, and they should be
used to inform the creation and continuance of health promotion
programs (see Box 8-2 for unique opportunities to collect such data
at DHS).

e  Workforce readiness metrics should be used to provide an over-
arching picture of workforce health and readiness to complete the
mission. This will require component agencies to define the require-
ments for readiness.?

Common Core Metrics

The committee was asked to identify metrics that could be used for
evidence-based quality improvement. A challenge associated with this task
was the lack of information provided to the committee on the health risks
(disease and injury) that are shared across DHS. Before such commonalities
can be identified, the major health and safety hazards must be understood
within the components. Since few metrics are being aggregated at the head-
quarters level, it is unclear what information is being collected and ana-
lyzed by individual components. Some, such as the Transportation Security
Administration (TSA) and, more recently, CBP, have conducted thorough
investigations to determine root causes for high injury rates. Such analyses
should be conducted by all DHS components so that targeted mitigation

't is important that occupational injury and illness incidence rates and workers’ compensa-
tion data not be used to evaluate the performance of individual employees or managers, nor
should incentives be related to these metrics. Such evaluations and incentives invite individuals
to suppress reporting of injuries and illnesses, thus diminishing the usefulness of these data for
both evaluation and injury and illness surveillance purposes.

2As discussed in Chapter 4, to the committee’s knowledge, only the Coast Guard has defined
requirements for individual readiness (based on alignment with Department of Defense policy),
which can be monitored for individuals but also aggregated to measure the proportion of the
component workforce that is classified as medically ready.
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BOX 8-2
Measuring Employee Health at DHS

Data with which to monitor employee health and support federal workplace
health promotion programs can be difficult to generate. Although the Office of Per-
sonnel Management has begun to collect health care utilization data from group
insurance carriers, such data currently are not made available to federal agencies.
Health risk assessments are another common source of health risk data. Although
such assessments are mandated by military organizations, including the Coast
Guard, as part of readiness assessments, civilian government employees cannot
be required to participate. As a result, low response rates are a problem in civil-
ian federal agencies offering health risk assessments, raising questions about
the cost-effectiveness of such programs and the representativeness of the data
thus procured.

Department of Homeland Security (DHS) does, however, have a ready
source of employee health data that currently is not being fully exploited. Because
of the security- and safety-sensitive nature of their jobs, a large proportion of the
DHS workforce is required to submit to preplacement and, in some cases, peri-
odic medical examinations. Such evaluations are a valuable source of population
health data if processes, such as deidentification, are instituted to aggregate the
data appropriately. For outsourced medical examinations, requirements for the
provision of such data can be written into contracts and interagency agreements.
For example, the Federal Air Marshal Service (FAMS), which uses Federal Oc-
cupational Health (FOH) for its mandatory medical exams, provides FOH with
queries for extracting population health information; FOH then generates reports
with deidentified aggregated data based on those queries. FAMS is planning to
use these data to guide its new employee health and wellness program.

mechanisms can be put in place. Once component agencies have a better
understanding of their major health risks, shared challenges can be identi-
fied and used to develop a robust set of core metrics. Common reporting
standards/metrics would enable OHA and the DHS occupational safety
and health program management staff to track the effectiveness of quality
improvement activities and to provide more effective support (e.g., advising
on best practices) and oversight of component efforts.

Recognizing that DHS and its component agencies will ultimately be
in the best position to determine which metrics will be of most value to the
department after conducting analyses such as those described above, the
committee identified a number of metrics relevant to DHS that should, at
a minimum, be included in this effort (see Table 8-1). These metrics should
be collected as noted and trended annually to identify improved or dete-
riorating performance and to set goals for achieving superior performance.
If such data are to be used to compare performance across components,
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TABLE 8-1 Suggested Core Metrics for Tracking Departmental and
Component Health, Safety, and Readiness

Function

Metric

Purpose

Occupational .
safety and health

Workers’ .
compensation

L]
Operational .
medicine

Occupational Safety and
Health Administration
(OSHA) recordable incident
rate per year

Lost Time Case Rate

Safety climate? index scores
by site

Number of serious? hazards
identified and corrected

Percentage of job series with
current job safety analysis®

Temporary/total disability
days? per 1,000 workers per
year

Medical and indemnity cost?
per $100 payroll

Number of employee
treatment encounters
outside of the conventional
workspace per 1,000
operational person days and
per 1,000 training days
Percent of deployed personnel
receiving predeployment
assessments

Number of employees who
return to duty during the
same shift per 100 injured
employees

Percentage of operations that
have an effective after-action
plan

To assist in identifying
workplace hazards and assessing
the effectiveness of safety
interventions

To assist in identifying
workplace hazards and assessing
the effectiveness of safety
interventions

To gauge workforce perception
of workplace safety and health
as a leading indicator of injury
risk

To serve as a leading indicator of
occupational safety and health
program effectiveness

To serve as an indicator of
supervisory commitment to job
safety and health

To assist in evaluating mission
readiness

To provide incentives to

prevent and respond quickly to
workplace hazards

To assist in determining trends
in medical readiness and mission
safety

To gauge fitness for duty of
deployed personnel

To assess the effectiveness of
on-location medical intervention
and to demonstrate the value of
operational medicine programs
to line leadership

To serve as a leading indicator
for assessing operational
readiness

continued
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TABLE 8-1 Continued

Function Metric Purpose
Occupational e Percent of required job- e To serve as a leading indicator to
medicine related health assessments ensure the capability to carry out
performed per year essential job tasks and reduce
injuries and illnesses
e Percent of deploying e To serve as a process measure for
personnel receiving preventive assessing the implementation of
medicine guidance a preventive medicine program
Health o Influenza immunizations per e To reduce absenteeism related to
promotion 1,000 employees per year® influenza
Workforce e Number of employees per e To monitor and provide
readiness 100 who are identified as not operational leadership with

mission ready’

Readiness assessments per
100 workers with more than
7 lost workdays

Median and mean disability
days per employee identified
as not mission ready
Provision of modified work
per 100 workers with more
than 7 lost workdays

information on the current
state of workforce operational
readiness

To serve as a leading indicator
for assessing operational
readiness

To assess operational readiness
To assess operational readiness

and measure the success of
return-to-work programs

9Safety climate scales examine employee perceptions of safety in the workplace, with re-
search supporting a strong link between safety climate and employee compliance with and
participation in safety programs (Clarke, 2006; Johnson, 2007; Payne et al., 2009; Zohar,
1980).

b“The word serious as used in serious hazard, serious violation, or serious condition means
a hazard, violation or condition such that there is a substantial probability that death or seri-
ous physical harm could result” (Occupational Safety and Health Act of 1970, 91st Congress,
§.2193 [December 29, 1970]).

“The Occupational Safety and Health Administration (OSHA) (2002) recommends conduct-
ing job hazard analyses to determine and establish proper work procedures and to eliminate
and prevent hazards.

4Recommended Employer Measures of Productivity, Absence and Quality (EMPAQ) metric
(NBGH, 2013).

¢CDC (2013) recommends tracking influenza immunizations and assessing their effect on
productivity.

/Based on a component-developed definition of mission readiness.
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some of the metrics (e.g., OSHA recordable injuries, temporary/total dis-
ability days per 1,000 workers) should be analyzed in a manner consistent
with the risk entailed in the entity. For example, DHS components whose
employees perform hazardous tasks would have higher accident frequency
and lost time injury rates than components whose employees perform less
hazardous tasks. To adjust for this difference, a weighting factor should be
applied to the data to allow fair cross-organizational comparison.

Data Collection Tools and Accountability

A systems approach to data collection, as described above, necessitates
standardized data collection tools. Scorecards and other global assess-
ment tools have been used extensively in private industry (e.g., Procter &
Gamble, Johnson & Johnson) to collect data from business units and ag-
gregate them in a way that enables trending for individual business units
and monitoring of organization-level outcomes for benchmarking purposes.
These auditing tools, which include process and outcome measures that
have been established a priori (like those described in Table 8-1), also
enable decentralized organizations to hold heads of component business
units accountable for compliance with global standards and policies (IOM,
2005). In the implementation of a common surveillance and analytic frame-
work, DHS should develop a global assessment tool for the purpose of
performance monitoring and accountability.

ENABLING HEALTH SYSTEM INTEGRATION
AND CONTINUOUS IMPROVEMENT THROUGH
INFORMATION MANAGEMENT SYSTEMS

The ability to transform data into actionable information is a critical
capability. A number of achievements in informatics and health informa-
tion technology (HIT) can serve as a foundation for this capability. Over
the past two decades, for example, the Department of Veterans Affairs
(VA) has transformed the quality and safety of patient care at its numerous
clinics and hospitals through the implementation of its electronic health
record system, VISTA. The VA is now using the data from these records
to perform system evaluations and institute quality improvements. A study
by the Center for Information Technology Leadership showed that between
1997 and 2007, estimated cost savings from the VA’s investment in HIT
exceeded $3 billion (Byrne et al., 2010).
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Health Information Management at DHS

In considering the requirements for health information management
within DHS, it is necessary to address two related but clearly different
requirements that parallel the issues already discussed with regard to op-
erational medicine services versus occupational health and safety. In sup-
port of operational medicine services, a system with characteristics most
consistent with a traditional electronic health record is required so that
treatment provided to anyone receiving care from DHS providers can be
documented. This system would support further care of the patient, enable
ongoing quality assurance, and provide complete medical records for legal
purposes. The second requirement is a longitudinal health record to support
occupational health, including readiness assessment. This record is, by defi-
nition, not a complete electronic health record, as it should be used only to
document those health issues that are relevant to employment, addressing
primarily capabilities specifically relevant to duties and deployments. There
will likely be some overlap between these records as employees become
patients in operational settings, but the two types of records are not syn-
onymous. DHS’s ongoing exploration efforts demonstrate recognition of
these two separate needs.

To address the latter need, OHA has initiated an acquisition process for
a department-wide electronic Health Information System (eHIS). Despite
repeated requests, however, the committee had difficulty obtaining infor-
mation on DHS’s strategic approach to health information management
using the proposed system. As of this writing, funding for the system has
not been approved. OHA is still assessing feasibility and capabilities and
has contracted for an evaluation of existing systems to determine the cost-
effectiveness of agency-wide implementation. A working group comprising
representatives from OHA, the Office of the Chief Human Capital Officer,
and other DHS components identified the following mission and capability
needs for the eHIS?:

e ensure that staff are medically suitable for their assigned or volun-
teered duties (e.g., job and environment);

e provide for the execution of an efficient DHS-wide fitness-for-duty
and limited-duty program;

e enable efficient dispensing, tracking, and follow-up for medical
countermeasures;

e lower occupational health costs across the department; and

3E-mail communication, I. Hope, DHS OHA, to A. Downey, Institute of Medicine, regarding
DHS mission needs capabilities identified-mission needs statement, March 27, 2013.
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e unify and standardize occupational health and workforce health
protection activities across the department.

If funding for the eHIS is approved, data integrated using the system
may include preemployment medical history information, fitness-for-duty
examination reports, position descriptions with physical requirements, and
medical restrictions for work-related injuries. Such information could be
used for multiple purposes, including adjudication of workers’ compensa-
tion claims and tracking of medical readiness.

OHA has already acquired an electronic patient care record (ePCR)
system to address the first requirement described above. All DHS compo-
nents with emergency medical services (EMS)/paramedic personnel have
been given access to the system and the opportunity to be trained in its
use. Allowing DHS to consolidate all patient records, the ePCR system
already has been adopted by a number of operational medicine units,
including those in Immigration and Customs Enforcement (ICE) and the
Federal Air Marshal Service (FAMS), as well as some within CBP and the
Federal Emergency Management Agency (FEMA). By spring 2014, all DHS
components, including the Coast Guard, are expected to have adopted the
system. A function to be added to the ePCR system is a personnel manage-
ment module that will track credentialing of EMS/paramedic providers.
Although the ePCR can be loaded on mobile devices, a lack of hardware
to support that function means that paper records remain a part of the
patient encounter process, and this information must be transferred to the
electronic system later, creating opportunities for error. The ePCR system
enables OHA to query aggregate patient encounter data from across the
department for both surveillance (e.g., volume and types of encounters) and
quality assurance (run review) purposes. However, it is unclear what role
the ePCR investment plays in a comprehensive HIT/informatics strategy
or how patient record information (for DHS employees) will be integrated
with the eHIS should that system be implemented in the future.

At the individual component level, the Coast Guard, working with the
VA and the Office of the National Coordinator for Health Information
Technology, is building an integrated health information system (IHiS)
based on the commercial Epic electronic health record system for traditional
clinical care environments. Its functionalities will include ambulatory care,
urgent care, dental care, physical therapy, optometry, behavioral health,
occupational health, immunizations, audiology, radiology, pharmacy, labo-
ratory, and a patient portal (McCann, 2012). In addition to individual case
management capabilities, the [HiS will enable disease management capabili-
ties that can then broaden into data analysis for public health initiatives.
The IHiS will consolidate many of the electronic reporting systems currently
used by the Coast Guard for medical readiness reporting and deployment
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health-related information. The Department of State also will be adopting
the Coast Guard’s THiS. The only other component currently adopting
an electronic health record is ICE, which recently awarded a contract for
such a system to support comprehensive medical services management for
detainees. It is not clear whether this system will also be used to track the
health records of ICE employees.

Information technology systems for occupational safety and health vary
considerably across DHS, and there is no department-wide system that al-
lows safety and workers’ compensation data to be aggregated at the head-
quarters level. Some components use spreadsheets to track this information,
while others, such as TSA, have sophisticated safety information systems
that track reported injury/illness and workers’ compensation claims, as well
as leading indicators such as information from safety inspections and job
hazard analyses.

Although DHS is moving toward an enterprise approach to HIT, the
committee did not find evidence that the department is fully aware of the
informatics capability required to maximize the potential of an integrated
health information management system. Two OHA staff members are
trained in nursing informatics, and a third is familiar with the use of clinical
informatics systems for medical quality assurance processes. However, this
informatics capability does not appear to be represented at the component
level, with the exception of the Coast Guard, which has a Chief Medical
Information Officer. The lack of health informatics expertise across DHS
may help to explain the lack of success of the Medical Quality Manage-
ment (MQM) program. Headquarters MQM staff have been working with
components to establish systems and processes that will enable structured/
standardized data collection, reporting, and analysis for purposes of con-
tinuous quality improvement. Yet components, which rely primarily on
outsourced medical service providers, appear not to have the personnel or
expertise necessary to adopt such practices and have yet to use the MQM-
provided dashboards for these purposes.

Building a Robust DHS Health and Safety
Information Management Capability

Across DHS, health information and communication technology is
viewed primarily as a strictly tactical resource. This perspective is too
narrow to meet the current and future mission requirements of the various
DHS components. The fields of medical and public health informatics and
their application to clinical and public health programs are critical to DHS
going forward. Components are engaged with clinical care, preventive
medicine, and occupational medicine to varying degrees, but the develop-
ment of health information management applications, data repositories,
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and communications capabilities is spotty at best. Integration through
health information management will not be achieved until this capability
exists throughout the department.

Recommendation 11: Establish a health and safety informatics and
information technology infrastructure.

The Health, Safety, and Medical Council should charter a Health and
Safety Informatics and Information Technology Governance Board to
develop and oversee the implementation of a strategic plan for building
a health and safety informatics and information technology infrastruc-
ture. The Governance Board should be led by a Chief Medical Informa-
tion Officer designated by the Chief Medical Officer (CMO) and should
include representatives from the offices of the CMO and the Chief
Information Officer, as well as each of the components. The strategic
plan should be reviewed and approved by the CMO; the Health, Safety,
and Medical Council; and department leadership.

The Governance Board should be supported by an operational-level
Steering Committee to manage the implementation of the strategic plan,
and both the Governance Board and the Steering Committee should be
supported by appropriate experts in health and safety informatics and
information technology from within DHS and other federal agencies.
Lead agencies from which to seek expert guidance might include, but
are not limited to, the National Library of Medicine, the Office of the
National Coordinator for Health Information Technology, the Agency
for Healthcare Research and Quality, and the Patient-Centered Out-
comes Research Institute.

An informatics and information technology capability is essential for
implementation of the measurement and evaluation framework described
in Recommendation 10, and Recommendation 11 is meant to comple-
ment efforts currently under way at DHS. Building on the work already
accomplished by a DHS eHIS working group, the proposed strategic plan
should provide the blueprint for a robust health and safety informatics and
information technology infrastructure incorporating medical, public health,
and consumer informatics capabilities, and it should be consistent with the

overarching DHS information technology strategy. Elements of the plan
should include

e a workforce strategy for relevant informatics and information tech-
nology personnel, including requisite responsibilities;
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e a knowledge management structure within each unit and, where
relevant, across the department; and
e a business case analysis demonstrating the return on investment.

Key features of the development and implementation of this plan should
include

e engagement of front-line providers and other current stakeholders
knowledgeable in informatics and information technology systems
to identify needs, available resources, desired future capabilities,
and alignment with DHS strategic objectives;

e assurance, through ongoing engagement with the DHS Chief Infor-
mation Officer, that the DHS health information strategy and all
systems are developed in a manner consistent with the department’s
overall information strategy and integrated with departmental ef-
forts/systems wherever appropriate;

e an expert advisory board to offer feedback and strategic advice
over time until no longer needed;

e ongoing evaluation of any unintended consequences of and barriers
to implementation, and the development of strategies for resolving
these issues; and

e designation, as a collateral duty initially, of a Chief Medical Infor-
mation Officer to serve as a point person in OHA.

Although the committee believes that DHS should move to an electronic
health information system, it does not have the necessary information to
recommend the adoption of a single DHS-wide system over other alterna-
tives. It may be that there is no single system that could meet all the needs of
an organization as complex as DHS. Rather, the committee sees the need for
an intellectual and technological infrastructure that can move to functional
interoperability as the system matures and the agency gets a better sense of
what can be achieved.

Considerations for Interoperability and Data Integration

With the exception of the Coast Guard, DHS provides little in the
way of health care to employees outside of medical support as part of an
operational medicine program. Consequently, its information management
needs center on occupational safety and health data sources. Commercial
occupational health management software, in contrast to more traditional
electronic health records, is designed to facilitate the integration of occu-
pational safety, health, industrial hygiene, environmental, and ergonomics
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data into a single system to enable surveillance and risk management, as
well as standardized data management, across the enterprise.

Regardless of the type of system ultimately adopted, DHS will need to
address data integration at both the individual and population levels. At
the individual level, records from diverse sources (e.g., medical treatment,
absenteeism, fitness for duty, workers’ compensation claims) need to be
linked to provide a better view of the “whole individual.” In the long term,
this approach will enable targeted, evidence-based interventions to address
individual employee health, which may be more effective than more general
population health promotion measures (Bunn et al., 2010). Aggregation of
individual data to the population level (in a deidentified form) will allow
DHS to develop a global view of the health status of its employee popula-
tion, identifying and monitoring progress toward mitigation of major health
risks.

To address data integration at the systems level, DHS needs to consider
interoperability with vendor and legacy component data management sys-
tems. It is important to note that some component agencies, including TSA
and the Coast Guard, have already invested heavily in systems for health
information management. In addition to integrating data sources internally,
the proposed strategic plan should address mechanisms for integrating data
collected by vendors providing outsourced health services (e.g., preplace-
ment and fitness-for-duty evaluations; clinical services, including vaccina-
tions; medical surveillance; and nurse case management). For example,
Federal Occupational Health (FOH) has initiated an acquisition process
for its own occupational health management system to integrate patient
data (e.g., medical clearance, medical surveillance, vaccination status) with
administrative information. Components contracting with FOH will have
access to their own data within the planned system, but OHA will need
to consider how such data can be collected into a DHS-wide system if
integration is to be successful. Likewise, the vendor for the forthcoming
DHS medical case management program is tasked with providing its own
information technology solution, and it is unclear how these data will be
integrated into the proposed DHS eHIS.

Perhaps the greatest challenge today is the integration of quality and
safety dimensions into the informatics and information technology enter-
prise. This is a national challenge not limited to DHS, but success in this
area will pay major dividends (see IOM, 2011).

Building an Informatics Capability

In addition to HIT specialists, DHS will need internal personnel with
core competencies in clinical and public health informatics if it is to success-
fully transform information management to support health maintenance;
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fitness-for-duty evaluation; and management of injuries, illnesses, and dis-
abilities across the spectrum of DHS workforces and missions. Informatics
specialists will need to be integrated with those charged with managing
quality and safety to realize improvements in communications and co-
ordination; standardization, harmonization, and interoperability; and ef-
ficiency.* The change called for will not be a minor one for a department
as complex and diverse as DHS. DHS will need to undertake three related
cultural and organizational transitions with respect to informatics and HIT:

e a shift from viewing information technology as a “fix” to recog-
nizing the opportunities provided by informatics expertise as an
ongoing strategic resource;

e a shift from viewing informatics and HIT leadership as overseeing
a peripheral support group to seeing them as key players in con-
ducting strategic planning, designing solutions, and advising de-
partmental leadership; and

e a shift from relying on information technology staff to be both
informaticians and information technologists to making a sus-
tained investment in both information technology and informatics
specialists.

These transitions will require medical and nursing officers who not
only recognize the importance of informatics but also are trained in clinical
informatics to support direct patient applications, as well as in public health
informatics to support both individual health and wellness programs and
population health monitoring and evaluation. In light of current staffing,
external consultants will be needed initially to augment the currently insuf-
ficient informatics expertise within the department. However, DHS should
initiate an education and training program as part of a workforce strategy
designed to ensure that sufficient expertise will be available internally
to meet general workforce requirements for clinical and public health
informatics, as well as to build expertise in informatics areas specific to
DHS missions (e.g., telemedicine for care of detainees at border areas,
fitness-for-duty health programs monitored via electronic health records
throughout the world). Continuing education will be needed as well to
maintain cutting-edge knowledge and skills as technology and expecta-
tions continue to evolve. Newer educational technologies should be consid-
ered for addressing aspects of this challenge (Blue Ridge Academic Health
Group, 2013).

4See Blue Ridge Report 12, October 2008, available for free download at http://www.whsc.
emory.edu/blueridge/publications/archive/blue_ridge_report_12_2008.pdf (accessed August
21, 2013).
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Ultimately, Chief Medical and/or Chief Nursing Information Officers
should be prominently located in the organizational charts of each of the
components, and a coordinating council should be established to enable
these leaders to interact with one another and jointly with line leadership
within DHS. Engagement of senior DHS leaders should be undertaken
through intermittent briefings to ensure that sufficient financial and staffing
resources are allocated to the effort.

Implementation Challenges

Although ultimately beneficial, the implementation of an electronic
health and safety information management system will be costly and dis-
ruptive in the near term, as evidenced by the continued delays and chal-
lenges encountered by the Coast Guard with implementation of its THiS
2 years after awarding the initial contract to Epic (Janda, 2011). How-
ever DHS proceeds with the implementation of future systems, the Coast
Guard’s recent experience should be leveraged to identify lessons learned
and opportunities for efficiency that may help DHS in those efforts.

Given the up-front investment costs and implementation challenges,
the decision on the best approach going forward will require a series of
business cases for each component, followed by a business case addressing
whether common systems would be most effective across the department.
The benefits of an electronic health record may be obvious for the Coast
Guard and the detainee health services unit within ICE, both of which have
longitudinal health services missions such that the loss of paper records as
a consequence of patients moving within the system could result in missed
diagnoses or other inappropriate care. For other components, however, an
electronic health record could actually increase expenses for various reasons
that could be explored in a business case. The committee did not have the
manpower or time to develop these cost-analysis business cases, and it notes
that OHA and other entities are in the process of doing so; the committee
fully supports these efforts.

Oversight of the Implementation of Information Management Systems

To address the kinds of challenges discussed above, the proposed stra-
tegic plan should outline roles and responsibilities, as well as coordination
mechanisms, for an oversight and coordination structure in the spirit of the
Government Accountability Office (GAO)-described integrated enterprise
governance structure illustrated earlier in this report (see Figure 6-1 in
Chapter 6). This structure would suggest, and the committee recommends,
two groups. The charge for the first group, at the level of a portfolio gov-
ernance board, would be to establish policies and procedures needed to
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achieve an integrated, first-rate informatics and HIT operation over time.
This group would need to include representation from key stakeholders (a
senior staff representative from each component) to ensure buy-in for rec-
ommended policies. The second group, at the level of a steering committee,
would provide oversight of operations, including needs, implementation,
and ongoing operational effectiveness (e.g., data management consider-
ations). This group would need to consist of informaticians, users, and
health information technicians close to the front lines. Because informatics
and HIT continue to evolve, the committee believes DHS should create
a Health Information and Informatics Advisory Group consisting of ex-
perts from across government that would work iteratively with leaders of
both the governance board and the steering committee. The goal of these
interrelated groups would be to meet the operational and management
information and communication needs of individual components while
exploiting opportunities for collective benefit where appropriate. All of
these efforts need to be undertaken from the perspective of a value-driven
learning health system, in which continuous learning supports evidence-
based practices and continuous improvement (IOM, 2012).
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Considerations for Implementation

n the last decade, the Department of Homeland Security (DHS) has

made considerable progress toward addressing the complex manage-

ment challenges that accompanied its formation, including the need
to transform disparate component health protection infrastructures into a
coordinated and interconnected system. Still, additional hurdles remain that
must be overcome if DHS is to achieve the mature health system required
by its workforce and those in its care and custody. Advancing workforce
health at DHS will require up-front investments, political will, and stake-
holder buy-in across all levels of the organization—knowing even where to
begin can be its own challenge—but the potential benefits are considerable.
This chapter outlines some final considerations for implementation of the
committee’s recommendations, including projected benefits and priorities.

IMPACT OF AN INTEGRATED HEALTH
PROTECTION INFRASTRUCTURE

The committee was asked to consider the impact of its recommenda-
tions on mission readiness, health care costs, and liability at DHS. Clearly,
concern for the health and safety of the workforce and those in DHS’s care,
not cost savings, should drive changes to the department’s health protection
infrastructure. Nonetheless, the committee recognizes that in the current
fiscally constrained operating environment, adoption of its recommenda-
tions may require a strong business case. Although the committee lacked the
information (e.g., investment costs) and time needed to conduct a formal
impact analysis for the implementation of its recommendations, projected
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BOX 9-1
Projected Benefits to DHS of an Integrated
Health Protection Infrastructure

Mission Impacts
e Increased availability for missions
e Improved interoperability for better coordination during planned and con-
tingency operations

Cost Savings
e Reduced costs associated with injuries, including workers’ compensation
costs
e Reduced costs associated with emergency room visits for detainees
e Cost savings from economies of scale (e.g., bulk purchasing and con-
tracted services)

Liability
e Increased protection against equal employment opportunity suits
e Fewer lawsuits due to detainees not receiving appropriate care and fewer
citations from the DHS Office for Civil Rights and Civil Liberties
e Reduced liability associated with provision of medical services by improp-
erly credentialed providers

Other Benefits
e Improved morale
e Improved employee health

benefits (summarized in Box 9-1) are described below and may be of use to
DHS in the development of more rigorous business cases.

Mission Impacts

Given the operational nature of DHS, mission success depends on the
availability of employees to participate in routine, planned, and contingency
operations. It follows that workforce health and safety are essential factors
in mission readiness. Although impacts of employee health programs often
are measured in terms of decreased costs and injury rates, mission avail-
ability is a powerful measure of the combined effectiveness of preventive,
curative, and rehabilitative interventions. Implementation of an employ-
ment life-cycle approach to mission readiness (Recommendation 7) and a
comprehensive operational medicine program (Recommendation 8), both of
which emphasize prevention, medical treatment, and rehabilitation, would
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enable DHS to increase the number of employees available to participate in
operations. For example, the Federal Air Marshal Service (FAMS), which
described to the committee an approach consistent with the employment
life-cycle framework shown in Figure 7-1 (Chapter 7), reported a 20 percent
reduction in the number of mission opportunities lost between 2009 and
2010 (FAMS, 2013).

In addition to employee injuries and illnesses, the medical needs of
detainees' impact mission availability. A business case for the Southwest
Border Initiative proposed by the Office of Health Affairs (OHA)?> demon-
strated that a considerable number of agent-hours (approximately 90,000
agent-hours/year for just the four busiest southwest border stations) are
lost because of the need to escort detainees to the emergency room (Zapata,
2013). A comprehensive operational medicine program addressing the
health and medical needs of detainees in addition to those of DHS em-
ployees could have significant mission impacts.

Improved interoperability is another mission-related impact that could
be achieved through a more integrated health system, particularly as it re-
lates to operational medicine functions (Recommendation 8). Components
often have different mission spaces, but for the specific conditions under
which they must coordinate and collaborate, interoperability can be critical
(Hill, 2013). Examples include disaster scenarios and custody transfer of
detainees between agencies. DHS has already made progress in this area
with harmonized treatment protocols and interoperable patient record
systems, but additional mechanisms promoting interoperability will likely
emerge as Component Lead Medical Officers (Recommendation 4) develop
a stronger understanding of common challenges through the Medical and
Readiness Committee (Recommendation 5).

Cost Savings

During its examination of health protection programs at DHS and other
public and private organizations, the committee learned of many ways (e.g.,
injury prevention, disability management, health risk reduction) in which
employers are achieving cost savings through employee health protection
and promotion initiatives. Although pioneering companies such as Johnson
& Johnson have had integrated employee health programs in place for
more than a decade (Isaac, 2013), more widespread adoption of integrated

TRefers only to medical needs of detainees prior to transfer to Immigration and Customs
Enforcement (ICE) detainment facilities.

2As described in more detail in Chapter 7, the proposed Southwest Border Initiative would
place medical providers at four of the busiest Border Patrol stations along the southwest
border to provide screening and medical treatment services to detainees, and if needed, DHS
employees.
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approaches has really just begun. Consequently, although data on cost sav-
ings and return on investment may be available for individual interventions
(e.g., worksite wellness programs), the committee found few evaluations
of the cost impacts of implementing integrated workforce health protec-
tion programs. Navistar, Inc., a commercial manufacturing company, has
measured cost savings associated with the efforts of its integrated Health,
Safety, Security and Productivity unit. While average national health care
expenditures have been increasing, Navistar has experienced net decreases
in health care costs over the past decade, with similar trends in workers’
compensation and disability costs (a 38 percent reduction from 2002 to
2008) (Bunn et al., 2010). At Johnson & Johnson, the implementation
of its integrated Health & Wellness Program? resulted in savings of ap-
proximately $224.66 per employee per year as a result of reduced medical
claims costs (outpatient, inpatient, and mental health visits) over the 4-year
program period, with the most pronounced cost savings being realized in
program years 3 and 4 (Ozminkowski et al., 2002).

Savings data such as those reported by Johnson & Johnson cannot
simply be projected onto DHS, but even more modest per capita cost sav-
ings certainly could have dramatic impacts for a workforce of more than
200,000 employees. However, a major challenge for DHS and other gov-
ernment agencies is the centralized management of federal employee health
benefits through the U.S. Office of Personnel Management. Lack of access
to health care utilization and cost data impedes not only the identifica-
tion of needed interventions and their targeting to an organization’s major
health risks, but also the use of reductions in health care costs (outside of
those associated with workers’ compensation) as benchmarks or as finan-
cial incentives for individual agencies to invest in employee health. As a
result, measurable cost savings to DHS are limited primarily to workers’
compensation costs, which can be very slow to respond to interventions,
although continuation-of-pay costs* are more responsive to improvements
in injury prevention and disability management practices. To address this
issue, occupational health program staff at the Smithsonian linked sick day
utilization to productivity and institutional savings. By comparing projected
and actual sick day utilization rates, the organization was able to demon-
strate savings associated with its occupational health program in terms of

3Johnson & Johnson’s “shared services concept” for its Health and Wellness Program en-
tailed integrating employee health promotion, disability management, employee assistance,
and occupational medicine programs. Safety and industrial hygiene programs were managed
separately (Ozminkowski et al., 2002).

4Continuation-of-pay costs represent the wage replacement costs paid by the employing
agency for the first 45 days that a federal employee is out on workers’ compensation (see
Chapter 3).
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manpower (106 full-time employees) and cost ($9.54 million) over a 3-year
period (Duval, 2013).

The intensive efforts undertaken at the Transportation Security Ad-
ministration (TSA) to reduce occupational injuries and return injured em-
ployees to work in a timely manner’® provide an example of the magnitude
of savings that can be achieved just in workers’ compensation costs through
investment in workforce health protection initiatives. Between 2005 and
2012, TSA reduced workers’ compensation claims by 78 percent, achieving
an 81 percent reduction in continuation-of-pay costs and a 19 percent re-
duction in chargeback costs. In 2012, TSA’s combined annual continuation-
of-pay and chargeback costs were approximately $18 million less than in
2005 when efforts began (Mitchell, 2013). Although the committee was not
provided with the total continuation-of-pay costs for DHS, its chargeback
costs in 2010 exceeded $160 million® (see Table 1-2 in Chapter 1 for a
breakdown of these costs by component agency). An integrated approach
to injury/illness prevention, workers’ compensation cost containment, and
disability management’ that produced even a modest percentage decrease
in chargeback costs at DHS could result in savings of millions of dollars.
These data are consistent with reports in the literature showing reductions
in workers’ compensation costs associated with integrated approaches to
occupational injury prevention and case management (Bernacki and Tsai,
2003). At the Johns Hopkins Institution (including the hospital and uni-
versity), an integrated workers’ compensation claims management system
that promoted a collaborative approach involving safety professionals,
adjusters, and medical and nursing professionals resulted in a 73 percent
reduction in lost time claims over a 10-year period. Total workers’ com-
pensation costs per $100 of payroll decreased by 54 percent over that same
period (Bernacki and Tsai, 2003).

Another important opportunity for DHS to achieve cost savings that
was described to the committee is a proposed initiative aimed at reducing
costs associated with emergency room visits. As described above, DHS
currently lacks the medical assets required to address the health needs of
detainees along the southwest border. In addition to lost productivity as-
sociated with escorting detainees to the nearest hospital for health screening
and even minor treatment needs, the emergency room costs themselves are
significant—approximately $13 million in fiscal year 2011 (Zapata, 2013).
To reduce these direct and indirect costs, the committee supports expansion

SThese efforts are described in detail in Chapter 4.

%E-mail communication, G. Myers, DHS Workers’ Compensation Program Manager and
Policy Advisor, to A. Downey, Institute of Medicine, regarding department statistics: charge-
back totals and actuarial liability, February 20, 2013.

7As described in Chapter 4, both TSA and FAMS have developed this kind of integrated
approach, although the two approaches differ in terms of in- versus outsourcing.
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of the DHS operational medicine capability (Recommendation 8) as de-
scribed for the Southwest Border Initiative.

The specific examples provided above demonstrate the potential for
achieving future cost savings at DHS, but lasting cost containment can be
realized only by continuously striving toward improvements in efficiency
and effectiveness. To this end, it will be necessary to refocus efforts peri-
odically on mission-critical work, ensure accountability, and partner with
financial leadership to ensure that plans and policies are supported by
business cases. Centralization of services (Recommendation 9) could fa-
cilitate savings through efficiencies related to economies of scale (e.g., bulk
purchasing of common medical supplies) and consolidation of contracted
services where appropriate.

Liability

Beyond liability in terms of health-related costs, the committee identi-
fied several other liability risks associated with failure to ensure that core
competencies are met for safety, health, and medical programs. Equal
employment opportunity suits may be brought against the department
when individuals believe they have been inappropriately denied employ-
ment based on a medical condition.® Ensuring consistency in health-related
employment standards for job series that are shared across DHS (Recom-
mendation 7) could improve the legal defensibility of such standards, re-
sulting in dismissal of complaints and associated cost avoidance. Further,
DHS is legally responsible for providing medical treatment to individuals in
its custody (Mulry et al., 2008). An operational medicine capability (Rec-
ommendation 8) that ensures that in-custody individuals receive timely and
appropriate medical care could help avoid lawsuits brought by detainees
and their families, as well as citations from the DHS Office for Civil Rights
and Civil Liberties. Finally, under 6 USC 320, “each Federal Agency with
responsibilities under the National Response Plan shall ensure that in-
cident management personnel, emergency response providers, and other
personnel (including temporary personnel) and resources likely needed to
respond to a natural disaster, act of terrorism, or other manmade disaster
are credentialed and typed.” Additionally, many courts have held health
care organizations liable for negligent credentialing of medical providers in
their employ (Darling v. Charleston Hospital, 1965; Columbia/[FK Medical
Center v. Sanguonchitte, 2006; Frigo v. Silver Cross Hospital and Medical
Center, 2007; Larson v. Wasemiller, 2007; Archuleta v. St. Mark’s Hospital,

8 Americans with Disabilities Act of 1990.
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2010; Moreno v. Quintana, 2010).° In addition to reducing the potential
for liability arising from the actions of inappropriately credentialed pro-
viders, centralized credentialing (Recommendations 2 and 8) would, as
part of the medical oversight functions of OHA, help ensure that medical
providers employed or contracted by DHS component agencies are held to
common standards for education, certification, and currency.

Other Benefits

Since its inception, DHS has been working to address concerns re-
garding low morale, job satisfaction, and employee engagement through
a range of management strategies (GAO, 2012). Employee morale is mea-
sured through the Federal Employee Viewpoint Survey, which also showed
that DHS is 14 percentage points behind the government-wide average
in the proportion of respondents indicating that they feel protected from
health and safety hazards on the job (OPM, 2012). Given that the root
causes of employee morale issues at DHS likely are complex and cannot be
attributed to any one problem, implementation of a departmental strategy
that communicates a clear and visible emphasis on the importance of em-
ployee health and safety is one means by which DHS could demonstrate
concern for its workforce. Although supporting data are limited and often
anecdotal, links between the effectiveness of occupational health programs
and employee morale have been reported (Behm, 2009; OSHA, 2002).

In addition to the aforementioned benefits, an important but often
forgotten impact of strengthening the DHS health protection infrastructure
as recommended by the committee is the potential for improvements in
employee health. People spend a large proportion of their lives in the work-
place; consequently, employee health initiatives can have major impacts on
employees’ own well-being. Aside from the benefits to the department as
a whole, all DHS employees deserve a working environment that is sup-
portive of their health and safety.

PRIORITIES FOR IMPLEMENTING AN INTEGRATED
HEALTH PROTECTION INFRASTRUCTURE

The committee was asked to prioritize recommendations for long- and
short-term measures DHS can adopt to optimize its mission readiness by
ensuring the health, safety, and resilience of its workforce. The committee

9The case law the committee reviewed relates to negligent credentialing by hospitals. How-
ever, the committee believes that because DHS employs medical staff who provide services to
both employees and people in custody, failure to ensure proper credentialing could increase
the potential for liability claims in this area as well.
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believes that each of the recommendations offered in this report is critical to
the development of an integrated health protection infrastructure and that
planning for implementation of all the recommendations should be incor-
porated into the next DHS planning, programming, budget, and execution
cycle (see Figure 5-1 in Chapter 5). At the same time, the committee also
recognizes that some steps must be initiated, and in some cases completed,
before others. The committee was not asked to provide a timeline or imple-
mentation plan and does not have the insight to do so; implementation of
its reccommendations may be protracted because of necessary lead time, re-
source limitations, and the complexity of managing enterprise-wide change.
Nonetheless, Figure 9-1 shows the committee’s recommendations in the

r ﬁjevelop a unified workforce health strategy. (R1)
m « Align/integrate occupational health and operational medicine functions under the Chief
1 yr) Medical Officer (CMO). (R2)

« Align responsibility and authority for the CMO. (R3)

« Establish Component Lead Medical Officers. (R4, phase 1)

* Revitalize the Health, Safety, and Medical Council, and establish a governance
framework. (R6)

« Establish a Health and Safety Informatics and Information Technology Governance
Board and expert advisory board, and develop a strategic plan for building a health and

\safety informatics and information technology infrastructure. (R11, phase 1) /
J

4 (Align and integrate occupational safety and health and operational medicine functions \
m within components. (R4, phase 2)
« Establish a Medical and Readiness Committee. (R5)

i yrs) « Develop core metrics at the department and component levels to establish requirements;
measure the baseline. (R10, phase 1)
« Build an informatics capability. (R11, phase 2)
N %
g ml)evelop a common employment life-cycle framework for achieving mission readiness. \
m (R7)
yrs) « Establish a comprehensive DHS operational medicine capability. (R8)

« Centralize common health and medical services. (R9)

*Track and evaluate core metrics for accountability, continuous quality improvement, and
readiness assessment. (R10, phase 2)

» Conduct ongoing evaluation of progress toward implementing a health and safety
informatics and information technology infrastructure. (R11, phase 3)

N /

FIGURE 9-1 Suggested timeline for implementation of the committee’s
recommendations.

NOTES: Recommendations (R1-R11) are grouped according to priority for comple-
tion, recognizing that many of the mid- and long-term recommendations will need
to be initiated in the near term but completed in the mid-/long term. Time frame
estimates associated with the near-, mid-, and long-term categories should be in-
terpreted as time from entry into the DHS planning, programming, budget, and
execution cycle.
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context of the near, mid-, and far terms. The implementation of some rec-
ommendations—for example, establishing a health and safety informatics
and information technology infrastructure—may span multiple years and
will need to be undertaken in phases, whereas others can be completed
within more discrete time periods.

Integration of the DHS health protection system will require, funda-
mentally, a significant culture change and a willingness to function and
act like a single agency with a common mission focus. The committee
believes that the first priority is therefore to gain the commitment of core
leadership at the component and headquarters (i.e., Chief Medical Officer,
Chief Human Capital Officer, Chief Financial Officer) levels to a standard
change management and governance process, clarifying the importance of
workforce health to mission success and each party’s accountability for
employee health and safety. Absent such unity of vision, the committee’s
other recommendations are unlikely to be embraced.

The committee noted the specific mention of workplace wellness pro-
grams as a priority in the DHS Strategic Plan. Although the committee in-
cludes promotion of individual readiness as part of its life-cycle approach to
workforce health and readiness (Recommendation 7), it is concerned about
an undue emphasis on wellness while the DHS workforce faces significant
challenges related to health protection (i.e., injury and illness prevention).
Moreover, the committee does not believe that meaningful, data-driven
health promotion efforts are currently possible across much of DHS, given
the lack of data and analysis tools to support a clear understanding of the
major health risks facing the department’s employees. Accordingly, the com-
mittee suggests that the implementation of health promotion programs be
considered a long-term goal at DHS.

CONCLUDING THOUGHTS

The DHS mission to protect the homeland is of critical importance,
but the ability to achieve that mission is undermined by a workforce health
protection infrastructure that is marginalized, fragmented, and uneven.
The fragmented DHS health protection system is just one instance of an
overarching management problem that the organization has worked dili-
gently to overcome since its inception. DHS is not the first federal agency
to struggle with these considerable challenges; the Department of Defense
(DoD) has worked for almost 70 years to overcome the culture and com-
munication barriers to joint operations. Despite considerable progress,
this is an ongoing process at DoD, and the same will be true for DHS for
some time into the future. Through its recommendations (summarized in
Box 9-2), the committee has attempted to provide a foundation and a path
forward for an integrated health protection infrastructure encompassing the
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programs, tools, and resources needed to enable the DHS workforce to ful-
fill the homeland security mission. In essence, the goal is to do on a smaller
scale what the Homeland Security Act sought to accomplish more than 10
years ago—to weave the key functions and activities entailed in protecting
the homeland into a unified, cohesive enterprise. To this end, the mission-
ready DHS of the future will require an empowered and resourced Chief
Medical Officer who, through partnership with the component agencies,

BOX 9-2
Summary of Key Findings, Conclusions,
and Recommendations for Integrating
Workforce Health Protection at DHS

Chapter 5: Leadership Commitment to Workforce Health

Recommendation 1: Demonstrate leadership commitment to employee
health, safety, and resilience through a unified workforce health protection
strategy.

Key Findings:

e Vocal and active commitment from leaders at all levels has been integral
to creating successful workforce health protection programs and develop-
ing a culture of health in the organizations examined by the committee.
Such programs have been found to lead to increases in employee morale,
efficiency, and effectiveness.

e DHS has the highest rate of occupational injury and illness of all cabinet-
level federal agencies, and more than one-third of DHS employees re-
sponding to the 2012 Federal Employee Viewpoint Survey say they do
not feel protected from health and safety hazards on the job.

e The DHS Strategic Plan lacks a strategic objective to reduce injuries and
illnesses.

e The DHS Workforce Strategy, issued to improve and integrate employee
recruitment, development, and retention efforts, does not address the
promotion and protection of employee health, safety, or resilience as a
critical means of sustaining an engaged workforce.

e Despite strategic aspirations to improve employee health, safety, and re-
silience, the committee found no evidence of a defined strategic plan for
achieving those outcomes or of processes put in place to hold department
leadership accountable for doing so.

e The committee saw little evidence that the Chief Medical Officer (CMO)
is held accountable for achieving the strategic objectives intended to
support the Secretary’s goal of improving employee health, wellness, and
resilience.
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institutes policies and global standards that permeate the entire organiza-
tion to ensure the health, safety, and resilience of its workforce. Finally, if
DHS is to meet the needs of its diverse workforce in the face of continu-
ously evolving challenges, it will require a health protection infrastructure
that remains agile. Adoption of a learning health system approach will
allow DHS to transform information into knowledge, which in turn can be
used to drive health system change based on evidence-based best practices.

Conclusions:

e DHS lacks a unified vision and comprehensive strategy for ensuring the
delivery of key health, safety, and medical support services department-
wide in a consistent and coordinated manner.

e A formal strategy, guided by a vision statement directly linked to the orga-
nizational mission, could provide direction while also demonstrating the
commitment of top leadership to employee health, safety, and resilience.

e To ensure accountability at all levels, program-level goals and perfor-
mance measures should cascade down from those at the strategic level
and should be tailored to the individual’s level of responsibility.

Chapter 6: Organizational Alignment and Coordination

Recommendation 2: Align and integrate all occupational health and opera-
tional medicine functions under the Chief Medical Officer.

Key Findings:

e DHS continues to face challenges related to horizontal and vertical inte-
gration of key management functions. Workforce health protection has not
been included in larger management system integration efforts at DHS.

e Current workforce health protection and promotion activities at the DHS
headquarters level are divided between two mission support offices: the
Office of Health Affairs (OHA) and the Office of the Chief Human Capital
Officer, the latter being located within the Management Directorate.

e The CMO lacks visibility and strategic input with respect to the workforce
health protection functions currently administered at the headquarters
level through the Office of the Chief Human Capital Officer; the result is
a lack of role clarity for the CMO.

e The DHS Safety, Health, and Medical Council, co-chaired by the CMO
and Designated Agency Safety and Health Official (DASHO) (currently
the Chief Human Capital Officer) was established in 2008 to facilitate the
coordinated formulation of department-wide health, safety, and medical
program policy and the development of integrated tools and standardized
processes to support program functions. However, the Council has been
inactive for more than a year.

continued
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BOX 9-2 Continued

e Interactions between OHA and the occupational safety and health per-
sonnel occur on an ad hoc basis, resulting in missed opportunities and
redundancies.

e In several organizations external to DHS, medical programs are orga-
nizationally segregated from occupational safety and health programs.
This approach can be effective when the two operations are strategically
aligned and appropriate mechanisms are in place and functioning to en-
sure effective coordination, including oversight of both units by a single
governing entity. Such alignment has not occurred at DHS.

e Although a memorandum of understanding was put in place in September
2009 to delineate the responsibilities of OHA and the DASHO’s office,
the matrix designating lead and shared responsibilities for each program
was found to be inaccurate (with regard to actual current responsibilities)
and out-of-date. A revision process was initiated, but was interrupted by
management turnover within OHA.

Conclusions:

e The fragmentation of workforce health protection functions and the lack
of sufficient delegation of authority to the CMO have resulted in ambiguity
and uncertainty regarding roles and responsibilities.

e The absence of formal mechanisms for coordination and communication
has resulted in stovepiped workforce health protection functions, contrib-
uting to inefficiency, a lack of accountability and transparency, and missed
opportunities to achieve synergy through integration.

e DHS needs to align its resources with its strategic objectives, develop
performance metrics, and hold its health and line leadership accountable
for occupational health and operational medicine outcomes.

Recommendation 3: Ensure that the Chief Medical Officer has authority
commensurate with the position’s responsibilities.

Key Findings:

e Authority has been delegated to the CMO to exercise oversight over all
DHS medical and public health activities; however, this delegation has not
been reviewed or revised since its enactment in 2008.

e Despite being delegated the authority to exercise oversight over all medi-
cal and public health activities for DHS, in practice the CMO lacks this
authority.

e OHA provides the components with guidance and tools but lacks the
authority to ensure implementation.

Conclusions:
e Ambiguity in the CMO’s authority to exercise oversight has contributed to
a lack of role clarity and impedes the CMO’s ability to align critical health
protection functions across DHS for integrated execution.
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The establishment of a single health, safety, and medical entity would
support two of the Secretary’s departmental objectives: (1) unifying
and integrating management functions to better serve DHS missions,
goals, and employees; and (2) improving employee safety, wellness, and
resilience.

Establishing such an entity also would enable more efficient management
of resources; enhanced communication with leadership, components,
and all DHS employees; more consistent performance measurement;
improved accountability and transparency; and ultimately, increased or-
ganizational effectiveness and synergy.

Recommendation 4: Establish Component Lead Medical Officers to align
and integrate occupational health and operational medicine functions.

Key Findings:

The current workforce health protection infrastructure at DHS is highly
fragmented and markedly uneven across the component agencies.

DHS and its component agencies have struggled to retrofit a large set
of distinct legacy and nascent organizational structures into a single co-
hesive operational and management framework that meets the diverse
requirements of the DHS mission. The same is true of the organizational
structures supporting health protection; component agency infrastruc-
tures for carrying out health, safety, and medical functions vary widely.
Placement of occupational health programs supporting essential func-
tions is fragmented in some agencies and centralized in others, and
the organizational location of health-related programs differs across the
components.

In DHS components with aligned or partially aligned organizational struc-
tures in which health, safety, and/or medical programs and functions are
collocated, the committee found evidence of increased information shar-
ing through regular meetings and coordination processes, encouraging
communication and synergy in support of mission requirements.

Vertical integration of medical programs has been challenging because
of the lack of formal mechanisms for this purpose. The Medical Liaison
Officer (MLO) program has begun to address this issue by creating more
formalized channels of communication and mechanisms for vertical infor-
mation sharing. However, challenges in this area remain, as only four of
the operating components currently have Senior Medical Advisors, and
fragmentation still exists within the components, often separating Senior
Medical Advisors from some of the essential functions identified by the
committee.

In some instances, medical functions have been outsourced with no
oversight from internal medical authorities.

continued
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BOX 9-2 Continued

Conclusions:

e Oversight from the headquarters level is more challenging when there is
no single responsible leader or even consistency in what are considered
medical, occupational safety and health, and human resources functions.

e The current fragmented organizational structure and the distribution of
health, safety, and medical authorities within DHS component agencies
will impede the ability of the CMO to orchestrate a comprehensive and in-
tegrated workforce health protection strategy to ensure the health, safety,
and resilience of the entire DHS workforce.

e The effectiveness of the CMO would be enhanced by having a single point
of accountability within the operating components who could ensure the
integration of component occupational health and operational medicine
functions.

Recommendation 5: Establish a Medical and Readiness Committee to pro-
mote information sharing and integration.

Key Findings:

e Prior to establishment of the MLO program, the CMO had limited vis-
ibility on health and medical programs and challenges within component
agencies. This limited visibility impeded the CMO’s ability to address
cross-cutting and department-wide health and medical issues through
policy and program initiatives and to ensure that the Secretary’s agenda
is assimilated at the component level.

e The role for Senior Medical Advisors in building and sustaining an in-
tegrated health protection system has yet to be clearly defined and
formalized.

e Directives and proposed standards from OHA have sometimes been dis-
connected from the needs and realities within the component agencies,
potentially contributing to uneven compliance with OHA policy.

Conclusions:

e A mechanism is needed to enable the CMO to collect information on op-
erational requirements from the component level, to engage components
in the development of medical and public health policy, and to provide
senior-level direction for an integrated DHS workforce health protection
strategy.

e Networking among component medical officers is critical and would best
be realized through regular and formal direct interaction with the CMO.

Recommendation 6: Create a governance framework to engage Department
of Homeland Security management officials and component leadership in
employee health, safety, and resilience to support mission readiness.

Key Findings:
e The Government Accountability Office designated DHS’s formation as
high risk, in part because of the foreseen management challenges associ-
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ated with merging 22 component agencies and the serious consequences
of failing to achieve integration. In working to address these concerns,
DHS has established a tiered governance structure to facilitate integration
and oversight of interrelated programmatic activities that support mission
outcomes across the department. The committee is unclear as to whether
or how workforce health protection programs would be managed within
the existing DHS governance structure.

Multiple headquarters offices and component agencies have shared re-
sponsibilities for the complex programs supporting the health, safety, and
mission readiness of the DHS workforce.

The DHS Health, Safety, and Medical Council was established as a
governance body to facilitate the necessary ongoing coordination, col-
laboration, and participation of these various headquarters- and compo-
nent-level stakeholders in the development of health, safety, and medical
policy. However, the Council has been inactive for more than a year.
When the CMO position was created at DHS, the vision was to appoint a
medical leader who could unify the department’s fragmented health and
medical system. The Delegation to the Assistant Secretary for Health Af-
fairs and Chief Medical Officer granted the CMO the oversight authority
needed to achieve that vision. In the absence of accountability processes,
however, the CMO has to date been largely unsuccessful in garnering
sufficient support from component leadership to achieve a unified health
system.

Conclusions:

Portfolio-level governance of workforce health protection programs would
help ensure alignment and efficiency.

Many workforce health protection functions span the intersection between
health and human resources and therefore also require the involvement
of the Chief Human Capital Officer. Input from other members of the
DHS management team may be required as well to ensure adequate
resourcing of occupational health and operational medicine programs and
effective management of these programs within the larger DHS financial,
acquisitions, and information management architecture.

Reinvigoration of the inactive Health, Safety, and Medical Council is
critical to achieve DHS-wide consensus on strategies for addressing
overarching and cross-cutting health, safety, and medical issues and to
engage component leadership in the development of policies that support
the readiness of their workforces. To function effectively, the Council will
need to be part of a larger formalized governance structure.

Chapter 7: Functional Alignment

Recommendation 7: Develop a common employment life-cycle-based frame-
work for achieving mission readiness.

continued
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BOX 9-2 Continued

Key Findings:

e Mechanisms for assessing, promoting, and sustaining medical readiness
vary widely across DHS.

e Few standards and overarching policies related to medical readiness
have been promulgated by the CMO, creating risk of liability associated
with equal employment opportunity suits (if medical standards are not
adequately defensible in a court of law) and inadequate processes for
preventing or limiting disability.

Conclusions:

e A comprehensive strategy for supporting readiness needs to address the
full employment life cycle, focusing not only on the health and capability
of employees but also on the safety of both job processes and the work
environment and the interactions among these three elements.

e A common life-cycle framework for approaching workforce health and
resilience would provide a mechanism for ensuring that a set of disparate
components can achieve the appropriate mission readiness outcomes.

Recommendation 8: Establish a comprehensive operational medicine capa-
bility to ensure consistent, high-quality medical support during operations.

Key Findings:

e Working collaboratively with nine DHS component agencies through the
Emergency Medical Services Training and Education Advisory Com-
mittee, OHA has developed a centralized emergency medical services
(EMS) system plan, established standards of care through baseline
basic life support and advanced life support protocols, and acquired
software for DHS-wide patient care reporting and tracking of EMS pro-
vider credentials.

e The requirement for DHS law enforcement officers to escort detainees to
a distant emergency department for even minor injuries and illnesses is
costly in terms of both treatment for detainees and the impact on opera-
tions of the temporary unavailability of those officers. In 2011, emergency
department visits for detainees in the custody of Customs and Border
Protection (CBP) in southwest border region alone cost DHS $13 million.

Conclusions:
e OHA has achieved commendable progress toward the integration of EMS
across DHS.

e A comprehensive program for operational medical support needs to go
beyond EMS to include the capability to address the preventive and am-
bulatory medical care needs of those conducting DHS operations.

e DHS has a responsibility to ensure that members of its workforce operat-
ing in remote, austere areas and those who, for security reasons, cannot
readily access local medical resources have access to comprehensive
medical services. Beyond moral and legal responsibilities, the lack of
access to basic preventive and responsive medical services to mitigate
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serious medical events (e.g., infectious disease outbreaks and injuries) in
field situations can result in preventable illness or injury, lost productivity,
and logistical challenges that lead to mission failure.

The medical and operational needs related to those in DHS care or
custody need to be addressed by a comprehensive DHS operational
medicine program.

The diversity of operational and mission requirements among DHS’s com-
ponent agencies prohibits a one-size-fits-all approach to the establish-
ment of a departmental operational medicine capability. Components and
subcomponents need flexibility to develop operational medicine programs
that meet the requirements of their unique operating conditions.

Recommendation 9: Centralize common services to ensure quality and to
achieve efficiencies and interoperability.

Key Findings:

OHA has a key role in supporting components’ collective efforts to carry
out the DHS mission and in so doing, in contributing to the “one DHS”
concept.

DHS has been criticized for making acquisition decisions on a program-
by-program and component-by-component basis. For example, occu-
pational health and medical services are procured at the component
and sometimes the local site level, resulting in hundreds of independent
contracts and interagency agreements, with little in the way of technical
oversight to ensure service quality.

DHS relies heavily on outsourced providers for occupational health and
medical services (e.g., fitness-for-duty evaluations, health promotion ser-
vices, ergonomics assessments, medical surveillance services).

Conclusions:

Because of the wide variation among their missions, each of the major
operating components has specific needs that are best served by support
programs tailored to its operational functions. However, some common
services should be centralized to promote efficiency and interoperability
while ensuring the necessary level of service quality.

Centralizing common critical services enables alignment of component
mission needs with department-level goals. A more formalized approach
for obtaining buy-in from components should be used to accelerate the
process of establishing centralized health, safety, and medical services.
A mechanism is needed to ensure that contracts and agreements are
consistent with the overarching health policies and standards of the
department.

Chapter 8: Information Management and Integration

Recommendation 10: Collect core metrics for accountability, continuous
quality improvement, and readiness assessment.

continued
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BOX 9-2 Continued

Key Findings:

e Stovepiped programs and a lack of communication and coordina-
tion mechanisms across DHS have resulted in failures of knowledge
management.

e DHS lacks a strategy, framework, and common set of metrics for use in
conducting a comprehensive evaluation of workforce readiness and re-
silience, and for evaluating and improving the effectiveness of programs
that support a ready and resilient workforce.

e Components routinely gather safety and employee health data, albeit in
an uneven and inconsistent manner; however, little of this information is
transmitted to OHA. The only source of data currently received by OHA
of which the committee is aware is the centralized electronic patient care
record.

e Injury and iliness data (Total Case Rate and Lost Time Case Rate), while
reported at least annually to the DHS occupational safety and health
program staff in the Office of the Chief Human Capital Officer as required
by the Occupational Safety and Health Administration (OSHA), are not
shared routinely with OHA.

e Attempts to collect medical quality assurance data (e.g., reports of senti-
nel events, frequency of clinical competency assessments), as authorized
by Directive 248-01 on medical quality management (MQM), have been
unsuccessful. Components have begun collecting some of the required
data, but are not using dashboards provided by the MQM staff to share
these data with OHA.

e Minimal data appear to be collected on employee health risks, even at the
component level, with the notable exception of the Coast Guard, which
mandates a health risk appraisal for all active-duty members.

Conclusions:

e Obtaining reliable and consistent information is essential to the imple-
mentation and sustainment of an integrated workforce health protec-
tion program. This can be achieved through a focus on information
management—a systematic approach involving both technological and
informatics capabilities that supports information exchange.

e Within a large, decentralized organization such as DHS, a centralized sys-
tem for information management with standardized metrics and measures
will support both horizontal (across levels) and vertical (between levels)
integration.

e A systems approach is needed to collect and integrate data from across
the department. This type of approach, which entails data collection and
analysis at four nested levels (individual, group, component, and depart-
ment), supports both horizontal and vertical integration.

e In the absence of a comprehensive, standardized system with which to
measure the performance of DHS’s occupational safety and health, occu-
pational medicine, operational medicine, health promotion, and workers’
compensation programs, it is not possible to determine whether each
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component agency is managing its safety risk in an acceptable manner
and whether occupational health programs are meeting objectives for
improving workforce health and readiness. Thus, there is no means of en-
suring accountability, and those with responsibilities for workforce health,
safety, and readiness are unable to make evidence-based decisions on
investments in programs and infrastructure or to assess and improve the
quality of programs and services.

Recommendation 11: Establish a health and safety informatics and informa-
tion technology infrastructure.

Key Findings:

Over the past two decades, the Department of Veterans Affairs (VA) has
transformed the quality and safety of patient care at its numerous clinics
and hospitals through the implementation of its electronic health record
(EHR) system, VISTA. VA’s investment in health information technology
(HIT) saved more than $3 billion in health care costs between 1997 and
2007.

OHA has initiated an acquisition process for a DHS-wide electronic Health
Information System (eHIS). The committee had difficulty obtaining infor-
mation on DHS’s strategic approach to health information management
using the proposed system. Funding for the system has yet to be ap-
proved. OHA is currently assessing feasibility and capabilities and has
contracted for an evaluation of existing systems to determine the cost-
effectiveness of agency-wide implementation.

A working group comprising representatives from OHA, the Office of
the Chief Human Capital Officer, and other DHS components identified
the following five mission and capability needs for the eHIS: (1) ensure
that staff are medically suitable for their assigned or volunteered duties
(e.g., job and environment); (2) provide for the execution of an efficient
DHS-wide fitness-for-duty and limited-duty program; (3) enable efficient
dispensing, tracking, and follow-up for medical countermeasures; (4)
lower occupational health costs across the department; and (5) unify and
standardize occupational health and workforce health protection activities
across the department.

OHA has already acquired an electronic patient care record (ePCR)
system, allowing DHS to consolidate all patient records. All DHS compo-
nents with EMS personnel have been given access to the system, and
it already has been adopted by a number of operational medicine units.
By spring 2014, all DHS components are expected to have adopted the
system. However, it is unclear what role the ePCR investment plays in a
comprehensive HIT/informatics strategy or how patient record information
(for DHS employees) will be integrated with the eHIS should that system
be implemented in the future.

The Coast Guard, working with the VA and the Office of the National
Coordinator for Health Information Technology, is building an integrated
health information system (IHiS) based on the commercial Epic EHR sys-

continued
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BOX 9-2 Continued

tem for traditional clinical care environments. Immigration and Customs
Enforcement (ICE) also recently awarded a contract for such a system to
support comprehensive medical services management for detainees.

e Information technology systems for occupational safety and health vary
considerably across DHS, and there is no DHS-wide system that allows
safety and workers’ compensation data to be aggregated at the head-
quarters level. Tracking of this information varies among components,
from the use of spreadsheets to sophisticated safety information systems
(such as that used by the Transportation Security Administration [TSA]).

e Although DHS is moving toward an enterprise approach to HIT, the
committee found no evidence that the department is fully aware of the
informatics capability required to maximize the potential of an integrated
health information management system. Two OHA staff members are
trained in nursing informatics, and a third is familiar with the use of clinical
informatics systems for medical quality assurance processes. However,
this informatics capability does not appear to be represented at the com-
ponent level, with the exception of the Coast Guard, which has a Chief
Medical Information Officer.

e Headquarters MQM staff have been working with components to es-
tablish systems and processes that will enable structured/standardized
data collection, reporting, and analysis for purposes of continuous qual-
ity improvement. Yet components, which rely primarily on outsourced
medical service providers, appear not to have the personnel or expertise
necessary to adopt such practices and, as noted above, have yet to use
the dashboards provided by MQM staff for these purposes.

Conclusions:

e In support of operational medicine services, a system is required to docu-
ment treatment provided to anyone receiving care from DHS providers.

e A longitudinal health record to support occupational health, including
readiness assessment, is required to document health issues that are
relevant to employment, addressing primarily capabilities specific to job
duties and deployments.

e The lack of health informatics expertise across DHS may help explain the
lack of success of the MQM program.

e Across DHS, health information and communication technology is viewed
primarily as a strictly tactical resource. This perspective is too narrow to
meet the current and future mission requirements of the various DHS
components.

e Components are engaged with clinical care, preventive medicine, and
occupational medicine to varying degrees, but the development of health
information management applications, data repositories, and communica-
tions capabilities is spotty at best. Integration through health information
management will not be achieved until this capability exists throughout
the department.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

CONSIDERATIONS FOR IMPLEMENTATION 259

REFERENCES

Behm, M. 2009. Employee morale: Examining the link to occupational safety and health.
Professional Safety 54(10).

Bernacki, E., and S. Tsai. 2003. Ten years’ experience using an integrated workers’ compensa-
tion management system to control workers’ compensation costs. Journal of Occupa-
tional and Environmental Medicine 45(5):508-516.

Bunn, W. B., H. Allen, G. M. Stave, and A. B. Naim. 2010. How to align evidence-based
benefit design with the employer bottom-line: A case study. Journal of Occupational and
Environmental Medicine 52(10):956-963.

Duval, J. 2013. Smithsonian Institution occupational health services. Presentation at IOM
Committee on DHS Occupational Health and Operational Medicine Infrastructure:
Meeting 2, June 10-11, Washington, DC.

FAMS (Federal Air Marshal Service). 2013. Cost efficiencies nurse case management: O WCP
collaboration. Washington, DC: FAMS.

GAO (U.S. Government Accountability Office). 2012. Department of Homeland Security:
Taking further action to better determine causes of morale problems would assist in
targeting action plans. GAO-12-940. Washington, DC: GAO.

Hill, A. 2013. Keynote address. Presentation at IOM Committee on DHS Occupational Health
and Operational Medicine Infrastructure: Meeting 2, June 10-11, Washington, DC.
Isaac, F. 2013. Work, health, and productivity: The Johnson & Johnson story. Presentation to
IOM Committee on DHS Occupational Health and Operational Medicine Infrastructure:

Meeting 2, June 10-11, Washington, DC.

Mitchell, M. 2013. Workers’ compensation programs at DHS: TSA. Presentation at IOM
Committee on DHS Occupational Health and Operational Medicine Infrastructure:
Meeting 2, June 10-11, Washington, DC.

Mulry, R. E, A. M. Silverstein, and W. Fabbri. 2008. Medical care of in-custody individuals.
In Tactical emergency medicine, edited by R. B. Schwartz, J. G. McManus, and R. E.
Swienton. Philadelphia, PA: Lippincott Williams & Wilkins. Pp. 123-129.

OPM (U.S. Office of Personnel Management). 2012. 2012 Federal Employee Viewpoint Sur-
vey results: Department of Homeland Security agency management report. Washington,
DC: OPM.

OSHA (Occupational Safety and Health Administration). 2002. Add value. To your business.
To your workplace. To your life. Job Safety & Health Quarterly 14(1).

Ozminkowski, R. J., D. Ling, R. Z. Goetzel, J. A. Bruno, K. R. Rutter, E Isaac, and S. Wang.
2002. Long-term impact of Johnson & Johnson’s health & wellness program on health
care utilization and expenditures. Journal of Occupational and Environmental Medicine
44(1):21-29.

Zapata, . 2013. FY2015-FY2019 Southwest Border Health Initiative business case. Presenta-
tion at IOM Committee on DHS Occupational Health and Operational Medicine Infra-
structure: Meeting 2, June 10-11, Washington, DC.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

Appendix A

Department of Homeland Security
Component Agency Health
Protection Program Descriptions

a variety of ways. In this appendix, the committee provides brief
descriptions of the organizational structures for component agency
health protection programs.

D HS component agencies approach workforce health protection in
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CUSTOMS AND BORDER PROTECTION (CBP)

Occupational health programs, including fitness for duty, workers’
compensation, employee assistance programs (EAPs) and wellness, and
occupational safety and health, are all located within CBP’s Office of
Human Resources Management but divided among different divisions (e.g.,
Benefits, Medical and Worklife Division, Occupational Safety and Health
Division). Operational medicine programs, however, are managed at the
subcomponent level based on needs in the different operating environments.
The Office of Border Patrol, Office of Field Operations, Office of Air and
Marine, and Office of Training and Development each have separate emer-
gency medical services (EMS) and operational medicine programs.

Deputy

Commissioner
Commissioner

| 1 1 1 1 1

»
Office of Office of Office of 3
Office of Human Joint Training and Field Border Patrol g:f;ca:ii‘:g
Resources Operations Development Operations BORSTAR/
Management* Directorate* ( (EMS)
(EMS) (EMS) EMS)
|
HR Operations Rgsat:;?cr;ln::ld Benefits, Medical, Occupational
Program and Mecessment and Worklife Safety and Health
Policy Division Division Division Division
I L
| 1 1 1
Minneapolis F!Vledm;l andh )
Hiring Center ftness Brand Wurkers_ Retirement and Emplat‘j{ee_S_upIpDrt
) (fitness-for-duty; Compensation y and Critical
(fitness-for-duty Tt Branch Beelsbzne Response Branch
evaluation) L At

FIGURE A-1 Organization of CBP health functions.
NOTE: *Denotes location of DHS Senior Medical Advisor (SMA).
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IMMIGRATION AND CUSTOMS ENFORCEMENT (ICE)

Responsibilities for workforce health at ICE fall under two primary
offices within the Management and Administration Directorate: the Office
of the Chief Financial Officer (CFO) and the National Firearms & Tactical
Training Unit. Within the Office of the CFO, occupational health programs
are segregated: the Office of Asset Administration has responsibility for oc-
cupational safety and health programs, and the Office of Human Capital
has responsibility for ICE’s medical programs (e.g., fitness for duty). Op-
erational medicine programs are based in the National Firearms & Tactical
Training Unit. The ICE Health Service Corps, housed within the Enforce-
ment & Removal Operations Directorate, is staffed by more than 900 U.S.
Public Health Service physicians and is responsible for the agency’s detainee
health care program but is not involved with workforce health functions.

Director
Deputy Director

Enforcement and
Removal Operations

-

Management and
Administration

National Firearms

and Tactical Training Immigration Health

Office of the CFO Unit Setuices
(EMS)
| 1 I
™ » ™
Office of Asset Office of Human Capital™ ICE Health Service
Administration Corps

(OSH)

(medical programs;
fitness-for-duty)
S

FIGURE A-2 Organization of ICE health functions.
NOTE: *Denotes location of DHS Senior Medical Advisor (SMA).

(detainee health)
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FEDERAL EMERGENCY MANAGEMENT AGENCY (FEMA)

FEMA’s workforce health programs are housed primarily within the
Mission Support Bureau, divided between the Office of the Chief Compo-
nent Human Capital Officer (workers’ compensation, medical standards,
drug-free workplace, and some EAP/wellness programs) and the Office of
the Chief Administrative Officer. The Safety, Health, and Medical Readi-
ness Division sits within the latter and is divided into three branches: (1)
Occupational Health, which focuses on wellness initiatives, vaccination
programs, infectious disease prevention, ergonomics, EAP, medical counter-
measures, and travel preparedness activities; (2) Disaster Operations, which
manages a cadre of safety officers who assess disaster sites for hazards and
Occupational Safety and Health Administration (OSHA) compliance and
manage other safety and health services for deployed personnel; and (3)
Environmental Safety and Health, which runs the agency’s occupational
safety and health program. Operational medicine at FEMA is associated
primarily with urban search and rescue programs, run out of the Office of
Response and Recovery. FEMA also controls the Mt. Weather Emergency
Operational Center, which has its own fire department integrated with the
local EMS system.

Administrator
Deputy
Administrator

o Of‘hcs of Respor:se Mt. Weather
Mission Support and Recovery Operations Center
Bureau
(urban search and (fire department/EMS)
rescue)

1
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Human Capital Officer
Office of the CAO

N E—

Safety, Health, and
Medical Readiness

(workers' compensation; medical
standards; EAP; wellness)

Division
r 1 1
Occupational Health Branch
[clinical services; wellness; Disaster Operations Branch Environmental Safety and
oIl (disaster site OSH) Health Branch
countermeasures; medical
quality management)

FIGURE A-3 Organization of FEMA health functions.
NOTE: *Denotes location of DHS Senior Medical Advisor (SMA).
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TRANSPORTATION SECURITY ADMINISTRATION (TSA)

Occupational safety and health and medical programs are segregated
at TSA. The Medical Review Programs Branch, which oversees reasonable
accommodation, alcohol- and drug-free workplace, workers’ compensa-
tion, EAP/wellness, and medical certification programs, sits in the Office
of Human Capital. Occupational Safety, Health and Environment (OSHE)
administers TSA’s occupational safety and health program and is housed
under the Office of the Chief Administrative Officer, which sits in Finance
and Administration.

The Federal Air Marshal Service (FAMS), a subcomponent of TSA,
operates its own medical program almost fully independently of TSA.
This program includes nurse case management, fitness for duty, and oc-
cupational safety and health integrated into a single program overseen by
an internal medical director, who also provides medical direction for the
FAMS operational medicine program. The FAMS medical program initially
included workers’ compensation, but this function is now administered
from the TSA Medical Review Programs Branch.

Administrator

Deputy
Administrator
I

i i Office of Global Strategies
Office of Human Ciceofifiiance ) g Office of Law
Capital* and (OCONUS occupational Enforcement
Administration health)
Medical Review Programs Office of Federal Air
Branch (reasonable Occupational Marshal Service
accommodation; medical Saf Health
tification; EAP/wellness; a ety{ i I
cer . . . and Environment
workers' compensation)
Medical
Programs Section

1
Clinical Operations

EMs Nonclinical Operations (nurse case

(OSHE) management; fitness-
for-duty)

FIGURE A-4 Organization of TSA health functions.
NOTE: *Denotes location of DHS Senior Medical Advisor (SMA).
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U.S. CITIZENSHIP AND IMMIGRATION SERVICES (USCIS)

Occupational health services at USCIS fall within the Management
Directorate, split between the Emergency Management and Safety Branch
(occupational safety and health programs) and the Office of Human Capital
and Training (workers’ compensation, worklife and worksite wellness pro-
grams). Primarily office based, USCIS has no operational medicine program.

Director

Deputy Director

I

Management Directorate

Human Capital and Training

(workers' compensation; Office of Safety and Security
worklife; wellness)

Mission Integrity Division

I

Emergency Management |
and Safety Branch

(OSH)

FIGURE A-5 Organization of USCIS health functions.
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U.S. SECRET SERVICE

Workforce health functions for the Secret Service are housed within
the Office of Human Resources and Training. They include safety and
health, medical review, and operational medicine programs, with the latter

being administered through the Rowley Training Center, under the Office
of Training.

Director

Deputy Director

Human Resources &
Training

(Medical Review; OSH)

Office of Training _|

(operational medical
support)

FIGURE A-6 Organization of U.S. Secret Service health functions.
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U.S. COAST GUARD

Within the Coast Guard, all workforce health protection functions are
organizationally aligned under the Director of Health, Safety, and Work-
life, who is the Coast Guard Surgeon General and Chief Safety Officer
and oversees the activities of the directorate’s three offices. The Office of
Health Services includes the Operational Medicine and Medical Readiness
Division, the Health Systems Management Division, and the Quality and
Performance Improvement Division. Health promotion and employee and
family support services fall under the Office of Work-life. Aviation, afloat
and shore safety, and environmental health fall under the Office of Safety
and Environmental Health. This organizational structure was implemented
to improve integration of activities and prevent stovepiping.

Commandant

Vice Commandant
T

Human Resources
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Health, Safety, and

Work-life
Directorate
1
| | | | 1
i Office of Work-life
) ) Offlce_cf Safety and HSWL Service
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Operational Quality and
Medicine and Performance Aviation Safety Shore Safety
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FIGURE A-7 Organization of U.S. Coast Guard health functions.
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Referenced Policy Documents

ment of Homeland Security (DHS) and Office of Personnel Man-
agement (OPM) policy documents used to inform its work. This
appendix provides these documents for the reader’s reference.

r I Yhroughout this report, the committee references a number of Depart-

Document Page

Delegation to the Assistant Secretary for Health Affairs

and Chief Medical Officer

Delegates authority to the Chief Medical Officer (CMO)

to exercise oversight over all medical and public health

activities of DHS. 271

DHS Directive 066-01: Safety and Health Programs
Establishes DHS policy, responsibilities, and
requirements regarding safety and health programs. 276

Memorandum of Understanding Between the Office

of the Chief Administrative Officer and the Office of

Health Affairs

Delineates the areas of responsibility for administration

and execution of DHS occupational safety, occupational

health, and occupational medicine programs. 282

269
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Document Page

DHS Directive 248-01: Medical Quality Management

Establishes DHS policy on medical quality management,
applicable to policies and programs related to the

provision of medical services by all DHS health care

providers (excepting the U.S. Coast Guard, as noted

within). 290

5 CFR 339: Medical Qualifications Determinations

Defines the circumstances under which medical

documentation may be acquired and examinations

and evaluations conducted to determine the nature of

a medical condition that may affect safe and efficient
performance. 293
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Department of Homeland Security
DHS Delegation Number: 5001
Revision Number: 00

Issue Date: 07/24/2008
DELEGATION TO THE
ASSISTANT SECRETARY
FOR HEALTH AFFAIRS
AND CHIEF MEDICAL
OFFICER

l.  Purpose

This delegation vests authority in the Assistant Secretary for Health Affairs and Chief
Medical Officer to execute and administer the programs and responsibilities set forth
herein.

Il. Delegation

Subject to my oversight, direction, and guidance, | hereby delegate to the Assistant
Secretary for Health Affairs and Chief Medical Officer the authority to exercise oversight
over all medical and public health activities of the Department of Homeland Security
(DHS). This authority shall include, but not be limited to:

Biodefense Activities

A. Leading the Department's biodefense activities, to include oversight and
management responsibility for implementation of Homeland Security Presidential
Directive 10, Biodefense for the 21% Century, consistent with formal DHS
planning processes, end-to-end planning for biological attacks, bio-surveillance
integration, operational early warning systems, veterinary, food and agro-
defense,and, in collaboration with the Directorate for Science and Technology,
guiding and informing medical countermeasure requirements.

B. Managing the Department's operational biodefense programs, to include
BioWatch, the National Biosurveillance Integration System, and successor
programs, as well as operational chemical detection programs, including the
Rapidly Deployable Chemical Detection System.

C. Providing oversight and management of the Department's implementation
of Homeland Security Presidential Directive - 9, Defense of United States
Agriculture and Food, integrating the efforts of other DHS Components, and
coordinating those efforts with appropriate Federal Departments and agencies,
tribal, state and local governments, and the private sector.

1
Delegation # 5001
Revision # 00
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Component Medical Services

D. Providing medical guidance for the Department’s personnel programs,
including fitness-for-duty, return-to-work, drug testing, health screening and
monitoring, pre-placement evaluations, immunizations, medical surveillance,
medical recordkeeping, deployment physicals, and medical exam protocols.

E. Medical credentialing and development of quality assurance and clinical
policy, requirements, standards, and metrics for all human and veterinary clinical
activities within DHS. This includes responsibility for the professional oversight of
medical activities by medical service personnel within or detailed to the
Department, including any credentialing or de-credentialing activities within DHS,
as well as responsibility as the senior intra-departmental medical review authority
for determinations regarding whether the standard of care has been met when
there are claims or allegations of improper or substandard healthcare against the
Department or any of its Components, employees, detailees, or contractors.

F. Except for Officers of the U.S. Public Health Service (USPHS) assigned to
the United States Coast Guard (USCG), serving as the single official liaison
between DHS and the Department of Health and Human Services (HHS) for
administration of personnel actions between DHS and HHS related to USPHS
Commissioned Corps Officers. Individual Components retain authority for
funding, determination of specific duties, and supervision of USPHS officers
detailed to them. A Component utilizing a USPHS officer shall also be
responsible for resourcing and providing support to the Office of the General
Counsel for the handling and payment of claims arising out of the service of
USPHS officers to that Component.

Operations Support

G. Assuring an effective coordinated medical response to natural or man-
made disasters or acts of terrorism. This authority shall include, but is not limited
to:

1. Supporting the Department, including FEMA and its regional
components, in providing medical advice and assistance in developing
response requirements related to chemical, biological, nuclear, or
radiological agents or mass casualty events.

2. Supporting the National Operations Center, National Response
Coordination Center, and Component leadership to ensure that operations
have appropriate medical support, to specifically include coordination of
medical activities for any level of incident with biological or medical
consequences.

Delegation # 5001
Revision # 00
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H. Leading the development of strategy, policy, and requirements for any
DHS funding mechanisms for medical and public health activities, including
assistance programs related thereto. Policy derived in the course of these
activities will be developed jointly with the DHS Office of Policy and in
coordination with the DHS Office of Occupational Safety and Environmental
Programs.

l. Entering into agreements and contracts to discharge the authorities,
duties, and responsibilities of the Office of Health Affairs or activities associated
with this delegation, to include:

1. In coordination with the Chief Financial Officer, the Chief
Procurement Officer, and the Office of the General Counsel entering into
grants, cooperative agreements, interagency agreements, and contracts
and distribute funds as necessary.

2. In coordination with the Chief Procurement Officer and the Office of
the General Counsel, entering into work agreements, joint sponsorships,
contracts, or any other agreements with the Department of Energy
regarding the use of the national laboratories or sites.

3. Entering into Memoranda of Understanding and Memoranda of
Agreement.

4. Contracting with one or more Federally funded research and
development centers to accomplish the duties of the Office of Health
Affairs.

5. In coordination with the Under Secretary for Management and the
Office of the General Counsel, Regulatory Affairs, issuing necessary
regulations.

Limitations

A. This delegation is not intended to supplant or supersede statutory
responsibilities of other DHS Components or other Federal departments or
agencies. Nothing in this delegation shall be construed as superseding or
circumventing the authorities vested:

1. by Title VII of the Homeland Security Act in the Under Secretary for
Management regarding procurement and grants;

2. by Title VIII of the Homeland Security Act in the Under Secretary for
Science and Technology; and

Delegation # 5001
Revision # 00
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3. by Title | of the Homeland Security Act in the General Counsel.
Nothing in this delegation provides the authority to contract for legal
services.

B. Exercise of the authorities delineated in Section Il shall be coordinated
with other Department Components and other federal departments and agencies
where appropriate.

C. With respect to the USCG’s medical program, including Commissioned
Corps Officers of the USPHS assigned to the USCG, exercise of the authorities
listed in Section 11.D, II.E, and II.F will account for military policy, requirements,
and standards, including the requirements of consistency and interoperability
with the military services of the Department of Defense. Perceived conflicts with
military policy, requirements, surveillance capabilities, standards or metrics that
cannot be resolved at lower levels will be resolved by the Secretary or his/her
designee.

To the extent that previously exercised authority consistent with this order may require
verification, it is hereby affirmed and ratified.

IV. Re-delegation
Unless re-delegation is otherwise prohibited by law, the authorities delegated herein

may be re-delegated in writing to an appropriate subordinate official of the Assistant
Secretary for Health Affairs and Chief Medical Officer and to Component heads.

V. Authorities

A. Homeland Security Act of 2002, Public Law 107-296, 116 Stat. 2135
(2002), as amended

B. Post-Katrina Emergency Management Reform Act of 2006, Public Law
109-295, 120 Stat. 1355 (2006)

C. Implementing Recommendations of the 9/11 Commission Act of 2007
Public Law 110-53, 121 Stat. 266 (2007)

D. Title 5, United States Code, Section 301, “Department regulations”
E. Title 6, United States Code, Section 321(e), "Chief Medical Officer"

F. Title 6, United States Code, Section 195b, “National Biosurveillance
Center”

Delegation # 5001
Revision # 00
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VI. Office of Primary Interest

The Office of the Assistant Secretary for Health Affairs and Chief Medical Officer is the
office of primary interest in this delegation.
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Department of Homeland Security
DHS Directives System
Directive Number: 066-01
Revision Number: 00
Issue Date: 07/25/2008

SAFETY AND HEALTH
PROGRAMS

l. Purpose

This Directive establishes the Department of Homeland Security (DHS) policy,
responsibilities and requirements regarding safety and health programs.

Il. Scope
A. This Directive applies throughout DHS.
B. Military personnel and uniquely military equipment, systems, and
operations are not covered by Executive Order (E.O.) 12196 and, therefore, are
not within the scope of this Directive. The scope does include U.S. Coast Guard
civilian personnel, equipment, operations and worksites that are not
characterized as uniquely military.

C. DHS Management Directive 5200.1, Occupational Safety and Health
Programs, is hereby canceled.

Ill. Authorities

A. Title 29, United States Code, Section 668, “Programs of Federal agencies”

B. E.O. 12196, “Occupational safety and health programs for Federal
employees”

C. Title 29, Code of Federal Regulations (CFR), Part 1960, “Basic Program
Elements for Federal Employee Occupational Safety and Health Programs and
Related Matters”

D. Title 41, CFR, Chapter 102, “Federal Management Regulation”

Directive # 066-01
Revision # 00
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IV. Responsibilities

A The Under Secretary for Management is responsible for establishing a
Departmental safety and health program, delegating authority as required for
efficient program execution, and integrating safety and health principles into the
management of the Department’s operations.

B. The Chief Administrative Officer serves as the Designated Agency
Safety and Health Official (DASHO) for the Department; oversees the
development of policy, instructions, standards, requirements and metrics related
to safety and health programs; provides direction and advice to DHS
management for safety and health matters, including radiation, aviation, and
marine safety; and, serves as Co-Chair on the Department’s Safety, Health, and
Medical Council. The Council determines collective actions necessary to achieve
safety, health, and medical program objectives and assists top management with
program coordination and oversight through the DASHO.

C. The Assistant Secretary for Health Affairs oversees the development of
policies, standards, requirements and metrics for medical services and related
programs; provides medical guidance for personnel programs; and, serves as
Co-Chair on the Department’s Safety, Health, and Medical Council.

D. The Chief Human Capital Officer ensures that safety, health, and
medical principles and best practices are incorporated into all aspects of
personnel management, including, but not limited to; performance measures,
position descriptions, pre-placement evaluations, health-related worker screening
and physical qualification monitoring, absentee minimization, and workers’
injury/compensation/disability management. The Chief Human Capital Officer
also serves on the Department’s Safety, Health, and Medical Council.

E. Component heads are responsible for establishing and maintaining
effective and comprehensive safety and health programs for their respective
Components and organizations consistent with this Directive. Component heads
shall serve as or designate a Designated Safety and Health Official (DSHO), with
sufficient authority and responsibility to represent effectively the interest and
support of the Component head in the management and administration of the
Component safety and health program.

Directive # 066-01
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F. Component DSHOs provide operational program management and
oversight for safety and health programs, and develop policy, instructions,
standards, requirements and metrics related to safety and health programs within
the Component. For the purposes of the DHS Safety and Health Program, a
Component DSHO has the same responsibilities as a DASHO, as described
under 29 CFR 1960, serving within their Component organization. DHSOs for
the following Components will also serve as members on the Department’s
Safety, Health, and Medical Council:

« United States Citizenship and Immigration Services

« United States Coast Guard

« United States Customs and Border Protection

« Domestic Nuclear Detection Office

« Federal Emergency Management Agency

« Federal Law Enforcement Training Center

« United States Immigration and Customs Enforcement
« Science and Technology

« United States Secret Service

« Transportation Security Administration.

G. The Director, Occupational Safety and Environmental Programs
coordinates the development of safety and health policy and procedures for the
Department, develops goals for program performance, and provides direction
and support for safety and health programs.

H. The Department Safety and Health Manager serves as the principal
safety and health officer of the Department; manages an effective and
comprehensive Department safety and health program; conducts program
management evaluations or audits of Component safety and health programs;
develops and assists management in implementing Departmental policy,
programs, initiatives, and other management actions to promote safer, healthier
work environments; and chairs the DHS Safety and Health Manager's
Committee. The Committee recommends goals and objectives for safety and
health programs, coordinates the development of policy and programs to address
safety and health issues, identifies opportunities to leverage resources for
effective and efficient safety and health program management, and reviews the
effectiveness of safety and health programs.

l. Component Safety and Health Managers serve as the principal safety
and health program officers of their Components and:

1. Manage an effective and comprehensive Component safety and
health program.

2. Conduct safety and health program evaluations of their Component
programs.
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J.

3. Develop and assist management in implementing Component
policy, programs, initiatives, and other management actions to reduce
safety and health risks and promote safer, healthier, work environments.

4. Report occupational fatalities or catastrophic accidents in less than
eight hours to the Department Safety and Health Manager.

5. Serve on the DHS Safety and Health Manager's Committee.

The Safety and Health Manager in the Office of the Chief Administrative

Officer, Administrative Operations (OCAO/AO) serves as the principal safety and
health officer for the Office of the Secretary and the following Components:

Ombudsman, Citizenship and Immigration Services
Civil Rights and Civil Liberties

Office of Counternarcotics Enforcement
Executive Secretariat

Office of the General Counsel

Gulf Coast Region

Office of Health Affairs

Office of Inspector General

Office of Intelligence and Analysis

Office of Legislative Affairs

Management

Military Advisor’s Office

National Protection and Programs Directorate
Office of Operations Coordination

Office of Policy

Chief Privacy Officer

Office of Public Affairs.

@ o o o o o o o o o o o o o o o o

The OCAO/AO Safety and Health Manager manages an effective and
comprehensive safety and health program for the Office of the Secretary and
these Components; conducts safety inspections of their work areas; develops
and assists management in implementing policy, programs, initiatives, and other
management actions to promote safer, healthier work environments in the Office
of the Secretary and these Components; and serves on the DHS Safety and
Health Manager’'s Committee.

K.

Managers and Supervisors are responsible for:

1. Implementing, maintaining and operating safety and health
programs.
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2. Assuring employees are furnished a safe work environment and
suitable equipment.

3. Assuring all employees receive training in safe and healthful
practices, principles of risk management, and the safeguards associated
with their work.

4. Encouraging employee performance that demonstrates positive
safety and health behavior, and rewarding outstanding safety or health
performance.

5. Assuring employees comply with DHS safety rules, standards, and
policies, including the use of personal protective equipment.

6. Assuring prompt, accurate reporting of injuries, illnesses and
fatalities.
7. Identifying workplace hazards, assessing risks, promptly reducing

risks, and correcting unsafe conditions and practices in order to safeguard
employees, visitors, property, and operations.

L. DHS Employees are responsible for:
1. Performing their duties in a safe and healthful manner.

2. Complying with the Occupational Safety and Health Act, and DHS
safety and health requirements.

3. Immediately reporting all accidental fatalities, injuries, illnesses,
property losses and mission degradation incidents as well as hazards or

unsafe acts to others at imminent risk and to their supervisor or other
competent authority for appropriate action.

Policy and Requirements

A Manage safety and health risks and exercise the tenets of operational risk
management.

B. Provide a safe and healthful work environment for employees, contractors,
and the visiting public.

C. Protect the public from risk of accidental death, injury, illness, or property
damage resulting from DHS activities.

Directive # 066-01
Revision # 00
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D. Support safety and health programs in order to protect personnel from
accidental death, injury, or iliness, and to prevent or minimize accidental property
loss and mission interruption.

E. Use safety and health considerations and resources in mission planning
and execution across all departmental operations, including acquisition,
procurement, logistics, facility management, and human capital management,
and operations.

VI. Questions

Any questions or concerns regarding this Directive should be addressed to the Office of
the Chief Administrative Officer.

1/ 25(/ of

Elaine C. Duke ate

Under Secretary for Management

Directive # 066-01
Revision # 00
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MEMORANDUM OF UNDERSTANDING
between the
OFFICE OF THE CHIEF ADMINISTRATIVE OFFICER
and the
OFFICE OF HEALTH AFFAIRS

I. PURPOSE

The purpose of this Memorandum of Understanding (MOU) between the Office of the Chief
Administrative Officer (OCAO) and the Office of Health Affairs (OHA) is to delineate the areas
of responsibility for administration and execution of the Department of Homeland Security’s
(DHS) Occupational Safety, Occupational Health, and Occupational Medicine Programs.

This MOU sets forth the basic principles and guidelines under which the parties will work
together to develop tools to track occupational injuries and illnesses, establish programs that
effectively reduce work-related injuries and illnesses, and establish processes and procedures to
communicate and effectively manage risk.

In addition, this MOU will delineate emergency procedures and shared responsibilities necessary
to guarantee the successful coordination of the safety, health and medical response to an event.

Through this MOU, the parties agree to delineate specific areas of responsibility and formalize
their respective office”s coltaboration to achieve the goal of improving the safety and health of
DHS employees.

1. BACKGROUND

The role of the DHS Safety and Health Program, as described in Directive 066-01 is to support
mission effectiveness and the protection of people and resources by identifying, evaluating, and
managing safety and health risks. The Office of Health Affairs, as described in Delegation 5001,
has oversight over all medical and public health activities of DHS, and, as stated in Title 6,
United States Code (U.S.C.), Section 321e, is the Principal Advisor to the Secretary of
Homeland Security on medical and public health issues for medical issues related to natural
disasters, acts of terrorism and other man-made disasters and ensures internal and external
coordination of all medical preparedness and response activities of the Department.

In furtherance of the DHS Safety and Health Program, the Chief Administrative Officer (CAO)
is responsible for serving as the principal occupational safety, health, and environmental officer
for DHS, and for leading a team that is responsible for managing all aspects of the Department’s
occupational safety and health programs. The Assistant Secretary for Health Affairs (ASHA)
provides medical guidance for personnel programs, including fitness-for-duty, return-to-work,
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drug testing, health screening and monitoring, pre-placement evaluations, immunizations,
medical surveillance, medical recordkeeping, deployment physicals, and medical exam
protocols. The ASHA also oversees the development of policies, procedures, standards,
requirements and metrics for medical services and related programs. In addition, the ASHA
oversees quality assurance, credentialing and all Operational Medicine Programs.

The ASHA is the primary policy advisor to the Secretary on occupational medicine and public
health aspects of the occupational safety and health program, and is charged with developing and
maintaining consistent medical standards, guidance, policy, requirements and metrics for DHS
employees. The ASHA’s authority extends to entering into agreements and contracts to
discharge the authorities, duties and responsibilities of the Office of Health Affairs, which
includes the procurement of medical countermeasures to protect the DHS workforce. The
overlapping responsibilities between the CAO and the ASHA require a balance of resources and
definition of management processes within the Department to optimize occupational safety,
health, and medical program performance.

The Department’s overarching occupational safety and health policy is to provide DHS
personne] safe and healthful employment; to comply with the requirements of applicable safety
and occupational health laws, Executive Orders, and regulations; and to protect the public from
risk of death, injury, illness, or property damage as a result of DHS activities. Ata minimum,
DHS must maintain comprehensive and effective safety and health programs that meet the
requirements of Section 19 of the Occupational Safety and Health Act of 1970, as amended,;
Executive Order (E.O.) 12196, as amended; and 29 Code of Federal Regulations (CFR) Part
1960.

In accordance with existing policy, DHS must:

- .~ Provide support and adequate resources for occipational safety and heaith programs and
safety risk management at all levels;

- Ensure that accidental fatalities, injuries, occupational illnesses, and incidents involving
property loss or mission degradation are investigated and analyzed in accordance with
Departmental directives, and that appropriate measures are taken to control risks and reduce
the probability of recurrence;

- Ensure that employees are not subject to restraint, interference, coercion, discrimination,
or reprisal for exercising their rights under E.O. 12196, 29 CFR Part 1960, or for
participating in Component safety and health programs;

- Provide safety and risk management education and training for managers and employees,
and professional development education, training, and appropriate supplies and equipment
for full time and collateral duty safety and health staff, committee/council members, and
other employees with safety and health duties and responsibilities; and

- Ensure response to employee reports of hazardous conditions and require inspections of
hazardous conditions in accordance with E.O. 12196.
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For the purposes of this MOU, occupational medicine is understood to include those program
areas that require specialized medical expertise, such as employee immunizations, medical exam
protocols, medication dispensing protocols, deployment physicals, post deployment medical
monitoring, post exposure prophylaxis and similar programs. Occupational health programs are
those program areas that require knowledge in a combination of areas including traditional
medical expertise, public health mitigation, hazard analysis, engineering control measures,
protective equipment, and hazard communication.

11I. OBJECTIVES AND PROGRAM ELEMENTS

Based on programmatic responsibilities for OCAO and OHA, three levels of program integration
are required to optimize program performance and efficiency. First, OCAO and OHA must work
collaboratively on several fronts to address common occupational safety, health, and medical
issues affecting the DHS working community. One of these areas includes the establishment of a
senior level Safety, Health, and Medical Council for the development of overarching safety,
health, and medical program policy, and the development of integrated tools and processes to
support program functions. Second, there are other areas where it is clearly necessary that both
organizations’ input is critical, and support as needed must be made available to cooperatively
manage program activities to focus resources, ensure that appropriate policies and guidelines are
established, and ensure proper oversight is given to Component programs. These program areas
include, but are not limited to, activities such as hearing conservation, accident investigation, and
respiratory protection, which require both safety and medical expertise. Coordination may best
occur by designating cooperatively an OCAQ and OHA lead, and creating a taskforce of
members of both organizations to provide guidance and recommendations. Third, there are other
program areas that are clearly within the purview of one organization. For example, OHA , in an
oversight role, provides medical guidance, standards, policy, requirements, and metrics forall
human medical activities within the Departiment; inchiding those activities that involve the
provision of services being performed by a DHS Component such as drug testing and
deployment physicals. Appendix A provides a program matrix that illustrates these
relationships. This MOU delineates program areas of responsibility, identifies areas that may
overlap, and explains the processes for conflict resolution when these boundaries are unclear and
difficult to resolve.

A. Shared Responsibilities
OCAO and OHA will work collaboratively:

1. To establish a senior level DHS Safety, Health, and Medical Council to support,
guide, and monitor the performance of Department-wide safety, health, and medical

programs.

2. Delineate emergency procedures necessary for council co leads to generate the
successful coordination during an event. Procedures should include:
a. Direct communication procedures
b. Event notification procedures
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c. Pre release Concurrence procedures

3. To develop overarching policy that addresses occupational safety, health, and medical
issues in the Department.

B. OCAO’s Responsibilities

OCAO will:

1. Develop policy, standards, requirements, and metrics related to occupational safety
and health programs, such as, but not limited to: fire and life safety, electrical safety, fall
protection, construction safety, radiation safety, motor vehicle safety, bloodborne
pathogens, hearing conservation, respiratory protection, chemical hygiene, lead, asbestos,
indoor air quality, and ergonomics. These programs will incorporate input and medical
guidance from OHA and the ASHA.

2. Provide operational program management and oversight for occupational safety and
health programs. Typical management and oversight functions include evaluating injury
and illness trends, conducting program evaluations and inspections, providing program
advice and counsel, and developing and implementing program initiatives to promote
occupational safety and health. Procure and write all policy and guidance for Personal
Protective Equipment, with OHA input. Provide input to OHA on the policies, guidance
and procurement of Medical Counter Measures.

3. Provide guidance and support, when requested by OHA, for occupational health and
medical program areas for which the ASHA has a leadership role. Guidance and support
may include reviewing draft policies, providing advice and counsel, participating in
planning sessions, and supportitig progranievaluations. "~~~ 7

4. Coordinate safety, health, medical, and legal expertise to advise the Under Secretary
for Management on an acquisition strategy for a Departmental OSH-related information

infrastructure.
C. OHA'’s Responsibilities
OHA will:

1. Develop policy, standards, requirements, and metrics for medical services and related
programs, including fitness-for-duty, return-to-work, drug testing, health screening and
monitoring, pre-placement evaluations, immunizations, medical surveillance, medical
recordkeeping, deployment physicals, medical exam protocols, and automated external
defibrillators and cardiopulmonary resuscitation programs.

2. Provide guidance, protocols and support to DHS components and offices for all
medications, medical programs, and medical countermeasures.
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3. Provide operational program management and oversight for medical services and
related programs. Typical management and oversight functions include authoring
department wide medical protocols, creating medical programs, evaluating trends,
conducting program evaluations and inspections, providing program advice and counsel.
and developing and implementing program initiatives.

4. Coordinate all safety, health, medical and legal information related to medical
decision-making to support DHS Department-wide policy and acquisition strategies of
medical equipment, medications, and medical supplies and medical information
architectures. Procure and write all policy and guidance for Medical Counter Measures
with OCAO input. Provide input to OCAO on the policies, guidance and procurement of
personal protective equipment.

5. Provide guidance and support, when requested by OCAO for occupational safety and
health program areas for which the CAO has a leadership role. Guidance and support
may include reviewing draft policies, providing advice and counsel, participating in
planning sessions, and supporting program evaluations.

D. Individual Responsibilities of the CAO and the ASHA
The CAO will:
1. Co-Chair the DHS Safety, Health, and Medical Council;

2. Represent the Department, when requested, on the Federal Advisory Council on
Occupational Safety and Health; and

3. Serve-as the Designated Agency Safety and Health Official (DASHO) for the
Department. The DASHO, whose responsibilities are defined in E.O. 12196 and 29 CFR

Part 1960, provides executive leadership in the development, promulgation, and
implementation of occupational safety and health policies and procedures.

The ASHA will:
1. Co-Chair the DHS Safety, Health, and Medical Council; and

2. Serve as the primary policy advisor to the Secretary and to the DASHO on
occupational medicine and health aspects of the occupational safety and health program.

V. IMPLEMENTATION OF AGREEMENT

A. In order to enable close and effective collaboration, it is agreed that the scope of
cooperative activity will be reviewed annually. Both the CAO and ASHA will designate
managers to implement and coordinate this MOU. The designated managers shall meet on a
regular basis to discuss and direct activities conducted under the MOU.
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B. In the event of any disagreement arising between the parties to this MOU, the Parties
shall use their best efforts to negotiate a resolution in good faith. If the disagreement cannot
be resolved at the operating level, the dispute will be elevated to successively higher levels of
management up to, and including, the Secretary.

V. EFFECTIVE DATE
This MOU is effective upon signature of the Parties.

VI. AMENDMENTS
This MOU may be modified or amended by written agreement among the Parties hereto.

VII. TERMINATION

This MOU may be terminated by mutual agreement of both Parties.

AGREED TQ BY;
[ i)
M. Dopald G. Bathurst Jon Krohmer, MD
Chief zlaministrative Ofticer Principal Deputy Assistant Secretary and
Deputy Chief Medical Officer
Office of the Chief Administrative Officer Office of Health Affairs
U.S. Department of Homeland Security U.S. Department of Homeland Security

On this date: 2y &Vf Oq Onthis date: 2o Sapt 09
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Appendix A
Occupational Safety and Health Program
Responsibility Matrix
Program Office of the Chief  Office of Health
Administrative Affairs
Officer

Shared Program Areas

Safety, Health, and Medical Council

Safety, Health, and Medical Programs Policy
Disaster Response

Emergency Preparedness

»nwwww
nwwnwy

Primary Lead Programs

Facility Inspections
OSHA Compliance
Information System Development and Management*
Hazard Analysis
Accident Investigation
Risk Management
[ndustrial Hygiene
Bloodborne Pathogens
Asbestos Programs
Lead Programs
Hearing Conservation
. Indoor Air Quality. sek =
Laboratory Safety
Personal Protective Equipment and Respiratory
Protection
Medical Counter Measures
Ergonomics
Job Design
System and Process Safety
Medical Surveillance*
Return-to-Work/Case Management*
Pre-Placement Evaluations*
End of Employment Evaluations*
Job Accommodation/Modification*
Work Hardening*
AEDs and CPR
Medical Surveillance
Occupational Medicine Program Policy
Occupational Medicine Program Oversight and
Auditing
Occupational Medicine Program Management
Occupational Medicine Program Training and

TPV TVWUWOOVTWOOUSPRRT > PHEIPIDEIDDD > > >

B> PRIV VVS OV VYUV VODVTUDTT

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

APPENDIX B 289

Education
Independent Program Areas

Safety Program Policy

Safety Program Oversight and Monitoring
Safety Program Management

Safety Program Training and Education
Facility Planning

Motor Vehicle Safety

Fire and Life Safety

HAZWOPER

Radiation Safety

Chemical Hygiene

Hazard Communication

Confined Spaces

Administrative and Engineering Controls
System and Process Safety

Construction Safety

Medical Program Policy

Medical Program Oversight and Auditing
Medical Program Management

Medical Program Training and Education
Medical Recordkeeping*

Occupational Injury Treatment
Disability Management*

Deployment Physicals*

Medical Exam Protocols*

TTWTT T VT UV VYUV T U

Immunizations

Fitness-for-Duty*

Drug Testing*

Health Screening and Monitoring
Health Promotion and Management
Medication Policy

TTTUVTWTOTNTTTUTTY UV TOT

* The ASHA plays an oversight role in these activities, providing medical guidance, standards, policy, requirements,
and metrics. Therefore, any reference to the ASHA as having primary responsibility for these activities refers to the
ASHA'’s primary responsibility in an oversight role. The Chief Human Capital Officer (CHCO) may provide
services for these activities under CHCO’s authority and the ASHA will communicate with the CHCO where the
authorities and responsibilities of the CHCO intersect with the ASHA’s oversight responsibilities. If necessary, the
ASHA and the CHCO may enter into a separate agreement regarding responsibilities with respect to the noted
activities.

Key:
P Primary Responsibility

S Shared
A Assist
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Department of Homeland Security
"~ DHS Directives System
Directive Number: 248-01
Revision Number: 00

Issue Date: 10/02/2009

MEDICAL QUALITY
MANAGEMENT

Purpose

This Directive establishes the policy on Medical Quality Management (MQM) for the
Department of Homeland Security (DHS).

Scope

A With the exception of the United States Coast Guard (USCGQG), as further
stated below, this Directive applies to policies and programs related to the
provision of medical services by all DHS health care providers.

B. This Directive does not apply to:

1. Health services provided by, for, or on behalf of the United States
Coast Guard (USCG) that are in alignment and compliant with Department
of Defense, TRICARE, and USCG Commandant Directives and
Instructions related to the provision of health services.

2. Individual medical decisions made with respect to individual
patients.

Authorities
A. Title 6, United States Code, § 321e, “Chief Medical Officer”

B. DHS Delegation 5001, “Delegation to the Assistant Secretary for Health
Affairs and Chief Medical Officer” )

Definitions

A. Certification: The external verification of the competencies that an
individual has achieved; typically involves an external process such as the
National Registry for Emergency Medical Technicians, National Commission on
Certification of Physician Assistants, or a Board recognized by the American
Board of Medical Specialties, the American Board of Nursing Specialties, or the
American Dental Association.
-1-
Directive # 248-01
Revision # 00
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B. Credentialing: The process by which an organization assesses the
qualifications and background of professional or paraprofessional personnel prior
to permitting the person to practice designated medical services/skills on behalf
of the organization. Such assessment inciudes the primary verification of
professionals’ or para-professionals’ education, licenses or
certifications/registrations. It does not include the issuing of licenses,
certifications or registrations to professionals and paraprofessionais for the
practice of designated medical health services.

C. Health Care Provider: An organization or person who delivers

authorized health care in a systematic way to individuals or groups in need of
health care services, including any employees assigned to provide professional
or para-professional healthcare services as a part of their DHS duties. This term
also applies to detailees from other federal agencies and contractors whenever
the purpose of the detail/contract includes performance of healthcare services.

D. License: The permission granted to an individual by a State or U.S.
Territory or Possession to perform certain medical activities.

E. MQM Program: A program which provides for measurement of system
performance and adjustments through training and/or policy to improve quality.

Responsibilities

A. The Assistant Secretary for Health Affairs and Chief Medical Officer
{ASHA/CMO):

1. Provides oversight of medical professional activities within DHS,
and ensures this Directive is appropriately implemented within
Components providing health services.

2. Ensures consistent application of MQM Programs across the
Department.
3. Performs credentialing on behalf of DHS for those personnel (or

applicants) whose position descriptions explicitly require that the individual
or applicant have the duties/qualifications to provide designated medical
services. Specific duty assignments remain solely within the purview of
the employing Component.

4. Develops a Centralized Credentials Management System.

B. The Component Heads:

1. Exercise oversight of the implementation of this Directive within
-2.
Directive # 248-01
Revision # 00
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their Componentsvand ensure consistent application.

2. Ensure detailees and contractors have the qualifications (licenses,
certifications and/or registrations) necessary to perform designated
medical services before they are permitted to deliver health care services
for, or on behalf of, the Department.

VI. Policy and Requirements

Vil

A. All Components providing health services maintain an active and effective
MQM Program. The ASHA/CMO oversees Component MQM Programs through
the Office of Health Affairs.

B. Component MQM Programs include a quality assurance and improvement
program that includes oversight, peer review, risk management, patient safety,
and training; and documentation of organizational structures, standard of care,
health care policies, and protocols.

C. Compeonent MQM Programs seek ASHA/CMO credentialing of DHS
medical services personnel and applicants for positions in the Component with
position descriptions that include the requirement that the personnel or applicants
have the duties/qualifications to provide designated medical services.

D. Detailees from other federal agencies. Components rely upon the
detailing federal agency’s credentialing of the detailee. Components request
verification of the detailing federal agency's credentialing and provide copy to the
ASHA/CMO.

E. Records created by, for, or on behalf of DHS as part of a MQM Program
are maintained and protected in compliance with applicable Federal law including
the Privacy Act of 1974 (5 U.S.C. §552a).

. Questions

Address any questions or issues related to this Directive to the Office of Health Affairs.

f%{ [0/oz furq |

“Efaine C. Duke Datd
Under Secretary for Management

Directive # 248-01
Revision # 00
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well as to other noncompetitive ap-
pointments, and to conversion to ca-
reer or career-conditional employment.

[33 FR 12429, Sept. 4, 1968, as amended at 57
FR 10124, Mar. 24, 1992}

Subpart B [Reserved]

Subpart C—Consideration for
Appointment

§338.301 Competitive service appoint-
ment.

Agencies must ensure that employees
who are given competitive service ap-
pointments meet the requirements in-
cluded in the Office of Personnel Man-
agement’s Operating Manual: Quali-
fication Standards for General Sched-
ule Positions. The Operating Manual is
available to the public for review at
agency personnel offices and Federal
depository libraries, and for purchase
from the Government Printing Office.

[62 FR 44535, Aug. 22, 1997]
Subparts D-E [Reserved]
Subpart F—Age Requirements

§338.601 Prohibition of maximum-age
requirements.

A maximum-age requirement may
not be applied in either competitive or
noncompetitive examinations for posi-
tions in the competitive service except
as provided by:

(a) Section 3307 of title 5, United
States Code; or

(b) Public Law 93-259 which author-
izes OPM to establish a maximum-age
requirement after determining that age
is an occupational qualification nec-
essary to the performance of the duties
of the position.

[40 FR 42734, Sept. 16, 1975]

PART 339—MEDICAL
QUALIFICATION DETERMINATIONS

Subpart A—General

Sec.

339.101
339.102
339.103
339.104

Coverage.

Purpose and effect.

Compliance with EEOC regulations.
Definitions.

§339.102

Subpart B—Physical and Medical
Qualifications

339.201
339.202

Disqualification by OPM.

Medical standards.

339.203 Physical requirements,

339.204 Waiver of standards and require-
ments.

339.205 Medical evaluation programs.

339.206 Disqualification on the basis of med-
ical history.

Subpart C—Medical Examinations

339.301 Authority to require an examina-
tion.

339.302 Authority to offer examinations.

339.303 Examination procedures.

339.304 Payment for examination.

339.805 Records and reports.

339.306 Processing medical eligibility deter-
minations on certificates of eligibles.

AUTHORITY: 5 U.S.C. 3301, 3302, 5112; E.O.
9830, February 24, 1947,

SOURCE: 54 FR 9763, Mar. 8, 1989, unless oth-
erwise noted.

Subpart A—General

§339.101 Coverage.

This part applies to all applicants for
and employees in competitive service
positions; and to excepted service em-
ployees when medical issues arise in
connection with an OPM regulation
which governs a particular personnel
decision, for example, removal of a
preference eligible employee in the ex-
cepted service under part 752.

§339.102 Purpose and effect.

(&) This part defines the cir-
cumstances under which medical docu-
mentation may be acquired and exami-
nations and evaluations conducted to
determine the nature of a medical con-
dition which may affect safe and effi-
cient performance.

(b) Personnel decisions based wholly
or in part on the review of medical doc-
umentation and the results of medical
examinations and evaluations shall be
made in accordance with appropriate
parts of this title.

(c) Failure to meet a properly estab-
lished medical standard or physical re-
guirement under this part means that
the individual is not qualified for the
position unless a waiver or reasonable

241
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§339.103

accommodation is indicated, as de-
scribed in §§339.103 and 339.204. An em-
ployee’s refusal to be examined in ac-
cordance with a proper agency order
authorized under this part is grounds
for appropriate disciplinary or adverse
action.

[54 FR 9763, Mar. 8, 1989, as amended at 60 FR
3061, Jan. 13, 1995]

§339.103 Compliance with EEOC regu-
lations.

Actions under this part must be con-
sistent with 29 CFR 1613. 701 et seq. Par-
ticularly relevant to medical qualifica-
tion determinations are §1613.704 (re-
quiring reasonable accommodation of
individuals with handicaps); §1613.705
(prohibiting use of employment cri-
teria that screen out individuals with
handicaps unless shown to be related to
the job in question) and §1614.706 (pro-
hibiting pre-employment inquiries re-
lated to handicap and pre-employment
medical examinations, except under
specified circumstances). In addition,
use of the term ‘‘qualified’’ in these
regulations shall be interpreted con-
sistently with §1613.702(f), which pro-
vides that a ‘‘qualified handicapped
person’ is a handicapped person ‘‘who,
with or without reasonable accommo-
dation, can perform the essential func-
tions of the position in question with-
out endangering the health and safety
of the individual or others.”

§339.104 Definitions.

For purposes of this part—

Accommodation means reasonable ac-
commodation as described in 29 CFR
1613.704.

Arduous of hazardous positions means
positions that are dangerous or phys-
ically demanding to such a degree that
an incumbent’s medical condition is
necessarily an important consideration
in determining ability to perform safe-
ly and efficiently.

Medical condition means health im-
pairment which results from injury or
disease, including psychiatric disease.

Medical documentation or documenta-
tion of a medical condition means a
statement from a licensed physician or
other appropriate practitioner which
provides information the agency con-
siders necessary to enable it to make
an employment decision. T'o be accept-
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able, the diagnosis or clinical impres-
sion must be justified according to es-
tablished diagnostic criteria and the
conclusions and recommendations
must not be inconsistent with gen-
erally accepted professional standards.
The determination that the diagnosis
meets these criteria is made by or in
coordination with a physician or, if ap-
propriate, a practitioner of the same
discipline as the one who issued the
statement. An acceptable diagnosis
must include the following informa-
tion, or parts identified by the agency
as necessary and relevant:

(a) The history of the medical condi-
tions, including references to findings
from previous examinations, treat-
ment, and responses to treatment;

(b) Clinical findings from the most
recent medical evaluation, including
any of the following which have been
obtained: Findings of physical exam-
ination; results of laboratory tests; X-
rays; EKG’s and other special evalua-
tions or diagnostic procedures; and, in
the case of psychiatric evaluation of
psychological assessment, the findings
of a mental status examination and the
results of psychological tests, if appro-
priate;

(¢) Diagnosis, including the current
clinical status;

(d) Prognosis, including plans for fu-
ture treatment and an estimate of the
expected date of full or partial recov-
ery,

(e) An explanation of the impact of
the medical condition on overall health
and activities, including the basis for
any conclusion that restrictions or ac-
commodations are or are not war-
ranted, and where they are warranted,
an explanation of their therapeutic of
risk avoiding value;

(f) An explanation of the medical
basis for any conclusion which indi-
cates the likelihood that the individual
is or is not expected to suffer sudden or
subtle incapacitation by carrying out,
with or without accommodation, the
tasks or duties of a specific position;

(g) Narrative explanation of the med-
ical basis for any conclusion that the
medical condition has or has not be-
come static or well stabilized and the
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likelihood that the individual may ex-
perience sudden or subtle incapacita-
tion as a result of the medical condi-
tion. In this context, ‘‘static or well-
stabilized medical condition” means a
medical condition which is not likely
to change as a consequence of the nat-
ural progression of the condition, spe-
cifically as a result of the normal
aging process, or in response to the
work environment or the work itself.
“Subtle incapacitation” means grad-
ual, initially impereceptible impairment
of physical or mental function whether
reversible or not which is likely to re-
sult in performance or conduct defi-
ciencies. ““Sudden incapacitation”
means abrupt onset of loss of control of
physical or mental function.

Medical evaluation program means a
program of recurring medical examina-
tions or tests established by written
agency policy or directive, to safeguard
the health of employees whose work
may subject them or others to signifi-
cant health or safety risks due to occu-
pational or environmental exposure or
demands.

Medical standard is a written descrip-
tion of the medical requirements for a
particular occupation based on a deter-
mination that a certian level of fitness
of health status is required for success-
ful performance.

Physical requirement is a written de-
scription of job-related physical abili-
ties which are normally considered es-
sential for successful performance in a
specific position.

Physician means a licensed Doctor of
Medicine or Doctor of Osteopathy, or a
physician who is serving on active duty
in the uniformed services and is des-
ignated by the uniformed service to
conduct examinations under this part.

Practitioner means a person providing
health services who is not a medical
doctor, but who is certified by a na-
tional organization and licensed by a
State to provide the service in ques-
tion.

Subpart B—Physical and Medical
Qualifications

§339.201 Disqualification by OPM.
Subject to subpart C of part 731 of

this chapter, OPM may deny an appli-

cant examination, deny an eligible ap-

§339.204

pointment, and instruct an agency to
remove an appointee by reason of phys-
ical or mental unfitness for the posi-
tion for which he or she has applied, or
to which he or she has been appointed.
An OPM decision under this section is
separate and distinct from a deter-
mination of disability under §831.502,
844.103, 844.202, or subpart L of part 831
of this title, and does not necessarily
entitle the employee to disability re-
tirement under sections 8337 or 8451 of
title 5, United States Code.

§339.202 Medical standards.

OPM may establish or approve med-
ical standards for a Governmentwide
occupation (i.e., an occupation common
to more than one agency). An agency
may establish medical standards for
positions that predominate in that
agency (i.e., where the agency has 50
percent or more of the positions in a
particular occupation). Such standards
must be justified on the basis that the
duties of the position are arduous or
hazardous, or require a certain level of
health status or fitness because the na-
ture of the positions involve a high de-
gree of responsibility toward the public
or sensitive national security concerns.
The rationale for establishing the
standard must be documented. Stand-
ards established by OPM or an agency
must be:

(a) Established by written directive
and uniformly applied,

(b) Directly related to the actual re-
quirements of the position. .

[64 FR 9763, Mar. 8, 1989, as amended at 66 FR
66710, Dec. 27, 2001]

§339.203 Physical requirements.

Agencies are authorized to establish
physical requirements for individual
positions without OPM approval when
such requirements are considered es-
sential for successful job performance.
The requirements must be clearly sup-
ported by the actual duties of the posi-
tion and documented in the position
description.

§339.204 Waiver of standards and re-
quirements.

Agencies must waive a medical
standard or physical requirement es-
tablished under this part when there is
sufficient evidence that an applicant or
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§339.205

employee, with or without reasonable
accommodation, can perform the es-
sential duties of the position without
endangering the health and safety of
the individual or others.

§339.205 Medical evaluation programs.

Agencies may establish periodic ex-
amination or immunization programs
by written policies or directives to
safeguard the health of employees
whose work may subject them or oth-
ers to significant health or safety risks
due to occupational or environmental
exposure or demands. The need for a
medical evaluation program must be
clearly supported by the nature of the
work. The specific positions covered
must be identified and the applicants
or incumbents notified in writing of
the reasons for including the positions
in the program.

§339.206 Disqualification on the basis
of medical history.

A candidate may not be disqualified
for any position solely on the basis of
medical history. For positions with
medical standards or physical require-
ments, or positions subject to medical
evaluation programs, a history of a
particular medical problem may result
in medical disqualification only if the
condition at issue is itself disquali-
fying, recurrence cannot medically be
ruled out, and the duties of the posi-
tion are such that a recurrence would
pose a reasonable probability of sub-
stantial harm.

Subpart C—Medical Examinations

§339.301 Authority to require an ex-
amination.

(a) A routine preappointment exam-
ination is appropriate only for a posi-
tion which has specific medical stand-
ards, physical requirements, or is cov-
ered by a medical evaluation program
established under these regulations.

(b) Subject to §339.103 of this part, an
agency may require an individual who
has applied for or occupies a position
which has medical standards or phys-
ical requirements or which is part of an
established medical evaluation pro-
gram, to report for a medical examina-
tion:

5 CFR Ch. | (1-1-12 Edition)

(1) Prior to appointment or selection
(including reemployment on the basis
of full or partial recovery from a med-
ical condition);

(2) On a regularly recurring, periodic
basis after appointment; or

(3) Whenever there is a direct ques-
tion about an employee’s continued ca-
pacity to meet the physical or medical
requirements of a position.

(c) An agency may require an em-
ployee who has applied for or is receiv-
ing continuation of pay or compensa-
tion as a result of an on-the-job injury
or disease to report for an examination
to determine medical limitations that
may affect placement decisions.

(d) An agency may require an em-
ployee who is released from his or her
competitive level in a reduction in
force to undergo a relevant medical
evaluation if the position to which the
employee has reassignment rights has
medical standards or specific physical
requirements which are different from
those required in the employee’s cur-
rent position.

(e)(1) An agency may order a psy-
chiatric examination (including a psy-
chological assessment) only when:

(i) The result of a current general
medical examination which the agency
has the authority to order under this
section indicates no physical expla-
nation for behavior or actions which
may affect the safe and efficient per-
formance of the individual or others, or

(ii) A phychiatric examination is spe-
cifically called for in a position having
medical standards or subject to a med-
ical evaluation program established
under this part.

(2) A psychiatric examination or psy-
chological assessment authorized under
(i) or (ii) above must be conducted in
accordance with accepted professional
standards, by a licensed practitioner or
physician authorized to conduct such
examinations, and may only be used to
make legitimate inquiry into a per-
son’s mental fitness to successfully
perform the duties of his or her posi-
tion without undue hazard to the indi-
vidual or others.
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§339.302 Authority to offer examina-
tions.

An agency may, at its option, offer a
medical examination (including a psy-
chiatric evaluation) in any situation
where the agency needs additional
medical documentation to make an in-
formed management decision. This
may include situations where an indi-
vidual requests for medical reasons a
change in duty status, assignment,
working conditions, or any other ben-
efit or special treatment (including
reasonable accommodation or reem-
ployment on the basis of full or partial
recovery from a medical condition) or
where the individual has a performance
or conduct problem which may require
agency action. Reasons for offering an
examination must be documented. An
offer of an examination shall be carried
out and used in accordance with 29
CFR 1613.706.

§339.303 Examination procedures.

(a) When an agency orders or offers a
medical examination under this sub-
part, it must inform the applicant or
employee in writing of its reasons for
doing so and the consequences of fail-
ure to cooperate. (A single notification
is sufficient to cover a series of regu-
larly recurring or periodic examina-
tions ordered under this subpart.)

(b) The agency designates the exam-
ining physician or other appropriate
practitioner, but must offer the indi-
vidual an opportunity to submit med-
ical documentation from his or her per-
sonal physician or practitioner. The
agency must review and consider all
such documentation supplied by the in-
dividual’s personal physician or practi-
tioner.

§339.304 Payment for examination.

Agencies shall pay for all examina-
tions ordered or offered under this sub-
part, whether conducted by the agen-
cy’s physician or the applicant’s or em-
ployee’s physician. Applicants and em-
ployees must pay for a medical exam-
ination conducted by a private physi-
cian (or practitioner) where the pur-
pose of the examination is to secure a
benefit sought by the applicant or em-
ployee.

Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us
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§339.305 Records and reports.

(a) Agencies will receive and main-
tain all medical documentation and
records of examinations obtained under
this part in accordance with instruc-
tions provided by OPM, under provi-
sions of 5 CFR part 293, subpart E.

(b) The report of an examination con-
ducted under this subpart must be
made available to the applicant or em-
ployee under the provisions of part 297
of this chapter.

(c) Agencies must forward to the Of-
fice of Workers’ Compensation Pro-
grams (OWCP), Department of Labor, a
copy of all medical documentation and
reports of examinations of individuals
who are receiving or have applied for
injury compensation benefits including
continuation of pay. The agency must
also report to the OWCP the failure of
such individuals to report for examina-
tions that the agency orders under this
subpart. When the individual has ap-
plied for disability retirement, this in-
formation must be forwarded to OPM.

§3839.306 Processing medical eligibility
determinations on certificates of
eligibles.

(a) In accordance with the provisions
of this part, agencies are authorized to
medically disqualify a nonpreference
eligible. A nonpreference eligible so
disqualified has a right to a higher
level review of the determination with-
in the agency.

(b) OPM must approve the sufficiency
of the agency’s reasons to:

(1) Medically disqualify or pass over
a preference eligible on a certificate in
place of a nonpreference eligible,

(2) Medically disqualify or pass over
a 30 percent or more compensably dis-
abled veteran for a position in the U.S.
Postal Service in favor of a non-
preference eligible,

(3) Medically disqualify a 30 percent
or more compensably disabled veteran
for assignment to another position in a
reduction in force, or

(4) Medically disqualify a 30 percent
or more disabled veteran for non-
competitive appointment.
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Appendix C

Performance Measure Framework
and Balanced Scorecard Example

hroughout this report, the committee recognizes the need for the De-

partment of Homeland Security (DHS) to take a strategic approach

to planning for and management of workforce health protection. An
important part of strategic planning is aligning activities with the depart-
ment’s vision and strategy and ensuring the ability to monitor progress and
adjust accordingly based on predetermined measures and metrics. Although
the committee recognizes that there are multiple approaches DHS can take
to these ends, this appendix provides as an example the performance mea-
sure framework and balanced scorecard currently used by the U.S. Coast
Guard! for tracking progress on strategic goals and objectives and for ac-
countability purposes. Ultimately, the committee believes DHS will be in the
best position to determine which approach to take and what metrics to use.

1USCG (U.S. Coast Guard). 2011. Office of health services strategic plan (2011-2015).
Washington, DC: USCG.
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Performance Measure Framework

In light of these major initiatives the following information is intended to provide a framework to
monitor success as this Strategic Plan is carried out, enabling value creation opportunities and

building momentum toward organizational excellence. Notes are provided in parenthesis (red text) below
to link them with existing measure in the Balanced Scorecard.

Individual Medical
Readiness

Family Readiness

Readiness compliance (S1
measure)

EHR Utilization

Work-Life Survey

Reserve Health Readiness Program (RHRP) for Periodic
Health Assessment & Dental Screening for Reservists (S1
measure)

Track/identify deployment limiting conditions (S1 measure)
Patient Centered Medical Home Implementation (SG 3
measure)

Epic Electronic Health Record Implementation (SG 1,3.4,5
measures)

Work-Life Family Readiness programs

Identify % completed of post

Conduct/track Pre and post deployment assessments
(PDHA, PDHRA) (S2 measure)

gese;l(‘l:lﬁ);l\:;rcl;ﬁ?rce deployment health medical e Others to be developed
needs e Operational Stress Continuum adoption (SG 1 measure)
e Maintain influenza prevention program (S1 measure)
Influenza management e Monitor tobacco use
Engaging e Monitor weight program
workforee in Adopt HEDIS measures e Integrate health lifestyle program
healthy behaviors . e HEDIS Women's health measures
Percentage of population over o Identify and prepare for other emerging health threats
fat e Implement Population Health Portal access (IP 5 measure)
e Quad Aim/PCMH - Population Health (SG 1 measure)
Enrollee Preventive Health
metric
(l:-::rledence-based HEDIS Index e Develop system wide policy for access to Medical Home
Internal/external EPIC/MRRS e Effective Appointment template Management (F1 measure)
24/7 access to your e Monitor Medical Home initiative
team (C2 Number of referrals by clinic . Iden?ify elemen_ts_ of patient behavior, e.g. primary &
measure) provider (F1 measure) specialty care visits per member per year

External Accreditation (C3
measure)

Adopt NCQA Certification of Medical Home (tentative)

Case Management

Personal
relationship with
your provider

Effectiveness of care for
complex Med/Social problems

Satisfaction with health care
(C1 measure)

Continue Patient Satisfaction Survey and Peer Review;
medical Encounter Review System (MERS) (S3, C1, IP3
measures)

Implement Medical Home

Continue HSWL SC Case Management Program
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CG-11/HSWL Budget
Execution/Performances

. Enrollment utilization of ER e Approval of clinic business plan submission
Optimize all . L L A .
. services e Maximize opportunities to identify and implement
product lines by X . !
using standard solutions that gain efficiency
busiﬁess lannin Reduce PMPM costs for e Develop/implement staffing standard (R3 measure)
processesp e healthcare e Ensure AFC-57 FRMM Compliance (R1 measure)
e Adhere to AFC-57 Budget Model
Identify provider excess
capacity for reallocation of
responsibilities
e Complete Electronic billing MOU with DoD
e Achieve MERHCF billing (F1 measure)
CFO Act Achieve Audit Compliance in e Achieve OHI Billing Capability (F1 measure)
compliance Financial Processes (F2 o Resolve weaknesses identified within DoD MTF claims

measure) processing
Identify and counter internal weaknesses in business
processes (F2 measure)

Implementation of CG EHR e Sustain EHR
(IP7 measure) e Maintain HIPAA Compliace
Functional EHR e Conduct MIS Program Review Board
Provider satisfaction with EHR e Enhance Coding Accuracy
e Conduct periodic Staff Satisfaction surveys
Using research to
improve Product and Product Services e Implement an in-house IRB
performance
e Monitor training database (IP4 measure)
e Track organizational competency development
Fully capable CG Complete EHR Training e Complete Health Service Corps Analysis
workforce e Identify IT enhancements to support provider effectiveness
e Improve deployment capability for contingency response
e Add professional training courses
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Balanced Scorecard

Balanced Scorecard

The balanced scorecard is a strategic planning and management tool that is used to align business
activities to the vision and strategy of the organization, improve internal and external
communications, and monitor organization performance against strategic goals. The balanced
scorecard suggests that we view the organization from four perspectives, and to develop metrics,
collect data and analyze it relative to each of these perspectives:

The Learning & Growth Perspective

This perspective includes employee training and corporate cultural attitudes related to both
individual and corporate self-improvement. In a knowledge-worker organization, people -- the
only repository of knowledge -- are the main resource. In the current climate of rapid
technological change, it is becoming necessary for workers to be in a continuous learning mode.
Learning and growth constitute the essential foundation for success of any knowledge-worker
organization.

The Business Process Perspective

This perspective refers to internal business processes. Metrics based on this perspective allow us
to know how well the business activities are running, and whether our products and services
conform to customer requirements (the mission).

The Customer Perspective

Recent management philosophy has shown an increasing realization of the importance of
customer focus and customer satisfaction in any business. These are leading indicators: if
customers are not satisfied, they will eventually find other suppliers that will meet their needs.
Our healthcare delivery system must adhere to the same principles to satisfy beneficiaries and to
develop processes that are efficient and effective.

The Financial Perspective

Timely and accurate funding data will always be a priority, and we must do whatever is necessary
to provide it. With the implementation of the Epic® Electronic Medical Record, standardized
business planning and other initiatives, it is hoped that more of the processing can be centralized
and where possible automated. There is a major organizational emphasis on financials to maintain
the ability to meet operational mission requirements. There is a need to include additional
financial-related data, such as risk assessment and cost-benefit data, in this category

The following two sections seek to: (1) provide some clarity on measures being developed and
how the intersect with the Balanced Scorecard perspectives, and (2) provide a visual Strategy
Map to help illustrate how our activities are influenced within the perspectives.
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Readiness
Compliance

Internal/external
EPIC/MRRS

Percentage of
population over
fat

Measures of Primary Emphasis

Deploy with CG and
DoD assets in
training
environments

Satisfaction
with health
care

Number of
referrals by
clinic provider

Staffing Standard

303

Patient Centered
Medical Home
implementation

ensured
continuity

operational
experiences

Post deployment | Track and manage Work-Life External Accreditation | Influenza management
health medical CG/DoD Survey (AAAHC/NCQA)
needs deployments to Effectiveness Internal QA process POMIVERR
Enrollee i:il‘l;;zre: gg:;sfs of care for (HPAP) Maintain achieved gains
: & of HSWL SC
Preventive the organization complex Regional ) impl -
Health metric Med/Social Bzfi‘z:; l[: ;:[c‘;'sg implementation
MRRS/CGBI problems Process/Budget Build | Leverage regional
data feeds, HEDIS Index practice cqn_cept for
monitoring, and accountability,
communication Adopt HEDIS communication,
measures standardization
HSWL SC
HPAP surveys
EHR Utilization Implementation of Provider Tracking and HSWL FO Guide/Org
CG EHR satisfaction reconciliation of Man
PCMH . with EHR training quotas
implementation Complete EHR
training Training Tracking/optimizing
- utilization of training
Deve}op Training quotas
tracking database
and proactively
manage training
quotas
Prioritize funding | Dedicate Enrollment Achieve Audit CG-11/HSWL Budget
to Readiness deployment/training | utilization of Compliance in Execution/Performances
programs for quotas targeting ER services Financial Processes
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Appendix D

Questions for the Department of
Homeland Security Components

throughout the Department of Homeland Security (DHS), the com-

mittee recognized the need for a set of standard information from
each of the component agencies to help inform its work. The question lists
presented in this appendix were constructed to help the committee draw
comparisons among component agency medical, occupational safety and
health, and workers’ compensation programs. These lists were disseminated
to staff with responsibility for these functions in each of the components.

Given the wide variation in approaches to workforce health

QUESTIONS TO ASSESS DHS MEDICAL PROGRAMS

1. Planning, Accountability, and Leadership Commitment

A. Do you have an overarching strategic plan for the health protection
and well-being of your employees? If yes, please provide the plan.
If this is not possible, what are the main elements and/or goals
outlined in the plan?

B. Do you have an action plan that lays out how your organization
will work toward those goals, with specific measurable outcomes?
What metrics are used to evaluate performance? Who set them? Do
you have a scorecard or other tool to track those metrics so that
performance can be evaluated?
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Who in your organization is held accountable for progress toward
those goals? How is accountability achieved (e.g., incorporated
into a performance plan)?

Please name ways by which your organization ensures that man-
agers above the level of line supervision demonstrate a commit-
ment beyond paper promises to the health and well-being of the
workforce (e.g., actively participate in communication strategies
designed to promote worker health and safety by discussing the
importance of such initiatives at workplace events and publicly
recognizing and celebrating positive results).

2. Policies

3.

A.

Do you have published guidance and standard operating proce-
dures (SOPs) for the health protection and well-being of your
employees? If yes, can you provide the policy? Does the policy/
guidance cover:

e Medical surveillance/monitoring for exposure to known health
hazards

Infectious disease prevention

Travel medicine

Medical readiness/fitness for duty

Medical quality assurance

Medical case management and return to work
Wellness/health promotion

B. How do you ensure compliance with such policies/SOPs?

C. Do you have a policy requiring sites to comply with all relevant
health-related laws and regulations (with specification of the ap-
plicable laws and regulations for a given site)?

D. Do you have a policy and SOP for addressing medical aspects of
crisis management for any potential major hazard (e.g., infectious
disease epidemic, natural disaster, terrorist attack)?

Standards

A. For which positions in your organization are medical and/or phys-

ical fitness standards in place? What process was used to set those
standards? How often are they reviewed and updated? What is the
process for doing this?
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B. Are there any law enforcement or other safety and security sensi-
tive positions in your organization for which standards have not
yet been developed or are in the process of being developed? If so,
which?

C. For which positions in your organization are there standards for
certification/licensure/registry? How is compliance with those stan-
dards being tracked?

4. Programs

Save a Life

A. Do you have safe and effective systems for basic life support at all
worksites, including automated external defibrillators (AEDs) and
emergency medical services (EMS)?

B. Do you have a system to ensure advanced life support (e.g., ad-
vanced cardiac life support) is available at a worksite within a set
amount of time from when an alert is issued? If so, what is that set
amount of time?

C. What processes do you use to prevent occupational infections?

Medical Quality Assurance

A. Does your organization have an active, documented medical quality
management (MQM) program? If not, why not (e.g., health ser-
vices are not provided to employees, lack of funding or personnel
to run such a program)?

B. If so, what are the main elements of your MQM program? Please
describe briefly how your organization addresses any of the fol-
lowing processes that are a part of your MQM program:

e Ensuring medical providers (contracted or in-house) are appro-
priately qualified (e.g., licensed, certified, or registered).

e Reporting adverse or sentinel events (unexpected effects of treat-
ment or medical support that result in harm to the patient) and
near misses. Are such reports provided to: your organization’s
medical program office, the OIG, or OHA within a set amount
of time after the event occurs?

e Investigation of adverse or sentinel events and near misses (Who
is responsible for this? How are they conducted? Do you do a
root cause analysis? What is done with the results?).

e Performance improvement (What metrics are you using and what
performance goals or standards do you benchmark against? Do
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you have a quality improvement committee that guides and as-
sesses performance improvement activities?)

e Clinical competency assessment for health services providers
(How is this done and how frequently?)

Can you provide a copy of documentation describing your MQM
program?

C. What, if any, medical quality assurance information (e.g., reports
of adverse/sentinel events, status reports on corrective actions after
an adverse/sentinel event, performance improvement reports) do
you report to the Office of Health Affairs (OHA) (e.g., through
the OHA MQM mailbox)? If none, why not? What are the largest
barriers to doing so? How long after a sentinel event resulting in a
patient death occurs is it reported to OHA?

D. For contracted health services or those supplied through inter-
agency agreement (e.g., with Federal Occupational Health), how
do you assure contractor/provider compliance with DHS policy and
contract requirements (i.e., medical providers meet professional cri-
teria and certification/licensure requirements, clinical competency
of service providers is regularly assessed, adverse/sentinel events
and near miss occurrences are reported)? Is the vendor required
to supply a quality assurance report? How frequently? Who is re-
sponsible for reviewing such reports? Are requirements set forth in
the DHS MQM instruction incorporated into contracts/interagency
agreements for health services?

Medical Qualification

A. How do you determine which jobs have a demonstrated need for
medical qualification (e.g., How do you determine which jobs to
do job task analyses for)? Who performs these? How are the job
task analyses used to develop medical standards?

B. Do you have a documented medical qualification process for each
job requiring qualification (e.g., law enforcement, buggy/forklift
operator, respirator users, firefighters, emergency response per-
sonnel, confined space workers)? What is this process (e.g., sub-
mission of medical history forms, medical examination [in-house
or contracted], evaluation by medical review officer or board [in-
house or contracted])? Is it applied only prior to employment or
also periodically? If the latter, how frequently?

C. Do you have documentation that all employees in those roles are
medically qualified? How is medical qualification status tracked for
those that must meet medical standards?
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D. Do you have a documented policy requiring those who must meet

medical standards to notify the appropriate personnel regarding a
change in their health status (e.g., new diagnosis) or the addition
of any new drugs to their regimen? Who would need to be notified
of such changes? What is the process for someone updating their
health status records?

What process is used to adjudicate fitness-for-duty cases for current
employees?

What, if any, process does your organization use to determine if
someone is medically qualified for deployment (deployment consid-
ered as temporary transfer of an employee during an operation to a
site where working conditions may be more hazardous or medical
services less accessible than at that employee’s usual workplace, like
overseas or to a disaster site)?

Medical Surveillance/Monitoring: (Skip if all medical surveillance is
handled by your component’s safety office)

A.

How do you ensure/track that all employees exposed to known
health hazards are monitored regularly? Is medical surveillance
conducted in-house or contracted out? If the latter, to whom? How
are results collected from the vendor?

Besides those exposures requiring monitoring per OSHA, what
other exposures (e.g., tuberculosis) do you monitor? What process
was used to determine the need for such monitoring?

Is medical surveillance data aggregated and used to identify
population-level health risks?

Does your organization have an ergonomics program? Who has
responsibility for this program? Do you perform symptom surveys?
Do you have a mechanism for early reporting and prompt medical
attention? How do you address identified ergonomics problems?

Employee Health and Wellness: (If handled by another office in your
component, please provide contact information for the best person to
address these questions)

A.

Does your component have an employee Health and Wellness
program? Is it an in-house program or contracted? What are the
key elements of that program designed to address and improve
employee health? Does it include

e Employee assistance programs or other counseling services?

e  Work time for physical fitness, access to a fitness center, and/
or onsite fitness classes/programs?
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e Health screening/health risk assessment for personal medical is-
sues (e.g., blood pressure, body mass index (BMI), cholesterol,
smoking, alcohol intake and other behavioral health risks)?

e  Voluntary vaccination program (e.g., flu)?

Others?

B. Was an appropriately certified/credentialed physician or other med-
ical personnel involved in the design of the program? What are
their qualifications?

C. Do you track utilization of these services? How is utilization data
used?

D. If your program includes a health risk assessment (HRA) or vol-
untary vaccination program, what IT system do you use (if any) to
track HRA results or vaccination status for employees?

E. What metrics are used to track employee health and wellness in
your component? How do you evaluate the effectiveness of health
and wellness interventions? Are there documented goals for the
program? If so, what are they?

F. How does your organization incentivize or encourage a healthy
lifestyle?

G. Does your component conduct and document a health needs anal-
ysis that involves medical and HR personnel in order to identify
and address the top health issues in your workforce? If so, which
of the following health data sources are utilized for this needs
analysis: employee assistance data, wellness program participation
data, documented behavioral health and lifestyle risks, available
workers’ compensation and safety data, sick leave utilization data?
Based on this analysis, are recommendations made to your organi-
zation’s leadership on next steps (e.g., future programs) to address
the health needs of your organization’s workforce?

H. Is information from medical qualification processes used to track
the health status of employees who must meet medical standards?
For example, if someone is hired with controlled diabetes, is the
status of his/her diabetes checked during future medical screenings?
Is that information used to tailor individual health promotion in-
terventions? Are these data aggregated to get a sense of the health
risks in your component’s workforce (e.g., risk from diabetes)? If
so, are these data used to drive population level interventions?

I. TIs your organization’s employee health and wellness program co-
ordinated in any way with occupational medicine and/or occupa-
tional safety and health programs? If so, how?
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5.

Metrics and Performance (output, outcome and quality measures and
systems in place for tracking, analysis, and communication)

A.

B.

C.

D.

What performance measures do you rely upon to determine
whether your employees are adequately protected from workplace
health hazards?

What metrics do you rely upon to determine whether your em-
ployees are medically fit to perform their jobs?

What performance reports/scorecards containing summaries of
tracked metrics are prepared? Who receives the results? How often?
Are metric summaries analyzed to determine future training or
program needs?

6. Organizational Structure and Integration with Operations

A.

What organizational steps have been taken to ensure that safety,
workers’ compensation/return to work, wellness, and medical pro-
grams are fully coordinated within your component and responsi-
bilities clearly delineated?

Does your office participate in committees/councils or working
groups with representatives from medical, wellness/health promo-
tion, workers compensation, and/or OSH programs? Who leads
this group? How often does it meet? How is it working to ensure
coordination among these different activities?

Do you feel that the current placement of workforce health protec-
tion functions across your component’s organizational structure
interferes with coordination and integration of such functions? If
so, what are the major barriers to coordination and integration?
Who provides medical oversight for your component agency? To
whom do they report? How/when do medical program staff inter-
face with safety and workers’ compensation personnel?

Do you use an integrated health risk assessment process (i.e., team-
based approach utilizing medical, safety, human resources, and
operations personnel) to survey worksites and identify the major
health risks to the workforce at that site? If so, are these surveys
conducted periodically?

Resources (budgets, technologies, facilities, and personnel levels/
expertise to support safety and health objectives)

A.

Please describe staffing levels and skill sets within your compo-
nent’s medical programs office. Do any medical program personnel
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in your organization have expertise in health or medical infor-
matics? If so, how many? Do you have a chief medical information
officer? What are the most pressing personnel needs?

What medical/health services personnel are available at your agency
field sites?

Does your component have an electronic health information system
to track employee health information (medical qualification/fitness-
for-duty status, health risk data)? If not, how is this information
tracked (e.g., spreadsheets, database)?

. What other investments has your organization made in health in-

formation and communications technology? Does your component
have the necessary health information technology (software and
hardware) to ensure situational awareness and support continuous
improvement? If not, what is needed?

How is the budget for your component’s medical program set?
Who makes this decision? What was your component’s most recent
budget for medical programs?

OCCUPATIONAL SAFETY AND HEALTH QUESTIONS

Strategic Planning and Management Commitment

A.

Does your organization have any document (e.g., strategic plan)
that lays out specific goals/objectives related to the safety and
health of your workforce?

If so, what are the goals or elements of the plan? Or, can you pro-
vide us with a copy?

Who in your organization is held accountable for progress toward
those goals (or if none are defined within your organization, to-
ward the President’s Protecting Our Workers and Ensuring Reem-
ployment [POWER] goals)? How is accountability achieved (e.g.,
incorporated into a performance plan)? What metrics are used to
evaluate performance of those held accountable?

. How is the Designated Safety and Health Official engaged in en-

suring the safety and health of the workforce as required by your
organization’s occupational safety and health (OSH) policy (en-
suring adequate budget and personnel for program implemen-
tation, establishing goals, priorities and strategies for reducing
injuries and illnesses, evaluating your OSH program)?

Please name ways by which your organization ensures that man-
agers above the level of line supervision demonstrate a commitment
beyond paper promises to the implementation of your occupational
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safety and health program (e.g., Do managers have safety as part
of their performance plan? Do they serve on safety committees/
councils?).

2. Standards and Policies

A.

Does your organization have a handbook or manual specifying
requirements, policies, standards, and procedures set by your oc-
cupational safety and health program? If so, can you provide us
with a copy of it?

If not (or in addition to), do you have policies and standard op-
erating procedures that detail the way you comply with the safety
and health requirements set by your component or DHS? If so, can
you provide copies of these?

Which of the following does your manual/SOPs address: identi-
fication and control of safety hazards; identification and control
of health (e.g., infectious disease) hazards; mishap reporting, job
safety/hazard analysis; medical surveillance?

For which of these areas does your organization have specific
mandatory requirements/standards: periodic job safety analysis;
exposure limits for identified health hazards; professional creden-
tials and certification? Has your organization developed and re-
ceived approval for any standards besides those set by OSHA? If
so, please give examples. If not included in the agency manual/
handbook, can you provide copies of any relevant standards?
Who was responsible for developing and approving each of these
standards/requirements? By what process were they developed?
How often is your program audited for compliance with policies/
standards dictated in your OSH handbook/manual internally? Ex-
ternally (by DHS HQ)? How is the evaluation scored (e.g., use of
worksheet with a rating system)? Who receives the results?

Can you provide a copy of a recent audit (including any self-
assessments that were provided during the evaluation) along with
an explanation of actions taken to address any deficiencies that
were identified?

. Who is responsible for ensuring that the standards in use by com-

ponent organizations are consistent throughout DHS?
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3. Hazard Identification and Control Programs

A.

™ o

What jobs in your organization have job safety/hazard and ergo-
nomic analyses on file? Who conducts these and who approves
them? How are they used?

Does your organization have an ergonomics program? Who has
responsibility for this program? Do you perform symptom surveys?
Do you have a mechanism for early reporting and prompt medical
attention? How do you address identified ergonomics problems?
How often are site safety inspections performed internally? Ex-
ternally? Who participates in these? Do Collateral Duty Safety
Officers or Safety Specialists (in-house or contracted?) conduct
OSHA-required annual site inspections?

Who receives the results of site safety inspections?

What processes are in place to notify the site OSH office that a
workplace injury/illness has occurred? Is there a 24-hour hotline
available for reporting an injury or illness? How is the HQ OSH
office notified about injuries/illnesses?

When safety or health hazards have been identified and reported
(during inspections or by employees), who is responsible for deter-
mining whether there is a hazard that requires correction? Who is
responsible for addressing identified hazards? How are the respon-
sible persons held accountable?

Does your organization maintain a list of identified hazards
with workplans, assigned responsibilities and timelines for their
correction?

. When does a report of workplace injury or illness trigger a job

safety and health assessment? How soon after a workplace in-
jury or illness report is filed is a job safety and health assessment
performed?

How do you ensure/track that all employees exposed to known
health risks (OSHA required or other site-specific exposures as
identified by OSH) are monitored regularly? Is medical surveillance
conducted in-house or contracted out? If the latter, to whom? How
are results collected from the vendor?

Besides those exposures requiring monitoring per OSHA, what
other exposures (e.g., tuberculosis) do you monitor? What process
was used to determine the need for such monitoring?

Is medical surveillance data aggregated and used to identify
population-level health risks?
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4. Employee Involvement

A.

Do you provide employees with a chance to participate in your
occupational safety and health programs? If so, by what methods
(e.g., membership on joint employer/employee safety committee,
participation in safety inspections)?

5. Education and Training

A.

Do you provide training on safety and health to all employees?
How many hours of occupational safety and health training are
required each year for employees, supervisors, and managers?

Do you have a training program for CDSOs? Was it developed
in-house or contracted out? How many hours of training do you
require CDSOs to take annually?

How is the effectiveness of occupational safety and health training
assessed?

6. Metrics and Evaluation

A.

B.

Besides TCR and LTCR, what lagging indicators of safety and
health performance do you document and track on a regular basis?
What leading indicators of safety and health performance (mea-
sures of injury/illness prevention) do you document and track on
a regular basis? Does your organization conduct a safety climate
survey? If so, which do you use (can you provide a copy)? Who fills
this out?

How are performance metrics collected/tracked (input and storage
of data)? When safety and health services are provided by contract,
how is the data collected from the vendor and integrated with data
collected in-house?

How are summary reports generated from the tracked injury and
illness data? Do these reports include both OSHA-recordable in-
jury/illness data and injury/illness data from workers’ comp claims?
How often are reports generated?

Who is responsible for evaluating these reports? Who receives such
reports? How often are such reports shared with field office man-
agement? Component management? DHS HQ Safety Office?

Can you provide examples of when corrective action was taken on
the basis of such reports?

Are you able to electronically query your injury and illness data
to get information regarding a particular kind of injury or illness,
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about injuries and illnesses at specific locations, or for specific types
of employees? Have any such reports been used to set in motion a
hazard analysis? If so, can you give one or more examples?

. Has OSHA conducted a workplace inspection in any of your or-

ganization’s workplaces in the past year? Can you provide copies
of a recent OSHA inspection report? How did your organization
respond to this report?

Resources

A.

Please describe staffing levels and skill sets within your HQ Safety
and Health Office. Does your organization have a Safety and Occu-
pational Health Specialist (GS-0018 series) on staff? Industrial Hy-
gienist (GS-0690 series)? Health physicist? Exercise physiologist?
Please describe staffing levels and skill sets for safety activities at
your field sites. How many CDSOs does your organization have
for the purpose of identifying safety and health hazards at the local
workplace sites?

Do you feel your organization is adequately staffed and funded for
each of the following program elements: worksite inspections, em-
ployee training, job safety analysis, periodic medical surveillance?
What are the most pressing personnel or resource needs?

What IT system is used for (1) filing/tracking workers’ compensa-
tion claims; (2) tracking and analyzing safety data; (3) tracking
and analyzing medical surveillance data? Are these systems linked
in any way?

Do you feel your organization has the necessary information tech-
nology in place to support all program needs? If not, what are the
most pressing I'T needs?

Coordination and Integration

A.

How is your safety and health program (hazard identification and
mitigation, medical surveillance, job safety analysis) coordinated
with other employee health protection programs (e.g., medical pro-
grams like fitness for duty, wellness, workers’ compensation case
management, return to work)? For example do you have commit-
tees, councils, workgroups, or common reporting chains to ensure
coordination? How do IT systems support this coordination?
When these working groups cannot reach consensus on important
issues, how are final decisions made?
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C.

Do you feel that the current placement of workforce health protec-
tion functions across your component’s organizational structure
interferes with coordination and integration of such functions? If
so, what are the major barriers to coordination and integration?

QUESTIONS FOR WORKERS’ COMPENSATION PROGRAM STAFF

1. Workers’ Comp (WC) Claims Management

A.

O

Does your office handle assignment of light duty and return to
work in addition to WC claims management? If not, who in your
organization oversees these functions?

Do you have SOPs or a manual with procedures for handling
workers’ comp claims? If so, can you provide us with a copy?

Do you feel your organization is adequately staffed and funded for
WC claims management? What are your most pressing personnel
or resource needs?

Are WC claims filed electronically in your organization? If so, using
what system? Are claims tracked in the same system? If not, how
are they tracked?

Does the filing of a WC claim result in automatic notification to
the OSH office that there has been a workplace injury or illness?
If not, how does that office become aware that an injury or illness
has occurred?

Do you assign WC costs to the local site level?

Does your organization review chargeback reports for accuracy? If
so, how often (e.g., annually, quarterly)?

2. Case Management and Return to Work (RTW)

A.

B.

Do you have SOPs or a manual with procedures for getting injured
employees back to work? If so, can you provide us with a copy?
When a WC claim is filed, is someone assigned to communicate
with the employee and the employee’s physician to begin plans for
return to work? Does this depend on the nature of the injury or
illness? If so, how? How soon after a workplace injury or illness
report is filed is contact initiated?

Does your organization have a nurse case management program
for this purpose? If so, are nurse case managers employees of your
organization or contracted staff? If the latter, which vendor do you
use?
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Does anybody have responsibility for contacting an employee who
has been out for more than a few days with a workplace injury or
illness but who has not submitted a WC claim? If so, who is that
and how soon after the injury occurs is contact made?

What IT system is used to track work status (at work or off work)/
medical status and progress (i.e., when the employee is expected to
return to work and whether working a modified or regular job) of
an injured worker over time?

Who determines if a modified job is available for someone who has
not fully recovered? At what point does a person on WC for an
extended time lose his or her job?

. Who is responsible for ensuring a returning employee meets any

applicable medical standards? What happens if the Department
of Labor clears an employee for return to work but the employee
doesn’t meet the medical standards for the position?

. Does your RTW process include modified work, restricted hours,

task rotation, and/or functional rehabilitation?
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Public- and Private-Sector Approaches
to Workforce Health Protection

ment) and private-sector approaches to workforce health protection
during the course of the study. Those examples are discussed briefly
in this appendix.

r I Yhe committee reviewed several relevant examples of public- (govern-

APPROACHES IN FEDERAL AGENCIES

Smithsonian Institution

The Smithsonian Institution is the world’s largest museum and research
complex, comprising 19 museums and galleries; the National Zoological
Park; 9 research facilities; 184 affiliate museums; and the Museum Support
Center, which serves as a storage, research, and conservation facility. In
20035, to address the Secretary’s goal of a zero-injury workplace, and in ac-
cordance with the idea that “safe employees stay well and well employees
stay safe,” safety and employee health programs were organizationally
aligned under the Office of Safety, Health, and Environmental Manage-
ment (OSHEM) (Duval, 2013). Museums and other entities belonging to
the Smithsonian Institution do not have their own health and safety staff;
therefore, OSHEM provides centralized services in addition to its role of
establishing policies and standards (Duval, 2013). The director of OSHEM
reports to the director of Facilities, Engineering and Operations, who serves
as the Designated Agency Safety and Health Official (DASHO) and reports
directly to the Undersecretary for Finance and Administration (Duval,
2013; Smithsonian Institution, 2006).

319
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National Aeronautics and Space Administration

The National Aeronautics and Space Administration (NASA) conducts
its work in four primary areas: aeronautics, human exploration and opera-
tions, science, and space technology. To ensure the health of its workforce,
NASA aligned all health and medical activities, including aerospace medi-
cine, occupational medicine, environmental health, health physics, physical
fitness and health promotion, workers’ compensation, and employee as-
sistance, under the Chief Health and Medical Officer (CHMO), who also
serves as the DASHO (NASA, 2010b). Designated as NASA’s Health and
Medical Technical Authority, the CHMO is independent of programs and
projects, including the Mission Support Directorate under which Human
Capital Management resides. This independence allows for “a check and
balance to ensure all NASA programs and projects are developed and man-
aged in a way that does not jeopardize the health and well being of NASA
personnel,” and enables the CHMO to enforce standards that must be met
by all programs and projects (NASA, 2010a). A second independent office,
the Office of Safety and Mission Assurance, has responsibility for NASA’s
occupational safety program (NASA, 2013). The two office chiefs report
directly to the Chief of Staff and come together on the Agency Mission
Support Council,! which “serves as the executive board responsible for ad-
dressing the NASA occupational safety and health program” (NASA, 2012).

Department of the Interior

The Department of the Interior (DOI) comprises eight bureaus with a
wide variety of responsibilities, including the management and conserva-
tion of most federal lands and natural resources. Within its ranks, DOI
employs approximately 7,000 law enforcement officers and 15,000 wild-
land firefighters (Garbe, 2013). Organizationally, DOI has aligned most of
its workforce health protection reporting structures at the departmental
level, placing its Occupational Health and Medical Programs Division
within the Office of Occupational Safety and Health. It was reported to the
committee that integration of these functions has increased the emphasis
on safety within the department’s medical programs (Garbe, 2013). The
Office of Occupational Safety and Health sits organizationally alongside
the Office of Civil Rights, the Office of Human Resources, and the Office
of Strategic Employee and Organization Development, all of which fall
under the direction of the Deputy Assistant Secretary for Human Capital
and Diversity (DOI, 2013). Human Resources plays a supporting role
by maintaining employee occupational health records and ensuring that

Also referred to as the Operations Management Council.
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appropriate workers’ compensation forms are completed and processed
in coordination with the Office of Occupational Safety and Health (DOI,
2009). The Office of Occupational Safety and Health provides guidance to
the component agencies through the Occupational Medicine Handbook,
which covers all of the occupational health issues in which the department
is involved, including safety, industrial hygiene, and medical clearance. The
department-level program focuses on overarching policy concerns and pro-
gram development. Program implementation is left to the bureaus within
broad guidelines established by headquarters (Garbe, 2013).

To assist in coordination among the bureaus and vertically between
headquarters and the bureaus, DOI created a number of councils and
working groups. The DOI Safety and Occupational Health Council brings
together bureau safety and health managers and serves as an advisory body
to the DOI DASHO and the DASHO Council (DOI, 2012). The DASHO
Council, comprising the departmental DASHO and bureau DASHOs,
“provide[s] executive level bureau and office involvement in the formula-
tion of policy and the management of the Departmental Safety and Health
Program ... [and] determine[s] collective action to achieve the Departmental
Occupational Safety and Health Strategic Plan” (DOI, 1996). More infor-
mation on DOI’s approach to workforce health protection is presented in
the DOI case study in Chapter 3, Box 3-6.

Department of State

The Department of State (DoS) is responsible for U.S. foreign rela-
tions. Given its international mission, a large proportion of the workforce
is stationed overseas. Health protection functions fall within the purview
of the Office of Medical Services (OMS), Bureau of Administration, Bureau
of Overseas Building Operations, and Bureau of Human Resources, all of
which are organizationally aligned under the Under Secretary for Manage-
ment. Led by the Medical Director, who also serves as the DASHO, OMS
has as its primary function addressing the health needs of DoS employees
stationed overseas, although health services also are made available to mem-
bers of other federal agencies posted overseas, such as DHS and the Federal
Bureau of Investigation (FBI) (Quillin, 2013). OMS’s overseas health units
provide a wide variety of services to the workforce, including occupational
health services, travel immunizations, routine care, direct primary care, and
chronic health care. OMS also leads departmental emergency preparedness,
operational medicine, and medical clearance programs. Safety and health
functions are carried out domestically by the Domestic Environmental and
Safety Division in the Bureau of Administration and overseas by the Office
of Safety, Health and Environmental Management (OSHE) in the Bureau
of Overseas Building Operations (DoS, 2012). Through the DASHO and
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DASHO Operations Office, OMS works closely with both to coordinate
departmental occupational safety and health efforts (DoS, 2012; Quillin,
2013). Whereas global health, medical, and occupational safety and health
functions are aligned through OMS and the Medical Director, other health-
related functions, including workers’ compensation and some wellness is-
sues, fall under Human Resources.

Department of Defense

The Department of Defense (DoD) is the largest U.S. government
agency, with more than 1.4 million active-duty service members and
718,000 civilian personnel (DoD, 2013a). The department is composed
primarily of four military branches—the Army, Navy, Marine Corps, and
Air Force—with the ability for a fifth, the U.S. Coast Guard, to operate
under DoD during times of war. A number of additional defense agencies
function under the Office of the Secretary of Defense.

Differing from civilian organizations, DoD is responsible for the com-
plete health care of active-duty personnel, which is provided through its
managed health care system, TRICARE, and in military treatment facilities
(Cecchine et al., 2009). DoD also faces unique challenges, such as ensuring
the safety and health of service members who are deployed, operating
uniquely military equipment, facing mental and physical exposures not tra-
ditionally encountered during the course of employment, and often working
outside of traditional work hours (Cecchine et al., 2009).

At the headquarters level, responsibilities for workforce health pro-
tection fall under two separate Under Secretaries of Defense: the Under
Secretary of Defense for Acquisition, Technology and Logistics and the
Under Secretary of Defense for Personnel and Readiness. The Office of the
Under Secretary of Defense for Acquisition, Technology and Logistics is
responsible primarily for occupational safety and health policy, focusing
on a variety of areas including ergonomics, hearing conservation, indus-
trial hygiene, fire and emergency medical services (EMS), and occupational
medicine. The Office of the Under Secretary of Defense for Personnel and
Readiness is responsible for DoD’s medical programs, including the budget
and administration of the Defense Health Program (Cecchine et al., 2009).
Under Personnel and Readiness, the Deputy Assistant Secretary of Defense
for Clinical and Program Policy is responsible for occupational health
programs outside of deployed theater, including standards and procedures
that govern DoD clinical programs, clinical informatics, medical standards
for accessions and separations, military public health, women’s health
issues, quality management, DoD health and fitness promotion, medical
ethics, mental health policy, patient advocacy, graduate medical education
programs, and patient safety (Cecchine et al., 2009; DoD, 2014a). The
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Deputy Assistant Secretary of Defense for Force Health Protection and
Readiness is responsible for deployment medicine, force health protection,
medical readiness, international health agreements, deployment-related
health policy, theater information systems, humanitarian and health mis-
sions, and national disaster support (Cecchine et al., 2009; DoD, 2014Db).
These two offices are brought together by a number of working groups,
including members from across the Office of the Secretary of Defense, the
joint staff, and the branches. Chartered in 2003, the Defense Safety Over-
sight Council, chaired by the Under Secretary of Defense for Personnel and
Readiness, helps integrate the offices and “provide[s] governance on DoD-
wide efforts to reduce preventable mishaps.” (DoD, 2013b)

APPROACHES IN PRIVATE INDUSTRY

General Electric Energy

General Electric (GE) is composed of three primary divisions: GE
Energy, GE Technology Infrastructure, and GE Capital. GE Energy has a
workforce of 110,000 employees operating in 140 countries, generating
about half of the world’s energy, filtering 10-15 percent of the world’s
water, and creating technologies for and providing services to the oil and
gas industries. Employees take approximately 100,000 overseas business
trips to 185 countries each year, many in remote and challenging work en-
vironments, such as Angola in Southwest Africa, Siberia, and the Amazon.
To address its global operational scope, GE Energy created its traveler
health program, aligning preproject planning, pretravel health assessment,
wellness programs, eLearning tools, health incident planning, remote site
medical services, and prevention activities. GE Energy spends significant
time and resources on planning and assessment to ensure that it can protect
the health and well-being of employees deployed to hazardous work envi-
ronments. Before project bids are made, GE Energy engages in the Intent
to Order process, examining the risks associated with a bid, including the
level of access to medical care in the region, before determining whether
a bid should be made and how it should be priced. Once a bid has been
priced, during the postbid Order to Remittance process, risk assessments
are conducted for each task on a variety of potential issues, including
biological, chemical, radioactive, physical, and stress risks, to determine
potential impacts. As part of the planning process, specific incidents also
are planned for, including a variety of incidents that could require rou-
tine, minor acute, urgent, and chronic care. Every trip and employee also
is assessed before deployment. Medical Services staff conduct pretravel
employee health assessments and make occupational medical preparations
that encompass vaccines, chemoprophylaxis, and diagnostic and treatment
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kits. Individuals are assessed to ensure that they are not at risk and have
access to whatever they need as a result of a medical condition before they
deploy (Hoffman, 2013).

Through use of a centralized ticketing system, employees are not is-
sued tickets for travel to non-Western countries until a health assessment
has been conducted. GE has more than 100 on-site clinics that provide
employees with medical services; these clinics must be able to handle minor
acute, chronic, urgent, and emergency medical problems, including plans
for evacuation. With work being conducted in many remote areas, however,
it is also important to ensure access to medical care where an on-site clinic
is not feasible. To this end, GE prequalifies providers and works with third-
party providers such as International SOS, Europ Assistance, Advanced
Medical, and Best Doctors to ensure that employees have access to quality
medical care wherever they deploy. GE often engages in cooperative agree-
ments with other companies with employees in the region for the provision
or sharing of services. In recent years, telemedicine and cloud-based medical
records have increasingly been used to support medical services in remote
destinations (Hoffman, 2013).

Procter & Gamble

Procter & Gamble (P&G) is the largest nonfood consumer products
business in the United States and the largest household and personal care
business in developing markets, with more than 300 brands sold in 180
countries and a workforce consisting of 121,000 employees working in
approximately 70 countries (P&G, 2013). Workforce health has been a
concern for the company since 1919, when P&G hired its first full-time
physician. Today, P& G provides health services to its employees through
180 clinics in 46 countries, employing 489 full- and part-time occupational
health nurses, physicians, and administrative personnel in its Global Med-
ical program. The P& G Global Employee Health & Wellness Policy ensures
that a workforce health framework is in place, using an audit and report
process and a global medical scorecard to ensure compliance with corporate
standards for all sites, consistent procedures and training, and compliance
with all health-related laws and regulations. Through the Vibrant Living
program, Global Medical has consolidated all health and wellness activities
into a single global program, instituting a health and wellness policy de-
signed to ensure that all employees will have access to occupational health
services locally, wherever they are located, either directly through P&G
clinics or through a contracted provider. Global Medical also has created
a steering team for Vibrant Living, bringing together leadership from both
functional (human resources, manufacturing, research and development)
and regional offices to help inform the direction of the program. Whereas
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Global Medical is located within Human Resources, the Industrial Hygiene,
Safety, and Environment program is housed separately under Manufac-
turing. However, systems and processes are in place to ensure timely infor-
mation sharing between the two and coordination as necessary, including
a shared oversight council. Global Medical also works closely with Global
Security on travel medicine and executive protection (Christensen, 2013).

Superior Energy Services

Superior Energy Services provides a variety of specialized services to oil
and gas operations, including those focused on responding to disasters and
fires and mitigating risk. At the heart of Superior Energy is a team of 600
response employees, supported by 15,000 employees, which can quickly
deploy to respond to disasters, assess sites, mitigate further risks, and
provide operational support to private and government contractors. With
operations in widely varying environments, Superior Energy saw a need to
take an all-encompassing view of health for its team members operating in
an international environment, who often travel directly from one interna-
tional site to the next without returning home. Accordingly, the company
consolidated functions related to occupational safety and health, fitness for
duty, wellness, and return to work, and created standardized protocols and
procedures company-wide. However, because of the international scope of
its operations and the variety of regulations with which it must comply,
Superior Energy has taken a hybrid approach. The standards it has created
are not overly prescriptive, leaving sufficient flexibility to meet local needs.
The company employs 24 physicians as part of its global medical direction
cohort, operating in 17 global offices on 6 continents, with systems in place
to ensure collaboration and coordination (Minson, 2013).

Johnson & Johnson

Johnson & Johnson (J&J) is the world’s sixth largest consumer health
company, employing approximately 128,700 people worldwide. J&]J con-
sists of more than 275 operating companies, small and large, in 60 coun-
tries, each with its own leadership structures (J&J, 2013). Because of this
decentralized nature, delivery of health services to employees is a challenge.
Since 1995, J&J has taken a fully integrated approach to employee health
and wellness services in the United States and Puerto Rico, centralizing
occupational medicine, disability management, benefit plan design, mental
well-being, and wellness activities under a single umbrella. With the suc-
cess of this model, J&J currently is working to centralize all global medical
services under the corporate umbrella as well. These services have been
centralized under the Vice President of Global Health Services, who reports
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through human resources, but occupational safety and health remains
separate, reporting though supply chain operations. To ensure coordination
between these functions, J&]J created the Environmental Health and Safety
Leadership Council, bringing leadership together to address high-level,
cross-cutting issues related to the creation of organizational policies and
standards. Similar teams operate at the local level, bringing together occu-
pational health physicians and/or nurses; site safety managers; and wellness,
employee assistance, and industrial hygiene professionals (Isaac, 2013).
More information on the J&J approach to workforce health protection is
presented in the J&J case study in Chapter 3, Box 3-7.

Johns Hopkins Institution

Johns Hopkins, a large, multicenter academic and medical institution,
consists of The Johns Hopkins University and the Johns Hopkins Health
System, employing more than 53,000 faculty and staff among the univer-
sity, six academic and community hospitals, and four suburban health
care and surgery centers (Johns Hopkins, 2011). In 1991, all activities
related to occupational safety and health were consolidated into a single
office, bringing together four independent entities—the Office of Workers’
Compensation, Occupational Health Services, the Office of Safety and
Environmental Health, and the Employee Assistance Program—under a
single office, Health, Safety and Environment (HSE). The activities of HSE
are carried out by nine departments: Safety Management, Biosafety, Radia-
tion Safety, Environmental Health Services, Workers’ Compensation Office,
Workers’ Compensation Clinic, Faculty and Staff Assistance Program, and
Occupational Health Services. The Director of HSE also chairs the Joint
Committee for Health, Safety and Environment, reporting directly to the
CEO of Johns Hopkins Medicine and the President of Johns Hopkins
Health System. The objective of this joint structure is the management of
risk in three primary areas: “(1) risk related to non-compliance with fed-
eral and state regulations, (2) risk related to workers’ compensation losses
and; (3) risk related to working in a potentially hazardous environment”
(Bernacki, 1999). Of particular note, the alignment of workers’ compensa-
tion with other health-related functions brought a philosophical change to
claims management: “all individuals who were stakeholders (e.g., safety
professionals, medical and nursing professionals, adjusters, and attorneys)
were expected to add their expertise and became active participants in the
claims process.... The program adopted a nonadversarial stance, encour-
aged early reporting, patient advocacy, facilitation of care, and preventive
measures as primary strategies in managing claims” (Bernacki and Tsai,
2003, p. 510).
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Committee Meeting Agendas!

Held by the Committee on
Department of Homeland Security
Occupational Health and Operational Medicine Infrastructure
(March 2013-August 2013)

MEETING ONE: MARCH 5, 2013
National Academy of Sciences Building
2101 Constitution Avenue, NW, Room 120, Washington, DC 20418

OPEN SESSION

10:45 - 11:00 am  Welcome and Introductions
David Wegman, Committee Chair
11:00 - 11:40 am  The Charge to the Committee
J. D. Polk, Principal Deputy Assistant Secretary/
Deputy Chief Medical Officer, Office of Health
Affairs, DHS

11:40 am - Committee Questions and Discussion
12:00 pm

IThis appendix contains agendas for meetings held in open session only. Meetings four, six,
and seven were executive sessions for deliberative purposes, and are therefore not included
in this appendix.
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12:00 - 12:30 pm

12:30 - 12:45 pm

12:45 - 1:45 pm
1:45 - 2:15 pm
2:15 - 2:30 pm
2:30 - 2:50 pm
2:50 - 3:00 pm
3:00 - 3:10 pm

ADVANCING WORKFORCE HEALTH AT DHS

Overview of the Medical Liaison Officer Program
and Operational Medicine

Richard Patrick, Division Director (Acting),
Workforce Health and Medical Support Division,
Office of Health Affairs, DHS

Committee Questions and Discussion

Lunch

Occupational Health at DHS Headquarters

Ingrid Hope, Occupational Health Branch Chief
(Acting), Workforce Health and Medical Support
Division, Office of Health Affairs, DHS

Karl Anderson, Department Safety and Health
Manager, Chief Human Capital Office, DHS

Jacquelyn Kosh-Suber, Medical Quality Assurance
Branch Chief, Workforce Health and Medical
Support Division, Office of Health Affairs, DHS

Camille Carraway, Industrial Hygiene Program
Manager, Chief Human Capital Office, DHS

Committee Questions and Discussion

Federal Occupational Health Services

Gene Migliaccio, Director, Federal Occupational
Health, U.S. Department of Health and Human
Services

Herman Ellis, Clinical Services Director, Federal
Occupational Health, U.S. Department of Health
and Human Services

Committee Questions and Discussion

Break
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3:10 - 4:00 pm
4:00 - 4:20 pm
4:20 - 4:50 pm
4:50 - 5:00 pm
5:00 - 5:15 pm
5:15 pm

331
DHS Component Agency Infrastructure

Joseph M. Gerhart, Assistant Director, Safety and
Health, Office of Asset Administration,
Immigration and Customs Enforcement, DHS

CAPT Jeffrey Salvon-Harman, Chief, Operational
Medicine and Medical Readiness Policy, U.S.
Coast Guard, DHS

Patrick Crarey, Health and Medical Readiness
Branch Chief, Safety Heath & Medical Readiness
Division, Federal Emergency Management Agency,

DHS

David McMillan, Medical Liaison Officer,
Immigration and Customs Enforcement, DHS

CDR Melburn Dayton, Chief, Environmental Health
and Industrial Hygiene, U.S. Coast Guard, DHS

David Shaler, Medical Unit Supervisor, Human
Resources Management -Benefits, Medical,
& Worklife Division, Customs and Border
Protection, DHS

Committee Questions and Discussion

Medical Evaluation and Clearance Programs

Phillip Spottswood, Medical Policy and Programs,
U.S. Office of Personnel Management

Committee Questions and Discussion
Public Comment
Closing Comments/Adjourn Open Session

David Wegman, Committee Chair
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MEETING TWO: JUNE 10-11, 2013
National Academy of Sciences Building

2101 Constitution Avenue, NW, Lecture Room, Washington, DC 20418

Overarching Workshop Goal

Provide information to address the statement of task, including

1.

2.

Current state of the occupational health and operational medicine
(OH/OM) infrastructure across DHS (gaps and challenges)

Needs for centralized OH/OM oversight authority at DHS; poten-
tial models from other organizations

Best practices and essential elements for success of occupational
safety and health, occupational medicine, and operational medi-
cine programs, including models for integrating and coordinating
activities

Metrics to establish baselines and monitor continuous improve-
ment through program evaluation across headquarters and com-
ponent agencies

Monday, June 10, 2013

OPEN SESSION

8:00 - 8:10 am Welcome and Introductions

Michael Silverstein, Acting Committee Chair

WORKSHOP SESSION 1: OCCUPATIONAL MEDICINE

Session Moderator: Cherryl Christensen

Session Objectives:

Based on current DHS practices and those of other organizations, provide
information to assess OHA success in guiding and evaluating

quality assurance mechanisms for DHS clinical services providers,
and

implementation of consistent component occupational medicine
programs (e.g., drug testing, medical surveillance, immunization,
health screening and monitoring) as authorized in DHS Delegation
#5001.
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8:10 - 9:00 am
9:00 - 10:15 am

10:15 - 11:10 am
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Occupational Medicine at Department of Homeland
Security Headquarters

Latousha Leslie, Medical Quality Management
Analyst, Workforce Health and Medical
Support Division, Office of Health Affairs, U.S.
Department of Homeland Security

Ingrid Hope (Q&A only), Occupational Health
Branch Chief, Workforce Health and Medical
Support Division, Office of Health Affairs,
U.S. Department of Homeland Security

William Seifarth (Q& A only), EMS Program
Manager, Workforce Health and Medical
Support Division, Office of Health Affairs,
U.S. Department of Homeland Security

Occupational Medicine at Other Federal Agencies

David Wade, Chief Medical Officer, Federal Bureau
of Investigation, U.S. Department of Justice

Jules Duval, Associate Director, Occupational Health
Services, Office of Safety, Health and
Environmental Management, Smithsonian
Institution

Wayne Quillin, Director, DASHO Operations Office,
Office of Medical Services, U.S. Department of
State

Occupational Medicine in Private Industry
Fikry Isaac, Vice President, Global Health Services,
Johnson & Johnson; Chief Medical Officer,

Wellness & Prevention, Inc.

Matthew Minson, Medical Director, Superior Energy
Services
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11:10 - 11:30 am A Strategic Measurement and Evaluation Framework
to Support Worker Health

Ron Goetzel, Vice President, Consulting and Applied
Research, Analytic Consulting and Research
Services, Truven Health Analytics

11:30 am -
12:30 pm Lunch

WORKSHOP SESSION 2:
WORKERS’ COMPENSATION PROGRAMS

Session Moderator: Les Boden
Session Objectives:
In comparison with best practices from other organizations, provide
information to assess the effectiveness of current processes at DHS
for controlling workers’ compensation (WC) costs through claims
management, disability prevention, and return-to-work processes,
including
e role of the Office of Health Affairs (OHA) in informing these
activities through medical guidance to WC personnel from DHS
component agencies, DHS headquarters, and the Department of
Labor; and
e procedures for data collection using uniform metrics to establish
baselines, identify trends, and evaluate programs.

12:30 - 12:50 pm  Workers’ Compensation for Federal Employees

Julia Tritz, Chief, Branch of Technical Assistance,
Division of Federal Employees’ Compensation,
Office of Workers’ Compensation Programs, U.S.
Department of Labor

12:50 - 1:50 pm Workers’ Compensation Programs at DHS
Mark Masterson, Director, Workers” Compensation
Programs, Customs and Border Protection, U.S.
Department of Homeland Security
Gary Myers, Program Manager and Policy Advisor,

Workers” Compensation Program, U.S.
Department of Homeland Security
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1:50 - 2:30 pm
2:30 - 3:10 pm
3:10 - 3:20 pm

335

Melvin Mitchell, Human Resources Specialist,
Workers® Compensation Programs, Office
of Human Capital, Transportation Security
Administration, U.S. Department of Homeland
Security

Workers’ Compensation: Lessons from Other
Organizations

Daisy Crowley, Army Program Manager for
Workers® Compensation, Department of Army,

U.S. Department of Defense

Gary Franklin, Medical Director, Washington State
Department of Labor & Industries

KEYNOTE ADDRESS

Alice Hill, Senior Counselor to Secretary Napolitano,
U.S. Department of Homeland Security

Break

WORKSHOP SESSION 3: OCCUPATIONAL

SAFETY AND HEALTH PROGRAMS

Session Moderator: Janie Gittleman

Session Objectives:

Provide information to assess the effectiveness of the current division
of occupational health and safety responsibilities at DHS (delineated in
Directive 066-01 and the memorandum of understanding between OHA
and Office of the Chief Administrative Officer [OCAQ]) for ensuring
implementation and oversight of component safety and health programs,
taking into consideration
e compliance with Occupational Safety and Health Administration
(OSHA) federal agency requirements,
best practices from other organizations, and
e perceived gaps in health and safety protections for DHS workers.
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3:20 - 3:40 pm Safety Management Systems

Mark Hagemann, Director, Office of Safety Systems
Occupational Safety and Health Administration

Greg Barber (Q&A only), Office of Federal Agency
Programs, Occupational Safety and Health
Administration

3:40 - 4:00 pm Voluntary Protection Programs

Thomas Crawford (by teleconference), Chief,
Environmental, Safety and Health Solutions
Division, National Security Agency

Peter Monti (by teleconference), Chief, Risk
Management Systems Branch, National Security
Agency

4:00 - 5:00 pm Occupational Safety and Health at DHS

Douglas Rupard, Safety Manager, Division of
Occupational Safety and Health, Customs and
Border Protection, U.S. Department of Homeland
Security

Bronson Brown Director, Safety, Heath & Medical
Readiness Division, Federal Emergency
Management Agency, U.S. Department of
Homeland Security

Jill Segraves, Director, Occupational Safety,
Health, & Environment, Transportation Security
Administration, U.S. Department of Homeland
Security

Karl Anderson (Q&A only), Department Safety

and Health Manager, Chief Human Capital
Office, U.S. Department of Homeland Security
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5:00 - 5:30 pm Union Perspectives

Terrence Shigg, Health and Safety Director, National
Border Patrol Council

David Wright, AFGE Local 918, Inspector, Federal
Protective Service, National Protection and
Programs Directorate, U.S. Department of
Homeland Security

5:30 pm Closing Comments/Adjourn Open Session

Michael Silverstein, Acting Committee Chair

Tuesday, June 11, 2013

OPEN SESSION

8:00 - 8:10 am Welcome and Introductions

Michael Silverstein, Acting Committee Chair

WORKSHOP SESSION 4: MEDICAL STANDARDS
AND CLEARANCE PROGRAMS

Session Moderator: Bill Lang
Session Objectives:
Provide information to assess whether OHA has, in accordance with
Delegation #5001, adequately provided guidance to the DHS personnel
programs on implementation of processes to ensure a medically ready
force, including
e development of consistent and legally defensible medical standards,
e pre-employment and deployment evaluations, and
e fitness-for-duty assessments.

8:10 - 8:30 am The Need for Medical Standards and Clearance
Programs

Marc Leffer, Chief, Medical Affairs/Strategic

Development, Federal Occupational Health, U.S.
Department of Health and Human Services
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8:30 - 9:10 am
9:10 - 10:30 am

10:30 - 10:45 am

ADVANCING WORKFORCE HEALTH AT DHS
Medical Standards and Clearances at DHS

David McMillan, Medical Liaison Officer,
Immigration and Customs Enforcement,
U.S. Department of Homeland Security

Anthony Macintyre, Medical Liaison Officer, Federal
Emergency Management Agency, U.S. Department
of Homeland Security

Other Agency Practices for Medical Standards and
Clearances

Chuck Rosenfarb, Deputy Medical Director, Office
of Medical Services, U.S. Department of State

Matthew Minson, Medical Director, Texas
Engineering Extension Program Emergency
Response & Rescue Division Urban Search and
Rescue, Texas A&M University

Bob Garbe (by teleconference), Chief, Division of
Occupational Health and Medical Programs,
Office of Occupational Safety and Health, U.S.
Department of the Interior

Nancy Smith, Manager, Staff Deployment Center,
American Red Cross

Q&A on OPM Recommendations
Phillip Spottswood (by teleconference),

Medical Policy and Programs, U.S. Office of
Personnel Management
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WORKSHOP SESSION 5: OPERATIONAL MEDICINE

Session Moderator: Bill Fabbri

Session Objectives:

Based on current DHS practices and those of other organizations, provide
information to assess to what extent OHA has provided adequate
guidance, support, and oversight to component agencies in order to
ensure consistency and interoperability among operational medicine
programs across DHS such that:

e adequate medical support is available to law enforcement and other
responder personnel within DHS during operations, and

e detainees are provided access to timely and cost-effective medical
attention prior to transfer of custody.

10:45 am -
12:00 pm Operational Medicine at DHS

William Seifarth, EMS Program Manager, Workforce
Health and Medical Support Division, Office of
Health Affairs, U.S. Department of Homeland
Security

Randy Stair, Supervisory Emergency Services
Specialist Program Manager, Emergency Services,
U.S. Secret Service, U.S. Department of Homeland
Security

Dominic Bowcutt, Paramedic, BORSTAR, Customs
and Border Protection, U.S. Department of
Homeland Security

David Wilson (panel discussion only), Assistant
Chief, Office of Border Patrol Customs and
Border Protection, U.S. Department of Homeland
Security

David Davis (panel discussion only), Deputy
Assistant Director, National Firearms and Tactical
Training Unit, Immigrations and Customs
Enforcement, U.S. Department of Homeland
Security
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12:00 - 12:20 pm

12:20 - 1:10 pm
1:10 - 1:45 pm
1:45 - 3:10 pm

ADVANCING WORKFORCE HEALTH AT DHS

Medical Oversight of DHS Operational Medicine
Programs

Duane Caneva, Medical Liaison Officer, Customs
and Border Protection, U.S. Department of
Homeland Security

Nelson Tang, Director, Division of Special
Operations, Department of Emergency
Medicine; Chief Medical Officer, Center for
Law Enforcement Medicine, The Johns Hopkins
Medical Institutions

Panel Discussion on Operational Medicine at DHS
Lunch
Medical Infrastructure Needs for Detainees

Monique Grame, Assistant Chief Patrol Agent,
U.S. Border Patrol Headquarters, Policy Branch,
Customs and Border Protection, U.S. Department
of Homeland Security

Ivan Zapata, Southwest Border Program Manager
Office of Health Affairs, U.S. Department of
Homeland Security

Duane Caneva (Q& A only), Medical Liaison Officer,
Customs and Border Protection, U.S. Department
of Homeland Security

Operational Medicine in Other Organizations
William Fabbri, Director, Emergency Medical
Support Program Federal Bureau of Investigation,

U.S. Department of Justice

Benjamin Hoffman, Chief Medical Officer,
GE Energy
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Dean Ross, Deputy Chief, Law Enforcement,
Security and Emergency Services, National Park
Service, U.S. Department of the Interior

3:10 - 4:00 pm KEYNOTE ADDRESS
David Weil, Professor, Everett W. Lord
Distinguished Faculty Scholar, Markets, Public
Policy and Law, Boston University School of
Management

4:00 - 4:15 pm Break

WORKSHOP SESSION 6: THE MEDICAL
LIAISON OFFICER PROGRAM

Session Moderator: Craig Vanderwagen
Session Objectives:
Provide information to determine whether the Medical Liaison Officer
(MLO) program is helping to achieve:
e integration of occupational and operational medicine activities
within component agencies; and
e coordination of component medical activities with the Office of
Health Affairs to ensure consistency across DHS.

4:15 - 5:00 pm Panel Discussion on the MLO Program

Duane Caneva, Medical Liaison Officer, Customs
and Border Protection, U.S. Department of
Homeland Security

David McMillan, Medical Liaison Officer,
Immigration and Customs Enforcement, U.S.
Department of Homeland Security

Anthony Macintyre, Medical Liaison Officer, Federal
Emergency Management Agency, U.S. Department
of Homeland Security

Jeffrey Sherman, Medical Liaison Officer,

Transportation Security Administration, U.S.
Department of Homeland Security
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5:00 - 5:15 pm
5:15 pm

ADVANCING WORKFORCE HEALTH AT DHS
LTC Brett Maycock, MLO Branch Chief, Workforce
Health and Medical Support Division, Office of
Health Affairs, U.S. Department of Homeland
Security
Public Comment Period

Closing Comments/Adjourn Open Session

Michael Silverstein, Acting Committee Chair

MEETING THREE: JULY 8, 2013

Keck Building

500 Fifth Street, NW, Room 101, Washington, DC 20001

10:30 - 10:45 am

10:45 - 11:30 am

11:30 am

11:50 am -
12:00 pm

Welcome and Introductions
David Wegman, Committee Chair

Organizational Effectiveness at DHS: Designing to
Deliver

Kathleen Sutcliffe (by teleconference)

Gilbert and Ruth Whitaker Professor of Business
Administration, Professor of Management and
Organizations, Stephen M. Ross School of
Business, University of Michigan

Adjourn Open Session

David Wegman, Committee Chair

MEETING FIVE: AUGUST 27, 2013

(By Teleconference)

Welcome and Introductions

David Wegman, Committee Chair
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12:00 - 1:00 pm  Overview of the Federal Air Marshal Service Medical
Program

Christine Lewandowski, Supervisory Occupational
Health Nurse, Office for Law Enforcement, FAMS
Medical Programs Section, Federal Air Marshal
Service, TSA

Daniel Weeks, Medical Officer, Office for Law
Enforcement, FAMS Medical Programs Section,
Federal Air Marshal Service, TSA

1:00 - 2:00 pm Committee Questions and Discussion

2:00 pm Adjourn Open Session
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Committee Biosketches

David H. Wegman, M.D., M.Sc. (Chair), was named University of Mas-
sachusetts emeritus professor of work environment in 2009 after serving
a 5-year term as dean of the School of Health and Environment. Prior to
serving as dean, he was founding chair of the Department of Work Environ-
ment, which was established in 1987. He also serves as adjunct professor
at the Harvard School of Public Health. Previously he served as director of
the Division of Occupational and Environmental Health at the University
of California, Los Angeles, School of Public Health, and on the faculty at
the Harvard School of Public Health. Dr. Wegman has focused his research
on epidemiologic studies of occupational respiratory disease, musculoskel-
etal disorders, and cancer and has published more than 200 articles in the
scientific literature. He has also written on public health and policy issues
concerning hazard and health surveillance, methods of exposure assessment
for epidemiologic studies, the development of alternatives to regulation,
and the use of participatory methods to study occupational health risks.
He is co-editor with Dr. Barry Levy of one of the standard textbooks in
the field of occupational health, Occupational Health: Recognition and
Prevention of Work-Related Disease. His recent work focused on health
and safety risks among construction workers involved in the building of
the Third Harbor Tunnel and the underground Central Artery in Boston,
and on the relationship between work risks and age among both child la-
borers and older adults. Dr. Wegman served as treasurer of the International
Epidemiological Association and as a member of the Board of Directors of
the International Commission on Occupational Health and as chair of its
Scientific Committee on Epidemiology in Occupational Health. He has been
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an active participant in a number of National Academies expert panels and
was appointed as member of the Standing Committee on Human-Systems
Integration (now the Board on Human Systems Integration) in 2010 and
the Committee on Aerospace Medicine and the Medicine of Extreme Envi-
ronments in 2011. He recently completed service as Chair of the National
Research Council (NRC) Committees on Human Factors in Home Health
Care and on the Review of the National Institute of Disability and Rehabili-
tation Research Portfolio and Outcomes. He previously has served as chair
of the NRC-Institute of Medicine (IOM) Committee on Review of NIOSH
Research Programs, the NRC-IOM Committees on Health and Safety Needs
of Older Workers, and the Health and Safety Consequences of Child Labor.
He has been a member of the NRC Committee on Occupational Health on
Worker Health and Safety on Offshore Wind Farms, NRC Committee on
Mine Safety: Essential Components of Self-Escape, NRC-IOM Committee
to Review the NIOSH Respiratory Disease Program, the Committee on
Musculoskeletal Disorders and Work, the IOM Committees to Review the
Health Consequences of Service During the Persian Gulf War and to Review
Gender Differences in Susceptibility to Environmental Factors. Dr. Weg-
man’s government service has included serving as chair of the U.S. Mine
Safety and Health Administration’s Advisory Committee on the Elimination
of Pneumoconiosis Among Coal Mine Workers, as a member of the Oc-
cupational Safety and Health Administration (OSHA) Standards Advisory
Committee on Metal Working Fluids, and as a consultant to the director
of the National Institute for Occupational Safety and Health (NIOSH) on
the agency’s extramural research program and on research concerning aging
and work. He has also served on the National Toxicology Program’s Board
of Scientific Counselors, the NIOSH Board of Scientific Counselors, and
the Environmental Protection Agency (EPA) Scientific Advisory Board. He
serves as chair of the Epidemiology Review Board for DuPont Corporation
and is past chair of the Occupational Health Advisory Board for the United
Auto Workers and General Motors Corporation. Dr. Wegman is an asso-
ciate editor for the American Journal of Industrial Medicine and a member
of the editorial boards of the Epidemiology Monitor, the International
Journal of Occupational and Environmental Health, Environmental Health
(online), and New Solutions. He received his B.A. from Swarthmore College
and his M.D. and M.Sc. from Harvard University and is board certified in
preventive medicine (occupational medicine).

Edward Bernacki, M.D., M.P.H., is currently executive director of Health,
Safety & Environment and director of the Division of Occupational Medi-
cine at Johns Hopkins University. In this capacity, he manages more than 50
occupational health and employee clinics for the university and for various
corporations across the country manned by Hopkins nurse practitioners
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and physician assistants. The department contracts with more than 500
companies in the mid-Atlantic region, covering nearly 300,000 employees.
Dr. Bernacki is responsible for managing the health and safety programs
that protect Johns Hopkins’ 39,000 employees, and he and his staff have
managed to cut the university’s workers’ compensation costs by more than
$4 million annually through innovative programs in ergonomics-based in-
jury prevention and better management of patient care. Dr. Bernacki’s areas
of expertise include occupational and environmental health and safety,
repetitive stress disorders, health systems management, health information
technology, and workers’ compensation. He previously served as president
of the American College of Occupational and Environmental Medicine
(ACOEM).

Leslie Boden, Ph.D., is professor of environmental health, Boston Univer-
sity School of Public Health. Dr. Boden is an economist, and much of his
research has focused on describing the economic and human consequences
of injuries and illnesses and identifying ways of minimizing those conse-
quences. Over the past several years, Dr. Boden has published studies mea-
suring the income lost by injured workers and the adequacy of workers’
compensation benefits. With Boston University School of Public Health
colleague Lee Strunin, he has also published several studies of the postinjury
experiences of injured workers and their families. More recently, Dr. Boden
has developed new estimates of underreporting of workplace injuries. He
has also written on occupational safety and health regulation, medical
screening, gender inequality, and the legal and public health use of scientific
information. From 1988 to 1997, Dr. Boden served on the Mine Health
Research Advisory Committee of the Department of Health and Human
Services, which he chaired for 6 years. In 2001-2002, he was a member of
the Worker Advocacy Advisory Group, which advised the Department of
Energy on occupational disease compensation. He was a member of the
Institute of Medicine (IOM)/National Research Council (NRC) Committee
to Review NIOSH Research Programs: Traumatic Injury. He is currently
a member of the Scientific Advisory Board of the Institute of Work and
Health and is also an advisor for the National Economic and Social Rights
Initiative.

Tom Cairns, D.B.A., M.S., is a principal and chief career coach for the
Cairns Blaner Group, to which he returned in June 2009 after serving a
presidential appointment as chief human capital officer (CHCO) for the
U.S. Department of Homeland Security (DHS) under Presidents George W.
Bush and Barack Obama. As CHCO for DHS, Dr. Cairns was responsible
for human resource management and training for more than 200,000
employees. He also is currently an associate professor of business and

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

348 ADVANCING WORKFORCE HEALTH AT DHS

management at Azusa Pacific University. Prior to founding the Cairns Blaner
Group in 2007, he was senior vice president, human resources for NBC and
NBC Universal, a division of General Electric Company. Dr. Cairns spent
30 years at General Electric managing local, regional, and national human
resource organizations. He has demonstrated success in leading human
resource organizations in the private and public sectors, supporting execu-
tives in a high-performance culture. He is acknowledged for creating and
staffing complex organizations that consistently deliver business results.
His expertise includes talent management, career coaching, executive de-
velopment, organization design and staffing, employee and labor relations,
and mergers and acquisitions. He is currently a member of the President’s
Advisory Council at Nova Southeastern University, and previously served
on the Board of Trustees for The Kings University, as accreditation commis-
sioner for the Transnational Association of Christian Colleges and Schools,
on the Board of Directors for Workplace Hollywood and Teen Challenge,
and as a local and national member of the Society for Human Resource
Management and the American Society for Training and Development.
He was also a member of the United States Air Force. Dr. Cairns holds a
doctorate in business administration and an M.S. in human resource man-
agement from Nova Southeastern University and a B.S. in commerce from
Rider University. He has received additional training from General Electric’s
Management Development Institute in Six Sigma, change management,
facilitation, advanced human resources management, positive management
leadership; master certification in high-performance systems from Belgard,
Fisher, Raynor, Inc.; and certification in predictive index from Praendix,
Inc. Dr. Cairns has authored, co-authored, and presented numerous articles
on human resource management and leadership and serves on the editorial
advisory board for Employment Relations Today.

Richard H. Carmona, M.D., M.P.H., FACS, born to a poor Hispanic family
in New York City, experienced homelessness, hunger, and health dispari-
ties during his youth. These experiences sensitized him to the relationships
among culture, health, education, and economic status and shaped his
future. After dropping out of high school, Dr. Carmona enlisted in the U.S.
Army, earned his general equivalency diploma, and went on to become a
combat-decorated Special Forces Vietnam veteran. He then attended Bronx
Community College of the City University of New York through an open
enrollment program for veterans, receiving an associate of arts degree.
He subsequently received B.S. and M.D. degrees from the University of
California, San Francisco. At the University of California Medical School,
Dr. Carmona was awarded the prestigious gold-headed cane as top grad-
uate. Trained in general and vascular surgery, Dr. Carmona also completed
a National Institutes of Health—sponsored fellowship in trauma, burns,
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and critical care. He was then recruited jointly by the Tucson (Arizona)
Medical Center and the University of Arizona to start and direct Arizona’s
first regional trauma care system. He went on to become chairman of the
State of Arizona Southern Regional Emergency Medical System and a
professor of surgery, public health, and family and community medicine at
the University of Arizona. He is also a fellow of the American College of
Surgeons. Public health came as a second career after Dr. Carmona returned
to graduate school while working in order to complete a master’s degree
in public health at the University of Arizona. His interest in public health
stemmed from the realization that most of his patients’ illnesses and injuries
were completely preventable. He also has served for more than 25 years
with the Pima County Sheriff’s Department in Tucson, including as deputy
sheriff, detective, SWAT team leader, and department surgeon. He is one
of the most highly decorated police officers in Arizona, and his numerous
awards include the National Top Cop Award, the National SWAT Officer
of the Year, and the National Tactical EMS Award. Dr. Carmona is a na-
tionally recognized SWAT expert and has published extensively on SWAT
training and tactics, forensics, and tactical emergency medical support.
Dr. Carmona also has served as a medical director of police and fire depart-
ments and is a fully qualified peace officer with expertise in special opera-
tions and emergency preparedness, including weapons of mass destruction.
In 2002 he was nominated by the President and unanimously confirmed by
the U.S. Senate to become the 17th Surgeon General of the United States.
Dr. Carmona was selected because of his extensive experience in public
health, clinical sciences, health care management, and preparedness and his
commitment to prevention as an effective means to improve public health
and reduce health care costs while improving the quality and quantity of
life. As Surgeon General, he focused on prevention, preparedness, health
disparities, health literacy, and global health to include health diplomacy.
He also issued many landmark Surgeon General communications during his
tenure, including the definitive Surgeon General’s Report on the dangers of
secondhand smoke. Dr. Carmona has published extensively and received
numerous awards, decorations, and local and national recognitions for his
achievements. A strong supporter of community service, he has served on
community and public and private national boards and provided leader-
ship to many diverse organizations. In 2006, Dr. Carmona successfully
completed the statutory 4-year term of the U.S. Surgeon General and was
named to the position of vice chairman for Canyon Ranch, the country’s
leading health and wellness company for more than 30 years. He also serves
as chief executive officer of the company’s Health division and oversees
health strategy and policy for all Canyon Ranch businesses. He is president
of the nonprofit Canyon Ranch Institute, the first distinguished professor of
public health at the University of Arizona’s Zuckerman College of Public
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Health, a professor of surgery and pharmacy at the University of Arizona,
and the dean’s distinguished professor of health promotion and entrepre-
neurship at the Ohio State University College of Nursing.

Cherryl Christensen, D.O., M.S., FACOEM, is currently corporate medical
director at Procter & Gamble (P& G) Company. In her role at P& G, she has
overall responsibility for on-site health programs for 130,000 employees in
more than 80 countries, including the global medical network, the global
employee assistance program, travel medicine, and executive health, deliv-
ering services to P&G employees in 190 clinics around the world. She is
also on the board of directors of the Global Health Benefits Institute and
the Cigna Medical Advisors Council. She serves on the faculty at the Uni-
versity of Cincinnati College of Medicine as an adjunct clinical professor
of occupational medicine. Dr. Christensen came to P&G after completing
her residency in occupational and environmental medicine and serving on
the staff at University of Cincinnati Hospitals in the Department of Occu-
pational and Environmental Medicine for 7 years. Previously, she worked
at the U.S. Navy Environmental Health Center, Occupational Medicine
Division, in Norfolk, Virginia, where she developed worldwide occupa-
tional health standards, reviewed complex disability claims, inspected oc-
cupational medicine clinics, lectured extensively on professional topics,
performed health hazard evaluations, and represented Navy occupational
medicine on selected issues to outside organizations. Dr. Christensen began
her work in occupational medicine as medical officer at Norfolk Naval
Shipyard, Portsmouth, Virginia, where she was responsible for providing
primary, emergency, and occupational medical care (fitness-for-duty, dis-
ability, and surveillance evaluations) for 12,000 employees. She received
her doctorate in osteopathic medicine and surgery from the College of
Osteopathic Medicine and Surgery in Des Moines, Iowa, and an M.S. in
environmental health from the University of Cincinnati College of Medi-
cine. She is board certified in occupational and environmental medicine.

Don E. Detmer, M.D., M.A., is professor emeritus and professor of medical
education in the Department of Public Health Sciences of the School of
Medicine at the University of Virginia, Charlottesville. He is also visiting
professor at the Centre for Health Informatics and Multi-professional Edu-
cation at University College London. Currently, he serves as a member of
the National Quality Forum’s Common Formats Expert Panel, as well as
other advisory boards. Dr. Detmer most recently served as medical director
for advocacy and health policy for the American College of Surgeons. Previ-
ously, he was president and chief executive officer of the American Medical
Informatics Association from 2004 to 2009. Dr. Detmer earned an M.D.
from the University of Kansas and an M.A. from Cambridge University.

Copyright © National Academy of Sciences. All rights reserved.



Advancing Workforce Health at the Department of Homeland Security: Protecting Those Who Protect Us

APPENDIX G 351

He trained as a surgical resident at Johns Hopkins Hospital and Duke
University Medical Center. He served as inaugural health policy fellow at
the IOM, where he fostered the development of the Robert Wood Johnson
Health Policy Fellows Program. Dr. Detmer was elected to IOM member-
ship in 1991 and chaired the landmark 1991 IOM report on computer-
based patient records. Also in 1991, he began an 11-year term on the IOM’s
Board on Health Care Services, including 8 years as chair. He served on the
IOM committees that issued the seminal reports To Err Is Human: Building
a Safer Health Care System (2000) and Crossing the Quality Chasm: A
New Health Care System for the 21st Century (2001). He chaired the IOM
Membership Committee from 2009 to 2011 and received the IOM Walsh
McDermott Award in 2009. Most recently, he served on the IOM Com-
mittee on the Future Information Architectures, Processes, and Strategies
for the Centers for Medicare & Medicaid Services and the IOM Committee
on Patient Safety and Health Information Technology.

Ellen P. Embrey is president and chief executive officer of Stratitia, Inc., a
strategy and management consulting firm specializing in supporting clients
that serve the health care, national security, and information technology
sectors. She also is a counselor in The Cohen Group, a firm that provides
global business consulting services and advice on tactical and strategic op-
portunities in virtually every market. Ms. Embrey has extensive executive
and program leadership experience in the executive branch of the fed-
eral government. In her last federal role, she served as assistant secretary
of defense (health affairs) and director, TRICARE Management Activity
during the presidential transition period in 2009-2010. In that capacity,
she led and managed the Military Health System, a $47 billion/year defense
health program employing more than 200,000 health professionals serving
more than 9.6 million service members, retirees, and their families in more
than 70 hospitals and 500 clinics and laboratories around the globe. As
deputy assistant secretary of defense (force health protection and readiness),
Ms. Embrey orchestrated significant improvements in Department of De-
fense (DoD) policies and programs during 2002-2009, affecting deployment
and combat casualty medicine, health promotion and preventive medicine,
medical readiness, and public health emergency preparedness and response.
As DoD’s “line of action” lead for addressing traumatic brain injury (TBI)
and posttraumatic stress disorder (PTSD), she led collaborative efforts to
identify gaps and prioritize investments in TBI and PTSD research, align
clinical best practices of DoD and the Department of Veterans Affairs (VA),
and establish new U.S. International Classification of Diseases (ICD)-9
codes for TBI diagnoses and treatment based on DoD/VA experience. At the
secretary of defense’s request, Ms. Embrey led a landmark study of sexual
assault in the military, making recommendations that led to widespread
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reforms in this area across the Department. Throughout 2001, during the
presidential transition period, she served as assistant secretary of defense
for reserve affairs, shaping policies affecting the readiness and use of the
National Guard and Reserves in both federal and state status. From 2000
to 2001, she served as chief of staff of that office, and from 1998 to 2001 as
deputy assistant secretary of defense for military assistance to civil authori-
ties, developing policies that shaped the role of the National Guard and
Reserve components in supporting homeland security, disaster prepared-
ness, and national disaster response capabilities, including advising the
President on such matters in the days and weeks following September 11,
2001. Over her distinguished 35-year federal career, Ms. Embrey received
many awards, the highest of which include two Secretary of Defense Dis-
tinguished Civilian Service Awards (2001 and 2004) and two Presidential
Meritorious Executive Rank Awards (2006 and 2009).

William Fabbri, M.D., FACEP, is medical director of the Emergency Med-
ical Support Program, Office of Medical Services, at the Federal Bureau of
Investigation (FBI). His duties include those of principal advisor to the FBI
for medical support of contingency operations. The Emergency Medical
Support Program provides emergency, primary care, and preventive medi-
cine services during complex or prolonged investigative and crisis response
missions of the FBI, both domestically and overseas. The program employs
FBI special agents cross-trained as flight and critical care registered nurses,
physician assistants, and advanced capability paramedics, supervised by
federal physicians. This capability has been used in major investigations
including the bombing of the USS Cole; the terrorist attacks of September
11, 2001; and the anthrax investigations in Florida, New Jersey, New York,
and Washington, DC, as well as in support of large-scale law enforcement
operations in New Orleans following Hurricane Katrina and in Puerto
Rico during operation Guardshack. Dr. Fabbri is a graduate of New York
Medical College, subsequently training in general surgery at Boston City
Hospital and in emergency medicine at Johns Hopkins Hospital. He is a
board-certified specialist in emergency medicine and has served in both
field- and hospital-based capacities in industrial and transportation ac-
cidents, natural disasters, and law enforcement critical incidents. Previous
positions held include attending physician at an academic trauma center,
community hospital assistant director of emergency services, regional emer-
gency medical system consult physician, state emergency medical services
regional chairperson, urban search and rescue team physician, and super-
vising Air National Guard flight surgeon.

Janie Gittleman, Ph.D., M.R.P,, is currently chief of Occupational Safety,
Health & Environmental Compliance (FAC-3A) Mission Services, Office of
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Facilities and Services, Defense Intelligence Agency. Previously, Dr. Gittleman
was associate director for safety and health research at the Center to Pre-
serve Workers’ Rights (CPWR)-Center for Construction Research and
Training (the National Construction Center funded by the National Insti-
tute for Occupational Safety and Health [NIOSH]). There she oversaw and
conducted intra- and extramural research on construction safety and health
for a decade. Prior to her work at CPWR, she served as a NIOSH-based
public health officer and senior scientist for the Office of the Secretary of
Health during the September 11, 2001, and anthrax events. There she de-
veloped and reviewed state-based proposals for bioterrorism resources and
developed benchmarks for evaluating the use of funds. While at NIOSH,
she also served as branch chief of the Hearing Loss Prevention and Surveil-
lance Branches at the Pittsburgh Research Laboratory. Early in her career,
Dr. Gittleman conducted health hazard evaluations nationwide and partici-
pated in the Epidemic Intelligence Service (EIS) program of the Centers for
Disease Control and Prevention (CDC). As an EIS officer, she oversaw and
managed the Adult Blood Lead Epidemiology and Surveillance Program,
tracking adult lead exposures both in the United States and abroad. Her
most recent funded research and publications have been focused on safety
climate, performance metrics, and fall prevention. Dr. Gittleman serves on
numerous national committees and workgroups, including the Science Board
of the American Public Health Association, the Bureau of Labor Statistics’
Data Advisory Group, and the National Occupational Research Agenda
(NORA) Construction Sector Council. She is a reviewer for journals in the
field of occupational safety and health research and chairs numerous CDC
grant review committees. She received her master of regional planning
degree in health planning and a Ph.D. in occupational epidemiology from
Cornell University.

William “Bill” L. Lang, M.D., M.P.H., is a distinguished graduate of the
U.S. Military Academy at West Point. He completed his M.D. degree at the
Uniformed Services University of the Health Sciences and a family practice
residency at Madigan Army Medical Center, Fort Lewis, Washington, be-
coming a board-certified family physician. After residency, Dr. Lang joined
the faculty of the military’s largest family practice training program at
Fort Bragg, North Carolina, receiving academic appointments at both the
University of North Carolina and the Uniformed Services University of the
Health Sciences. He also had collateral assignments supporting the Army’s
82nd Airborne Division and the Joint Special Operations Command. While
assigned at Fort Bragg, he attended the University of North Carolina at
Chapel Hill, School of Public Health, receiving a master of health care
administration degree. Dr. Lang’s next assignment was as the physician
member of “Task Force Mercury,” chartered by the Army Surgeon General
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to develop the Army’s approach to managing medical information in the
21st century. The resulting document became the basis for information
management policy and doctrine for Army medicine over the next decade.
Dr. Lang then served for 3 years as Army White House physician, and sub-
sequently as physician consultant for medical information management on
the staff of the Army surgeon general, with simultaneous duty as director
of clinical information requirements for DoD. During this time, he was co-
lead in developing the clinical and operational requirements and funding
strategy for the military’s global electronic health record. In late 2000,
Dr. Lang returned to the White House Medical Unit as deputy director and
deputy physician to the President, becoming director of the Medical Unit
in 2006. In these positions, he served as chief operating officer, responsible
for day-to-day worldwide operations, including personnel and budget,
for both classified and unclassified programs. Here his responsibilities in-
cluded coordinating medical preparations for White House travel around
the world; emergency/urgent health care services for White House visitors
and the 5,000 White House staff members; occupational health services for
the White House staff; and medical aspects of planning/response for mass
casualty, terrorism, pandemic, and weapons of mass destruction events,
supporting White House operations. Dr. Lang retired from the Army in
2008 as a colonel after 29 years of service. His final assignment, in which
he continued in civilian service after retirement, was as associate chief
medical officer for component services, Department of Homeland Security.
In this position, he was the lead consultant to the senior leadership of the
Department for public health and medical issues affecting their operations
and staff. Additionally, he was responsible for departmental-level support
of the medical aspects of occupational safety and health programs, force
health protection (including chemical/biological/radiological preparedness),
and operational medical support. Since leaving government service, Dr.
Lang has provided independent consulting services and served as a senior
director for a major international health information service; he currently
provides direct care support and medical advisory services for a private
corporation in New York.

Michael A. Silverstein, M.D., M.P.H., recently retired from his post as
assistant director for industrial safety and health in the Washington State
Department of Labor and Industries after directing the state’s occupational
safety and health program for 10 years. Dr. Silverstein is currently a clinical
professor of environmental and occupational health at the University of
Washington, School of Public Health. He previously held positions in the
Washington State Department of Health as state health officer and epide-
miologist and spent 2 years in Washington, DC, as director of policy for
the Occupational Safety and Health Administration (OSHA). For 15 years
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before this, he was assistant director for occupational health and safety
with the United Automobile Workers Union in Detroit. Dr. Silverstein has
practiced family and occupational medicine in Michigan and California.
He holds degrees from Harvard University; Stanford Medical School; and
the University of Michigan, School of Public Health. He is board certified
as a specialist in occupational medicine. He has been an active member of
several professional associations, including the American Public Health
Association, where he served as chairman of the occupational safety and
health section, and the American College of Occupational and Environ-
mental Medicine, where he was a member of the Ethics Committee. He
spent 2 years as chair of the National Advisory Committee on Occupational
Safety and Health (NACOSH). Dr. Silverstein has authored numerous scien-
tific research and policy articles, including recent publications on the regula-
tory process, the aging workforce, the future of OSHA, and asbestos cancer
risk assessment. He has served on several IOM committees, including the
Committee on Aerospace Medicine and Medicine of Extreme Environ-
ments, the Committee on NASA’s Research on Human Health Risks, the
Committee to Review NASA’s Space Flight Standards, the Committee to
Review the NIOSH Hearing Loss Research program, the Committee on the
Health and Safety Needs of Older Workers, and the Committee on Health
and Safety Implications of Child Labor, as well as the Transportation Re-
search Board’s Committee on Offshore Windfarm Worker Safety.

David N. Sundwall, M.D., is a primary care physician and professor of
public health (clinical) at the University of Utah, School of Medicine.
Dr. Sundwall served as executive director of the Utah Department of Health
from January 2005 to January 2011, during which time he was also chair
of the Utah Health Information Technology (HIT) Governance Consortium.
Previously, he was president and subsequently senior medical and scientific
officer of the American Clinical Laboratory Association. Before that he
was vice president and medical director of American Healthcare Systems.
His experience in the federal government includes serving as administrator,
Health Resources and Services Administration (HRSA), U.S. Department of
Health and Human Services; assistant surgeon general in the Commissioned
Corps of the U.S. Public Health Service; and director of health and human
resources staff for the U.S. Senate Labor and Human Resources Committee.
He currently serves as vice chair of the federal Medicaid and Children’s
Health Insurance Program (CHIP) Payment and Access Commission. Dr.
Sundwall is a member of the IOM Committee on Health Threats Resilience,
and previously served on the Planning Committee on Workforce Resiliency
Programs and the Committee on Integrating Primary Care and Public
Health. He is a member of the Utah Medical Association, the American
Academy of Family Physicians, the Association of State and Territorial
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Health Officials (ASTHO) Alumni Society, the Utah Public Health Associa-
tion, and the Reserve Officers Association. Dr. Sundwall earned his B.A. at
the University of Utah and his M.D. at the University of Utah, College of
Medicine, and completed further medical training at the Harvard Family
Medicine Residency Program.

RADM (ret.) W. Craig Vanderwagen, M.D., is a senior partner with Martin,
Blanck & Associates, a health care consulting firm that provides critical
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