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ABSTRACT

The problem of evaluating and improving the reliability of
military electronic equipment is of great importance. The problem
is made diffiecuit by the increasing eomplexity of electronic gear,
the étringent performance requirements, and the severity of opera-
ting environments, particularly in aircraft and missiles. Relia-
bility is & systems problem end is discussed from this peoint of
view in seven sections dealing with: general background of the
problem, tube reliability, component reliasbllity, system reliability,
personnel and orgasnizational factors, theory of reliability, and
application of the theory to military electronics. The concept of
critical complexity is introduced, snd a new approach, reliebility
contrel, is suggested as an effective means of achieving eand main=-
taining reliability in the development, production, and use of comw

plex electronic systems.
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INTRODUCT ION

The increasingly serious problem of relisbility in military
electronic equipment has received considerable emphasis duriné the
past two years. There are several programs to obtain relisbility
data in the field and to lmprove tube and component reliability,
and a study of the problem hes been made by the Research and Devel-
opment Board. To date, however, there has been no unified review of
the technical and quantitative aspects of the reliability problem.

This paper is a status report whose purpose is to outline the
general problem of reliability in military electronic equipment, to
summarize the results of current relisbility programs, and to develop
a tentative theory of reliability for evaluation end prediction.

In a problem of such broad scope and complexity it is impossible
to consider in detail the many new developments in £ubes, components,
materials, and techniques aimed at better performence capability.
These advances in the reapidly expanding art of electronics will un=-
doubtedly affect the reliability of future electronic systems, but
whether they will improve or further degrade reliability cen at pre-
sent only be gauged from field experience. Attention has therefore
been limited to those activities which are specifically aimed at re-
liability and which are based on field date.

It is hoped that this report will stimulate interest, first in
relisbility as a quantitative measure of quality in complex electronic
systems, and second, in reliability control as an effective part of

systems engineering, necessary to achieve and meintain relisbility.
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BACKGROUND OF THE PROBLEM

The scope and magnitude of the military electroniec reliability
problem will be outlined in this section. It will be shown that
the probtlem is both importgnt and costly. BSome of the msjor reasons
for unreliability will be considered and a method for dealing with
the problem, relisbility control, will be summarized. The stage
will then be set for the discussion of current reliability efforts

and results to date, in Sections 2 = T.

Low Relisbility of Military Electronic Equipment is =a Serious Problem

Remarkeble technological advances have been made in the field
of electronics during the past decade. The impact of these develop-
ments on militery activities has been dramatic and far-reaching.
During World Wer II, redar, the proximity fuze, fire-control equip=-
ment, and soner pleyed crucial roles in winning the victory. Gince
V-Day the importance of electronics in warfare has greatly increased.
It has brought about re%olutionary changes in the rapidity and range
of commumnication, in the speed and precision of controlling modern
weapons, and in the detection and tracking of enemy weapons. To

realize these potentiamlities it is imperative that electronic equip-

ment operate relisbly in the field. Yet it is generally agreed that

present electronic eguipment is unreliable tc a sericus degree. For

example, a recent widely distributed report (Ref. 2) states that
in 1950 only ebout one third of Navy electronmic equipment was opera=-

ting properly.
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1.2 Unrelisble Equipment is Costly in Operations, Materiel, and Personmnel

Electronic failures have three serious effects. In tﬁe first
place, failures in critical equipment jeopardize the success of
vital military missions and may endanger the lives of milipary and
civilian personnel. Excessive failures in airborne radar, for ex-
ample, could degrade the effectiveness of en air defense system.

Secondly, electronic failures exact drastic economic penalties
through heavy upkeep costs. It has been estimeted that the cost of
maintenance and replacements during the life of military electronic
equipment is at least ten times the original cost of the gear (Ref.
41). BSuch an ypkeep would be intolerable in television sets or
home radios. With an expenditure of 4 billion dollsrs for military
electronic equipment during fiscal year 1953, it is cleerly import-
ant to cut down on this high support cost. Again, the strain im=-
posed on production, supply, end storage facilities is indicated by
the estimate that for every tube in the socket there is one on the
shelf and eight in the pipeline. Thus only about 10 percent of the
tubes purchased for the military are in use and 90 percent are mov-
ing in as replacements. Thus the excessive replacement of electronic
parts diverts production, consumes shipping and storage space, and
ebsorbs many manhours in paperwork.

Finally, unreliable electronic equipment imposes a heavy bur-
den on the services by requiring many skilled electronics mainten=-
ence personnel. The shortage of such men, the long training period

required, the rapid turnover and the lack of career incentives for
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such high caliber enlisted personnel, are all factors which make
this & particularly scute problem. Some idea of the number of men
needed is given by the rough statistic that one electronic techni=~
cian is required for every 250 tubes. Thus an aircraft carrier with
a total of 12,000 tubes must have sbout 50 electronics maintenance
men. Indeed, so0 serious is the personnel problem that & post-war
study (Ref. 3) by electronics experts reached the following conclu=-
sionss
t*Military electronics would reguire seversl times as many men

as would be available in the event of war. Electronic equipment is

gbsolutely imperative for combat effectiveness, yet it will fail in

a large proportion of cases through lack of meintenance personnel

in time of war.!! The radical solution reached was that ''The de-

sign of all quantity production electronics equipment must be such

thet no maintenance whatever is required for the life of the equip-

ment".

It is clear that relisbility is a serious problem. The next

section will consider one of the underlying reasons =~ complexity.

One of the Causes for Electronic Unreliability is the Increasing

Complexity of New Wespons

Electronic equipment is a mejor psrt of many of the new and im=-
proved wespons now being planned and developed. Their performance
depends strongly on the increased speed, range and accuracy of com-
munication, control, and detection offered by modern electronics.

To achieve these performance goals, increasingly complex eguipment
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has been developed and this complexity has in turn led to serious
relisbility problems which threaten the effectiveness, availabllity,
and success of these vitally~needed new weepons.

For example, a recent report (Ref. 2) states that the number of
vacuum tubes on destroyers rose from 60 in 1937 to 3200 in 1952, a
growth of 50 in electronic complexity. The same report elso cites
examples of ground and airborne electronic systems with several
hundred tubes, and it is well known that some military equipments
have & thousand or more tubes.

In guided missiles the problem of electronic reliability is
particularly scute and is probably the major factor in determining
when missiles become operationsl (Refs 5).

The effects of complexity on reliability lie in three areas:
the parts (tubes, resistors, etc.), the system, and the operating and .
meintenance personnel. The primery reascn why increased complexity
has resulted in lower relisbility is of course that with more parts
there will be more feilures. In fact, if the relisbility of the
parts is not changed but the number of parts in a system is increased,
say, 5=fold, then the failure rate of the equipment will also be in-
creased by a factor of five. Thus if the simple equipment had a 5
percent failure rate, the complex equipment has & failure rate of 25
percent, and the reliability has dropped from 95 to 75> percent.

In concept the solution to the complexity problem is simple:

Decrease the part failure rates by the same factor that complexity

is increased. This has not been done for most present complex
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equipments and the result is the current low reliability.
The secondary reasons why complexity lowers reliability involve

system engineering and personnel. Complex systems tend to be more

difficult to design, test, fabricate, maintain, and operate. More
knowledge, experience, and skill are needed in each of these phases
to offset the effects of complexity.

It is unreslistic to expect to achieve the high performence

capabilities reguired of military electronics without complexity.

Consequently the relisbility problem can be solved only by drastic
improvements in the areas mentioned sbove. This is not to say that
simpliification should not be pursued wherever possible - simplifi-
cation to the essentials is urgently needed, but the essentials

will still be compleX.

Severe Environmental Conditione Cause Failures

Military electronic equipment must withstand a variety of
severe environments. Mechanical stresses due to shock, vibration,
end accelerstion are high. These occur in shipping and handling
for 81l types of equipment. For example, during the Pacific War up
to 60 percent of airborne equipments shipped to the Far East
theater were dsmaged on arrivel and &s much a&s 50 percent of the
eguipment and sparec in storage became unservicable before use
(Ref. 6). Gunfire in tanks, aircraft, and ships ceuses strong
shocks, as does leunching and bocster separation in guided missiles.

Weight and space requirements in eircraft and missile equipment
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favor fragile mechanical construction and meke cooling difficult.
Pressure,ltemperature, humidity, dust, and fungus sre all sources
of feilure in equipment which may have to operate under arctic,

desert, or tropical conditions and at extreme asltitudes.

1.5 Irprovement of Reliability is Slowed by the Shortage of Good
Technical Date

There are five types of informetion which are necessary for

the evaluatior and improvement of relisbility:

(1) Relisbility Requirements: Without quantitative require-

ments for electronics systems and major components
there is little incentive to design or test for relis-
bility. The relisbility of a radar is just as impor-

tant a military cheracteristic as its renge.

(2) Environmentel Conditions: Data on the setual environ-

ments under which electronic parts snd systems must
operate are scattered, incomplete, and inconsistent.
In meny specifications the environmental requirements
are unrealistic or tend to be based on existing envir-

onmental testing equipment rather than field conditions.

(3) Tube and Component Reliability Data: There are few

good data on the reliability of standard electronic
parts in military environments. Consequently the de-

signer, even if he had complete environmental data,
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would be unable to select the best tubes and compon-
ents for his application. By ''good reliability data'!
is meant statistical informetion on the time to faile
ure of tubes and components in known equipments under
reslistiec conditions. By the seme token, lack of such
primery data handicaps the general ilmprovement program,
since the most Important trouble areas cannot be identi-

fied for priority and ection.

Cause wof=Fajlure Data: It is obviously impossible to

improve unrelisble parts and systems unless there is
information as to why equipment is failing. To improve
existing gear and to avoid the same mistakes in new
eguipment a feedback of cause-ofnfailure.data from the
field is needed. This information requires careful
technical effort and cannot generally be obtained from
routine maintenance personnel. Cause=cf=-fzilure data
are separate from the survey type data on reliability
mentioned in the preceding paregraph. Thus relisbility

data are of two types:

(a) Survey Data: What is feiling eand what is its

failure rate?
(v) Cause Data: Why is it failing?

The survey data are needed to determine the relisbility

of equipment and to indicate the most important trouble
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spots. The cause-of-failure data are then needed to

actually make the improvement.

(5) Reliability Design Data: Much reliability knowledge

exists in the electronics industry in the form of deelgn
and operating experience. Unfortunately the lessons
which have been learned in tube and component design and
mpplicaetion, and in circuit and system design {e.g., Ref.
7) are often not available on projects, either beceuse
this knowledge has not been gathered and put imto useful
form or because it has not been properly distributed.
Thus every new crop of designers tends to repeat the
pame unnecessary mistakes, with resultant low reliabil-
ity. Defects which occurred and were eliminated in
World War II equipment are again being found in present

gears.

In addition to these hardware considerations, personnel and
orgenization factors must be considered in relisbility and s useful

brezkdown of the entire problem will now be discussed.

1.6 The Five Areas of Relisbility

Tt is convenient to split the electromic relisbility problem

into five areas:
Tubes
Components
Systems
Personnel

Qrganization
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In each area there may be defects which cause electronic
failures in the field, and in each area there are problems of
evaluating the reliability, determining cause of failure, and
meking improvements. Tubes include all types of electron tubes,
most of which sre receiving tubes. Components comprise all non-
tube electronic and mechanical parts such as resistors, capacitors,
trensformers, switches, connectors, relays, meters, etc. A tube or
componentlis defective if it fails under expected military usage,
not because of improper application or ebuse. Such inherent de-
feets may usually be attributed to faulty desién or manufacture.
An electronic system, such as radar, is an assemblage of electro-
mechanical parts functionally interrelated to perform & specified
function; it includes test and suxiliary gear necessary for the
functioning of the prime equipmenf. System defects are falilures
basically due to errors, omissions, ignorance or bad judgment in
designing or menufacturing the system. Exemples are faulty choice
or application of tubes or components; failure to design for normel
transportation or design shocks or for severe or unusual environ-
ments such as fungus, dust, humidity, or heat and cold; and failure
to provide adequate test gear. Personnel includes everyone who
comes into direct physical contact with the equipment in any phase-
from manufacture to end use, including febricetion, assembly, in-
spection, packing, shipping, storage, installation, testing, opera-
tion and meintenance. Personnel failures may occur in any of these

phases. Organization is a loose term including other activities
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1.7

and personnel in both government and industry which affect relis-
bility of military electronic equipment but which are not in direct
contact with the system. Examples of organizational defects are
faulty systems planning, insufficient field testing of equipment be=
fore production, failure to provide necessary spare parts and suffi-
cient maintenance personnel, and inadequate feedback of field fail-
ure data to designers.

The five aress overlap and are interrelated. Nevertheless
they providera framework within which the various reliability programs
can be discussed. Before doing this, however, the role of reliabil-
ity in the development and use of & weapon system will be outliped

to conclude this background section.

Electronic Reliability is & Womb-to«Torb Probler in Complex Weapon

Systems
Electronic relisbility is only one important aspect of the

general problem of weapon system relisbility. Electronic equipment
must be used in conjunetion with other equivment and men as part of
a weapon system. In & bomber aircraft, for example, the weapon
system includes not only the communication-radio-rader gear, but
fire-control equipment, engines, hydraulic and fuel systems, and
crew, all of which contribute to the performance and relisbility of
the system. To effectively play its role, the electronic eqﬁipment
must be integrated into the weapon by means of systems enginéering.

The systems approach in the development of air weapons has been
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discussed extensively by Major General D. L. Putt of the Air Force
Research and Development Commend (Refs. 8 and 9). In order to put
relisbility into perspective it will be useful to summarize the

mejor characteristics which must be considered in planning, devel=-

oping, procuring end using a wesapon system.

System Criteria

There are seven factors which determine the overall military
and economic vorth of & weapon system. These are (1) Performance
Capability, (2) Reliability, (3) Accurecy, (4) Vulnerability,
(5) Opersbility (ease of operation by service personnel), (6)
Mointainability (ease of maintenence), and (7) Procurability
(including producibility, availability in time, and ease of logis-
tics supply).

An optimum weapon system achieves the most effective balance
of these factors for the least cost to the nation. While certain
of these criteria msy be in conflict (for example, extreme perform-
ance and relimbility), it is important to note that engineering
improvements for reliability (e.g., simplicity, interchangeability,
and accessibility) will in many cases also improve operability,
maintainability, and producibility, with a net.gain in system worth.

The system approach also shows that reliability must be consi=
dered in all phases of the system from '‘womb-to-tomb''. This con-
sideration is particularly importent in guided missiles. The life

cycle for electronic equipment is shown in Figure 1 (Ref. 2)
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and in more detail in Figure la. Reliability showld be ccnsidered
at each of these phases during development and early Tield fests.
In the later period when the equipment has been put into operation-

a2l use, a continuous monitoring of relisbility is necessary, with

feedback of relisbility information as shown.

Reliebility Control

In order to solve the difficult problem of reliebility in a
complex weapon system it is necessary to organize and direct the
technical effort. This organized systems activity has been called
reliebility control (Ref. 5). It is the systems analog to compon-
ent quality control used to maintein quality in manufactured come

ponents. Relisbility control is the coordination and direction of

technical reliability activities throuch scientific planning from

a2 systems point of view.

There is no sharp distinction between relisbility control and
the usual engineering methods of improving reliability. Neverthe-
less, it is important to recognize that relilability control differs
in degree from conventional engineering in three respects: first,
overall system plenning is emphasized; second, statisticel analysis
of failure data is used as a control; and third, constant surveil-
lence of the system through feedback of failure date is required in
all phases of development, production, and use.

Relisbility control consists of the following cycle of five

stepss
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DEVELOPMENT

Selection for
engineering & production

Goordination of performance
& reliability requirements

EQUIPMENT IN ENGINEERING
ANT MANUFACTURE

Procedures
for introduction to field

Coordination with training
activities

EQUIPMENT IN FIELD

Courtesy of '
© Vitro Corporation of Americo !

N

_—
S

Research

MATERIALS
PRINCIPLES

|

[TSTANDARDIZATION
MINIATURIZATION

New equipment
design concepts

UNITIZATION
MAINTENANCE MINIMIZATION

CIRCGUITRY
APPLICATION OF NEW TYPE PARTS

New type component
parts {inciuding parts)

UBSTITUTES FOR EXISTING TYPES OF PARTS
EwW CONCEPTS

b

TMANUFACTURING
Machine ftechniques

New production
techniques

Assembly techniques
TESTS

Test design

Test equipment
| Automatic technigues

TPHYSICAL AND ELECTRICAL STABILITY
Age

Gomponent parts improvement] |

{including tubes)

Emwironment
Exponded ratings

ELECTRICAL UNIFORMITY
APPLICATION DATA

[TCOMPONENT PART APPLICATION
MATERIALS SELECTION
LAYOUT AND PACKAGING

Engineering standards

EQUIPMENT
Conventional

Miniaturized

Unitized
Expendable
Subsidiary

TEQUIPMENT
PARTS

Specificafioné

MATERIALS
| | STANDARDS

PROGEDURES
TYPE APPROVAL TESTS

[EQUIPMENT
PARTS
MATERIALS

/

Manufacturing standards

QUALITY CONTROL
Sampling anc statistical analysis
Inspection procedure

Test procedure
| IMPROVEMENT OF EXISTING TECHNIGUES

[INTERFERENGE REDUCTION

Installation engineering

ENVIRONMENTAL IMPROVEMENT
MAINTENANGE FEATURES

| STANDARDS

"MAINTENANGE AIDS
Manuois
Test equipment

Maintenance engineering

Tools
Shops

PROCEDURES FOR FIELD DATA COLLECTION AND ANALYSIS
MAINTENANCE TECHNIQUES
TECHNIQUES FOR PERFORMANCE MEASUREMENT AND MONITORIN!

— IN THE FIEL]
TRAINING GONCEPTS -

Training of operating ond
maintehance personnel

TRAINING AIDS
Equipment
Materiat

| ON JOB TRAINING TECHNIQUES

[USE FACTOR IMPROVEMENT
informotion to be expected under various operating conditions

Equipment engineering

Review gllocations agoinst use
FIELD GHANGES

To reduce chronic foilures and provide mere dependabie performance
To provide foult lpcation points

[ PROCUREMENT
Production copocity
Shelf life

Parts and equipment
supply

Obsclescence
SUPPLY
Packaging

Shipping
Handting
Storage

Fig. la—Electronic Eguipment Reliability Program



RM-1131
§-14-53
17

(1) Determination of Requirements: Reliability requirements

mst be established for the system and its components:

From the definition of reliability, this demands speci;
ficétion of the reguired performance limits, the opera-
ting time, and the environment, as well as the required

relisbility.

(2) cCollection of Data: Reliability data on component and

svstems Tailures and their causes must be collected in

statistiecally significant amounts.

(3) Analysis: The data must be enalyzed to deternine
whether the requirements are met, to establish the most
important aress and causes of failure, and to recom-

mend methods of improvement.

(1) Improvement: Action must be taken to remove the most
important defects and reduce the fallure rate to the

required level.

(5) S8urveillance: A continuous and eritical surveillance

of the system must be carried out to ensure that the
*t*improvements'! actuelly reduce the failures, to anti-
cipate and examine new and unsuspected sources of faile

ures, and to review and modifly requirements.

This concludes the background discussion of the problem, which

mey be summerized as follows.
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1.8 Summery

The problem of achieving and mainteining an adequate relia-

bility in military electronic equipment is important, ¢complex and
sPficult. In the face of rapidly increasing complexity more re=-

lisble tubes and components are needed. In addition, better selec-
tion and epplicetion of parts are necessary in systems design.
Simpler operation and maintenance must be achieved to ease the
heevy requirements for skilled electronic personnel. Finally in
both industry and the military more and better reliability informa-
tion must be collected, analyzed, and made available if reliability
efforts are to be properly directed toward effective improvements.

Reliability measures the overall effectiveness of present
complex and costly weapon systems. Low reliebility in electronic
equipment is a challenge to the military services and the electronics
industry. It can be met by bold end intensive engineering and admin-
istrative effort. The solution to the problem is inextricebly bouc
up with the healthy development of future electronics.

During the past few years several programs have attacked the
electronic reliability problem. These efforts and the results Lo

date will be summarized in the next four sections.
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TUBE RELIABILITY

It is well known that about half the failures in military
electronic systems are ceused by tubes. Tubes as & class have a
feilure rate which is 20 or 30 times that of resistors or capacitors,
which ere the next most frequently failing parts. This high failure
rate, the complexity of tube structure and function, the numerous
types and classes of tubes, and the vast quantities of tubes used in
military equipment ell combine to meke tube relisbility one of the
most crucial technical areas of the electronic reliebility problem.

The immediate problem in tube reliasbility, however, is organi=-
zational, educational and economic rather than technical. It is not
so much a question of what can be done to tubes to improve their
reliability, but what can be afforded in terms of man hours and
production cepacity. So far, what has been done is to look criti-
celly at existing radio tubes and make an assessment of all the wesak
points in their design. Steps have then been teken to correct all
these points at once. Although there ere indications that this ha..s
been done with some success it is estimated that for ''reliable
tubes!' it has reduced the total production capacity by half and in-
creased the cost of individual tubes‘qp to 10 times. Obviously it
is important to gein an accurate idea of what really are the weak
points in tubes and concentrate on these alone. This reguires &
stetistical evaluation of tube failures in the field under actual

military operating conditioms. Such & progrem is now being carried
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out by Aeronautical Radio, Inc., and Cornell University and will be
discussed shortly.

It has also been found that many of the ''tube failures;' are
caused by poor circuit design and misapplication of tubes. These
are system defects, not tube defects, and will be treated under
system reliability in Section k.

Tube defects arising in design and manufacture are the subject
of numerous research end development projects in progress in the
United States and England. Most of these efforts are concentrated
on receiving tubes which are the preponderant class of tubes in
military usage. In order to speed the research and development work,
the Panel on Electron Tubes of the Research and Development Board
has been given the responsibility of coordinating these projects and
formuleting & prograw which should uvitimately result in greatly in=-
creased tube reliability. To aid the panel in its work, the ithree
services, industry, and the British Military Service representa-
tives have informed the panel as to past activity and current and
future programs on electron tube reliasbility. These may be summer- .

ized as follows.

The Work of Aeronautical Radio, Inc. (ARINC)

Among the first pecple to face up seriously to the problem of
tube relisbility were the commerciasl sirlines. About 300 tubes are
used in the communication and navigation equipment of & DC-6 aire

liner and zlthough some of these are in duplicate stendby units the



RM-1131
8-1k-53
21
repair and meintenance problem using normel brosdcast tubes is
very serious. Accordingly in 1946 the airlines set up an organ-
jzation called Aeronautical Radioc, Inc. (ARINC) to collect aﬁd
analyze defective tubes and return them to the tube manufacturer.
As a result of these analyses certain tube types were improved by
exercising extreme care in essembly, giving maximum ettention to
details, and checking each part as well as the complete assembly.
A1l tubes were tested for shorts, continuity, shock, and trenscon=-
ductance. Samples were subjected to vibration, filement c¢ycling,
and life test.
The specifications controlling the improved tubes lay down
what end results are required, not how they should be achieved.
Uniformity of performance 1is meintained by the distribution curve
method rather than by & set of limits (Refs. 11, 12, 13). While
JAN limits are used to determine the maximunm spresd of acceptable
value variation, the median of the distribution curve is allowed
to vary only a small percent from ''bogie'! value. This resulls
in more uniform tube characteristics because the sample distribu-
tion is controlled rather than individual tubes, and il emphasizes
lot acceptance or rejection, rather then selection or culling.
In its four years of operation with the airlines, ARINC
achieved rotable success in improving the relisbility of some ten
tube types. The work was discontinued at the beginning of the

Korean hostilities. ' 3
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The ARINC program since 1950 has been focussed on militery
tube problems. Under a Jjoint service contract failed tubes are
collected at various military installstions, together with relis-
bility data on the failure or cause of removal, hours of use, etc.
At Norfolk the study includes 11 ships in the Atlantic Fleet and
23 carrier-based and 10 land-based sircraft. At Cabaniss Field the
work involves 200 ARC-27 UHF communication equipments in es maeny
gircraft. Similer studies are underway for the Army at Fort Bliss
Texas, and for the Air Force at Cerswell Air Force Base, Texas.

By March 1953, some 42,000 tubes were under surveillance, about 85
percent being stendsrd JAN types; the remainder are the new
ttrelisble tubes'!, both military end ARINC types (Ref. 10)s Anal=-
ysis of the returned tubes and the datza is carried out at ARINC
headquarters in Washington, De Ce This pinpoints the troublesome
types of egquipments, particular units and tube types or sockets
giving difficulty, and unusual environmental conditions which mey be
involved. After ARINC has tabulated the dete the tubes are sent to
Cornell University (see below) and to the tube manufacturers for
detailed lsboratory examination.

By the end of 1952 over 25,000 tubes had been received by ARINC.
Of these about 5000 were controlled tubes (installed by ARINC, kept
under surveillance in the controlled tests, and having known opera-
ting times to failure or removal), and 20,000 were semi-controlled
tubes (other than those in the controlled tests, with failure data

but not operating times). The work has progressed to the point
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where steatistical data has identified specific misapplications end
tube defects (Ref. 10).

For example, GARS tubes suffered more electrical and fewer
mechanical failures than other tube types; 832A tubes suffered
four times as many failures due to broken gless ss the average of
all other tubes in the semi-controlled tests; type 1641 tubes suf=
fered a high percentage of failures due to fregile anode seal
gstructure; and 6AGT, 6SNTGT, 6Ch, and 12AUT tubes showed considerable
susceptibility to the formetion of cethode interface impedance
(*'sleeping sickness!'). An example of misapplication concerns two
different equipments, both using two 1Z2 rectifier tubes. One
equipment suffered a total of 25 1Z2 fallures, whereas the other had
none. Investigation showed thet the mapufacturer of the first equip-
ment had feiled to uges the prescribed series inpedance in the plate
circuit of the tubes.

More general statistical results include the following:

(1) Ar analysis of 14,110 removed tubes in the semi=-controlled
tests shows the following breakdown of causes:
37 percent - Mechanical Feilures (such as envelope

defects, loose supports, defective

filsment or heater, and shorts).

27 percent - Electrical Failures (such as low mutual

conductance end plate current).

36 percent - No Apparent Feillure (by ARINC tests).
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(2) The snalysis also indicates that tubes used in airborne
equipments suffer about twice as meny mechanical and
only about half as meny electrical failures as tubes

used in fixed installastions.

(3) Data from the controlled tests indicate that standard
JAN tubes suffer a fairly constant failure rate of
about 3 percent in the first five hundred hours, execlus
ding the initisl high failure rete. This applies to ree-
ceiving tubes in shipboard and airborne equipment.

Transmitting tubes have a higher failure rate.

() There is a high early feilure rate ranging from 5 to 15
percent in the first 20 hours for airborne tubes. For
fixed instellations and shipboard equipment this ''ine

fant mortality'! rate is considerably lower.

(5) Besed on limited data, the failure rate of the new
improved tube types appears to be only about half that

of the JAN tubes.

To summarize, the ARINC work has two goals, evalustion and im-
provement. It is virtually the only program to obtain good data
(including operating time before failure) on military electronic
equipment in the field. Indeed, the evaluation of the actual relia-
bility of the meny current '‘improved?!' and ''reliable!' tube tyypes
is one of the mcst importent aspects of the program, for in no other

way can it be shown that these new tubes sve ¢irnificantly
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improving electronic reliability. While results to date are
encouraging for certain tube types, more data are needed to assess

the improved relisbility which it is hoped that the new tubes will

provide.

The Coranell Tube Program

The Armed Services have long realized that an accurate know-
ledge of the causes of the tube failures in their equipment is
essential to the success of any effective reliability program. So
far the modifications thet have been made to stendsrd receiving
tubes in an attempt to meke them more reliable have been based on
the experience of the tube manufacturers, vho have mede & rather in-
tuitive assessment of the weak points in a vacuum tube. This has
probably led to more improvements being made than are strictly neces-
sary so that the cost of the tubes is higher than it need be. The
only way to correct this is to have accurate knowledge of the causes
of failure in service.

Accordingly, & Signal Corps contract has been placed with the
Engineefing Faculty of Cornell University to meke & detailed analy-
sis of as many of the service falilures &s it proves practicable to
collect. It has been realized that it is futile to rely on the
services themselves returning failed tubes; consequently ARINC has
been put under contract to collect failed tubés and forward them to
Cornell. To aid in the failure anslysis, the field datas and test

results are recorded on punch cards for automatic sorting.
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The results of the analysis are presented to the tube manufacturers.
Eaech compeny receives the full analysis of failures for all mskes;
to protect proprietary interests other menufacturers! tubes are not
identified.

By the end of 1952 some 12,000 tubes had been received by
Cornell. These tubes had been manufactured over & seven year period
by nine tube companies. Despite this some definite results were
reached for seven tube types (6AGT, 6AKS, 6ARG, 6Ck, 6J6, 6SNTGT and
124U7). In general it was found that miniature types are prone to
glass troubles, that close-spaced tubes have excessive shorts, end

that life-deterioration is serious on all seven types.

The Minnesota Tube Study

A survey of electron tube problems was mede during 1951 by &
group of engineers end physicists of the University of Minnescta.
The work was done under the Navy for the purpose of formulating re-
commendations for research and development programs leading to
greater tube reliability.* The final report issued 31 December 1951
recommended four broad programs for both immediate and long-range

improvements in tube reliability:

(1) TImprovement of reliability of present-day tubes as
used in current military applicetions by obtaining

realistic environmental date, by determining the

* -
Contract NBonr-66211
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limiting environmentsl conditions, particularly mechan=
ical, in which current tubes cen live, and by develop~

ing a procedure for pre-service testing of early mechan-

jeal fajilures.

Improvement of selection and application of tubes by
establishing a central agency to disseminate complete
information on tube characteristics and environmental
conditions to both the designers and the users of
electron tubes and electronic systems; by esteblishing
Reliability Boards in each of the military services

with authority over the finasl development and manufacture
of systems; and by requiring that acceptance of systems

be based on approval trials under service conditionse.

Mechanical improvement of tubes by study and investiga=-
tion of tube structures, by experimental use and study
of new materials such as synthetic mica and ceramics, by
modification of present designs, and by better process-

ing through more control of production environment.

Improvement in non-mechanical factors through basic
research on oxidewcoated cathodes and new thermionic
emitters; coordination and guidance of applied research;
and intensified work on such items as vacuum melted nic-
kels, cathode poisoning, substitutes for coated cathodes

and wire heaters, and saturation emission.
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Throughout the report particuler emphasis is laid on the need
for better mechanical design of tubes, an improvement wvhich must
be based on & more coordinated and realistic knowledge of field

conditions.

The Military Tube Program

The present Army=-Navy-Air Force programs to improve tube relig-

bility cover the following areas:

Procurement of Improved Tubes

Collection and Analysis of Field Data on Tubes
Tube Application Engineering

New Tube Design end Development

Tubes for Quided Missiles

Thege activities will now be discussed briefly.

Procurenent of Improved Tubes

The severe shock and vibration accompanying gunfire caused
many tube failures in nevel fire control radars during World War 1I
and in 194%4 the Navy begen & program to obtain more rugged tubes.
Shock and vibration equipment was developed to aid in the testing,
end structural modifications were made in standard tube types to in-
crease their resistance to shock. As a result of this program, the
Navy ''Rugpgedized'! W-Series tubes were evolved, covering some 4o

tube types.
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A second line of improved ''ARINC Series Tubes'' has been
developed a&s a result of the ARINC studies. These tubes embody'
minor structural modifications and are produced under more rigorous
test and inspection procedures. The ARTNC line includes some 16
tube types, which, in most cases, are plug-in replacements for ex-
isting types.

A third line of tubes, the Air Force *'A-Series'' includes
some 12 tube types which are being modified along the same lines as
the ARINC tubes but will not necessarily meet ARINC specifications.

Finelly, there are a number of ''reliable'' subminature tube
types which have been developed by the various tube menufacturers.
These are modified or nevw designs following conventional lines and
are produced under more controlled conditions and subjected to
additional tests.

It is spparent that there is a need for a consclidation of
gervice requirements and specifications for reliable tubes. Such &
program has been initiated by the three services and the Panel on
Electron Tubes, the new line of tubes to be known as ''Military
Control'! tubes instead of ''reliable'! tubes. The new gpecifica-
tions will include additional tests and inspections to decrease
early sudden failures, to define more clearly the life operating
characteristics of the tubes, and to provide circuit designers
with more data on performance capabilities and limitations of tubes

es a step toward more reliable equipment.
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Collection and Analveis of Field Date on Tubes

A tube surveillance progrem is beilng carried out by ARINC
under & Jjoint service contract, as has already been discussed above

in the ARINC section.

Tube Application Engineering

Good tube applicstion involves selecting the best tube for the
purpose, designing the circuit so that the tube operating character=-
istics lie in the proper ranges snd include & safety mergin, and
packaging and mounting the tube to protect it from severe external
environments. To achieve these aims, tube spplication engineers
from the tube industry are investigating service electronic equip-
ments in production plants end in the field, ineluding guided mis-
siles, and consulting with desigmers on new eguipment. This program
is being carried out by the Cocrdinating Group on Tube Relisbility
under the Panel on Electron Tubes, in colleboration with tube manu-
facturers; by the end of 1952 it involved some 139 field engineers
in 123 assignmwents. It is alsc planned to issue a series of tube

usage bulletins, of which the first has already appeared (Rer. 1k).

New Tube Design and Development

- The development of new and perhaps radical tube designs is
necessary to achieve a much higher order of reliebility then can be
obtained with conventional tube design. COne part of the improvement

program concerns the redesign of present tube structures to obtain
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mach higher resistance to shock and vibration. In addition, the
use of ceramic spacers is being explored as e replacement for the
present mica spacers, which decompose and lose their structural
strength when heated and have & tendency to fleke and wear under
vibration or uneven cathode heating. The glass used in tube envel=
opes 1is slso unsatisfactbry because of its fragility, susceptibil=-
ity to electrolysis, lack of dimensional control in its menufacture,
the limits it imposes on holding dimensions during sealing and on
outgassing during tube processing. To improve these defects the

use of ceramic envelopes is being investigeted. Closely related to
these design and materisl improvements is the use of better process-
ing of tubes by controlling the temperature, humidity and lint con-
ditions, and by better techniques of sealing and degassing.

Longer term work is centered on design of tubes for stacked
assenbly in highly automatie factories. The type of comstruction
proposed is similar tc that of the planar microwave triodes, il.e.,
vericus electrodes are mounted on disks separated by ceramic spacers.
This development is aimed at speeding the production of high gquality

tubes and minimizing the varisbility introduced by human operators.

Tubes for Guided Missiles

The particularly stringent relisbility requirements on tubes
in guided missiles have been recognized for some time. To meet this
proulem the Navy has tightened specifications and included eddition-

al requirements for the improved tubes now being procured for

31
23
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missiles. In addition, the ARINC tube program has recently been
extended to include tube surveillance projects for certain missilies.
Finally, two symposie on tube spplications in guided missiles were
held in 1951 under the sponsorship of the Research and Development
Bozrd, and the peapers, given by prominent epplications engineers,

were published and widely distributed by the Panel on Electron

Tubes (Ref. 15).

2.5 The British Tube Program

The British program to obtein reliable electron tubes has been
guite similar to the American program and differs mainly in emphasis.

It is divided into four phases:

(1) Improvement of Current Productlion Type Tubes Without

Affecting Sockel Interchangeability

This phase essentially is completed insofar as develop=-
ment work is concerned. It consisted of & ruggediza-
tion effort to ensble comrercisl prototype tubes to
meet stringent vibration and shock requirementis.

Both the government laboratories and the tube industry
are agreed thet vibration testing is the best yardstick
to measure mechanical quelity. They believe that the
higher the frequency of vibration the less time it takes
to determine the quelity of a tube. This is to say that
tube deterioration is s function of vibration frequency

and time at any acceleration level. They vibrate
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relisble tubes for a total of 9 hours at a frequency
of 170 cps. A large smount of vibration equipment is
being built in the tube industry to vibrate at this fre=
guency and at variable frequencies up to 1000 cps. At
present the government and the industry are attemplting
to write these mechanical tests into their procurement

specificatlions.

Development of New Tubes to be Manufactured with

Present Production Machinery and Techniques

Probably the most significant feature of this phase of
the reliability effort is the development of a series
of miniature tubes with flying leads (small dismeter
wire). The adventages claimed for this construction
are (1) the elimination of troublesome sockets and &
significant drop in contact resistance, (2) the re-
duction of glass problems due to mechanical stress
caused by pin loeding, end (3) the use of nev equip-
ment packaging techniques that simplify heat transfer
problems. They also expect an improvement in mainten-
ance practices by meking it more difficult to remove

tubes.

Improvement of Long Life Tube Characteristics and

Enmission Capabilities

This phase basically is a research effort involving
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the investigation of new cathode materiels and work

on oxide coatings.

(%) Development of Tubes that can be Manufactured with a

Degree of Reliability Giving Assurance of no More

than 1/4 or 1/2 Percent Failures in the First 1000

Hours

This phase of work may be the most important of the
over=all British reliability effort. To meet its ob=-
jectives obviously will require a major advence in

the gcience of tube menufacture. The British believe
this can be accomplished only by the use of mechanized
assembly operations, To this end they have designed a
nev type of tube structure end develcped a semi-autoe-

matic assenbly and processing scheme.

3l
-
H
o2
I\

= Failure Rates in the Field

The failure pattern and the failure rate of tubes in military
electronic equipment in the field will now be considered. There is
only a smzll amount of field data availeble on tube reliability;
on the other hand & considerable amount of life-test information
has been collected by the various tube manufacturers during lebora-
tory tests. These laboratory test data on tube failure and lives are
of great importance in controlling production quality, establishing
specifications and directing improvement efforts (e.g., see Refs.

16 end 17). Can it be used to predict field fallure rates in tubes?
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The answer ic no; for assessing field reliability of electronic

equipment, leboratory deta on tube failures and life tests is of

no direct use at present. There are three reasons for this:

(1) The test conditions are not in general representative of
field operating conditions; (2) The effects of good or bad
application, known to be important, cennot be assessed; and (3)
The effects of good or bad maintenance, also very important, cannot
be takern into sccownt. It is therefore necessary to turn to studies
of field feilures in tubes.

Statistical studies on the pattern of fellures have been
carried out on current equipment by Aeronautical Radio, Inc., and on
some World War II radars and radios by the RAND Corporation (Ref. 18).
Both of these studies indicate two conclusions for radio-radar type

eqguipment.

(1) About half the equipment failures are caused by tube

feilures and

(2) Tube failures tend to occur randomly with operating time,

independently of the age of the tubes or their accumu-

lated operating time.

If the tubes are replaced as socn as they fail, the tube fail-
ure rate is constent and is the reciprocel of the average time be-
tween Tailures. If tube replacements are not made during the
mission or required operating period, the fraction of unfailed sets

(the reliability) declines exponentially with the operating time.
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In both cases the statistical pattern of failures is described by
the Exponential Law for Reliability. This law is discussed in
Section 6.6, where it is shown to depend on one constant, the fail-

ure rate per survivor (or hazard). Thus the observed random

pattern of tube failures requires that the fraction of surviving

sets failing per hour &t any opereting time be constant. It follows

that 1 , the mean time to failure per tube, is also constant
(since T 1is the reciprocal of the failure rate per survivor) and
it will be convenient to use T 1in discussing field data.

Values for the mean time to fallure for tubes in military elec=-
tronic equipment have been reported over a wide range (Refs. 1, 10,
19). Iow values for = (corresponding to high failure rates and low
reliability) of the order of 500 or 1000 hours have been found; on
the other hand values of the order of 50,000 or 100,000 hours have
been achieved for egquipment in which an extreme effort was made to
achieve reliability. It is seen that the extreme values of T
differ by a factor of 100, implying a corresponding factor of 100 in
the values of the failure rates! The values of T for most mili=-
tary equipments are estimated to range from about 2000 hours to about
20,000 hours.

Some of this variability is undoubtedly due to the current role
of the electron tube as a ''reliasbility villein'', which results in
spurious reports of tube failures. Tubes are also easy to remove,
replace and blame even when they are not at fault; the ARINC results

indicate that & third of the removed tubes are not defective. In
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addition, when the first component or tube faills (primary failure),
one or two other tubes may suffer sbnormal circuilt conditions and
fail also (secondary failures)., This !'clustering'! further = 1
inflates the reported tube failure rate. ARINC has found that the
exponential law holds for the primary tube failures but is obscured
if the secondary failures are not eliminsted.

There is some evidence that the failure rate increases in
going from fixed land-based systems to shipboerd to airborne equip-
ment, presumably beceuse the environmentel severity tends to in-
crease in that order. For example, the ARIKC results of Section 2.1
indicate values of sbout 6000 hours per tube failure for asircraft
sets (including 5 percent early feilures) and about 16,000 hours for
shipbosrd and fixed ground systems. The RAND analysis indicated
values of about 7000 hours for grouwnd based equipment and 4000 hours
for airborne gear. Environmentel severity is undoubtedly a factor
in electronic reliability and mwey be of decisive importance in cer-
tain weepons, such ag missiles, which are subjected to unusually
stringent environmental conditions. These results will be used in
Section T.l to reach some estimates of egquipment reliability.

Environmental conditions are only one factor, however, and two
other factors, application and maintenance, are also important.

For example, field data indicate that even under similar envircn-

ments the tube mean time to failure mey vary by as much as a factor

of ten from one type of equipment to ancther!
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2.7

Summary
Some of the important conclusions regarding tube reliability

mey be summarized as follows:

(1) Tubes sppear to be responsible for about half the faile
ures in electronic equipment in the field, although this
fraction may be as low as one=-third and as high as two

thirds.

(2) Tube failures occur randomly with equipment opersating
time; the mean time between tube fallures for most
military equipment is estimated to ramge from 2000

hours to 20,000 hours.

(3) Airborne tubes appear to suffer a somewhat higher fail=
ure rate than tubes in fixed ground and shipboard
equipment. Higher early failure rates and mcre mechen-
ical feilures in airborne tubes suggest that airborne

environments are more severe.

(4) In eddition to environment, however, proper tube appli-
cation and good meintenance prectice are also important,
as indicated by wide varlationes in tube failure rates
from one equipment type to another under similar environ-

mental conditions.

(5) Tube failures may be broadly classed e&s mechanicel fail=

ures or electrical failures; both are important, with
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mechanicel feilures dominating in airborne equipment

snd electrical failures dominating in fixed ground and

shipboard gear.

(6) Limited date indicate that the new ''reliable'' and
truggedized'' tube types have a failure rate only

sbout half that of standard JAN types.

In the next section the status of component reliability will

be reviewed.
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COMPONENT RELIABILITY

The problem of reliability in electronic components ls much
more important than has generally been assuwed. From the fact that
sbout helf of the failures in electronic equipment are attributed
to tubes it has been widely concluded that the tube reliability is
the major problem. This is & dangerous half-truth; it is true
that tubes, when compared with resistors or capacitors, have a
very high feilure rate. On the other hand tubes are only about

one=tenth of the total parts, and 1t is clear that even if tubes

wvere completely relisble, the failure rate of electronic equipment

would only be halved, & small improvement in the present intclerable

situation. Components as well as tubes must be made more relisble

if we are to have relisble electronic eguipment. In view of the

meny classes of components and the long period reguired te eveolve

irmrovements, the component reliasbility problem is indeed serious.
While component failures are serious in 81l types of electronic

gear, they sre particularly crucial in continuously=-operating equip=-

ment such as a search radar. This is because the down-time required

to locate and replace a component is much longer than for a tube.

In shipboard equipment, for example, several hours are required for

components as ageinst 20 or 30 minutes for tubes. This mweans that

80 or 90 percent of equipment down-time is due to component failures.

Judged on this basis, commonent failures are far more important than
tube fuiluree in many militsry missions. In sddition, more mainten=

ance houre sre obviously reguired for component repairs, and far
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more skill is required to trouble shoot and repair components than
to test and replace tubes., It is estimeted that mechanical fail-

ures in components are responsible for 65 percent of the down-time
in shipbosrd equipment.

Much current effort is being spent on ''improved components''.
Useful summaries are contained in Refs. 3, 23, 42, and 43. These
projects are concerned with improved performesnce or cepability,
with more stable operation, with operation under more severe envir-
onmentel conditions, and with new materiasls and methods. These are
g1l important aspects of the rapidly developing field of.electronics

" and will result in new components and new applications. Yet it does
not follow that these efforts will significantly improve component
reliability. Very few of the current component projects ere based
o? field data, either es to cause of failure or environmental con-
ditions, and without this information it is unlikely that any lerge
improvements will be made in component reliability.

The programs which are specifically esimed at improving compon-

ent relisbility are briefly summerized in the following paragraphs.

3.1 The Vitro Progrem

Under a Navy contract the Vitro Corporation has studied
component failure rates in ship and shore electronic equipments.
Tubes ere excluded from the study. The results were reported in 1952

in Ref. 20, from which the material in this section has been drawn.



RM-1131
8-14-53
43

Some 30,000 fleet failure reports on 160,000 equipments during
1950 were analyzed together with data on the nuwber of spares
issued for repair and replacement. Table I lists the seven most
frequently falling components, accounting for over 60 percent of
the component failures and over 80 percent of the parts population.
The total number of failures experienced by the 50 classes of compon-
ents surveyed was about one million, representing an snnual failure
rate of sbout 5 percent. Roughly 20 percent of the failures were
caused by mechanical damege, the rest by part instability and deter-
ioration.

Table I indicates that resistors and capacitors account for 40
percent of the failures. These two components are also the most
pumerous and their snnusl failure rates are only about 3 percent of
their population. Nevertheless, this low rate is spparently too
high for parts representing two thirds of the total parts population.

Table II shows that two types of resistors and two types of
capacitors, together with connectors, account for Ll percent of all
component failures. Further breakdown of each component class by
stock number is revealing. BRach stock number represents a particular
component, different in its size, characteristiecs, etc., from any
other component. For example, there are 1209 different mica con=-
densers. The breekdown is shown in Table III, with the upper por-
tion of the table separated on the besis of stock number population

and the lower portion on the failure rate.
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TABLE I - COMPQUENT CLASSES HAVING MOST FAJILURES
Percent of Percent of Annual
Total Number Total Compon~ Fallure Rate
of Components ent Failures (Percent )
Resistors 38.5 26.6 3.3
Capacitors " 26.9 13.7 3.2
Connectors 3e2 11.0 16.3
witches 4,8 52 5e2
Transformers,
Chokes and Coils Te3 3.8 2.5
Relays 0.7 0.8 548
Meters 0.6 c.8 6.0
82.0 61.9 2.6
42 Other Components 18.0 28,1 10.1
100.0 10C.0 5.0
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TABLE JI - COMPONENT TYPES HAVING MOST FATLURES

Percent of Percent of Annuel
Total Fumber  Total Compon- Failure Rate
of Components ent Failures  (Percent)

Fixed (GU) Compositlion Resistors 31.3 17.0 2.6
Connectors 3,2 11.0 16.3
Fixed Paper Capaciters 8.5 5.9 3.2
Fixed Mica Capacitors 13.6 5¢5 2.0
Fixed (GU) Wire Wound Resistors _2.9 L,6 Te6

59+5 Li,0
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TABLE III - MICA CAPACITOR FAILURES

Basis of Selection No. of Percent of Percent of Annusl
Stock Nos. Mica Caspacitor Mica Capsascitor Failure
Population Failures Rate
(Percent)
Populaticn more
than 15,000 27 61.5 15.6 Ok
Population between
1500 snd 15,000 167 28.9 35.7 1.1
Population less
than 1500 1015 2.6 hB.Z 8.5
1209 100.0 100.0 2.0
High Failure Rates 205 0.7 33.0 Pk
Remeinder 1004 99.3 €7.0 1.3
1209 100.0 100.0 2.0

The analvsis shows that 1015
populetion items, comprising less

capacitors; yet these account for

almost half the failures.

of the 1209 stock nuwbers are low
than 10 percent of the total mica

On the

basis of failure rates, stock numbers providing less thsn 1 percent

of the population have one-third of the failures associated with

them. The report goes on to state:

"1This cheracteristie of the lower-population items accounting

for the greatest number of fajlures is evident throughout the data.

Switches providing 2-1/2 percent of the switch population account

for 38 percent of the switch failures; less than 1 percent of the

fixed-ceramic capacitor population contributes approximately 30
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percent of the feilures associated with this type of capacitor.

t1The proportion of stock numbers with insignificant individual
populetions poses a serious problem. Annuval issues of twenty«five
or less of & stock-numbered item are by no means rare. A very large
number of stock numbers show issues of five or less per year. These
parts, in meny cases, are not special-purpose parts or parts pecu=-
liar in the true sense. They are commonly used types of parts, but
with less commonly used physical configurations or electrical
charscteristics.

*1The problem presented by this situation is primarily one of
logistics, but there are also important implications involving equip-
ment reliebility. The higher fallure rates appesr among the lower-
population items. There are also the problems of non-uniformity in
small production runs, the difficulties of procurement, the awkward-
ness of quality assurance smong & lerge and divergiried group of
parts and the slov stock turnover with its increased shelf-life
effects. From the standpoint of maintenance there are problems of
increased storage, aging, more serious consequences from loss or
damage, and the possibility that repair mey be delayed by the un-
availebility of the parts. Each of these problems may be small in
itself, but combined they can provide an importent ccntribution to
lowered part quality and lowered equipment relisbility.

'"'In addition to selecting the most suitable and stable part,
good applicetion practice implies the avoidasnce of parts peculiar

and of unusual velues or configurations of parts common. That this
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has not been done in the past is evident In a recent surveyrby the
Navy Electronic Supply Office which found that 52.1 percent of all
stock-numbered items eppear in no more than one equipment model
and that 73.8 percent of all stock-numbered items appeaf in no more

than two equipment models.‘'!

The Western Electric Study

During the last year & component reliebility progrem has been
carried out by the Bell Telephone laboratorles under & Navy contract
with Western Electric Company. The work is patterned after the
early ARINC tube program; falled components are returned from the
field for engineering diagnosis of defects. Since the age or opera-
ting time to feilure is not included, the component reliability can-
not be determined. Nevertheless about 1000 failed components
(mostly from redio and radar sets) and their associsted field re-
ports have been studied (Ref. 21) and & number of improvements have
been recommended.

Resistors show the greatest number of failures, with capacitors,
transformers, inductors, switches, indicating instruments and relays
following in the order listed. These results are in rough agreement
with the Vitro conclusions. TebleIV shows the breeskdown into the

ma jor sources of trouble.



TABLE IV - MAJOR SOURCES OF TROUBLE INVOLVING COMPONENTS

It is seen that component defects account for 4o percent of

43 %o - Engineering

35 %, - Electricel
*
11 % - Circuit (s)
10 S){o - Design (c)
12 Y/, - Misapplication (s)
10 Yo - Mechanical
0 36 - Design (c)

5 Y% - Materiel (c)
5 Y% - Parts (c¢)

¢} .
30 /, = Operations

12 36 - Conditions (=)
- Marnhandling (p)
8 7 - Maintenance (p)

O £
20 Jo = Manufacturing

15 Yo - vork, InschJlod, Certrol (c)
2 "k =~ Defective Raw Materizl (c)

o
7 J = Other Causes
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the feilures, system defects for 35 percent, and personnel for 18

percent.

Thus, of the failures attributed to components, about

*
Nete:

{(c) = component defect, (s) = system defect, (p) = person-

nel defect (see Section 1.6).
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half are caused by faulty components and half by improper applica-
tion end use of the componentse.

The Vitro and Western Electric studies are the mejor American
efforts to improve component reliasbility. Before reviewing the
British component work, the status of transistors will be summarized

briefly.
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3.3 Transistors

Trensistors may be expected to play an importent role in the
relisbility of future complex equipments. The transistor, in addi-
tion to its widely publicized advantages over tubes in power and
size, also promises improved reliability. Its inherently simple
rugged construction, absence of & cathode, and light weight all
make it particularly resistant to shock and vibration and mechanical
failures. Typical units have withstood accelerations up to 20,000 g
and vibrations up to 1000 g at frequencies up to 5 kc per second,
and estimates of the life run to the order of 50,000 to 100,000
hours. To obtain this 1life it 1s probable that hermetic sealing
will be necessary to protect the transistor from humidity effects
which can cause deterioration. There are severe limitations in the
use of transistors in certsin epplications, however. Tubes appear
to be superior at frequencies above 30 megacycles and transistor
performance appears to deteriorate seriously at temperaturecs above
17500. It hes been estimated that about 40 percent of the stages in
airborne electronic equipment could be transistorized, with a corres-
ponding reduction in the feilure rate and & saving of about 25 per-
cent in size and weight (Ref. 22).

To summarize, it eappears first, that much criticel equipment
nov in the field or in advanced stages of development will continue
to require electron tubes; second, that transistors are limited to

certain applicetions under certain conditions and can replace
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perhaps half or two-thirds but not all of the tube functions;
third, that several years will be required to develop and field
test new circuits for transistors; and finally, that tubes and
transistors should both be developed for reliasbility, letting the
naetural process of selection determine the applications and the

degree. to which each device should be used.

The British Component Program

British experience in the Eurcopean and Pacific theatres of the
last war showed that the engineering design of radar systems was une-
satisfactory under arducus service conditions and extremes of
climete. After the war & comprehensive inter-service progran to
inprove the engineering design of radar systems was instituted at
the Telecommunications Research Establishment (TRE), one of the

larger British research and development leboratories (Refs. 23, 2i,

25)e This program may be summarized as followss

(1) Develop an eguipment testing method which gives & correla-
tion between test results and life of equipmeant under ser-

vice conditions,

(2) By means of this test program, find the weak points in

components and constructicn.

—
A WM
——

Develop new components demanded by new ccnstructional

techniques and by weaknesses shown up in the test program.
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(4) Developr new constructional techniques to take advantsage
of new components and to rectify difficulties brought'

to light by equipment tests and field performance.

The philosophy of this program is to use field data to set up
simulated but realistic environmental and usage tests for electronic
equipment, and to base reliability analysis and improvement on the
results of these tests. One reason for this approach is the belief
that information on eguipment fallures sent in by operational groups
is not relisble, in agreement with experience in this country. The

mejor parts of the British work are as follows:

The Inter-Service Pan-Climetic Test Schedule K-114

The heart of the British component improvement program is the
extensive K-11% schedule of tests to which prototype and production
models are subjected. This schedule was drawn up in 194€ and in=-
cludes conditions of high end low temperature, pressure, humidity,
shock end vibrations, fungus and, in some cases, sslt spray, dust,
etc. The conditions of test are equivalent teo the worst climatic

and usage conditions that can be found in any part of the world and

are not exaggerated.

Accelerated tests covering most conditions can be made in two
weeks; the complete schedule requires sbout five weeks. By testing
prototype models to this schedule, design and component modifica-

tions can be incorporated before final tooling is started.
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Engineering Design Requirements

From field and lsboratory experience TRE has suggested that
certein design criteria should be considered in the early design
stage of military electronic equipment. These factors, which are
believed essentiel for reliable world-wide operation, are listed

in order of priority as follows:

1. Adequate performance

2. Relimbility

3. Capebility of operation under world-wide conditions
4. Ease of servicing and maintenance

5. Light welght

6. Simplicity of controls

7. Adequate packaging

As the result of the K-11k tests & number of conclusions re-
garding these factors have been reached. These are described in

ome detzil in Ref. 25 and invelve sealing ol equipment, pressuriz-

o]

ing of airborne equipments, heat dissipation in sealed containers,
accessibility for servicing, prevention of corrosion, and packaging

tc minimize transport deamage.

Component Reliebility

Statistical snalysis of equipment failures under the K-11k
test indicates that (1) 60 percent of the component faults were

due to poor manufacture or the use of unsuitable materials;
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(2) 35 percent were defects due to bad design or faulty appli-
cation, such as electrical or thermal overloading; &and (3)- About
5 percent of the faults were fundamentel, requiring research-to
establish the cause. OFf the total failures cceurring in these
tests asbout 80 percent were caused by humidity, heat, and fungi,
and about 20 percent were due to mechanical failure caused by shock
and vibretion. This has led TRE to conclude that hermetic sealing
offers significant improvement in component reliability, slthough
the technique elso raises problems of dissipating heat in such
sealed containers. The importance of hermetic sealing is strongly
suggested by the results of a series of K-114 tests on twelve sets
of equipment of which four were sealed and eight were left unsealed.
There were only 8 faults in the sesled equipmsnt as compared with

ik6 feults in the unsealed units.

New Corpenents and Construction Teclhnlgues

Guided by the esnalysis of corponent and system reliability
data from the K-11hk tests and field data, TRY hes carried out a
broad program aimed at developing improved components and estab-
lishing new techniques of fabrication. Work has been done on
metal film resistors, printed and potted circuits, miniaeture and sub-
miniature sealed units, methods of heat dissipation, and many other
developments (Ref. 26) simed at the eventusl automatic production
of relisble subminiature electronic eguipments capable of with-

standing world-wide climetic and service conditions.
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3.5 Summary

The problem of electronic component reliability may be summer-

ized as follows:

(1)

(2)

(3)

(5)

(6)

Probsbly a third to & half the failures in electronic

equipment are caused by component defects.

Of the fajilures attributed to components, about half
are due to faulty components and half to improper

application and use.

In compsrison with tubes and other causes of equipment
failures, component failures impose the most serious

drein orn aveilable maintenance capacity.

The mejor cause of component unrelisbility is insta-
bility and deterioration of performance; the secondary

cause is mechanicel dsmsge.

The electronic components causing the most eguipnent
failures are resistors, capacitors and connectors.
These components comprise two-thirds of the component
population end account for more than half the component

fallures.

There is a tendency for the more commonly used components
to be more reliable. More specifically, a relatively
small number of component types which are used in large

nunbers tend to have relatively low failure rates. On
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the other hand a large number of component types are
used quite infrequently and tend to have relatively

high failure rates. Each group accounts for roughly

half of the total component failures.

(7) In one service about 25 percent of the stock-numbered
items (i.e., specific types of components) are used
in three or more equipment models; in other words, 75
percent of the listed component types are used in only
one or two equipment models. These components which
are used only rerely and in small numbers give rise to
serious problems in production, supply, and maintenance,
and one ares for reliability improvement concerns the
elimination of such ''parts peculiar'! wherever poss=-

ible, and the use of standard parts.

This econcludes the discussion of component reliasbility and

leads to the problem of system relisbility.
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ELECTROKNIC SYSTEM RELIABILITY

The ultimate goal in the overall problem of electronicg relis-
bility is to improve system relisbility. Tube and component inm=
provements are only a part of this goal, however, since there are
major defects on the system level. These system troubles must also
be located asnd removed. As with tubes and components, this improve=
ment must be based on good field data, including both survey date
to establish failure rates and cause-of-failure data to remove the
specific defects.

Yet despite the need for system reliasbility deta, only a frac-
tion of the relisbility effort has gone intc this problem. Some data
on system fallures have been obtained in the course of the tube and
component relisbility programs. In addition, various types of
equipments have been the subject of special reliebility studies
from time to time and may provide some reliability dats (e.c. the
sirborne intercept radar relisbllity study of Ref. l.)

Considersble study has been mzde of war-time data on equipment fall=-
ures snd some rough failure retes have been established. Before
discussing feilure rates, however, current efforts aimed at improv-

ing relisbility on the system level will be revieved.

Factors in System Design and Maintenance

During the past several years various pPrograns and activities
have been initiated to improve system relisbility and maintenance.

Some of these developments are summarized in the following paragraphs.
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Shock and Vibration Data

An extensive collection of informeticn on shock and vibration
conditions in trucks, trains, ships, aircraft, and missiles is
contained in the Shock asnd Vibration Bulletins issued by the Re-
search and Development Board. For other types of environments
there appeer to be no such collecticns of data, although thought is
now being‘given by the military services to the compilation of

ttepnvironmental cetalogs'! of aveilable data on service conditions.

Controlled Environments

While shock and vibration are probably the most serious envir-
onmental factors in causing equipment failure there is no question
but that temperasiure extremes, together with high humidity and low
pressure, are alsc important, particulariy for airborne equirment.
Various methods of heat dissipation are being studied al Cornell
Aeronsuticel Iaborstory and at Ohio State University. (See Ref. 23
for a bibliogrephy on heat transfer in electronic equipment. )
Consideration is alsc being given to the possibility of using a
closely controlled atmosphere of reduced temperature and humidity
for mejor electronic units. Laboratory and field tests indicate

that this will meterially increase equipment relisbility.

Blectronic Systems Desipgn Criteria Hendbook

It hes been emphasized thet certain critical data needed for

the improvement of electronic reliability do not exist. However,
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it is also true that large amounts of useful design and spplication
date do exist but are not available to the tube, component and SyS=
tem eng;neers. A multitude of government and industrial programs
are yielding quantities of technical information on the electronic
arts. This informetion, if made availsble in useful forr and kept
up~to=-date, holds many of the keys to improvement of relisbility in

military electronic equipment.

A Handbook combining engineering data from these various
sources offers en idesl means for accomplishing this. A Handbook
would also serve as & means for bringing together much other infor-
mation pertinent to good equipment design. Data from gpecifications,
preferred lists, etc., could be presented together with technical
data in a coordinsted manner. Eystem information and requirements as
to environmental conditions, packaging, storage, quallty contrel, ete.,
could be presented irn & wmnified manner with deis on circults, tubes
end components.

A preliminary study of such & Handbook has been carried out in
some detail by the Vitro Corporation (Ref. 28) for the Navy and is
now under consideration.

It is believed that such a Handbock weould be a mejor step to-
wards better electronic reliebility, in view of the present rapid
growth in electronics technology, the large number of electronic
engineers spread over a wide area, and the rapid turnover of engin-
eers which mskes the eaccumulation of scund design practice s¢

difficult.
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System Specifications

During the last year the general specifications for sﬁip and
shore electronics equipment have been rewritten to emphasize relis-
bility. The specification stresses greater use of preferred and
standard parts, reliable tubes, and the use of high quality mater-
ials. It also stresses simplicity in design, ease of instaliabion
and maintenance, and the use of test points for fault location and
performance checks.- The epproval of console leyouts, errangement
of operating controls, and other humen engineering aspects is re-
quired prior to release for production. Temperature limits and
test requirements have been revised. Particular care has been taken
to meke the requirements of this specification realistic, easily ad-

ministered, and practical to enforce.

SimpliTication

Many military electronic eguipments, when critically examined,
are Tound to be unnecessarily compleX. By pruning such equipment,
reliability, producibility, maintainability and operability cen
often be increased. Two approaches can be taken: The first approach
is to simplify the equipment under fixed requirements of performence,
'flexibility, etc. The second method is to medify the requirements
so that simpler equipment will be acceptable. The two approaches
often go together and are employed to varying degrees in the services.

To emphasize the need for simplicity and reliasbility the Ravy

has sclicited proposals from electronic eouinwent manufacturers es
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to methods for design simplification. In several specific equip-
ments significant reductions in weight, size and complexity have
been achieved. In one system, for example, the number of adjust-
wents was reduced from 22 to 8 as a result cof & design and require-
ments reviewv.

Contractural incentives tc the manufacturer offer another
means of simplification. Many present contractural procedures
tend to penalize the manufecturer who simplifies his equipment. A
complex electronic answer to a set of specifications is usually
easier to develop than a simple answer. Twenty tubes with associ-
ated circuitry can be made to satisfy & group of functions more
guickly than a simple circuit with ten tubes. With competitive bids
for developmental work under fixed-price contracts with price at a
minimum, there may be insufficient funds to develop ang deliver any-
thine but & complex equipment. A low=priced develcpment contract
cen be the most costly in terms of production costs, low reliability,
critical performance, and high meintenance. The problem of provide-
inz engineering incentives for reliable, simplified, mature equip-
ment through contractural guarantees is under consideration. If the
difficult economiec and military factors can be satisfactorily re-
solved, this change in contract philosophy promises to improve equip-

ment by rewarding gquality as well es guentity.

Mzinteinability

Clesely related to the concept of simplification is that of
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mainteinability. During the past three years there have been seversl

programs to study the problem of maintenance in electricalrequiyment.
One outstanding project, Maintenance-Minimization in Large

Electronic Systems, has been carried out by the Stanford® Research
Institute under the Office of Naval Research (Ref. 29). The problem
is to design electronic systems so that faults can be located and re-
pairs or replacements made in the shortest time and with the least
possible effort. The problem is one of great complexity and in=-
cludes both human enginecering and electronic design. Somwe of thé
herdware factors involved are reliebility, accessibility, the use of
test points, monitoring equipment, and unitized and replaceable sub-
asserblies. New components and new construction techniques heve been
reviewed (Ref. 23) and utilized in the study. A prototype radar sys=-
tem using these new methods has been constructed and rreliminary

tests indicate thet performarice can be monitored to within 3 db snd

]

that time off-the=air for fault location and mointenence 1s decreasad
tenfold. The work has fare-reaching implications of great importance
te future design, production and use of military electronic equipment
and to its relisbility and maintainability in the field.

Ainother project, at the Bureau cof Standards (Ref. 30), is con~
cerned with the prediction of incipient tube and component failures
as & means of improving relisbility and maintenance. Using perfor-
mence tests ''sick'' parts can thus be replaced before they ''die'!
and cause a system failure. An experimental electronic ''failure

predictor'! has been developed end tested on six 18=-stage :
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radio receivers which were subjected to 1000-hour accelerated
aging tests (extreme temperature and voltage cyeling). At regular
intervals the receivers were checked with the predictor. It was
found that 75 percent of all tube fazilures could be detected meny
hours before they actually caused equipment failure. This repre-
sented 90 percent of the slow deterioration-type tube failures.
Data on component failures were insufficient to justify any conclu-

sions as to their predictebility.

Pertial snd Total Failures in Systems

Baving considered improvement efforts, it remeins to discuss
system relisbility and failure rates. Both partisl and total faill-
ures will be considered.

Partial failures in electronic equipment result in degraded
performance, whereas totel failures result in equipment'break&own
or short. Both types of failure ocecur in military operstions and
the degree of degradation which can be accepted depends on each
perticular equipment in its operational context. The influence of
slight degradation in performance is to diminish the system accur-
acy (e.g., in a navigation system) or decrease the performance
capsbility (e.g., radar range).

Partizl failures may be very serious:

a. A survey (Ref. 31) of ground, ship, and airborne
radar sets dwring World War II showed that the

performence of the average set tested was 15 db
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below the rated value for the radar, thus
cutting the maximum range on aircraft in half.,
Some of the sets were as much as 40 db down,
with maximum ranges cut to only 1O percent.
This degradetion sppeared to be caused by com=
ponent deterioration and by the lack of test
eguipment for routine performance checks by

meintenance personnel.

b. Surveys of shipboard electronic equipment in-
dicete that partial fallures mey greatly exceed
total failures and are very dependent on the
quality of maintenence. In 1950, for example,
23 percent of the equipment was operating pro-
perly, 56 percent was operating poorly, end 11
percent vas inoperative. The ratios of opera-
tionals pertisl failure: totsl faliure were

thus 3:5:1.

A more detailed understanding of the extent and causes of
partial failures in militery electronic equipmént can only be
reached on the basis of good field data on system performance and
relisbility. Nevertheless it seems clear that pertizl failures
ccnstitute an important aspect of the electronic relisbility problem.

Turning now to the question of total failures, what can be said

about the failure rate of military electronic equipment in the field?
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From a limited smount of direct data on field failures in
tubes and equipments it appears that the following major conclu=-

sions can be drawn:

The Exponential lav

The relisbility of ground based, shipboard, and airborne
radio-radar type electronic systems in the field tends
to follow the Exponentiel Law:

“.B:E:mr.t

in which the relisbility (R) depends on the required

operating time (t) and not on the age of the equipment.
The failure rate (r) 1is proportional to the complexity
of the system, and is constant for a given type of system

under fixed conditions of meintenance and operation.

The reliability of radic-radar type eguipment thus declines
exponentially with the operating time and the complexity. The
theory will be discussed in Sec. © and its application to elec-
tronic equipment will be considered in more detail in Sec. 7. The
Exponential law éhould be regarded as & reasonable working hypothe-
sis to estimate the ofder of magnitude of the feliability of com-
plex electronic systems. Much further study, based on good system
and part failure date, is required before it can be used precisely
or extended to other equipments (see Sec. T.3).

This conecludes the section on systems and it remains to dis-

cuss briefly the personnel and orgenizaticnal factors in reliabvility.
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PERSONKEL ARD ORGANIZATION

It will be recalled from Sec. l.6 that the term ''personnel'’
was defined to include people who come into direct contact with
the hardware, from production to field use, i.e., people who
assemble, inspect, pack, ship, handle, install, operate and main-
tain electronic equipment. In any of these phases persomnel fail-
ures may result in unoperationsl gear. As with the hardware fac-
tors, there are almost no quantitative data concerning these soft-
ware or human factors in reliebility: How many faults are caused
by personnel, why fhey occur, and what can be done to remove the
errors. The need for a survey of personnel relisbility, particu=-
lerly in meintenance, is pointed up by the large number of civilian

technicians currently employed to maintein electronic equipment in

Przcent efforts to icprove the perscnnel factors in reliebil-
ity include the provision of better manuals, the use of human
engineering to improve operability, and the ''waintensnce-rinimiza-
tion'' work already discussed (Sec. 4.1).

The remaining erea of relisbility is ''organization''. Organ-
izationel fmctors include all persconnel and ectivities which affect
electronic reliability but which are not themselves in direct con-
tact with the hardware. These include system performance and relis-
tility requirements, systems planning, administration of hardware
development end procurement, specificatlicns and contracts, procure=-

ment end training of personnel, collection and distribution of
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reliability information, and reliability reports or surveys.
Figure {le) relstes these and other factors in a detailed break-
down of an electronic reliability program. |

Both personnel and organization factors have been considered
by three high-level rellability committees which will now be briefly

degeribed.

The Ad Hoc Group

A useful survey of the general problem of electronic relisbile
ity was earried out in 1951 by the Ad Hoc Group on Relisgbility of
Electronic Equipment in the Research and Development Board (Ref. 2)
and & number of recommendstions were made. Many of the findings and
conclusions of this group have alreedy been considered in this

paper.

The AGREE Group

The recently formed Advisory Group on the Reliaebility of
Electronic Equipment (AGREE) in the Research and Development Board
will continue some of the functions of the old Ad Hoc Group. Its
mission is to examine all phases of electronic reliability, stimu-
late interest in relisbility programs, and make recommendations to
civilian and government agencies concerning methods of improving

reliability and education in reliability matters.

The CEAR Group

The third group is the ''Committee on Electronic Applications
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(Reliebility)'', or CEAR, under the Radio-Television Menufacturers
Association (Ref. 32), with members representing the mejor elec=-
tronic companies. CEAR has three objectives: (&) to collect and
disseminate relisbility information; (b) to plan a reliability
education program for design engineers; and (c) to cooperate with
other government and industrial progrems for the improvement of
electronic reliability.
This section concludes the review of relisbility activities
and programs. Some of the quantitative results obtained will be

used in applying the theory to be described in the following sec~-

tions.
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THEORY OF RELIABILITY

A3

The concepts and elementary theory of reliability will be
developed in this section without reference to any particuler equip-
ment. Relizbility will first be treated as a probebility of suc-
cess with no explicit dependence on operating time. The statisti-
cal theory of reliability es a function of cperating time will
then be considered for wear-out failures and sudden or chance fail-

ures.

The Concept of Reliability

Relisbility is essentially the probability of success. A man

or machine is reliable to the degree that the actusl performance or

behavior satisfies the required performance or behavior. The

following basic definition of reliability will thersfore be adopted:
The reliability of & given component or system
ie the proovability that it will perform its
required function under given conditions for a
specified operating time.

The relisbility of sn item of equipment may therefore be
thought of as the fraction of a large number of such equipments
which perform properly for the time and environment specified.

As an example consider a vacuum tube. One of its performance
parameters is the transconductance. Suppose that for successful
tube performance the transconductance must lie within certain limits
for a specified time. These performence limits, together with the

required operating time, define the task. A tube whose transconduc-

tance lies within the task limits for the required time is
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successTul; one whose transconductance falls outside the limits
during performance falls.

The distribution of performances can be established by
measuring the transconductence of a number of tubes. Most of the
tubes will lie inside the task limits, initielly. During the
operating time, however, some will drift outside and the perform-
ance distribution function broasdens. At the end of the operating
period a certain fraction of the tubes will have a transconduc-
tance inside the task limits. This fraction is the probability
that a tube will perform within the task limits during the operst-
ing pericd, and is numerically equal to the reliability.

Similer remsrks hold for the remaining performance parameters.
In generel the performance distribution will thus include all the
operating characteristics necessary to determine the state of the
system for the purpose at hand, and in the same wey the task will
inciude &ll the performance limits, so that each performance pare-
meter in the performance distribution is matched by performance
limits in the task. The relisbility of the system 1s then the
probability that all the performence parameters lie within their
task limits for the duration of the operating period.

It is important to note that the reliebllity depends not only

on the spread of the system performances (vhich is affected by the

environment) but slso on the tagk and the operating time. In gen-

erel the reliability of a system is decreased if the task limits

are narrowed or the operating time is incressed. The relisbility
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alse tends to be lowered if the performance spread is broadened,
either through less quality control or through increased ehvirén-
mental severity (e.g., by high temperatures in the above caée of
the tube transconductance).

Several remerks are in order concerning the above definition
of relisbility. In the first place it is clear that reliability

is a quantitative engineering factor of merit which cen be eval-

uated by straightforward technical means, similer, for example to

radar range. To evaluate reliebility it is thus necessary to
state quantitatively what criteria of success are being used in
terms of required performaence limits and cperating time.

In the second place, the definition emphasizes the environ-
mental conditions under which the system is functioning, since
these conditions may affect the performance and hence the reiiabil-
itve This environment may be external to the system or internal,
in the sense that the operating system generates its own environ-
ment. In & missile, for example, the guidance system may suffer
external shocks in launching and internal heat from its own pover
supPly.

In the third place, the definition is general in that it can
be applied to any situation. For example, the reliability of a
radar system can be evaluated (z) under laboratory conditions,
(v) in field service tests, (c) in storage, (d) in combat.
The storage reliasbility, for example, would refer to the fraction

of systems which did not detericrate under given conditions for a
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gspecified storage period. Unless otherwise qualified, however,
ttrelisbility'' as used in this paper will mean ''combet réliabil-
ity'', and the ''reliability'' from other thaen combat situations
(e.g., laboratory testing) must be investigated to esteblish its
relevance to the combat reliasbiliiy.

Finally, several alternative definitions of reliebility have

been used:

(1) Time-on-the-Air: Reliabilitya is that fraction of the

total required operating time during whicﬁ the system

is operating satisfactorily.

(2) Average Success Rate: Reliability, is that fraction of

the systems in use which operates satisfactorily over a
given period of time. If the failure rate of & radar
is 20 percent per year, for example, the reliabilityb

is 80 percent.

¥*
(3) Mean-Life: Reliability is the mean life of the sys=

tem under the given operating conditions.

Time~on-the=-Air is a useful measure for continucusly operating
equipment, such as & search radar. Average Success Rate for a year,
for example, is useful for scheduling replacements. In general, it
iz not the seme as the basic definition, since it includes failures
during meintenance, storage, standby, ete., in addition to combat

operating time. The Mean-Life definition is useful only if the

*
See Section Te3
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pattern of feilures is known (Ref. 16). TFor example, if two tube
types have the same mean life, but different early feilure rates,
their relisbilities for short missions will be different.

Various numerical meessures are thus avallsble for relisbility,
provided the meaning of such terms as ''perform properly!', ''‘fail-
ure'', and '‘on-the-zir'' is made definite. It is clear that many
equipments have virtually a continuum of possible performences,
and the two~valued classification of such a spectrum into success
end fallure is cften unrealistic and mey bypass the important probe
lem of partial feilures or performance degredation as discussed in
Sec. 4.2, For simplicity, however, the treatment in this paper

will be limited to total failures.

System Relisbility and Part Reliabiliby

The relstion between system relisbility and part relisbility
is greatly simplified if it is assumed thet the part relisbilitiss
are independent. This assurption may be questioned in particuwlar
cases, and should not be accepted uneritically as generally velid.
Assuming for the present discussion, however, that the part relia-
bilities are independent, and assuming that failure of any part
will fail the equipment, the over-all equipment reliability (R)

may be written as the product of the relisbilities of its parts:

R = pieppeeel (1)
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Here Py» Ppseees P are the relisbilities of the nm indi-

viduzl parts. An interesting special case arigses when sll parts

have the same relishility (pl =P, = eee = pm); then

Series: R =p (2)

Table V shows how the equipment reliability depends on the
part reliability and the complexity (number of parts).* It i=
clesr that the system relisbility decreeses exponentially as the
complexity increases. This is shown in Fig. 2 for simple systems
having up to 20 parts.

For more complex systems the part reliablility must be wvery
high if a reasonable system reliability is expected. In thilsz case

Eq. (2) mey be approximeted by

m

R = (L-qg) ~ 1=-mnmg (m

2
~

=

) (3)

-
RN

e

where g =1 = p is the probability of part feilure. The relo-
tion is valid provided the part unreliesbility g is small com-
pared to the reciprocal of the number of paris (l/m). For ex=-
ample, if g = l/l0,000 is the part unreliability, a system of
1000 parts will have a reliability of aboub 90 percent, which is
close to the value of 0.905 from Table V for p = 0.9999. TFig. 3

shows R as a funetion of g for some larpe values of m.

%Con@lexity can be compared on this basis of number of parts only
beiveen two equipments which utilize similar parts. OF two eguip-
ments using different types of parts or which daiffer in degign
(e.g. = hydreulic system and en amplifier) such a simple compari=
scn of course cannct be made.



Part Reliability (p)

TABLE V

EQUIPMENT RELIABILITY(R) AS A

FUNCTION OF COMPLEXITY(m) AND PART RELIABILITY(p)

Number of Parts (m) in Series

B 1 3 10 20 100 300 1000 3000 10,000
0.1 0.1 0.001 |10730 | 1070 107100 107700 1071000 1072000 10710,000
.5 .5 25 l.00r |9x 107018 2107 {5 %10 | 9x 1079 | 8 x 1079 |5 x 107012
.7 .7 45 .08 |2 x 100 3% 1070 |3 x 1077 10~17? 2 x 107400 | 1071949

.8 .8 512 | .07 001 |2x100 [ 8x107° | 10777 2 x 107291 | g x 107970
.9 .9 .729 .3h9 .Oh2 3 x 1077 2 x 10'lh 2 x 1o‘h6 5 x 10'138 3 x 1o'h58
.99 .99 . 970 « 90k «7ho 366 .0ko I x 1077 8 x 10'11‘L 2 x 1o‘uh
.999 .999 | .997 | .990 . 970 .005 ST .368 050 .5 x 10~
« 9999 « 9999 <9997 | +999 « 997 « 900 + 970 + 905 JTh1 <368

+ 99999 ¢ 99999 | «99997 | «9999 « 9997 - 299 « 997 « 990 « 970

» 905

6L

£9-1T-8
TETT-I™
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Fig. 2 — System reliability vs complexity
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Both Egs. (2) and (3) mey also be used to discuss the depen=-

dence of the system relisbility (R) on the mean part relisbility

p where p = (pl.pg...pm)l/m is the geometric mean of the m

different part reliebilities. Thus Eg. 3 indicates that for a

system reliability of 90 perceent the mean part unrelisbility

1/r
g=1- (Pl’Pg"‘Pm)—/m st not exceed l/lOm.

Series and Persllel Cystems

The sbove remerks were based on the supposition that the con~
ponents are in series, in that failure of any part fails the equip-
pent. If the parts are in series, then, the equipment relisbility
is the product of the part reliabilities, end the number of parts is
a useful measure of complexity.

In analogy to sn electrical network of resistors or capacitors,

hovever, parts need not be funcbiornelly in series, but mey be in

0

A B A I

(2) sSeries (t) Parallel

FIGURE 4 - Series and Parallel Systems

For example (see Pig. 4), if current must be passed from A to
2 by means of releys, when the relays arz in series both relays nust

close; bub when they are in parallel only one of the relays must
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close. Letting p designate the reliability (probability of closing
on cormend) of a single relay, the reliebility of the series system
iz evidently R = pe. For the parallel system, since both relays
must fail to fail the system, the probability of failure of the sgys-
temis Q=1 -R and is givenby Q = (1 - p)g, since the probabila
ity of feilure of a single relay is 1 = p. The relisbility of the
system is therefore R=1=-Q =1 = (1 = p)2 . In general, the re-
lisbility of a paralliel system of m similar components is seen to

be

=
pa—_

Parallels R = 1-(1-p)° (

To sumperize: A series system is one in which failure of any

part fails the systewm; it has a reljiability

Series: R = DPy. DyeesP (1)

The unrelietility of & parsllel system,

v

\

Paraliel: Q = q1-q2...qm =)

is the product of the part unreliabilities, and its relisbility is
R = 1=-Q.
Equation (L) shows that the reliability of components in
parallel increases markedly cver that of & single conponent. (For =&
ore detailed anelysis see Ref. 33.) A few examples are given in

Teble VI end shown in the upper part of Fige Se
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TALBLE VI - RELIABILITY FOR & SYSTEM OF PARALIEL PARTS
Reliability of a Reli=sbility of Two Relisbility of Three
Sinzle Component Corponents in Parallel Components in Parallel
0.5 075 0.875
T .91 973
-9 <99 + 999

It is seer that with & part reliability of only 0.5, a redundancy
of 6 results in a system reliability of ebout 0.98; similarly, Table VI
shows that for three parts in parallel, each having a feilure rete of
10 percent, the system fails only once in 1000 times, & remarkable in-
crease in the reliability. Redundancy is thus a valuable desipgn prin-
ciple for obteining high system reliability. OSome remarks concerning
its application to present and future electronics will be mede in

Section T.b.
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6.3 Dependence of Reliability on Operating Time

It is a truism that the preobability an equipment will fail in
twé hours of operation is greater than the probability it will feil
in the first hour. Having thus established that reliasblility varies
with operating time, we must consider how it varies. This question
is of particular importance in evaluating or predicting the effec~
tiveness of militery electronic equipment.

0f a group of new radar sets put into continuous operation with=
out replacement, it mey be expected that some will be initiselly de=-
fective, due to manufacturing defects or damage in shipment or instal-
lation; an additional number will fail occasionally as time passes,
from the normsl rigors of the environment or from inherent weaknesses
which were not apparent initially; end as operating time accumulates
still further, the omset of cld age will be accompanied by a more
repid rete of feilure of the sebts still remeining. This general des-
cription is useful for mechanisms as diverse as automobile tires and
human beings.

Figure 6 shows such a failure pattern for some lmaginary setse
The three curves show the relisbility, failure rate, and hazard as
functions of operating time. Each of these curves plays a role in

understending the failure pattern, as will now be explained.

Failure Ratle

In Fig. 6 the failure rate curve shows the fraction of initial

gsets feiling per hour as & function of the operating time. It
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Fig. 6 — Theoretical failure curves
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exhibits the typical high early failure rate (comparable to & high
infsnt mortelity), an intermediaste region of low failure rate, and
finslly e hump in the failure rate (correspording to the higher
death rate in old age). The reliability curve for the seis is

seen. to drop rapidly during the first hour, then more graduzlly un=
£il 12 hours, when, with the onset of old age, it agsin declines

mere rapidly.

Hazard

The hazard curve shows the fraction of survivors feiling per
hour as a function of the operating time. It differs from the
failure rate because it is based on the survivors and not on the
starting population. Hazard is thus the prcbebility of failure
per hour for the survivors at a particular time, and is useful in
answerinz such questions ag ''What is the probebility of breekdown
in wy 3-year old cer?'' or ''What are the odds that a growp of
radar sets which have survived 6 hours of fiight in an 8<-hour
mission will survive the next 2 hours?'' The hazerd curve in
Fig. 6 drops at first, corresponding to the rapid rate of initial
failures; it then levels off at a constant velue of 10 percent per
hour, indiecating that the probability of the survivors' failing in
any one hour does not depend on how long they heve operated;
finelly the hazard increases rapidly beyond 12 hours, as the

effects of old age increese the probability of fallure.
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Statistical Theory of Relisbility

A brief discussion of statistical reliebility will be given in
this section &s a base for the quantitative results to be used
later. A more detailed treatment is given in Ref. 18.

Table VII shows the failure data for Fig. 6, such as might be
recorded from field observations. An initial group of N « 1000
gets is turned on at the beginning of the operation. The number of
survivors S(t) at operating time t hours starts at 1000 and
drops to 855 at the end of the first hour, during which 145 sets
failed. F(t) is the totsl number of sets which have feiled by
time t3; for example, it is seen that 995 sets have failed at 17
hours. Since the sum of the survivors and failures at any time is

equal to the original nunber of sets,
S+F = Ko (6)

The relistility R(t) is the fraction of survivors, and the un-
reliability q(t) or fsilure probability is the fraction of fail=-

ures, so that
R(t) = s(t)/N, Q(t) = F(u)/w (7)

and

R+Q = 1. (8)

The number of sets failing per hour is dF/dt (the absclute failure

rete) and the failure rate Y(t) is the fraction of initial sets

felling per hour:
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TABLE VIT - FATLURE DATA FCR FIG. 6

_t S F R Y 7,
) 1000 0 1.000 .200 .20
1 855 145 +855 . 093 W11
2 769 231 «T6S Neya .10
3 692 308 692 <069 .10
k 623 377 . 623 <062 .10
5 651 k39 561 056 .10
6 505 Los <505 051 .10
7 L5L4 546 U5k <045 10
8 4oo 591 k09 <0kl «10
9 368 632 «368 « 037 .10

10 331 669 «331 033 .10

11 298 702 .208 .030 .10

12 263 737 o263 Ch2 .16

13 203 797 «203 <066 o33

1k 128 872 .128 073 57

15 63 937 2063 W050 W80

16 21 a79 021 026 1,23

17 5 995 . 005 .010

= operating time in hours

= number of survivors

= cumilative number of failures
reliability

= failure rate

= hazard

N Yo ot
H
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1 &F _dg _ GR
Yef @~ &~ ® (9)

Tt is seen that the failure rate is the rate of increase in the
*
probability of failure and the rate of decrease in the reliability.

The hazerd 2Z(t) is the ratio of the nuwber of failures per

hour @GF/3%t to the number of swrvivors S at that time:

1 aF
zZ = 7 & (10)
end since dF/at = - dS/dt = - N @R/at it follows that
1 4R
Z="F & ° (11)

Integrating (11) gives an important general relstion between the re-

lisbility and the hazerd:

—df zat (12)

fat

teine (9) and {10) and R = 5/I a second important relation can be
=5 P .

derived between the relisbility, feilure rate and hezsrd:

Y = RZ |. (13)

Initial Failures

The example in Fig. 6 assumed that there were no feilures when
the sets were turned on, so that at the reliability was wnity at time

t =0 . In genersl, however, there will be failures at or neer the

*

The valussof Y in Teble VII were obtained from the slope of the
reliability curve in Fig. &; the values of Z were calculated from
R and Y , using Eq. (13).
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beginning of the operating period, and it is convenient to call

these 1nitial feilwres; more specifically,

Initial failures are failures occurring et or near the

veginning of the operating period, within a {ime inter-

val small compared to the required coperating time.

Thus, suppose that Fo initial feilures cccur in the initial popu-

lation of N sets. Then the initiel reliasbility car be written

R=1-FO/N=1-Q (k)

o o ?

QO being the initial unreliebility, and the general expression

(12) for the reliability becomes

™

whers R, is the relisbility at time t =0

6.6 Chance Failures and the Exponential Law

If the hazard is constant, say Z = r., and no replacementz are
nmede, then Eq. (15) gives the Exponentiszl Iaw for Relisbility:
R = R e - R e~t/T (15)
o o

Thuz the relisbility declines exponentially with operating time.

The guantity T is the mean time to failure and is the reciprocal

of the hezard r «. T has a double gignificance in reliabllity:
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No Replacements: If no replacements are mede Ege (16)

deseribes the reliability, and the mean time to feil-
ure is that operating time (t = T) at which the reliaw
bility has dropped to 1/e or 37 percent of its initial

value.

Replacements: Consider a single set subject to constant

hazerd Z =r = 1/T » It has a constant probability of
failure per hour of operating time and the probability
that it will not fail in en operating time t (its re-
lisbility) is given by Eg. (16)e If each failed part is
replaced as soon as it fails, the failures will occur

randomly in time at a constant rate; T, the mean time

to set failure, is then the average time between these

randomly cceurring failures end r ds the aversse faile

ure rate ver hour. (If & group of N such sets are con-

sidered instead of a single one, then the reliability
for the group (probsbility of no failure in time t ) is

R = Rg e-Nt/T

, the average time between fallures is

T/K, and the rate of failure is N/T . Thus the failures

in a group of N sets occur N times as frequently as

those for a single set, as would be expected.)

Figure T shows the exponential law for eets having a constant
1

hezard z = r = 0.1 hr — , the same value as the flat portion of

+the hazard curve in Fige 6. Thus 10 percent of the survivers fail
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Fig.7— The Exponential law
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in each hour, and the mean time to failure is T = 10 hours. For
simplicity it is assumed that there are no initiel failures
(RO = 1). The relisbility

R - e0e1F _ o=4/10 (17)

and the feilure rate
Y = 01670 _ 0,276/10 (18)
both decline exponentially and at t = 10 hours both have dropped

to 37 percent of their initial values.

Chance Fallures:

The exponential law deseribes the reliebility ¢f & population
of elements in which the failures tend to occur randomly in time.
The reliability of an exponentially-feiling population depends only
on the reguired operzting time t and the constant hazard r angd
not on the ages of the elements. It is thus suited for deseribing
failures which sre ''accidental'' or ''random'! or '‘chance'', such
as punctures in tires, deaths from lighting, human errors in clerical
work; gnd feilures ir tubes and other electronic components which may
occur, for example, because of shocks in transport, handling or opera=
tion (Ref. 18). The term ''chaence failure'' has therefore been used

as a general term to describe such failures.,

Chance Failures: Those failures which are caused by

random, accidental, unexpected, or unusually severe

conditions arising during the operating period.
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This definition thus concerns the physical causes of failure
and the state of knowledge about these causes. It is admiﬁtedly
vazue but it is useful in describing certain fellures qualitetively.

Now while it is clear that ''chance failures'' will follow the

exponentiasl law it is likewise true that failures erising from any

esuses whatever will elso follow the exponential law, provided only

that the failures occur randomly during the operating time. In par=-

ticular, wear-out feilures may follow the exponentiel law, as will

be expleined in Sec. 6.9 below. The fact thet the relisbility of a

group of mechanisims or humans follows the exponential law does not

necessarily mean that the failures are unpredictable or unprevente

eble; the random ''chence'' occurrence of traffic deaths certainly

does not meen that accidents are inevitablel

Methematical Basis for the Exponentisl law

The exponentizl lsw is & special case of Poisson's Formula
(Ref. 34). Let a set of events (failures) be distributed randomly
in time, T being the mean time between failures. The average fre-
quency of feilures is thus l/T failures per hour, and the expected
number of failures (€) din the time t is € = t/T . Poisson's
Formula then states that the probability of m failures in the time
t is

m
p =€ o€ (19)

From this it is seen that the probability of no fsilures (m = 0) in

-€ = e-t/T .

the time t is given by the exponentizl law R = e
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6.7 Wear-Out Failures and the Geussian Law

It is well known that many items such as shoes, tires, etc.,

wear out. In general,

Wear-0ut Failure refers to those cases in which no

overt or sbrupt failure has occurred but the item
has more or less gradually reached the falled
state through the deterioration or depletion of
some quantity, structure, or function necessary

for successful operation.

As in the case of chance failures, this is & qualitative defini-
tion; although it is vague 1t is useful for descriptive purposes.

Now it is a femiliar fact that meny wearw~out failures can be
described by the Gaussian Iaw of Reliability. If, for example, a
group of new incandescent lamps sre life=-tested, it is foumd that
their ages at death tend to cluster around & mean life time £,
balf the failures occurring before and half afterward. There are fevw
very eerly or very late failures, the failure rate being low initi-
ally end reaching s meximum at the mean lifetime. The hazard is very
low initielly, and rises repidly after £ . This familiar pattern of
failure can be described by the Gaussian law or Normal Distribution
in which the failure rate as a function of operating time t 1is

given by

e
Y = —— e 2 97 (20)
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From Eqe. (9) the unreliability Q(t) is given by the time integral

of the failure rate

S 1zt
Q(t) = —= jea °7 ax, (21)
o J2n

from the beginning (t = 0) of the operation to its end at time t.
Q(t) can be evaluated from tebles of the ''normal probability inte-
gral'! in meny handbooks. The relisbility es a function of operat-

ing time is then
R(t) = 1 -Q(t) . (22}

In these expressions t is the mean lifetime and © the standard
deviation which determines the '"'gpread'! of the hump in the faila
ure rate curve giver by Eg. (2C). The hazard curve Z(t) cen
readily be cowputed from the genmeral relation Z = Y/R .

An exarple of the Gsussian Lew is shown in Fig. € for 100
imeginery short=lived flood lemps. The lamps show no feilures dur-
ing their early 1ife, but as the average life t = 5 hours is
epproached, the failure rate increases rapidly and reaches its mexie
mum at E « The fallure rate then drops off again at longer operst-
ing times. The reliability is nearly wunity for early times, drops
to 50 percent &t 5 hours, when helf the lamps have feiled, ard then
decreases very reapidly at later times. The hazard is zero initially
end increases slowly to 0.8 feilures per hour per survivor. Beyond

£ it increases almost linearly and reaches 5.2 hr—l et 10 hours.
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6.8

This incresse in the hazard function with opersting time emphasizes

the fact that with weer-out failures the failure rate of the survie

vors depends strongly on how long they have operated, in sharp con-

trast to the exponential law.

Distinction Between Age and Operating Time

In the ebove discussions 1t was assumed, for simplicity, that

the mechanisms were 8ll newv at the start of the operation (''mission'')

for which their relisbility was being assessed. his means that the

are and the mission operating time were egqual. For most actusl mili-

tary electronic equipment this is a grossly unrealistic assumption,

since very few missions are made with new equipment. Even expendable
missiles and torpedoss will usually have been tested or stored, often

for considerabtle periods, and non-expendsble equipment will have been

ugzd in previous miscions as well.

Thus virtuselly all electronic equipment will have asged under
various conditions of storage, testing, end previous use before it
is employed in & given mission, and this past history may or may not
influence the mission reliability.

To aveid eonfusion the following definitiens will be adopted:

Age: A general term referring to gecumulated time for

& mechanism before it is used in =2 mission.

Calender Age: Calender time since a mechianism was nev.

Operating Age: Accumulated or total operating time

prior to the mission of Interest.
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Storage Aze, Testing Age, ete., are similarly defined.

~ R

Corresponding to each age a mean life can be defined &g the
average at which pre-mission feilure occurs. For example, certain
tubes which die in storage may have a mean storage life of one
yvear under certain storapge conditions; or & hydraulic valve in &
missile may have a mean testing life of eighteen hours. In electron
tubes ''life'! usually refers to the mean testing age at which fail-
ure occurs under specified ''life-test'? conditions.

Turning now to the mission of interest, the time varisble is

the mission operating time for the mechanism (e.g., hours since take-

off for en airborne seerch radar). The average operating tire at
which failures occur during the mission will be called the meen time
to failure. TFor the exponential law characterizing randon electronic
failures, the mean time to failure ic a significant measure of relia-
bility as explained at the beginning of the previous section. More-
over, the fact that the mean time to feilure for a given set 1is

gbout the same, regardless of how often the set has been used in pre-
vious operations, means that the'set mean tipe time teo fallure is in=

dependent of operating age. For certain equipments (eeg., missiles),

however, the storage and testing ege might affect the mean time to
failure; this would occur if there were deterioration during storage
so that the set were prone to faeil soon after turning it‘on for the
pission, or if the set were harmed by too severe testing before use.
To summerize: There are two times to be distinguished in dis=-

cussing relisbility in a population of electronic sets, the age of
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the sets before their use in a mission, and the opersting time

during the mission. Corresponding to the age there is a mean life
or average sge for failures occurring before the mission (in teste
ing, storage, etc.), while during the mission the average operating

time at which the sets fail is the mean time tc failure. Having

made these distinctions the way is now clear to discuss the relise
bility of a group of sets which have different histories and hence

mixed ages.

Reliskility for Populations Having Mixed Ages

In muck military eleetronic eguipment the population involved
in & given mission of interest is composed of sets having mixed
ages, the sets themselves having parts with mixed ages. Thus the
uvsual statistical theories which describe the probability of fail-
ure as a function of age (e.g., tube failure vs tube mge) are not
directly epplicable to the description or prediction of mission re-
ligbility, though such theorles are important in uwnderstending fail-

ure and improving reliability. For most military electronic equip-

ment what is required is the relisbility as a function of (mission)

cperating time for & population of sets having mixed ages.

In general, this problem leads to rather complex statistical
theory. However, there are three simple results of particular im-

portance to electronic reliabilitys
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(1) A Populstion of Exponentially-Falling Sets:

(2)

(3)

If the sets are individually exponentially=-failing, then,
regardless of their ages, the population fails exponen-
tielly. The reason is simple: The probability of fail-
ure for the individual surviving sets (the hazard) is
constant and independent of their ages; hence the mixing
of ages has no effect on the probebility of set failure :

st verious operating times.

Exponentially-Failing Parts in a Set:

If the set is composed of various parts, each failing

exponentially, then the set also fails exponentlally.

Population of Arbitrary Elements with Constant Replace-

ment Rate:

Consider a population in which the feiled elements are
replaced as scon as they fail. Eventually a steady-state
situstion will arise in which the failure rate and re-
placement rate are constant end equal to r . This means
the probability of a failure in the population is a con=-
stant, independent of the age of the population &s a
whole, It follows that the occurrence of failure is
described by the exponential law with the hazard r .
This result holds regardless of whether the elements are

the same or different or have wear-cut or chance failures

(see Ref. 40O for & rigorous proof).
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This concludes the theoretical discussion of reliability
which has been quite genersl. It remsins to apply this theory

specifically to electronic equipment.
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AFPPLICATICH OF RELIARILITY TEECORY PO MILITARY EIECTRONIC BQUIPHEITT

The theory of the preceding section will be spplied t§ nili=
tary electronic equipmen® in Sece 7.1 and some exemples given. In
Sec. Te2 the evaluation of relisbility from field fallure detzs will
be treated briefly, end in Sec. To3 the validity and usefulness of

the exponential law for relisbility will be discussed eritically.

Tre Exponentisl Lav for Electronic Equipment

In order to epply the exponertisl lew to electronic equipment
2 very simple model will be used in which 211 the perts individu-
&1ly fail exponentisllye. Thus suppose the set consists of m perts
{tubes, resistors, capacitors, etc.) which heve constant hazards

{or survivor feilure rates) ., Loy see T oo The relisbility of

%

the m parts for an operating pericd t  will then be
-r.t o -t -1 s
R, =e¢ 17, Ry=e 2, e R =c¢ n o, (27}
4 ]

here are assumed to be no initiasl failures.

ct

in which for simplicity
Tn addition it will be assumed that the relisbilities are indepenw
dent and that the parts are in series so that failure of any one
feils the set. Then the set reliability R will be the product of

the part relisbilities:

R=R, + R, ess R (2h)

R=e (25)
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where

T =Ty kT ees T (26)

is the set hazard. Thus the set hazard is the sum of the part
hazards.

Since the part hazards are not usuelly known, it 1is conven-
jent to simplify Eq. (26) by grouping the m parts into n tubes

and ¢ components:
m=n-+ C . (27)

Now the averege ftube hazard Ty is given by

(Sum of the n tube-hazards) (28)

=R b

r =
n

and similarly the average cowponert hazard T, is

r, =3 (sur of the ¢ component hazards) (z2)
L™

g6 thet the set hazard in Eg. (26) cen be writien
r=nr_ + Cr_ . 3¢
o+ er, (30)

and the set relisbility is then
-(nrn + crc) t

R=e {(31)

This is the general form of the exponential law for the relisbility
of electronic equipment for an operating time of t© hours, in
terme of the number of tubes (n) and components (c) and the average

tube hazard (rn) and corponent hazard (rc) .
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As an example, consider the field data on some airborne radar
sets (Ref. 1), in which the average tube and component failure

rates were

1

r = 0.0007 hr -, r, = 0.0002 nrt (32)

corresponding to mean times to failure of about 1400 hours for
tubes and 5000 hours for components. For the purposes of celcula-~

tion let the number of tubes and components he
n = 100, ¢ = 1000

as in the example of Ref. l. These numbers when substituted in
Eq. (31), give

R = e-O.E’T’t (15)

-

for the set reliability as a function of operating time, & plot of
which is showm in Fir. 9. It is seer that the relisbility is 76
percent at 1 hour snd 58 percent at 2 heours. The second curve in
Fige 9 shows the relisbility for a set with twice the complexity

{n = 200, ¢ = 2000):

R = o=0e3kt (34)

For the more complex set the reliability is 58 percent for a one-
hour mission and only 34 percent for a two-hour mission.

It is useful to eimplify Bg. (31) still further by eliminating
the component terms crc « let @ De the ratio of tubes to com=-

ponents,

o
N\
g

a = nfe (
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and B be the ratio of the component hazard to tube hazard.
B=rfr, . (36)
Then Eq. (31) for the set reliability becomes
-knrnt
R=e : (37)
where Xk is the ratio of the set hazard r to the total tube
hezard nr @
n
k=rfor = (a+ BYfo . (38)

To interpret k note that if replacements are made over a period
of time so that the total populations remzin constant (see Sec. 6,6)
then

Set feilurs rate
k = A E— =
Tube faillure rsate

. (39)

Finelly, recalling the definition of the mean time to failuvre
{Sec. 6.6) it ie seen that the sei mean time to failure (7) and the

tube mean to feilure (1) are given by

T et , T=1r "t (40)
so that from Eg. (37) the set reliability is

R = e-knt/'r = E-t/T (ul)
where

T = 'r/nk L] (},;,2)
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For military equipment it appears (Sec. 2.6) that roughly helf
the set failures are caused by tubes; hence k = 2, and Eq. (41)
becomes
R = o2t/ (43)

with

T = T/En : (}-(-)-!-)

Equation (43) shows that electronic reliability declines exponenw
tially with operating time and complexity, as measured by the number
of tubes (n) « This is shown in Fig. 10, where the reliability,

Eg. (43), is plotted szainst operating time for various complexities.
In these curves a value of T = 16,666 hours is used, corresponding
to the % percent failure rate in 500 hours reported by ARINC fer
shipboard and fixed ground equipment.

Equation (43) also shows that the reliebility increases as the
tube meen time to failure (1) dincreasss; Fig. 11 shows the reliz-
bility R Ffor a l-hour mission plotted against T for various com=-
plexities ranging from 50 to 10,000 tubes. As mentioned in Sec. 2.6
most military equipments appear to have a tube mean time to failure
in the range of 1 = 2000 hours to 20;000 hours. For purposes of
comparison, however, walues of 1 from 500 to 200,000 hours are
showvne. The drastic effect of complexity is clearly evident. At a
veiue of T = 2000 hours, for example, & 50-tube set has a relia-
bility of 95 percent for a one«hour mission; if the complexity is
doubled to 100 tubes the relisbility drops to 90 percent; and for

500 tubes it is only 61 percent,



Reliability

o 200

o7} R ——

0.2

.Ioo,

v
!
i

' 50 tubes

RM-1131
8-14-53
111

0 3 Lo} 15
Operating hours

20

30

Fig. 10 — Reliability of shipboard and fixed ground equipment

(t=16,666 hours)



RM-1131
8-14-53
112

50 tubes

0.8

06
>
._‘g
2
I
x
0.4
0.2
One - hour mission
5 _ , ‘
500 1000 2000 5000 10,000 20,000 50,000 100,000 200,000

Tube mean time to failure (T)in hours

Fig. ||— Reliability for I-hour mission vs tube mean time to failure



RM-1131V
8-1k-53
113

Figure 12 shows the same curves for a ten<hour mission. It
is necessary to heve quite relisble tubes and components for
moderately complex systems with such a long operating time, if =
reasonable relisbility is to be achieved. For example, 1f 1 is
only 2000 hours as in previous exemples, and n = 100 tubes, the
reliability is only 37 percent. For & set with only 100 tubes a
reliability of 90 percent requires a value of 20,000 hours for the
tube mean time to failure, and for a 1000-tube set 90 percent re=-

liability requires 200,000 hours per tube failure.

Set Mean Time to Failure

From the number of tubes and the tube mean life Eg. (4k4) can
be used to caleulate the set wean time to failure. For the sct in
the above example (n = 100 tubes, T = 2000 hours), the set mean
time to fallure is T = 1/2n = 10 hours; thus the set may be exw
pected to full once every 10 howrs on the average. For a set ten
times as complex with 1000 such short-lived tubes, the time between
set failures is only one hour. With medium=-lived tubes (T = 20,000
hours) the set would fail once every ten hours, and with long=lived
tubes and components (T = 200,000 hours), the set would fail only
cnce every 10C hours and would have & relisbility for a ten hour

mission of 90 percent as noted at the end of the previous paracraph.

The preceding conclusions of course depend on the assumpiion

that half the set failures are tube failure (k = 2), but the general
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megnitude of the results would not be changed if, for example,
two=thirds of the set failures were caused by tubes (k = 5/2).
This assumption that k e~ 2 means that the component reliability
and the tube relisbility are relesied, sc that when various values
of T , the tube mean time to feilure are used, it is implied that
the ccmponent mean time to failure is correspondingly changed.

More specifically, defining the component mean time to failure Te

as the reciprocal of the mean component hazard LR

-1 ‘
T, =T, (45)

it is easy to show that Te is given by

T, = tfalk - 1) . (k6)

Thus Ta ig proporticnal to T , and if the value Xk = 2 1s used,
T, = 1/a =107, since a , the ratic of tubes to components, is of

the order cof 10 percent for most radioc-radsr sets.

The Exponential law for High Reliabilities

If the relisbility is high (above 7O percent) then the failure
rate or unrelisbility Q is 30 percent or less. Eg. (41) can be

written in the useful epproximate form,
Q = knt/7 = t/T (Q < 0.3) (W7)

which has less than 4 percent error. From this expression it is
clesr thet the probsbility of failure ¢ is the ratic of the operat-

ing time % to the set mean time to failure T . Using a value of
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7.2

k = 2 for the set to tube failure ratio,
Q = ent/s )

and the relisbility R =1 = ¢ can be calculated easily for quick
estimates. Thus if the tube mean time to failure is T = 2000
hours end the set has n = 100 tubes, T = 10 hours; for a one hour
mission, therefore, the unreliebility is @ = 1/10 = 10 percent end
the relisbility is R = 90 percent. For a ten-hour mission

Q= 10/10 = 100 percent and the calculation breaks down because Q
is larger than 30 percent. Eq. (41) must then be used end the re-

liebility is found to be R = 37 percent, @Q = €3 percent.

Evelustion of Relisbility from Field Data

The aveileble evidence on military electronic eguipment indi=-
cetes thet the pattern of failures is characterized bty & constent
probebility of failure (constent hazard) which ie independent of the
age of the sets or the componentse This gives rise to the exponen

tial law for reliability:
(49)

The equation can be used to predict the rellability for a given
operating time +t if the initial rellability Ro and the set
mean time to failure T are known. There is at present no way to
predict Roi 80 that field dets are required. For many equipments
(radios, radar) it may be Jjustified to assume that there are nc

initiel failures so that R = 1 . In other cases (e.g., missile
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guidance systems) some initial fellures may be expected and RO

will have to be determined from field failure deta.

Celeulation of T frow Fileld Data

Turning now to the gquantity T , discussed in Sec. 6.6, how
can T be determined from actusl field data? In general, for any
group of sets in which failures are observed to occur, the set
mean time to failure or the set mean life, T , is defined by the
equation:

Totsl set operating time in set~hours
Total number of set failures

T =

Tvo exerples will illustrate the use of this equation. The sets

are assumed to follow the exponential law, Eq. (L9).

Eze 1 = Multirle Sets with Rep

Suppese N sets have a totsl of F faillures during the obser-
vation period of to hours, &ll failuwres being replaced as they
occur so that the dead time during which any set is off the eir is
smell compared to to « Then the total set operating time is
approximately Nto and the sel mean time to failu;e for the sample*
is

T' = Nt _/F . (50)

L 3
The values of T' obtained frow & series of such experiments with

a fired F are disiributed normelly abcut the true T of Eq. (L9)
with & standard devietion of approximaiely O = T/ vF s 80 that
o=1/5T" if F =25 . Thus, two thirde of the time the estimated

T' will lie within + 20 percent of the true T if samples of 25
failures are considered. See Ref. 37 for further detsils.
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Exe 2 = Multiple Sete Partielly Run to Failure

Iet the N sets be turned on together and observed for a time

to , Guring which F sets fail at time tl, tz, ese T no re-

F,
placements being made, The total set operating time is then

L= (tl +E, + e tF) for the F feiled sets and (N - F) t,
for the remaining unfeiled sets, since these sets operated during

the entire observation period to « The total set operating time

is therefore t'0 + (N - F) to and the estimated set mearn time to
failure is

1

=z [t‘o + (¥ = F) tc)] . (51)

The sampling error is the same as in the first example (see foot-
rnote ).
If 811 N sets are observed to faell st time $., t vee L,

the expresciocn for T' reduces to

The veluss of T' ealculated in the above exerples can be used
in Eq. (49) to estimate the relisbility. If the set failures are
classified into tube and component failures the data can alsoc be
used to compute k 3 knowing T' , k , and n , Eg. (42) can then be
euployed to calculate 1' , the corresponding estimated mean tube

1life,

Accelerated Bvaluation of T , the Set Meen Life

Recent statistical studies (Refs. 37, 38) of the exponential

£
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law for relisbility have esteblished two conclusions of considerable
practical importance in estimating the set mean life T for the
test situation of Case 2. The first conclusion is that T' given
by Bge. (51) is the best estimate ¢f T , in a rigorous statisticel
sence. In the second place, it has been showﬁ thet for & given
number of failures T , the goodness of this estimated velue T' is
independent of N , the total population tested, provided only that
the estimate is based on the times to failure of the first F falle
ures, as described ebove in Case 2. The importance of thie result
lies in the fact that if & large number of sets are tested the first
F feilures will occur in & much shorter time than if only F are

tested until 81l fail. Thus the evaluation of T can be accelersied

without leosing aeccuracy. This result holds ordy to the degree that

the set reliability follows the exponential lew; 1t 1s not valid for

the Gaussier Lawv, for example. Of course such &n accelersied test

To illiustrate the idea, suppose T = 50 hours is the true set
meen life which it is desired to evaluate. (From Eq. (L&) this
could result from & set with 100 tubes having & mean tube 1life of
10,000 hours.) Further suppose F = 25 failures will give a satis-
factory accuracy of estimate, as described in the foctnote of Case 1.

S

(%

Nov consider two tests. In the first (long test) a group of 25 se
is observed until ell 25 faile This will require an observation

time of sbout 3.8 T (see Ref. 37) or 190 hours. From the 25 times
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3 ]
to failure tl, t2 evs t25 the estimeated mean set life is T 1=
(b + by + oee t25)/25 . In the second (short) test N = 100 sets
are observed only until the first 25 fail, at which time the test
is stopped. This test will require only sbout .29T or 1%.5 hours

to run. Using Eq. (51) the estimate T', is obtained from the 25

2
times to failure as explained in Cese 2 above. Then the statistical

theory assures that T'l and T' are equally good estimates of

2
T ; further, the short test was run in only 1%.5 hours as compared
with 190 hours, a sizable saving in time. If this accelerated
method is applied to tubes, for example, where large numbers are in-
volved, very great time savings may be achievable.

This concludes the application of the exponential law to elec-

tronic equipment reliability. It remains to consider the justifi-

cation of these results and the limits of their wvalidity.

7.5 Validity of the Exponentisl law

In this concluding section certain sspects of the exponentiai
law will be discussed briefly, including the basis for the law and
the conditions and equipment to which it should be applied.

To begin with, the general form of the exponential law for re-

liability is

Re=R et . g ot/
[o] Q

(53)

In this form the law gives the relisbility as a function of operate

ing time for any population of elements in which the hazard r
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(fraction of survivors failing per hour) is constant. It has been
found to characterize the relisbility of many diverse compdnents
(Refs. 18 end 39) and it appears also to typify the reliability of
certein complex systems composed of human and mechanical as well
as electronic components.

As explained in Sec. 6.6, the exponential law holds for & popu-
lation of systems (e.ge, redar sets) if it can be established that

any one (or all) of three conditions exist:

(4) Exponential System

An adequate sample of system feilure data fits the ex-

ponential law reasonably well.

(R} Exponential Couponsnis

The system is composed of compeonents whicn fzil ex-

ponentislly.

(C) Mixed Component Ages

The system consists of components heving any failure
patterns whatscever but whose ages are mixed so thet the

component replacement rate is constant.

Condition A establishes the exponential law by statistical
enelysis of directly observed failure data. Condition B infers
the exponential law for the system from the fact that the compon-
ents fail exponentiaslly, a more indirect ergument than in A, and

one which involves theoretical assumptions concerning the
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statistical and functional independence of the components in a
complex system. Finally, Condition C is suggested by the fact

that certain militery electromic equipment (e.g., ground radars)
suffer many failures and replacempents early in life and then

settle down to & more or less constant failure rate. C thus has

the status of a plausibility argument for the exponential law unless
actual replscement or fallure data is avallable, in which case a
direct  statistical test can be made {o establish or reject Condi-
tion A. It is apparent that A and B require failure data under
actual or simulated field conditions; such data have been collected

for military radios and radsrs.

The Expcnentisl Law for Radio-Radar Reliability

Most of the field date which have been collected to date on
military electronic reliability has come from complex radic-radar
type equipment in aircraft and in fixed ground arnd shipboard in-
stallations. For such equipment it was shown in Sec. 7.1l that the

exponential law could be written in the special form:
R=R, ¢ kot/ (54)

in which the dependence of the reliability on the number of tubes
or complexity is made explicit. Radio-radar type equipment con-
stitutes a large segment of all military electronics and performs
vital military functions including communicationé, search and navi=-

gation, fire control, bombing, and countermeasures. It is therefore
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important to state the conditions under which the exponential law

mey be expected to be valid. -

Most of the equipment from which the ficld data have been

obtained are characterized by three features:

(1)

(2)

(3)

Repeated Missions

The sets were used in many missions on & continuing
basise These missions variled from medium lengili (2.g.,
1 = 2C hours in aireraft) to nearly ccntinuous operation
for periods of days or weeks (e.g., shipbosrd or ground

radar).

Continuous Replacements

-

Mezintenance end replacencnt of both sets and failed

perte were carried on more or less continuously for
months or even yeers while the eguipment was Ir cpere-
tional use. In many cases, part replacements wers even

mede during the mission or operating pericd of the gesr.

Reletively Constant Conditicons During Miscions

It is believed that the maintenance, operational, and
environmental conditions did not change radically during
the missions or cperating periods. TFor fixed ground
equipment this would be expected. It is less true for
airborne equipments in which temperature and pressure

chenges mey occur. For shipboard gear under non-~combat
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cperaticnal conditions st sea the eguipment environment

should not vary greatly.

Both repested missions and continuous replacements tend to mix
the ages of the set and component populstions, and this tends to
ju;tify the use of the exponential lew. The relatively constant
operational conditions during use favor a constant hazerd and
hence the exponentisl lsw. These vague arguments help to explain
the observed exponentiazl patiern of failure; they are not needed to
justify the law for radio-radar equipments. The main point In list-
inz the above conditions is to draw attention to the operstional

circumstances under which the exponential lew has been observed.

There is little or ro data to justify the use of the exponential

law unless the above three conditions hold.

)
163

uide

For example, in one-shot devices such ss torpesdoes or

™

micsciles the gulidance gyctems may all be new and mey exkibit e
different pattern of failure because of high early fallures in the
first few minutes of operation. Agein, both of these devices are
subjected to & chenging envirconment ranging from high shocks during
lsunching to mild conditions during the mid-phase, and ending in
severe vibration or accelerstion during the homing phase. To the
extent that the components are vulnerable to these changing con=-
ditions, the hazard will ceritainly not be constant. Again, if
nissiles are suddenly used after & long storags, without maintenance

or check out, the initial failure rate mey be large and it would no
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longer be proper to assume Ro = 1 as in the radio-rader équip-
ments where continuous meintenance helps to prevent initial faile

ures.

Summery

The exponential law should be considered as & working hypothe-
sis for complex electronic systems. It is supported by e limited
amount of statistical data on feilures of radios and raders in air-
creft, ships, and fixed ground installations, obtained under non-
combat military operational conditionse. In the special form, Eq.
(s4), it shows the dependence of reliability on complexity, on
mission opersting time, and on tube and component reliability. It
is useful for generel crder-of=-megnitude estimates snd planning
factors, for which purposes it mey ususlly be asssunmed that there
are ne initial failures (Ro = 1)}, that about half the eguipment
failures are caused by tubes (k = 2), and that the mean time to
failure for tubes is of the order of T = 10,000 hours. For
specific equipments where more accurate estimates are required
for tactical or technical plamnning, field data must be obtained
to eveluste the set mean time to failure T , as described in
Secs To2. The estimated value of T can then be used in the
reneral form of the exporentisl law, Eq. (53)s The law should
not be applied to other types of eguipment or to cperaticnal sit-

ustions which differ greatly from the conditions (1) to (3) abowve
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unless Jjustified by an adeguate statistical study of the field

reliisbility of the equipment in question.

7.4 The Future: Relisbility, Corplexity and Redundancy

In this final section the conflict between reliability and
complexity will be resolved by redundancy. This will require
fiprat a brief resume of the current trends in reliability and com-
plexity in electronics, and second the formulation of c¢riterion cf
eritical complexity as & guide to the requirement of redundency.
Redundancy will then be discussed as & desipgn princlple necessary

in =ny super=reliable or super=complex system.

Regumz of Curvent Trends

The relisbility problem is being stbacked in three phasss:

The shorteterm guick Tix progrems, in which gvailiable
, o b

-,
)
p_—

: : P SO 5 N e « + “jwgs hr vy ~
technigues and knowledpe are used to curs known de-

ents, end in meinlenance and use.

(2} Tohe interim phase on a one or two year gcale, compris-
ing changes in meintenance practices and medificatlons
in the design and use of present tubes and components

to improve their relisbility.

) The long-term phmse (4 years or wore) invelving major

(

M

and perhaps radical changes in the design of tubees and

cormonents, the introduction of nevw components and new
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applications, and new principles of system design.
This includes such work as that of the Stanford Research
Ing-itute (Ref. 23) and many other new developments in

electronics not discusszed in this report.

Current effort is concentrated on the first two phases. The
short term work essentially removes obvious defects in order to
realize the relisbility ipherent in present tvbes and components
if they are properly used. The modification efforts seek to im-
prove the reliability of present perts within the limits set by
the best present production techniques together with good system
engineering, maintensnce, and operation. As & rough estimate of
this limit & value of T = 200,000 hours (3 years) for the tube
peer time to feilure will be used. This iwpliies a large advance

n relisbility of tubes, coxponente and systems. It repressnis &

-

ten=foid decrease in failure rate compared with the betler present
eguipment (1 = 20,000 hours) and a fector of perhaps two or three
over the best military gear yet built. It is compareble to the
low failure rate which is expected in the best communications syse-
tems (e.g., submarine csble repeaters - see Ref. 35}, and it mey
well be too optimistic for military equipment. Nevertheless this

limit will be useful in obtaining an order-of-mzgnitude reletion

5

between reliability and complexity.

It is clear from Sec. 1.3 thaet the coup.=advy of militery
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electronic equipment is increasing rapidly from year to year - a
tenfold incresse in ten years is not uvnusual for radars. It is
also clear from the exponential law that system reliability is de-
elining exponentially with this increasing corplexity and can be
held to acceptable levels only by corresponding increases in the
reliability of tubes and components. Even if present parts had
the limiting reliaebility discussed above, it is clear thetl come
plexity will eventually outrun part reliability.

In short, for perts having & given reliebility, how complex

can equiprert become and still heve an scceptzble relisbilitv? The

answer will, of course, depend on the required operating time ¢

and on the values of 7 and R . More precisely, the corplexity

¥* *
n for which the relisbility hes the minirmum accepteble value R,

%
will be called the eritical complewityv. Assuming that R is &b

*
least TO percent, Eqge (47} is mpplicsble and gives n  in terms

*
of the meximum accepisoble unreliability Q @

0 o= Q t/kt (55)

Tow using k = 2 , as appears reasonable from previous discussions,
and T = 200,000 hours to represent the limiting tube and component
relisbility, the equation gives the eritical complexity as a func-
tion of the mission operating time t , and the meximum acceptable

*
feilure rate Q ¢

L 3 * .
n = 100,000 @ [/t . (5¢)
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9% *
Table VIII shows n for various c¢perating times for G =1

n

* * * .
percent (R = 99 percent) and @ = 10 percent. (R 90 percent).

TABLE VIII - CRITICAL COMPLEXITY VS OPERATING TIME

Minimum Acceptable Rellabllity

_Qperating Time 90 Percent 99 Percent
1 hour 10,000 tubes 100C tubes
2 5,000 500
5 2,000 200
10 1,000 100
20 500 50

It is seen that for 90 percent reliability the critieal com-
plexity is 10,000 tubes for a one~hour missicn and 1000 tubes for a
ten~hour mission. For 99 percent relisbility the critical complexie-
ties are one-tenth as larce. If the uwltimate figure of 1 = 200,000
hours is pot ettained the eritical complexities in the table must
all be cut accordingly. Now it is well;known that some comrieﬁ sys--
tems alresdy have as many as 1000 tubes ana ﬁust operéte for as long
as 10 or 20 hours. In view of the fact that most military systems
probably have a value of T in the neighborhood of 20,000 hours at
most, it is elear that military equipment is fast approaching the
critical complexity limits beyond which the relisbility will rapidly
drop below Q0 percent.

Three conclusions regarding electronic eguipment of complexity

rn can be drawn Trom Table VIII.
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*
(1) For Subecritical Complexity (n<n ) the equipment has
not reeched the critical cooplexity end tube and compon=-

ent improvemsents slone can wWltimetely yield setisfactory

¥
systenm reliabilities R > R .

(2) For Critical Complexity (nw n*) the situation is mer-
ginal in the sense that the full uwltimate relisbility
(v = 200,000) will have to be attained in the parts; to
the degree that this goal is not reached, component im-

provement will not yield the required minimum reliability.

*
(3) For Super Complexity (n > n ) the equipment complexity
is greater than the critical complexity. Such a system

will be called supercomplex. Supercomplex equipment im=-

poses system relisbility reguirements which are beyond

the present state of the art set by tube and component

reliabilities.

Redundancy

What, then, can be done to provide high reliability in super=-
complex systems? The answer, paradoxically, is to increase the
complexity by adding redundancy. In the above argument and in the
entire discussion of electronic relisbility it has been essumed

that complexity meant series complexity. Yet in Sec. 6.2 it was

clearly shown that parallel complexity increased reliability.
In series systems the only way to improve reliability is by

using more reliable components. For given component reliabilities,
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however, redundancy is the only way to improve relisbility.

It is well known that redundancy is used in industrial esppli-
cations where high complexity is involved and high reliability is
reauired (e.g., telephone systems). Yet redundency is employed
only occasionally in the present design of military electronic
equipment.

There are two types of redundancy commonly used in engineer-
ing, standby and continuous. BSlandby redundancy is typified by a
copilet in an aircraft, who tekes over the pilot's functicn in case
of emergency, or by & parallel switch which can be closed to com=-
plete a circult if the primery switch fails. Continuous redundancy
is used when a bridge designer provides additional supports beyond
the minimus nuriber required, in order te share the load and prevent

the failwre of esnyr one support from feilinmg the bridoe. ALnother

exarple is the use of several push;pﬁll tubes in a circuit in which
the failure of one tube degrades performance but does not cause
complete failure.

The distinction between standby and continucus redundancy is

importent because standby redundancy requires & ''decision device'!

to detect failure and activate the standby component. This raises

the whole problem of automatic failure detection In electronic cir-
cuits. Failure in the output of & component can be detected in
meny ways = by comparison with a stendard if the output is con-
stant or by comparison with an independent determination ¢f the out-

put (e.g., comparison of height from a radar height finder with the
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reading from & pressure altimeter). For any closed-locp feedback
system, failures can be detected by modification and feedback of -
output to obtain a null-comparison with input (e.g., dividing am-
plifier output voltage by the gain factor so that it corresponds

to input voltage, with which it can then be compared). For simple
component functions, for discrete or digitel funetions, and for

the detection of overt or complete failures, a decislon device
which is cheap and reliable can often be used. On the other hand,
for complex component functions, for continuous or &nalog functions,
end for detecting marginal failures or performance degradstion, the
decision device itself may become complex, expensive, and unrelisble,
end its use must be carefully considered in terms of the net gain
to the system.

Redundancy has been suggested as & possible solution to the
problem of reliability in guided missiles, and & methemotical analy-
sis of the relimbility of redundant circuits has been issued
(Ref. 33). In computers various error=-checking methods have been
used both in the design and mode of operation (Ref. 36) and these

pzy be useful in improving reliability in other electronic equipment.

Summary

It seems clear that present electronic system design princi=-
ples must be modified and enlarged to include redundancy as a
standard practice in applications where very high reliability is
required or where the system is supercomplex. It is to be empha -
sized that redundancy offers the only method of improving reliabil-

ity when components of a given reliability are used.
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